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msoflio sazogadoeba dadga axali kibersafrTxis wi
naSe, romelic momdinareobs islamuri hakeruli jgufebidan 
da dajgufebebidan. am mxriv sayuradReboa, rom bolo wleb
Si, gansakuTrebiT, siriaSi saomari moqmedebebisa da axlo 
aRmosavleTSi e. w. „islamuri saxelmwifos“ (ISIS) asparezze 
gamosvlis Semdeg, erTiorad gaizarda kiberSetevebis ricx
vi. am mimarTulebiT gansakuTrebiT aqtiuroben hakeruli da
jgufebebi „axlo aRmosavleTis kiberarmia“ (the Middle Eastern 
Cyber Army - MECA), Fallaga Hackers Team da Cyber Caliphate da, aseve, 
„siriis eleqtronuli armia“ (SEA), romelsac did mxardaWe
ras uwevs „iranis kiberarmia“ (ICA).

uaxloes momavalSi amgvari safrTxis winaSe aRmoCnde
ba saqarTvelos internetsivrcec, romlis sagareo politika 
mimarTulia evropul institutebSi integraciisken _ qveyana 
unda gaxdes evrokavSirisa da CrdiloeT atlantikuri alian
sis wevri. gasul wels saqarTvelom xeli moawera evrokav
SirTan asocirebis xelSekrulebas, sadac erTerT punqtad 
Cadebulia usafrTxoebis uzrunvelyofis sakiTxebi (evrokav
SirTan asocirebis Sesaxeb SeTanxmeba, muxli 1, punqti (f)), 
iqve moxseniebulia aseve personalur monacemTa dacva (evro
kavSirTan asocirebis Sesaxeb SeTanxmeba, kari 3, muxli 14) da 
kiberdanaSaulTan brZola (evrokavSirTan asocirebis Sesaxeb 
SeTanxmeba, kari 3, muxli 17, punqti (g)).

yovelive es gamoiwvevs saqarTveloSi dasavluri sa
xelm wifo institutebis, kompaniebis, axali misiebisa da war
momadgenlobiTi ofisebis gaxsnas. procesi iqneba sul ufro 
mzardi, rac, Tavis mxriv, Cveni qveynis mimarT kidev ufro 
gazrdis safrTxeebs rogorc potenciurad mowinaaRmdege 
qveynebis, ise islamuri fundamentalizmis mimdevrebis mxri
danac. yovelives paralelurad izrdeba kibersafrTxeebic. 

statistikuri monacemebiT, saqarTveloSi 20082014 
wlebSi momxdari kiberSetevebis didi raodenoba modioda 
ruseTze (FirEye, 2014), romlis drosac sistematurad xor
cieldeboda kiberSeteva Sinagan saqmeTa da sagareo saqmeTa 
saministroebis, aseve kavkasiis Temaze momuSave zogierTi 
arasamTavrobo organizaciis vebgverdebze. 

rusi hakerebis mTavar samiznes aseve warmoadgendnen 
is vebgverdebi da pirebi, romlebic internetsivrceSi qar
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Tul saxelmwifoebriobasa da interesebs icaven. magaliTad, 
am mxriv sainteresoa 2009 wlis 67 agvistos rusi hakerebis 
mier ganxorcielebuli kiberSeteva popularul qarTul 
socialur qselebze, romlis mizezi qarTveli blogeris _ 
„soxumis“ politikuri Sexedulebebi gaxda. 7 agvistos gaaq
tiurda kiberSeteva da cxadi gaxda, rom mas rusuli spec
samsaxurebi axorcielebdnen, romlebic blokavdnen infor
macias, romelsac blogeri „soxumi“ avrcelebda da romelic 
agvistos omis wlisTavs ukavSirdeboda. ukve yvela specialis
ti adasturebs, rom Seteva vebgverdebze ruseTidan ganxor
cielda da imdenad kargad iyo organizebuli, rom calkeuli 
hakerebis moqmedebas gamoricxavs.

aRsaniSnavia is garemoebac, rom ruseTidan wamosuli 
kiberSetevebi emsaxureboda aseve kiberjaSuSuri gziT in
formaciis mopovebasa da Segrovebas saqarTveloSeerTeb
uli Statebis, saqarTveloevrokavSirisa da saqarTvelo 
Crdiloatlantikuri aliansis urTierTobebisa da momavali 
saqmianobis Sesaxeb. 

2015 wels ruseTis aqtiuroba saqarTvelos kiber
sivrceSi naklebad SeiniSneboda, maTi mxridan SemoRweva ofi
cialurad ar dafiqsirebula. Tumca 2015 wlis 2125 maiss 
qarTul safinanso organizaciebze ganxorcielda  masobrivi 
DDoS  Seteva.  sul SetevaSi monawileobda 300 000mde uni
kaluri IP misamarTi, 160ze meti qveynidan. Setevis masStabi
dan, momzadebis xarisxidan da regionisadmi geopolitikuri 
interesidan gamomdinare, unda vivaraudoT, rom am Setevis 
ukan ruseTTan dakavSirebuli hakeruli jgufi idga. imis 
gaTvaliswinebiT, rom aseTi masStaburi Seteva ar iyo ori
entirebuli finansur zaralze, didi albaTobiT, igi miznad 
isaxavda yuradRebis gadatanas sxva, SesaZloa ufro metad 
zianis momtani Setevisagan.  

2015 wlis pirvel naxevarSi incidentebis organiza
torebs Soris ukve gamoCnda islamuri hakeruli dajgufebe
bi. kerZod, 10 ianvars frangul kompania `karfuris~ saqarT
velos filialis vebgverdze ̀ axlo aRmosavleTis kiberarmiam~ 
ganaxorciela kiberSeteva. sxvaTa Soris, im periodSi moxda 
sakmaod masobrivi kiberSeteva frangul kompaniebsa da maT 
warmomadgenlobiT ofisebze mTel msoflioSi, sadac aseve 
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figurirebda `karfuris~ saqarTvelos filiali. es faqti im
saxurebs yuradRebas da ganxiluli unda iyos, rogorc dasav
luri kompaniis warmomadgenlobaze kiberTavdasxmis pirveli 
seriozuli precedenti Cvens qveyanaSi. 

garda amisa, aseve mniSvnelovania meore SemTxveva, ro
melic 2015 wlis 16 aprils islamurma hakerulma dajgufeba 
`el mohajirma~ Caidina `saqarTvelos mosamarTleTa erTo
bis~ vebgverdze. kiberTavdasxma atarebda daSinebisa da pro
pagandistul xasiaTs.

aseve gansakuTrebul yuradRebas imsaxurebs mimdinare 
wlis 6 ivliss ISIS-is hakerebis mier ganxorcielebuli kiber
Seteva saqarTvelos saxelmwifo ministris aparatis evropul 
da evroatlantikur struqturebSi integraciis sakiTxebis  
vebgverdze.

momavalSi sul ufro gaizrdeba islamuri hakeruli 
jgufebidan da dajgufebebidan momdinare msgavsi inciden
tebis ricxvi, rac unda ganvixiloT, rogorc axali seriozu
li gamowveva saqarTvelos erovnuli usafrTxoebisTvis. am 
konteqstSi gasaTvaliswinebelia ̀ iemenis kiberarmiis~ miznebi 
da misi SesaZleblobebi. es aris axladSeqmnili organizacia, 
romlis mizania kiberTavdasxmebis gziT SeerTebuli Statebs, 
evrokavSiris wevr qveynebsa da maT strategiul partniorebs 
Soris arsebuli urTierTobebis Sesaxeb eleqtronuli mi
moweris moparva, romelsac igi im qveynebidan axorcielebs, 
romelTa kibersivrce ufro mowyvladi da mgrZnobiarea. maga
liTisTvis, ivnisis TveSi organizaciam ganaxorciela kiber
Tavdasxma saudis arabeTis sagareo saqmeTa saministroze, 
saidanac moipares SeerTebul StatebTan da evrokavSirTan 
eleqtronuli mimoweris daaxloebiT aTi aTasamde strate
giuli dokumenti. msgavsi safrTxis winaSe aseve SeiZleba aR
moCndnen saqarTvelos saxelmwifo subieqtebi.

saqarTvelos kibersivrceSi 2015 wels momxdari 
arasanqcirebuli Setevebidan SeiZleba gamoiyos Semdegi in
cidentebi:

•	 19 ianvris kiberTavdasxma diasporis sakiTxebSi saxelm
wifo ministris aparatis vebgverdze;

•	 2 Tebervlis masobrivi kiberSeteva eleqtronul fosteb
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ze. kerZod, internetSi gavrcelda axali kompiuteruli 
virusi, romelic sxvadasxva enaze agzavnis eleqtronul 
werilebs, maT Soris, qarTul enazec. virusi msxverpls 
96 saaTs aZlevs, rom gadauricxos konkretuli Tanxa, wi
naaRmdeg SemTxvevaSi, failebi samudamod ganadgurdeba;

•	 5 Tebervlis kiberSeteva saqarTvelos sagareo saqmeTa sa
ministros oficialur vebgverdze. Sedegad, am kiberSete
vis gamo saqarTvelos sagareo saqmeTa saministrom miiRo 
gadawyvetileba aamoqmedos saministros axali vebgverdi, 
romelze muSaobac am etapze nawilobriv aris dasrule
buli. jer daudgenelia kiberSetevis wyaro;

•	 wlis pirvel naxevarSi ganxorcielebuli ramdenime kiber
Seteva saqarTvelos soflis meurneobis vebgverdze.

Sinagan saqmeTa saministros oficialuri statisti
kuri monacemebiT, kiberdanaSauli saqarTveloSi yovel
dRiurad matulobs, Tumca moiklo kiberdanaSaulis gaxsnis 
procentulma maCvenebelma. kerZod, saministros mier dafiq
sirebuli kiberdanaSaulis ricxvma, 2014 welTan SedarebiT, 
2015 wlis ianvaragvistos mdgomareobiT 11,11%iT moima
ta. rac Seexeba kiberdanaSaulis gaxsnas, 2014 wels gaxsnis 
maCvenebelma Seadgina 59,26%, roca 2015 wlis ianvaragvis
tos mdgomareobiT is Seadgens 34,44%s.

zemoT mocemuli cnobili kiberSetevebis garda saqarT
velos sxvadasxva organizaciasa da kompaniaze ganxorcielda 
kiberSetevebi. kerZod, organizacia zona-his  monacemebiT,  
gasuli wlis ianvridan oqtombris CaTvliT saqarTvelos 
kibersivrceSi moxda 489 sxvadasxva saxis ukanono kiberSe
moRweva. es maCvenebeli arcTu didia iseTi qveynebisTvis, 
rogoricaa SeerTebuli Statebi, didi britaneTi an CineTi. 
magram saqarTvelos kibersivrceSi oficialurad dafiqsire
buli ukanono SemoRwevebis moyvanili raodenoba garkveul 
SeSfoTebas iwvevs. faqtobrivad, qveyanaSi yoveldRe xdeba 
kiberincidenti.

saerTaSoriso sistemaSi arsebuli safrTxeebisa da 
gamowvevebis gaTvaliswinebiT, saqarTvelos usafrTxoebis 
politikis dagegmva da ganxorcieleba kiberusafrTxoebis 
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sferoSi ganixilavs safrTxeebisa da gamowvevebis Semdeg sam 
mimarTulebas:

•	 kiberomi an/da kiberSeteva, romelic mimarTulia potenci
uri mowinaaRmdegis mxridan saqarTvelos mTliani kiber
sivrcis dazianebisa da mwyobridan gamoyvanisken. amasTan, 
qveyana kvlav dgas masobrivi kiberSetevis safrTxis wi
naSe;

•	 kiberterorizmi, romelmac kritikul informaciul in
frastruqturaze kiberSeteviT  SeiZleba mniSvnelovani 
ziani miayenos qveynis erovnul usafrTxoebas;

•	 kibersivrcis gamoyenebiT Cadenili sxva qmedebebi, ramac 
SeiZleba ziani miayenos kritikuli informaciuli infra
struqturis calkeul subieqtebs, rac uaryofiT Sede
gebs moutans ekonomiuri, socialuri Tu sxva sferoebis 
funqcionirebas.

am etapze saqarTvelos xelisufleba muSaobs kiber
usafrTxoebis axal strategiasa da 20162018 wlebis samoq
medo gegmaze.
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