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Abstract

Supervisory Control and Data Acquisition (SCADA) is one of the most
perspective and basic techniques of automated management of complex, dynamic
systems (processes). This technique is useful in the fields, where security and
reliability have critical importance. SCADA systems are widely-used in technological
processes of any kind of industry. Basically, they are digital systems of monitoring,
management, etc.

Measurement of parameters is a complex stage of technological process of
production. Besides, measurement of parameters is related to the process of supply of
measurement results to the personnel. In the recent period multifunction digital
measuring devices are widely-used. They make measuring systemscheaper, but their
integrated displays are unacceptable for personnel, because they don't satisfy
ergonomic demands. Besides, only one or several electric parameters are displayed
simultaneously on the screen of multifunction measuring device. It's also unacceptable
for the management of technological process. Therefore, it's important to develop
SCADA systems, which use the advantages of digital measuring devices and make
them ergonomically acceptable for personnel.

The first chapter of work studies the design of SCADA system (as distributed
digital system) operating in real time. Particularly, SCADA system of measurement
and representation of hydroelectric power station's electric parameters is studied. The
ergonomic issues of SCADA system and its components are studied and the criterions
of ergonomic efficiency are established. It must be noted that operator needs technical
means of information representation to perceive and generalize any information.
Means of visual representation of information, including displays, have one of the
most important functions in the activities of human-operator. The main factors are
established, which contribute to perception of visual information displayed on the
screen.

In the first chapter of work two principles and one condition of
multifunctioning are established. If this condition is met, then element of digital
system may be considered multifunction.

The second chapter of work studies the multifunction digital measuring
devices used in SCADA systems. It's established that such devices have many
functional advantages over the traditional digital measuring devices. The disadvantage
of multifunction measuring devices is limited quantity of measured parameters
displayed on the screen. Besides, functional possibilities of screen don't satisfy the
ergonomic demands. Therefore, it's impossible to rely solely on the information
displayed on the screen of measuring devices in the systems of control and
management of technological process. It's necessary to use modern and more
ergonomic means of representation of information, such as modern LCD displays.

Display and video adapter are connected via video interfaces. We have studied
modern video interfaces and selected digital interface DVI. Besides, we have studied
TMDS protocol of DVI interface. Advantages of digital video interfaces, including
DVI interface, over analog video interfaces are shown.

We offer the technique of ergonomic improvement of multifunction digital
measuring devices of SCADA systems using modern digital video interface and
display. It's established that quantity of functional possibilities (CardF=n) of digital
measuring devices is more than m quantity of parameters displayed on the screen
(n>m). Ideally, n=m, but this condition isn't met for the multifunction digital
measuring devices, because their screens have low quality, low contrast, low
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luminosity, small visual angle, etc. If consumer wants to see all parameters of digital
measuring device, he/she must push the buttons of displacement in the menu.

Consumer must push the buttons of displacement and then watch the
information to perceive the parameters displayed on the device's screen. Both actions
require certain time. Besides, speed of internal electronics of multifunction digital
measuring device should be taken into account. If several k parameters are shown
simultaneously on the screen of multifunction digital measuring device, then
consumer spends much less time to perceive these parameters. In this case consumer
doesn't need the buttons of displacement or writing out the parameters. We offer
equation to calculate the gain of time. For example, if multifunction digital measuring
device has 50 functions, then coefficient of gain of time is over 100.

We use wide-screen display to represent k parameters of multifunction digital
measuring device simultaneously. In the simplest case, the system includes one
multifunction digital measuring device, controller and display. Controller gets k
parameters from multifunction digital measuring device and prepares this information
for displaying on the screen. Controller and multifunction digital measuring device are
connected via production network. As a result, we get the system (controller) of
information representation with better ergonomic characteristics. The system reads k
parameters from multifunction digital measuring device, transforms them according to
pre-selected conditions, prepares them for displaying on the screen and then displays
information on the screen. We have developed the design and algorithms of operation
of above-mentioned system.

Finally, the system (controller) of information representation with high
ergonomic characteristics is integrated in the SCADA system of monitoring and
management of power object. We describe the design of modified SCADA system
and show the improved ergonomic characteristics of such design.
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d9a6m390s> (SCADA -Supervisory Control and Data Acquisition)®omveo,
06530190 LoLEJIGOOL (3Mr(39L9d0L) 53E™MToGHOBOMYIO BoMHMZ0L gHM-
9600 JOMHOMIPO S POIVBOLIMOOM Y439esHY 39ML3gdGH0Mwo gmmEos. gl
39000 LsbogmEbarm 3609369 ™3z5605 LEgHMYdTdo, Losg MLOIBONLMYdS
@5 B503gEOMds IMOEHOINWIE SEOLJOJ0s. LI J39Yy69ddo SCADA-
LoLGHYIgool  Lyxd39DbBY  BH9dbmwmyomMo 3OMELYOdOL Fsmm3zs 80-0560
D900056 s0fiym [1]. CLILE®gMmdom LbMmMg OL3YERIOWO FsMM30L
3006303908 g8dbgds  Albgzowo  93@MToBH0BoMmgdIMmo  LobEgdgdo
96903903580, 969639303590, LOGHMBLEIMOEGHM, 3MLIMLYMO ©s LsdbgO™
1g39MHM9dT0, 53M9gm39 bbgoalbgs Lobgwdfoxm bGMmddmmgddo [2].

SCADA-LobL93900L  3m639BEO0L 33 sMH0DOE0L  gobsdoMmdgdlL
DMoo©  FoOm30L  LoLFHYIGOOL  49B300MdOL  F0TSOIMMYGdS OO
L5d9360960M-Egdbo3mcmo  3OMyMglo[3]. SCADA-E9bmmmaos  Lodwowgdsls
335993l 30350f0Mmm 3@ ™oGH0DsE00l Fomsw @MbYL, MMl 3w9dsgwgds
3oOmmM30Ld 5 0bxmEMTs300l  TJAMM39d0L,  ©sFYF53900L, oI (39doL,
d965b30L5 s SLobgol LolGgds[4].

SCADA-bobGHgdolb  doghH  990mms35H9d0mero HMI  (Human-Machine
Interface) 06&9Mx3g0LoL dgMOOHIMOY, 936096Dg godmbobryero 0bgm®mdsigool
LOLEOIG s JOLOYYIMBYS, FoMMZ0L "d96M393 900" oMo byedolsi3Emdmds,
90608690900L5 s LoEbmdsGMm  LoLEGHIOL BMmbyMbgdmes  49dmygbgdols
99L53gdEIMBS 5o gdl EOLZghgHoly s LOLEJIOL WMMOYOHMNJIgEIOOL
91893AHYOMISL s 06003y ©ogo3L  3MOGBH03Mwo  Fg3mIgooL
509bMds. 59990 259m0bstg, bomguo bgds, HMP 53335600 LolEgdgool
©59853900L5L  sboeo  JoMdss  LoFoMm. sbosewo doymds Hardware-
Centered 5699 (9460316 UBodoegd9dDg 9J390G0L  353907900LdgmnMmEOL
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Human-Centered 56v) 306390 60330 5053056-m396M0GHMmMm9dbg mGm0gbEo0-
9010 9900000 Bb5(330q05L geEollbdmdL.

SCADA ULob@gdgdo xgsOomm@  gs8moyggbgds 69d0Ldogho  3Gmzowols
Po68mgdol 39gdbmemaom® 3Mm3glbdo. doMoms@do gl sM0L dmbo@mMobyols
@5 BsOmmM30L  3086Wwo  LobGgdgdo ©@s 9.9. GH9Jbmwmaom®mo 3MMmEgLboL
533™B5GH0Bs300L LoLEFHYIJOTo FoBmYgbgdEo FoAHMPIdoL 0bEgwgdd -
w0Hs305d, 3M0b53530900L, 06835300l  FOROVIO  HTMT39d0L
30330993900 39dbmemy0gdol 25630069058 d9Jdbs SCADA Lob@gdgdols
OMAMO3 O™ 459mygbgdoll Log,dzgwo, s1gzg dobo s39d0LsEIo sbowo
800aMd900L5 s FgOMYOOL FMTH3900L 59930 GOEXMDS.

356599900l gobmMIZzs gOHM-gMHMO OO HRME0S 3MMEYYJ300L
3994360L  39dbmemaom®  3MmEgldo.  5ToLmb  35653gBHMYOOL oMzl
36MHmEL0 353806090 0s H3MJ3g AdBMIZ0L 9gagdol Jofmgdslmab
396Lbmbsrolisdo.

390Bmdo  LoLEBHYIOL 589l FOBOVIWO  0bEGHYYIBHUYIMIOHO  A5T-
Pmgdol  998mygqgbgdom oo M30MOBHILMBS gosBbos  bsEIMAMGH As8BMI
LoLE3H9FgOMD F0FoMMYO5T0. BHEMSPOEOVIESE SO LBOLEHYIOL s900L O™
39390 356539BHM0L  2oDmAz0Bsm30L 09gbgd9b 0boz0MIEME 0%-
e 353DMmd dmfymdomdgdl. 99099 M9oe0HgorIeno 25dbmdo Loli@gds
3000905 OO S 330M05VOMIOVICNO.

dm@Mm OML FoOOME 299Mm0ygqbgds IM935¢RMbI30mM0  godbmdo
GOBROMEOo dMfymdommdgdo, HMIWgdoa 505839096 49BMmd LoLEGHYIGOL, TogMsd
domdo 063936060900 ©oL3wggdo Jogdgwbo 6056 3gMlmbsgolowdo,
o906 3960 53059mR0wdgb ghmbmdoe FmmbM3bgdL. oo STobo,
9653500 RbJ30M0 godbdmdo bgarbsfiymlb obdwgoby dmEgde dmdgbEdo
50Lobgds  ABMEME goHMo 6 ®9Mm©gbodg (bglsfyml GH030ob  godma-

©06569) 99dGHOMI0 356053930, Mg SB939 80909090 BH9dbmewmyom®o
36 3960L JoOMZ0VLL.
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509bs g0s sdMmEsbs oligmo SCADA LolEgdols saq00bs, GMmdgedos
Po8mbobgdmeo 0d69ds 308300 453Bmdo bgerbsfymgdol M3oMmsEHgLmdbO
@5 U939 9MYMBMIoMWo  MZ5wBEBOOLOm  Fobomgdo 0dbgds dmALabme
396LMbsolsM30l. 99m33Ww Mo Mbs 0dbsl Mgoemem MH™To BwMbjso-
mbo®mgdso SCADA LobEgdol 50JoBgddes MHmymOE  2sbsfowqgdrmo
GOBOWwo  LobEGgds s Imboggdms 936y sLOb3OL  gMAMbmIomwo
0530U90996090560.  LYFMToml  5g3b SCADA  LolBgdgdol 539008 O™
09MOH0W0, 51939 399dMYgbgdomo 33930l boliosmo.

599056  59md0bsmg, LoolgM@szom bsddmdol  3gemggzol doBbsbl
Po68moygbls SCADA Lob@gdsdo 399w Eoxbdzom®o 30RMMeo gs8Bmdo
bglsfymgdosb  dowgdmmo  Imbs3gdgdol  slsbgol  gMAMmbmdowmwmdols
39999% M0gLgdoLM30L J0YMIGOOL, FJOMPIOOL S SEZMOOMIJOOL HT-
353905.L50LYOGHIE0M  65dOMTTo  ILIBMO  doMOMSEO FoDBBOL  Fow(g-
30530l 3505(Y39G005 39900980 53m336900:

1. 990Mm33W9Mos ©95¢m® OMmdo 1mbdzombo®mgdso SCADA Loli@gdol
504oGH9dGHes OHMamOE gobsfowgdmwo 3ogMmeo LolEgds s dImbo-
39905 936056%7 sLobgol ghymbmdorwo ms30L9dMds6O.

2. 399m33gmmos SCADA bol@gdol 96M535¢0x3mbdomMo godbmdo (30%3-
Oeo  bgebofiymgdol  BwbJzom®o  dglodwgdermdgdo  3565d9¢MgdoL
0600035@HMMHBg sLsb35bmMsb JodsMmgdsdo.

3. sbsero dopmdom 893853900905 3M935¢RY6J30MH0 25dbmdo (30%3-
o bgbsfymgdol  dmbszgdgdol  dmbodmmbg  sbobgol  LobEgdol
3039830>-

4. 501853909905 30RO bgwlsfiymgdol dmbszgdgdol dmbodm®mBy
sbob30L LobEYdol sOJoEgdEmes.

5. ©5885390990s LobiEgdol B6J30MmboMgdols seram®omdgdo.

6. 999390 mos SCADA  Lob@gdol 8mbs3gdgdols dmbo@m®mbg  sbobgol

LobG9dob 9x39dGHO™DS.
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339306 Md0gBgdo0 ©s IgmmEgdo. 33¢9g30L Md0gJBHL oMo qbl
3w EG0RMbJ30960 30836 453DMmd bgwbsfymadbg oymbmdowo SCADA
Lob39dgdoL 6OJoE9dBH¥IMJO0 S FoMO 9B9JBHIOMdOL Fob39b90gdo.

U53vdsmb LsdgEbog®m Losbergl Fo@Bmoagbl Lolidgdmmo sbscroBols
Lox3Ydz9geBg osero 9B9dGHMO™oOol dJmbg SCADA  Lol@gdgdol osbsero
d0yMdgd00 LobmgbBol dgomEgdolL, IMmEIEgdoL, sMJoBgIGMIdOL s
5EMmMH0mIGO0L ©s3w9ds390s.

L53mdsmdo Go®gdmos 999YR0 09MMO0NEOo 39YaJ00: oPIBOWOS
SCADA bLob393900L 95399GwOMd0L 30:0E9M000; 8353909 0s Fos-
o 9Mmymbmdomwmdols 9mbg SCADA boli@gdol dm@gero; ©sdw9dsgzqdmeos
SCADA ULob@gdols 96Hmbmdomwmdols 35HM©ol dgomm@gdo, s6OJo@addegdo
QO 5CAMOHOMIJO0.

153350l MgMMowo s 3MsgBHozMmo 360d369mmds:  Lsdwdoml
09MMH0o 3603369mds 3mdocmgmdls SCADALOLE9d0L 0bEgaMsEool
3900m900L 256300056093580, MHMIGd0E LodMsEgdsly 03096 SToLeEIL
SCADA Uob@gdgool  9539dGHmOmds  9eambmdorermdol  3momboom. SCADA
LoLEGHYIJOOL 83353900  3OJOBHIJBHMIO0 @S  SEYMOOMIGOO  FgLsd-
90905 2odmygbgdmo 04656 bbgoobbgs @sbodbmmgdols, goblozmm-
69000 30  39dbmmmaon®o  3MMmEglgdol  dmbo@mMmobyols s FsGmzgol
SCADA bob@gdgd0L Lobmgbolsmgzob.

U58doml 53MMBS305: OLYMBSE0LMSD 53938060900 Ly30MbYdO
Po8mpqbowo sbsbMwos 4 LsdgEboghHm 39de03530500 s  Jobbowmwo
0g65 1539360960 M-3 99603796 3:65396Mb3090DY "39MdsMHO 3MMBOISE0IOO
A996mema0900" s "Nanosensory Systems and Nanomaterials".
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0530 1. @0o@gms@mcol dodmbowgs
1.1. SCADA bobigdgdo Ggdbmemmaom®o 3GmEglgdol dsmmgsdo

SCADA 56H0b ©s8m6 930 §9OmE0wgd0sb (md09d@9000s6) 0bnm-
ds3ool Mgoe M™do Jgacmm39dol 3OHMEgLo, MMl d0Bsbos sEO-
W9dMo  M309J3900sb dowgdmwo dmbs3gdgdols BoEgds, sdMds39ds,
565¢0obo s bdoe 99dmbzg35d0 53 Mmd0gd@gdol BoMmgs [5]. Mgowr® MMIo
063m®35300L 5353905 SEOWJOJ0s, BOMS Y39ws LsFoMm dmgwrgbs
(@9BHYmdobgds) o 8mbsggdo  Mm3gMmo@m®ol  (obdgBBgMol) 39bG®swME
06@&96mg390L80 Imbgql.

y39ws obsdg®mmzgg SCADA-LolLE9ds o8 doGoms LEHMMIGHMOWW
333mb96@L 8goiegl (bob. 1.1):

— G
A>@EMB0L 4 R
MANTdB0 I:I
| =
RTU Communication M33EHSHME0
System
Remote MTU
Terminal Unit Master
Terminal Unit

Bob. 1.1.SCADA-LobL9dgd0L s6OJodgd@Ees

I) Remote Terminal Unit (RTU) - RTU-b 306360930 ©9oeobsEos
3990mg9gbgdols LygMMmBgs sdm30gdMwo. RTU dgodwgds oymb L3gaoso-
DoMgdmo 3mI309E9M900, dsm FmMol dMwEHodMmEglmOeo bolidgdgdo,
B39 gd®030 80360 M3M3093HYMYd0 b 3gOLMbsmO  38309939MdO.
LodM9h39wMm s BoGMBL3MOEGHM  LobEgdgdobmzol mMo  3mb3MMHYbEwmwo
900500 gds  5MLYIMBL: LsdMgH3germ 39OLMboEIMEMmO 3d30993HYMHJO0
36MHMyM53069d50 WMmA0329M0 3MmbGMMmgmhgdo (PLC).
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Lo3M9P39wm  3m330MGHIMYd0, GmamO3 (qbo, B3gMwgdMog 39MHLM-
Boe® 3003099390 gdMB  3OIMYMITME© 3193505, T3S 9Ju3EY)-
55300l 93536 30MMBGOMIb 9GO JoLoIRgdIo s JoMbbgddo, Losd-
JO™gddo s 5.9. ImbEo9Yds. SBgmo 3m33099FHJMOYO0 SISGHOMYGOME0S 56

dbmmnE 3mbLEHMMIE0MWo M35¢LIBOOLOm, 5®53g 9OJoBJJBHMMESE
@5 Udgdm@gdbo3m®s, 30650056 go6gdml  3H9a39Mo@wcol (3300090930
99dGHOMo  356599BHMIO0L (330w gdqdL  0fj393L.  dbgoglo  LolLEgdgdo
053530000 3eoGH5-5033(3HM9000  3MI3gdBHgds.  53BHYMYOoL It~
99090 Bb3oslbgss. LEdMYH39wm 3mB309EIMIOOL M39MS30 LolEYds©
b RGe bdoGo 498moygbgds Windows XP/7 s 695¢0wHo Mmool
Lbgoolbgs  98myggbgdomo  3MHMaesdgdo, MMIwgdos  L3YE0sWMEs© 53
3965300 LobGHBoLMZoL sH0s6 T9dds39dmebo.

LodGM9h39wm  3mbEGMMEmgMgdo (PLC) U3ggoswobodmgdmeo  4s0mad-
0390 Im{igmdoemdgdos, HMIgwms ©sbodbmagds 3MMm3EgLYdoL (md0gd-
Ggool) o M®do FoMmM305. BsdMgh3germ  3MmbEHOMEYMHGOL  45dMa-
0M3WIWO d0OM30 S J993960-259mYg3560lL IMmEgdo 5J3L. obobo os0-
00900056, 256Mm©597§069e9g30@sb, Lbgs Fmfymdowmdgdosb s JMBEHM™-
W9Mg00©sb 009096  06RMOTs300l, BBsmM3ger  Loabowrgdl  58IMH39dL,
LoMd39wgdl,  29odMM39wgdl s Lbgs F9aLOMEgdge  dmfymdomdgdl
395L39996 @ FgLvdsdolo 3MHMEgLL, 96 MmdoYBHL Fo6r105396. MsbsdgEMM3Y
PLC-gd0 dJugerdo mdg@qboco RS-485, Ethernet, Lod®ghzgerm  Logr@ggdol
bbgo@olbgs 650MLIBYMDGd0D GOHM0s6@Yds, BMErm 3OMAMINWOo LsFSEg-
0900 M3965GHMOOLM30L dMbIbMBYdIE0 BMOI00 F500 I3OMAMIAGOOL
85630l Lodwoegdsll 0dErg3s. OH3MMAMSTYdS s FoMIMNZS 3nI30EBHIOOM
LOHMEYdS, HMIGE0E FoM30L LoEoL3YERIOM 3496430 BEYdIMYMBL [6].

PC s PLC 3m631696¢)mwo 303560mwwqdgdol 33009358 000 om
903Mds O ModEMO30  FoLOS  sOBYOMBL.  53BMMGOL  PMOMOMGME0 BTG -
09090l LOHobssMAIFMm s TBoMPHTFIM0 sOYRMIGDGHJO0 TM3Ys3m. 5903-

OOMMEOE MBS 00g35L, MI 0g, Loog Ls0TgEMds S 336 MJOTO
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@™o o355 byFoMm, PLC mg3dm bdotMs godmoygbgds [7]. 0639w Gogdo

5 0gEolbdgds Lsbogmabwmo 36083690mg560 LobEYdgdo, Togo0MSQ,

0950835659999, gargdGHOMIMTsM539d9, LEGHMIBL3MOEGHM LolE9dgd0, 9696g-

A03Mo s Bb3sa35M0 Lofo®dmgdo, MmIgdoa 93mEmaor® LogMmmbggols

406056. PLC-b 53565@16veo b53w95¢090900 3616350090500 M9HgH3060900L

3606303L 9umdbgds s dBYbgdsdggao LolEgdgdol d94dbols Lodmsegdals

0d935. LEIMYH39wm PC-930 oMM bogargds 3003039 LygMHmgddo
39900949gbgds  (35350mMd©, 93GHMIMO0gdol  FoMdmgdsdo), mwdzs MBOM

Lo3obYboldgdem  bRgMmgddo  godmygbgdols  dsaswomgdos  33b3w9ds.

99b396GH900L JgxzL9d0m, LoliEgdgdol PLC Lsx3dz9emBg 93905 8969000

0590 XIOS.

II) Master Terminal Unit (MTU), Master Station (MS). gl sG>0l doG30L
LooL39gEBHRIOM 396430 (393500 BHYMI0bs), HMIgeoa dmbs3gdgdls doswaq
©mbyBy 584985390l 5 BoMmagl s MMymEE Hobo, Abwydwyd (335B0MYsEIM©)
©OMOm ©9s0dd0 3MFomdl. dolo gHo-9gmHmO MIMNSZMGLO 3MbI3095 5B06-
M39M5GHMOLS s LobEJIsl FmMob 0bEgHxqgolol BEOWb3gwymes. MTU-U
3963000560900l 8093500 FHgbgbgos SCADA-LoLEgdgdol 3wogb@o-LgMzgho
5040G9dGH M5By  4ooL3Wss. gl 9OJoBgdBH s mmbo  gmbdiombsr®o
3033mb96@&0L6 Tgygds:

1) User (Operator) Interface (8mdbds69deol/m3gMo@memol 0bdghagobo). gu
3M33mb9b¢E0 SCADA Lobgdsdo doenosh 3603369cm3560s. dolomgols ads-
boboomgdgros:  9)  dmdbIsMOol  0bFGHIORJoLOL  BEBIOEHOBIE0S
65096039 3WoGHBRMOIOL goMTdgdm; 8) Windows-ob byjew «ma3d™m oo
D9393w9bs; @) IMIbTsMGIOL LEHbIOEGHMEo AMx03wo 0b6EIMRY-
obol (GUI) g09mygqbgds; ©) ™md09dBHbg mM09bEGH0Mdmmo 3OmaMsdmwo
A996mema0q00L godmygbgds (DDE, OLE, Active X, OPC, DCOM); g) Visual
Basic for Applications (VBA), Visual C++ @5 5.0. UBEobos@@Hmwo
3OMAM0Mo  MHOW639wymRol  bodmowgdgool  godmygbgds;  3)
SCADA/MMI  3esbol  30ma6edmeo  mHBeOWb3gwymaol 30096300
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35600563930l 9o9myqbgds. 58 dgdmbgggzodo dmabAsmgdol 0bEgHmagolo
3099dGHMO®© MY, HOL F99gas© dob bbgs LoliEgdgdol dog®
39496000 3060350 Md09dEg00L HoMmdmeaqbs dgwdeos.

2) Data Management (9mbs3gdgdol do0mgs). gl 6oL g0(Om©  L3gEo-
5e0D0MgdMwo  dmbsggdms 35H0b Jmbsggdms MmgWwHE0ME, 3MMH3M-
G030 05Hgdbg  (Microsoft SQL, Oracle) gooslgars. dmbs3999d0L
3030l B6J30900 s 964960900l 9gbgms30s LEbIMEHWwo SQL,
4GL 153995¢09090000 bmGE09wgds. dmbszgdgool  sdM«)30YI MBS
9mb5(399900056 ©533900L s FoMmM30L BM6J30900L OBMEOMGdSL SbEbL
@5 99009390 5353900 IBIMMNYOOL 53)F53905 Do EH03wds.

3) Networking & Services (Jugegoo s LgM30L900). gb GOV LEIbIOEHWW
JuoO  H9IbrEwmy0gdBY ©d  IOMAMINWIPIDY  FowaLZws.  Jugerol
3sMm™M30L, ©OE30L, 933900, GHMBEDod309d0L IMboEMMmObyols, Logmbidm
39HYm006909d0L 45053990, bgedolbsfizgmdo MHglMLgdol (3MmEglgdols)
13o60MgdoL LgMzoLgdo Lbgs 396MMOL Joge ©s3Ts39do Lsdobby
3265900 3mEOLYYD FMM300JIWSE BOVIEXYDS.

4) Real-Time Services (Mgocm@Mo ©O™OL LgMzoLgdo). gl séol MTU-L
390530 BGds Bgdmo Bsdmmzwowo 3md3mbgbEgdoligeb, Mog Ho0ds-
©MO5Bg  3Mb39bGH®SE00L  LodMegdsll  0dwrgzs @O MJINIMHO
33990609500 EOHMOL 5dm3s6900 g gdsdo MHgmdl bgwls. dmsg-
dmwo  LgM3z0Lg00  LBHOsRJdgo  3OMmEgbmeMgdos.  obobo  RTU-Lomsb
0bx3mMAs300L o3l s SCADA 3Mm3qbgdl ds0moegqb, dmbsogndgdols
05Bob ®9B0IbGHME bsfol 29635695396, Im3egbgdbBg d9EYmdobgdsls
0393096, LobEGHYIob FdsOMzger ImJdggdgdl SLEOVIgdE s ImzEg-
6gdol dglobgd 0bxzm®Bs30sl mIbTsGdEOl (M39EMsdm®ol) 0b@gmag-
oo 45sb3999b.

III) Communication System (CS). 056599060m39 ©@ob3g@hgcrmeo

LoLBHYIJOOL  39306MOL  SOBJIO OO  FMOZIXTRIOM369d0  FodmoMbg3zs.

56B93560 LobiBYdol s®JoGgdBmeol, Looldghg®m 396J@Ls s RTU-L dmeol
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dsbdogrols, 3mbEHMME0Mgds©o [gOEGH0wgdol MomEgbmdol, A59ESMbsGm0o-

56m00L ImMbM3zbols s sOBOL Lo0dgE™dOL Loxgwmd3z9gw By MbS Yo39gmPIL.
SCADA-LobL39398do 353060l bLbgosbbgs asdmygmaowo sebgdo (ISDN,

ATM) 250m0g9bgds. 1939 boMms© 998Mm0Ygbgds 3MOMmIMMsGHOWwo  3md3o-

19O Jugrgdo s B3gE0dTOHBOMYGOYIEO BodMgH3germ LoerEggdo.
056589000Mm39 LsdMYH3gr™, 9696029303 @S LOGMBLIMOEGH™ Lob-

A999080  do0sb  3Mm3MWsMEos  BsdMmghzgerm Lo @ggdo s 353doMob
139305 0BOMYOIMO LGSR0 sObYdo [8]. Fomo 99939MdO 53GMTsEH0BoEOOL
bbgoollbgs  09MsGdomw ©mbgbg Lsodgomdol s IEYbgdsdggamdols
36HMdE935 989JAHIMS© 0F0MH9ds.

3MBE®M0oby s J5MM30L 93BHMI>EGH0D0MGdMwo LobEYIgdol IMsg5e
30m9dBHPy  ©oghbmdom  89a30dw0s  4odmMm3gmm  5da35Mm0LOLEHIIGOOL
95000B5300L 256DMYASgdYo Bggds (Bob. 1.2.):

SCADA- bsobdgBgHm Ethernet

329690 23980mM30m0 LsEAMMHJdO

Q
0690 3MbEHOMWIOHO

dogtmem SCADA
@ La9M9fi39@e Jugero

0 — - —
3MbGHOHMEgmHqdo

Bob. 1.2. SCADA Loli@gdgdols £95¢00bo3gool 496Bmysgdmeo ldgds

SCADA Uob®gdgdo, Mmamema (abo, mOombosbo s LmOgo 3
©Mbggdbg bgds Mdmswm GHgdbmmmyon®o 3MmEglgdol domm3zs. Lob-

GH9gdol  B39E0B03ZS  ITMIOIOME0s  MOMNMIM MbYHg  4odmygbgd e
36 yM53M0-535M5EH IO 3WHBHBMMT>DY.
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LobB9dol J3gs MbY MBd0gIEOL (3MBEGHOMMIMOL) Mbgs. ol Bmoasgl
bbgoolibgs Lobol  gosdfmgdL G9gdbmwmaom®o 3MmEgbol dodobs®g-
M35Hg 0b6xmMIs300L  9aM™m3900Lm30L;  JEgdBHO™MsddMsz9dL s JgALO¥)-
wadge  399560B390L o9 0mGOgo s BFOMZ39o  Bgdmddggdool
30Bbom. 250s3mgdo 0bEZMEOs305L )36  vPOWMIMOZ  3MMYMmST0-
9050 WMY0391M 3MBEOMEgMH9dL (PLC-9dL), MH®Awqdos sLemewgdgb 399009y
3096d3090UL:

* 536039096 o 588539096 0683MMT>305L BHgdbmwmyomEo 3MmgLol
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D[9:01

Active Data? TRUE
@ TF{UE—l
D[F-0] .= ~D[7:01;

FALSE
FALSE | |
@ TRUE

FALSE

Y *
Q[0] = D[ay; Qo] = DIa;
case (D[0:9]) Q[1] := D[1] XNOR D[0]; Q1] := D[1] XOR D[O];

case 0010101011 C[1:0] - = 0D
case 1101010100: C[1:0] : =01,
case 0010101010: C[1:0] - = 10,
case 1101010101: C[1:0] : = 11,

endcase;

Q[2] := D[2] XNOR D[1];
Q[3] := D[3] XNOR D[2];
Q[4] := D[4] XNOR D[3];
Q[5] = D[5] XNOR D[4];
Qf] = D[6] XNOR D[5];
Q[7] = D[7] XNOR DI8];

Q[2] := D[2] XOR D[1];
Q[3] := D[3] XOR D[2;
Q[4] := D[4] XOR D[3];
Q[5] = D[5] XOR D[4;
Q[f] := D[6] XOR D[5];
Q[7] := D[7] XOR D[6];
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R(i;j)=11111111
G(i;j)=00000000
B(i;j)=00000000

RS-485 Lo@dyzol sb®oggdol 9gbodsdols bsd 3m3mbab@ow wogmaxol
o dgLsGgzobo 30dugargdols s60gdol segymmomdo (RS-485 Lodyzol gMog3o-
3¢ 0683006353050 29MJIBOL seaMm®0mMT0) b5h3969005 Bob. 2.37-%y.
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\ 4

RS-485(n:0)

dasasruli

~485(n:0) sityva i
sam komponentad

TRUE

RS-485(T :0)

FALSE

RS-485(T1:0)==0

R(23;4..9)=11111111
R(24;4)=11111111
R(24;9)=11111111

* FALSE
RS-485(T1:0)==1
* TRUE

R(23;6)=11111111
R(24;5)=11111111
R(25:4..9)=11111111

FALSE

RS-485(T1:0)==2

R(25:5-6)=11111111
R(24;7)=11111111
R(23:8)=11111111

R(23..25:9 111

FALSE

RS-485(T1:0)==3

TRUE

R(23-24;4)=11111111
R(25/4..9)=11111111
R(23-24;6)=11111111
R(23-24;9)=11111111

TRUE

R(23;4..6)=11111111
R(24:6)=11111111
R(25;4..9)=11111111

FALSE

RS-485(T1:0)==5

TRUE

R(23..25;4)=11111111
;6)=11111111

FALSE

RS-485(T1:0)==6

R(23..25;4)=11111111
1

R(235 1111
R(24-25,9)=11111111
R(255

R(24:6)=11111111

v

RS-485(T:0)==7

FALSE

R(23..25:4)=11111111
R(25:5..9)=11111111

v

R(23:4..9)=11111111

FALSE
RS-485(T1:0)==9

R(23:4..6)=11111111
R(24;4)=11111111
R(24;6)=11111111

R(25:4..9)=11111111

R(23-24..9)=11111111

> RS-485(T2T1+1)
RS-485(TTo+1)

RS-485(T:T;+1)==0

R(19:4..9)=11111111
R(20:4)=11111111
R(20;9)=11111111

v

RS-485(T

FALSE

Titl)==1

* TRUE

R(19:6)=11111111
R(20:5)=11111111
R(21;4..9)=11111111

v

FALSE
RS-485(T,:T1+1)==2

R(19..21;4)=11111111
R(21;5)=11111111
R(20;6)=11111111
(19:7..9)=11111111

R(20-21;9)=11111111

v

FALSE

RS-485(T, T;+1)==3

R(19-20;4)=11111111
R(19-20;6)=11111111
R(19-20;9)=11111111
R(21;4..9)=11111111

v

FALSE

RS-485(T, Ty +1)==4

R(19;4..6)=11111111
R(20;6)=11111111
R(21;4..9)=11111111

FALSE
RS-485(T:T;+1)==5

FALSE

RS-485(T, T +1)==6

v

FALSE

RS-485(T:T1+1,

R(19...21;

RS-485(T>:T1+1)==8

R(19;4..9)=11111111

FALSE
RS-485(T Ty +1)=

|

=11111111
R(16;4)=11111111
R(16:9)=11111111

R(15:4...9)

FALSE

RS-485(T:Tz+1);

¢ TRUE

R(15:6)=11111111
R(16;5)=11111111
R(17:4

FALSE
RS-485(T:Tz+1);

TRUE

R(15..17;4)=11111111
17

1111111
R(16:6)=11111111
R(15: =11111111

R(16-17;9)=11111111

RS-485(T5 Tz+1)==3

TRUE

R(15-16;4)=11111111
R(15-16;6)=11111111
R(15-16;9)=11111111
R(17:4..9)=11111111

FALSE
RS-485(T5:To+1)==4

TRUE

R(15:4..6)=11111111

FALSE
RS-485(T3T7+1)==5

R(15..17;4)=11111111

9)=11111111
19)=11111111

v

FALSE

RS-485(T5 T+1)==6

R(15..17;4)=11111111
R(15;5..9)=11111111

R(17;6..9)=11111111

v

FALSE

R(15..17;4)=11111111
R(17;5..9)=11111111

FALSE
RS-485(T5:T,+1)==8

R(16,9)=11111111
R(17;4..9)=11111111

R(15:4
R(16:4)=11111111

6)=11111111

R(16:
R(17;4..9)=11111111
R(15-169)=11111111

Bob. 2.37.RS-485 Lo@yzol dmbo@m®mol §36056%g godm@sbols serymmomdo
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5EMmM0m30, 3H50s, PO, Y] 93M06DY 2odm3zLobgm SO
9Om, 565390 ©5dgbodg 356599BHM0L Moibzom 9608d369wMdsL, Mobgzomo
360093690 md0Lm30L godmyowo msbGmogygdo Lsdbg IgGHos 96 2sdbmdo bgen-
LSPYmL  ghmo  OgaoLlEHMOL boglzs 0bxgmMIs30s 030mbads  Gsdybody
920LGHM0H.

50b0dzbgdo
RS-485(n:0) — RS-485 Lo@ygs
RS-485(T1:0) — RS-485 Lo@yzolb I 3m33mbgbdo (90m9gmegdol msbMogyol
d9L505dolo 0bRMMTS3E05)
RS-485(T2T1+1) — RS-485 Lo@yzol II 3083mbgbGo (509mwqdol mob®oyol
d9L50530L0 06GMETs(309)
RS-485(T3:T2+1) — RS485 Lo@ygzol III 3md3mbgb@o (sbgmargdols msbMogyol
d9L505dolo 06RMMTS3E09)
R(i;j) = 9bngdmeo 3ogbgarol Homgaro bwgddodugerols 3mmmobs@o
39600365: LodoMEH030L JoBbom WYMo s 3969 Ld30JugEgdol (G(i;));
B(ij)) 30900 658396900 56 560b, M6 3993900, H™I sbmgdmwo dodugwro
LEOMWYMGBows fomgwos s moxo s (369 Lmd3odugmgdols 3mo
ym3z9gemgolb sGol 00000000.

2.5. 3505¢00 9MMbMBorEmdol ddmbg 0bxm®mBsgools sbabgols J3gloliGgdols
299mg9gb9ds 969M9GH03wo Mmdogd@ol dmbodm™mobyols s sMmgolSCADA
Loli¢gdsdo

B396L 8096 o0Mm33wgMWos @S 30639 s3d0 QRN
969629303090 mdogd@ol dmbodmemobaols SCADA Lob@gdol gwgd@®weo

3565393900l goBMa30Ls @ SLb30L J39LoLEHYTs.
B39BL G096 F90Mmm035H900  FoPowo  gMAMbMIomEmdols dJmbg

063m®ds300L  sbsb30L  J3glolBIIol bgMAZ0L F9dwgy  9bgMHYYBHOIMWO
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®0099d3HolL  3mbodMm®mobyols s Fom30BSCADA  LobGHgdob  sMJodgd@crs
65B3969000 bob. 2.38-%g

3mbGOMmEgMo

3OBOYXO
9 GH0dgHO

20396393 ®0

Bob. 2.38. domowo gembmdowmwmdol djmby 0bxm®mdszools sbabgol 39LolEgdols
3990mygqb90s 96962930310 Md0YJEHOL FMmbo@MmMobyols s Joem30LSCADA
LobGgdsdo

LobGHds F9gds FoMMZ0L BOMOL s 1YFIBJbM  IMBSDOL  J39-
LoLGYTgOOLYSD. FsMMZ0L Bl J39LoLBHGds FMoEs3L 3MBGHOMEgH 2-I s
93696 2-L, bmgnem Bsds6d56m MdsBoL J39LoLEgds - 3mbGHMMEgH 1-U, 93656
1-b, 3ox8OM FMWEGH0IYGHOL ©s FO0BROME $339MIYGHOL. 3bGHOMEWYMHGdO
Dotmoygbl  30mOM  Fmfymdomdgdl, OMIGdoE  9390wbo 906
36OHmELMOO0L dsBsBY, 4o9Bb0sm F08Y3MIMB0MO 3MOEJO0 S JPMbgL
3930000090056  LYIMGH39™  F0dEY3OMd0MO  0bEIORJoLOL, RS-485-0b
99039M30m. 505 53obs, JMBBHOMEGHIOL 5O 259860  M3gMOEOMwo
LobBHYTgd0, B3 303 MAROM 5o gdL LoliEgdol LoodgMmmdsl, 306506
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gbooll  dbMog  ™m3gesgoricmo  LobEGgdol  "Bsdm3zoEgool"  Jgdmbggzsdo
3MBG®MgMHOL  49BH306MmM3sL b 306y Ms8gbodg (o LFoMYdY,
beeom dgmegl 3bM0g BLoLEGTS IEY0S 306LGdOLYD.

Lobi@gds 39domdl 24-Bosm0sb Mgg0ddo. 3MbEGHMMEgGmOo 1, MMIgEroi 0
d90do0bgg35d0 5993960 mfymdommdss, 399do3s §Ho9momgdl gwgd@ e
dmbs39990L 30830WWO 3MEH0dgEHM0EL s 5339MYEBHM0EI6 s FoBROME
30009M0639Hxg0L  DVI-ol  39939mdoo  sbobogl  936096%Bg.  gotos  5doby,
3Mb6E®MgHHo 1 9gddHO)en dmbsggdgdl RS-485 0b@gdggolbols d9d39mdoo
M bo3bol  3mbGHOMWwge  2-U, Loosbsg dmbsggdgdo 08539  (308OYIWO
300090063 9MH 30Ol 99939™mdom 50Lsbgds 93696 2-Bg s b3zgds 39MHLMbs-
N6 3083099GH9Odo.  3gOLMbowH  3m830BHYHTo  bgds  dmbo399900L
©o3MM3905 5 b706M9ds bb3oolibgs FMHowrdo. 853OHMMYMs©, 3gOLm-
Boer®o 3830993960 35806 9HM390s Loddgdo, M) 530 GdYE0s HMIGE0d)
3Mb6G®MgMHoL bgwsbers ©adMMaesdgds b dol FLASH-39bbog6mgdsdo Bod)-
30600100 35605993 MJO0L T933eo.
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3336900

396BMA50MgdMwos  s6OLGdIMwo SCADA  LolLEGgdgdol gMHaMmbmdowmwo
05839690¢gd0 s 25390090v)C0s ©OL336s, MMI Moy F9dmbzgzgddo 396
bgM©q05 Immbmzbowo 30M:Md9d0L ©335YMBOEGdS.

50396005 SCADA Loligdgdol gembmdonwo 9839J@IOMdoL 300@g-
60M3900;

653969000 3615350 RM6J309MMIOL 30063030L godmygbgdols 39ML3gd@o-
memds SCADA Lol@qd90do;

050995390905 3500 9eymbmdonwmdol djmbg SCADA Lol@gdol
0mEo;

050985399905 SCADA Lol@gdol 9MHambmdomemdols 4sbMools dgmm-
©900;

5989995390905 3500 9eymbmdomwmdol djmbg SCADA Loli@gdol
30403 9dBHI6s s Bbd30MmboMGdOL SO0 TGd0;

653969005 SCADA LolEgdol 38539890 56JoE9dGHMoL Fo0owo
9630bmI0Mmds.

107



10.

11.

12.

299mg9bgdo @woBIMsBHOs

ITeaBuenko T.A.. IIpoextupoBanme ACYTII B SCADA-cucreme. y4yeGHOe
1ocoOue 10 TeXHWYECKUM AMCLUIUIMHAM «ABTOMAaTH3MpOBaHHbIe MH(pOpPMa-
IIMOHHO-YIIPABJAIOIIMEe CUCTeMBI» U «VIHTerpupOBaHHbIE CHCTEMBI IIPOEKTHUPO-
BaHUA U ynpasieHus». Taranpor. 2007.

Angpee E.b., Kymesnu H.A., Cunenxo O.B. SCADA-cucremsr: B3rzaf
m3nyTpu. M.: MsparenxsctBo «PTCodT», 2004.

Jenncenko B.B. KommpioTepHOe yIpaBieHHe TeXHOJIOTHMYECKHM IIPOLIECCOM,
9KCIepUMeHTOM, obopyzoBarueM. Mocksa. ['opsayas Jlunus - Texexom. 2009.

CucreMs!l pgucnerdepckoro ympasiaeHusu c6opa gaHHbx (SCADA-cucremsi)
K. Mup Kommnsioreproit ABromarusanmu (MKA) N3, 1999.

NATIONAL COMMUNICATIONS SYSTEM. TECHNICAL INFORMATION
BULLETIN 04-1. Supervisory Control and Data Acquisition (SCADA) Systems.
October 2004. (http://www.ncs.gov/library/tech_bulletins/2004/ tib_04-1.pdf).
ITerpo WM.B. IIporpammupyemsie Kowurposnnepst. CraHmapTHbe S3BIKHM U
npueMs! npukiaagaoro npoexkruposanus. M.: COJIOH-IIpecc, 2004.

Bailey D., Wright E. Practical SCADA for Industry. Copyright @ 2003, IDC
Technologies

Ronald L. Krutz. Securing SCADA systems. Wiley Publishing, Inc. 2006.

Scada Systems (http://www.scadasystems.net/)

Coetzee,E. Information Technology for Automation Professionals. Background
and Theory. Copyright © 2007 Consultants-Online. (http://www.consultants
online.co.za/pub/itap_101/html/index.html).

Boyer, Stuart A. 2010. SCADA Supervisory Control and Data Acquisition.
USA: ISA - International Society of Automation. 2010.

"Introduction to Industrial Control Networks". IEEE Communications Surveys

and Tutorials. 2012.

108


http://www.ncs.gov/library/tech_bulletins/2004/
http://www.scadasystems.net/
http://www.consultants/

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

OFFICE OF THE MANAGER NATIONAL COMMUNICATIONS SYSTEM
(October 2004). "Supervisory Control and Data Acquisition (SCADA)
Systems". NATIONAL COMMUNICATIONS SYSTEM.

Handbook of Human Factors. Edited by Gavriel Salvendy, Purdue University.
A Wiley Interscience Publication. John Wiley & Sons. 1991.

Ceprees C.®. NmxenepHas ¢cuxosnorus u sproHomuxa. M.: HUW mixonbHBIX
TexHojorui, 2008. 176 c.

3unuenko B.Il., Mynunos B.M., ODproHomuka: demroBeKOOpPHEHTHPOBAaHHOE
IIPOeKTUPOBaHMe TeXHUKHU, IPOTPaMMHEIX cpecTB U cpensl. Mocksa. "Jloroc".
2001.

Stanton, N.; Salmon, P., Walker G., Baber, C., Jenkins, D. (2005). Human
Factors Methods; A Practical Guide For Engineering and Design. Aldershot,
Hampshire: Ashgate Publishing Limited.

Carrol, ].M. (1997). Human-Computer Interaction: Psychology as a Science of
Design. Annu. Rev. Psyc., 48.

Wickens, C.D.; Lee ].D.; Liu Y.; Gorden Becker S.E. (1997). An Introduction to
Human Factors Engineering, 2nd Edition. Prentice Hall.

Brookhuis, K., Hedge, A., Hendrick, H., Salas, E., and Stanton, N. (2005).
Handbook of Human Factors and Ergonomics Models. Florida: CRC Press.
Dumas, J. S.; Salzman, M.C. (2006). Reviews of Human Factors and
Ergonomics. Human Factors and Ergonomics Society.

Meister, D. (1999). The History of Human Factors and Ergonomics. Mahwah,
N.J.: Lawrence Erlbaum Associates.

Armstrong, Thomas J. (2007). Measurement and Design of Work.

www.lovatoelectric.com.

0096508300 . 30x83OHNo bobEgdgool Lobmgbol 36MH0b303900L sdvY-
353905 3653500534964 3099OM30L d5DsbY. Mmdoolo. 2006.
OJleKTpoHHBIe IUpoBble BeruncauTenbusle Mamuusl./[lox pen-eit ITpod K.I'

Camodanona, Kues, "Buma mrkomna", 1976

109


http://www.lovatoelectric.com/

27.

28.

29.

30.

31.

32.

33.

34.

35.

36.

09650030000 . 2580330 BTSN gdGOOL FMOZ50RMbJ30MmbscrGo

00909360 M gdol ©3MTs3900 @S 33X0935. 93BMMIRBIMSE0-
®doobo. 1997.

[Tpaarumsuau AWM., Umpanmsuru JII. OnemenTHas 6a3a BEIYUCIUTEIBHBIX
CPeZCTB ¥ IPUHIUII MHOTOQYHKIITMOHANbHOCTH. Tpyner I'TY-75. 1997.
5315630030000 ., 0865003000 ., 39659300 5. 30BOMEO I35 TY6-
J309OH0 ©FoaMH™3909o 1d9dgdol LobMGDO. - MBOEIOBO. 2539 MdS
"$996039960 MboggdLo@gdo", 2006.

Mumenxko B.A., Kostomunckuit B./I., Cemamko A.H. MuorodyHKIImoHaIEHBIE
aBTOMATHI U dieMeHTHas 6asa nudpossix OBM. [log pex. B.A. Mumenko.-M.:
Pagmuo u cBase, 1981.

03bs0dg0o .d., dgobgodgzomo 8.0. 3FoyOMo  FH9dbmemyogdol
9993 GH®™gbgcM93H03590 2499mygbgdols godmEoegds. BEvy. LsgMHMSIMEmO-
be  Bs3g3609MM-TgmmEMOO  3mbxzgMgbgos "9bgMagdozs: Mgr0mboeo
30393900 s 496300060900l 39ML3gdEH03900". JMmsolo. 2010
Mpaarumsumu AWM., Umuanmsunu JLII., Begunenmmsuaun M.M. Cucrema
M3MEpPEeHUA U OTOOpa)KeHUA DIeKTPUYECKHX IIapaMeTpoB. TeXHUYecKue H
IpOrpaMMHBIE CPeZCTBA CHCTEM YIpPaBJIeHUA, KOHTPOJIA M U3MepeHH
(YKI’08). Poccuiickas koH(pepeHIUsS ¢ MeXAYHApOLHbIM yuacTreM. Mocksa,
2008.

0036508300 ., BsBbosBO 9., dg0bgodzowo 3. 9690393030 mdog]-
Gob  BommM30L  IMIBTo69dol  0b3HYHBgoLOL  ©sdds39d0L  Lsgzombo-
Lomgob. //gbgtaos, 2009, # 4

Pomanoga E.B., Anexcees B.JI. O630p poccuiicKOro psIHKa IJUTOBBIX 3IEKTPO-
M3MepUTeNbHbIX IpuOopoB. 'azera: No5(45), Mait 2004. DuepreTuxka.
Kyssmunos A.IO. UaTepdetiic RS-232. CBA3bp MeXIy KOMIIBIOTEPOM U MUKPO-
KoHTposutepoM. — M.: Paguo u cBa3s, 2004. — 168 c.: mi.

Wntepodeiic RS-485, onucanwue. (http:// www.contravt.ru/?id=1660)

110



37.

38.

39.

40.

4].

42.

43.

44,

45.

46.

47.

48.

49.

50.

51.
52.

RS-422 and RS-485. Application Note. B&B Electronics.http://www.bb-
elec.com/bb-elec/literature/tech/485appnote.pdf.

Soltero, M., Zhang, J. RS-422 and RS-485 Standards Overview and System
Configurations, Application Report, SLLAQO70D, Texas Instruments. June
2002—-Revised May 2010.

Clarke G., Reynders D. Practical Modern Scada Protocols: Dnp3, 60870.5 and
Related Systems,Newnes, 2004.

Drury B. Control Techniques Drives and Controls Handbook (2nd Edition).
2009.

Modbus Organization, Inc. "Modbus FAQ'. Modbus FAQ. Modbus
Organization, Inc. Retrieved 1 November 2012.

Modbus Application Protocol Specification, V1.1b, December 28, 2006.
Modbus Application Protocol V1.1b.

Mueller S.Upgrading and Repairing PCs. 19th Edition. 2009.

Mueller S.Upgrading and Repairing PCs. 20th Edition. 2011.

d9bsdzoo s. 39M0RIM0Mwo InfYymdowmdgdol 0b@gMxgolndo. ,3¢9d-
B03mm0 Mboggdlo@gEo®. 2006. — 125 a3.:0¢.

09653300 5. 3gMLMbsMHo  3MB30MEIOOL  sMJoBIIBHMES. LLoDmys-
©M906MH03 d93609M905m5 MboggMbodg@o”. 2007. — 433 93.:0.

Digital Display Working Group. Digital Visual Interface (DVI). Revision 1.0.
April 2, 1999.

Kruegle, Herman (2006). "8". CCTV Surveillance: Analog and Digital Video
Practices And Technology. Butterworth-Heinemann.

DDWG promoters (1999-04-02). Digital Visual Interface (PDF). Revision 1.0:
Initial Specification Release.

Silicon Image. Digital Visual Interface & TMDS Extensions. October 2004.

http://www.xprt.ru/index.php?option=com content&task=view&id=85&Itemi

d=46

111


http://www.pearsoned.co.uk/Bookshop/detail.asp?item=100000000111694
http://www.pearsoned.co.uk/Bookshop/detail.asp?item=100000000111694
http://www.xprt.ru/index.php?option=com_content&task=view&id=85&Itemid=46
http://www.xprt.ru/index.php?option=com_content&task=view&id=85&Itemid=46

53.

54.

55.
56.
57.
58.

59.

60.

Explanation of different LCD monitor technologies, "Monitor buying guide -
CNET Reviews", Eric Franklin, Retrieved September 2012.

Explanation of different LCD monitor backlight technologies, "Monitor LED
Backlighting", TFT Central. Retrieved September 2012.

"LCD Panel Technology Explained". Retrieved 13 January 2012.

www.lumel.com.pl.

www.atmel.com.

Hick, William E.; On the rate of gain of information. Quarterly Journal of
Experimental Psychology, 4:11-26, 1952.

Raskin J. “The Human Interface. New Directions for Designing Interactive
Systems”.

http://www.watchdogs.ru/content/view/12/26/

112


http://www.lumel.com.pl/
http://www.atmel.com/

	რეზიუმე
	Abstract
	შინაარსი
	ცხრილების ნუსხა
	ნახაზების ნუსხა
	შესავალი
	თავი 1. ლიტერატურის მიმოხილვა
	1.1. SCADA სისტემები ტექნოლოგიური პროცესების მართვაში
	1.2. ჰიდროელექტროსადგურის ელექტრული პარამეტრების გაზომვისა და ასახვის SCADA სისტემა
	1.3. SCADA სისტემების ერგონომიულობა
	1.4. მრავალფუნქციურობის პრინციპი

	თავი 2. შედეგები და მათი განსჯა
	2.1. მრავალფუნქციური ციფრული გამზომი ხელსაწყოების გამოყენება SCADA სისტემებში
	2.2. თანამედროვე ვიდეოინტერფეისების კვლევა
	2.3. SCADA სისტემებში გამოყენებული მრავალფუნქციური ციფრული გამზომი ხელსაწყოების ერგონომიულობის ამაღლების მეთოდი
	2.4. მაღალი ერგონომიულობის მქონე ინფორმაციის ასახვის სისტემის არქიტექტურა და ფუნქციონირება
	2.5. მაღალი ერგონომიულობის მქონე ინფორმაციის ასახვის ქვესისტემის გამოყენება ენერგეტიკული ობიექტის მონიტორინგისა და მართვისSCADA სისტემაში

	დასკვნები
	გამოყენებული ლიტერატურა

