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BLEHMJHO  Logodmggemdo  dmwm  Msdgbo  sofiergmwos  Ggdbmemyom®o  GHRMmEOIs
00900b56Mgmdl. G2G, G2B, G2C, B2B &030bL bg®m30Lgdol ©9dg@gbmdsd mbersob 3ersmam®mdgdby
239050bs33s.  BLobBMETo3om s Ly3MIMBo3ZsEoMm  BH9dbmmmaogdbg (ICT) dBstro
©59Mm30090MWwgds ™30l dbMog  860d36gmgsbo  BOHEOL  Log®mbgl  3gMHLMbseo,
30305300 0019 bobgudfoxm 0bxgm®mTs3ools s 0bEIMLYdOL WOE30L JMmboo.

9mdbdom909w0 0L 3089ONMLIBODBMYOOL JOIM-9M0 TSSO S SBS3PMOMLISE
9439w sHg LYLEHO BYMEO. FgLodsdols 30dGOMBIGOMbMYdOL MBEOWYB39WYMmRs b I0fymls
dmdbom9dgems  36md0gMgdoL  5350Egdom,  30dgM30a0960L  ImglMoygdom.  LGHsEHOS
0005OMME0s  sMLgdMo  FEYMIsMgmdol  Jgxsligdol,  dImfiygwso  LagOHmbggdols
0096¢0x30300900Ls s Fglsdsdolbo Mg3mdgboE0gdols 993w9853930L5396. Lodsgyom 33w930L
39055 BoGHoM©S 31330 IOo LobEgdol dmabTsMgdgdol gosdm3ombgs, M0
95O 3ddMggboogm  Y4z9ws®g bdoMo  ©sd39dro  dg3mdgdo.  33eng30Lsls
doM0mOEO 5439630 3939 LMoo ® 0650690057, 35MMmEol FoMM30L 3meoE03sbY,
99dAHOMbMwo GmbEGob as9mygbgdols MbsePB39390Dg, M3sdgEm Jugeols 3s6539EHMOLS
399mygbgdol 30H0b303gdbY, Msw0EgbboMmIGdME 3OHMAMTIOLs s bbgs 3089M300960Lm30L
(3000909 356539 BHMGODY. 339358 5B3965, MM do0sb B (36MdOYMGOSS 5T JMMbom
9cdbdsegdgedo. bsdfbsem, MdgE9gb d90mb3z935d0 8035610 5d396G0 3900Yds 535MOGMEIME
Bofoanbg s dmabAsrxdol Bod@Em®o bAoMs® YME@ms©gdmE MBRYdS. LEo@0sbg 39dsmdolisl
390030bs, HMA 56 5OBYOMBL Fgbsdsdolbo 3obmbIgdmds, HMAgEoE 3009HMLIROMbMYdOL
96H™36990 BEMBHIH00L FgLods3oLOE I9MYROMGOL LodoMMZgEMlb 30d9MOLOZM3IL.

1553396dm boGyggdo: Cyber Hygiene, Cyber Security, Cyber Crime in Georgia, Cyber hygiene
assessment, end user awareness

ABSTRACT. Within the last decades, technological reforms are running in Georgia. A big part of G2G,
G2B, G2C, B2B services moved to online platforms. With the grow of dependence on informational and
communicational technologies (ICT) increases the risk of threats on personal, corporate or governmental
informational and security. The user is the most important and together with this, the weakest point of cyber
security. So, insuring cyber security must be started from raising awareness and cyber hygiene level of the
users. The paper is focused on assessing the existing environment, identification of vulnerable weaknesses
and on developing of corresponding recommendations. Together with the main research, the survey of the



Scientific and Practical Cyber Security Journal (SPCSJ) 4(1): 1 - 13 ISSN 2587-4667 Scientific
Cyber Security Association (SCSA)

users of the system was performed to identify most common mistakes from practice. The main accent of
the research was made on social engineering. Passwords policies, skills of using e-mails, using of wireless
network configuration parameters, use of illegal software and other required parameters of cyber hygiene.
The research showed, that the awareness of the users in this field is very weak. Unfortunately, usually the
main accent was made on hardware and user factor was left without needed attention. During the research
was identified, that corresponding legislation, which would regulate security processes based on national
strategic regulations, did not exist.

Keywords: Cyber Hygiene, Cyber Security, Cyber Crime in Georgia, Cyber hygiene assessment, end user
awareness
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5060360 L530bgdOL 3B BOlYYMZ9W0s, BoE9T 5615 530 YOII0, M5 YID MLOBOPBMYdS
IT_ob  35Lybolidaqdemdss. 3063 3Mmagoom IT ogm, olbobo (49gEHalmds) 3OHMGHILAL
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3009M3030960L6 00 BmYs© MBsM-B39390DY, OMIIdOE 9YE30EgOI0s  Y39ersbmgzols, 3063
30330FBH9OM  LobGIdsl  094gbgdl, 30MsO YY)  3MO3MOMSGHOWOo  0bEYMGLgdOLMZOU.
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(300090 MBSL.

3393530 byer dmbofioergmds doom 154 35 55805635, 5J9sb 65 Foedmoygbos
3590000 bdqgbl, bmerm 89 dg®™mdomL (ob. Fig 1).
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56L0  8EPMTMYMDS. 30mb35DY M8Ybs boco 094gbgdgh 3MMyMsdol 5JE035GHMMYOL
69%_0s 93sbbs ,,00300000%, bmwm 27%_8s ,bdoGs (ob. Fig 4). 5J9wsb 98mobstrg,
69550, 96% 09gbgdl s65¢0396B0MGOIMW, oBgbo 3HMYMSAYDL.
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5 B539M90M@0 543l ™e30L0 3M@Oo. M5 ™Jds bs, 59 EOMULSE backdoor ol dserosh oo
6olgos.  dY3g oy  d9d;mbgnzqddo  go)ddgdrEos  Bfe®mBmgderol  doge  dmfimgdeEo
396530990 bobEGgdob gobsbegdgdo. 3oMH3gmo ™Mo 3ombzosh 9339 250mRbs, MH™JI
9dboMm909wms 96% 49m30(36MdOIMGOOE M) 33m30(36MdOYMOMEs©, 0Ygbgdl 339
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Scientific and Practical Cyber Security Journal (SPCSJ) 4(1): 1 - 13 ISSN 2587-4667 Scientific
Cyber Security Association (SCSA)

3G520gIEBOMIYo 3GMYGIPOL JrFbAIPOI0
396550905 absg8gd0b saneal 8obyogon

3%

BNGO B B30BoYblgddmGo 8 @vlixgoRgeo | bsbyedioa baMEnG

Fig. 5

MMAMOE ©0M535Dg BBl 32% ©olgdgdMwos Lobgwdfoxm LEOMIGMOsdo, bmwm 33%
00BbgL BydBHMOTo. 56v9 IMIBTSMIYdGdOL 2/3, HMIgE s bgerdoEss LodoMm39wMmb 3M0E03ME0
0bg3MLEGHMMIBHMGS, 09gbgdl  5M5e0Eg6BOMYGIMM, AoBHgbow  3MMYMHsL. 9B 30MHI30M
LogO®MbL 9Bl 0bBMMT5300L, IMb3739d0L 365300630 OMBLL. [1]

05300 IbO03 (39¢039 30IMIWGTss 39M0MEWIO 3OIMYEM5TME0 39BsbEgdgd0. sdoEMmd sdob
99lobgdsi 0ym ILAWMWO 300b3s - MdEYbs bIoMs 939009996 M39Ms30o LolEgdgdols
/96 3600053980 gobosbergdgdls. gobsbegdqddo ©sdsEHd0m BMBI30MbIW ™Mb gHms Foswswo
360030 593L MLOROMBMYDL. Ymz9w 39bsbemgdsdo, g 0gb9ds Mm39gMoEoIeo LobEgdol mvy
60Ig0dg 3OMyMsdMwo MYbObagwygmaol, gbfimemgdmwos g.). bug gdo s vulnerabilities.
5003Md 5930 9dgos IMdbTsMmgdgeds LoliBgdo@om@s® 539mmb 39330900 3OMYMHTMEO
2396obEgdgd0.  M3md 393000  s0MHOEML  sOLYdMwo  LoLLEJPO0B  FmbowrmEbywo
05305b3900. 450M300bMWMs HBWMIGd0m 63% 5O YoEEIML M3gMo30 Lolidgdsb.
50009600y 30mE96G0 094gbgdl M@ M3gMs30  LobEgdal(dsgowoms Linux) bmenm
565MB9B7d0 Lbgoalbgs 30Bgbol (mdg@glo Bobo) A9dM M30EMSEHILMOL 560F)09b Fo@gbown

5



Scientific and Practical Cyber Security Journal (SPCSJ) 4(1): 1 - 13 ISSN 2587-4667 Scientific
Cyber Security Association (SCSA)

396L05L. 569 49O F9EIHOWO FOIMAMSTYIOLS JOMOMSIE 04969896 5dBH035GHMM0m YoGgbown
39653099 Lo JIIBL. 5§96 godmdobaty, ©58gbodg s sMLYdMBL LobEgdsdo 9.§. Malware

900L 999mboefjg350.

23odmzombmms  by3dsm© oo bsfowo, 21% 9O 5300090L  3OMYMSTgIOL  JgHoMEY
239b5begdsls (ob. Fig. 6). 3m6H99993B9g 39MH0MOIEs© 0©9Yds 3OHMYM900L sHswo LolvlEggdol
exploit 930. ®MIgerog b3om© oM EH0350 bgerdobsfizmdos.

36g®53900L 39MH oMo babangds 56 539079096 36337 365bEgdgdL

21%

W 565

H 30

B NGO B @Eybaddpnymo B BBl bgddhmmo B babgemdfonm by
Fig. 6

3960 2obsbgd9ddo  0035¢0olfobgdMmwos s JoBMLfMEMGOME0s 08 OMOLMZ0L
3ML900o LOoLYYLEHYJOO. BdRITOMS JOM-JMH Y39 DY 2030 E3IWGIM SMJogz5BHMML WinRar U
50gb0dg ™30l ffob M3mzggl bug_o, MMIgoE s30sdbAgL  LolEgdsdo  dgmfigzoL
L5doEgdsl 5d93s. 9O Tgbg30m MFYobsMro 3MIMAMSTs, HMIYEOE YI39PMP OOHMGOIOm,
9.0. Trial 39gOLbosl  0035HMmdL  ImIbBAsMGdIGL,  [oMBMoAbs @ sEds 39360
9 Ib3om9d@olm3z0L 0lgg HoMmdmoybl o LIROMHBIL. 3OHMdETs dYMIsMYd©s F9dgydo:
d39wo 396L09%0 04gbgdbgb 2006 (ol s3mI3owomgdmer .dll (dynamic link library) gsowls,
MH™Igbsg 56 Jmbs o330l dgdsbobdo. [2]

9cdbds1909ms 61% doMH0MI© 094gbgdls Windows 10 ols m3gMsgome boldgdst, 16% -
Windows 7 o 10% - Windows 8/8.1 _. c0sb5®Bgbo 30 bofowrgds bbgs m3g@mogome boldgdsby.
50bB0dbs305, MMI FbMMmE 74% 53990L M3gMO30o LoLEJIIOL QobsBEWGISL. Mo WRGM
ooy Mm39Ms3oo  bobEgds  do RO MLsBMmbMms,  990dwgds  00g3sL
2390035¢0b{obgdmmos ffobs 39ML0gddo ©I39dME BsM39HYdo. dodowoms Windows 8/8.1
39056090000 MLOFODBMS 30Mg Windows 7. o0 53o0Bg Ma®m MlsgOmbms Windows 10.
bmpoo Microsoft ob m39Mogome LobGgdgdby MLogGmbms Mac OS s Linux. s8o@mad
MLsROMbMYdsDY  LBormdMOlsL 9993009090 gobbowwo ogml  m3gMsgomwo  bobEgdol
Bofoerog.  asdmzombumwms  bsgdom  bsfogds ogol, ®md OS ol 2obsbargds  bsFoMms



Scientific and Practical Cyber Security Journal (SPCSJ) 4(1): 1 - 13 ISSN 2587-4667 Scientific
Cyber Security Association (SCSA)

MBOBOHMbMGdOLMZ0L, FogMsd 30wbgs35 5doby, 35063 96 sbsbEgdL. bmy F9dmbggzsdo sdols
30Bgbo 0ly3 9M5e0E96BoMGdIMWO LolEgdss, GMIgEoE Bobsbargdol 9dmbgzgzsdo ™Moz306
Lo FoMHMgdL go5gd@0Mgdsls. FogMsd dgEHgl dgdmbggzsdo sdol obgBos 36md0YMHGdIOL 56 Jmbs.
65090 MIgBHal 99dmnbzg35d0 MLOGOMbMIds FBMEM LoEYzs MRYds S Moo 396
533036M3096M9896 53sL M5 Fgodergds dmyzqU.

653 9995905 96@0306019dL, Lo3dom@  FOHgo LmEomos. 9@ bogagds 0ygbgdgb
Lb3goolbgs  3MHMAMmdMw  MbOMbzgmygmasl. 5 gemo  LsobGHIMlem BsBHO  398Mm033gme.
39dm30mbwms bsfowds sGE o3ol, MM s6EH03060MBL 04gbgdl. Fsgswoms© Mgldmmab@gdol
Bofoml m3gGmsEome LobEgdsdo domomgdmo sdzo Windows 10, begom 09gbgdgb ovy o6
36303060l 35LbO 59300 J9OYMBOMO. 564 FTHAMIYGOIEDS 2533979 Ds 35BIMM05T OLOEG 956
0oL, ®md Microsoft ol  ™m3gMsgomwo  LobGHgdol dmwm  39Mbogddo  BEGH0z30MmWLO

0639300609005 5 BEGHBIOGHWWs© 8mYzgds M3gMo3ow LolEgdsl. 360d3bgwrmgsbos
0J39396 vy 8MS  gMOMadsl  MmIger  J399sbs8os  BGH0300MLo  sfgMowo.  MoYsb
23bsmM3z5eoLobgdgwos §399bol 3009MMLIBOMLMYBOL LEAMOGJR0s. FoZO0MO®, 0¥) J399sbs
LEASBIo0L dobg3z00 M3ol OHMI Glgmo 30odgOLO3MEJd0 sMIBMEMS ©s 3MEIbE0wWG
0530536bAgel HoMmBMmogbl, 35d0b 6 Mbs gedm3z094gbmm Gmligmol doge Fomdmgdmewo
9b&0300900. 2459mdE0bsMg 0Josb, HMI vy BGHO0300ML 5d3L BS0WGOME gmds, Mog
0169060305, oYL 5136 YMGOL(5TM{AGOL  LEFOPHYgdDY) GBoogdl, Fsdob  Megobmszs
Bo90s M 5630300vLol IFoMTMYdGELsE Jmbogl B396L Lol (Bs0wgdbYg) H3™ds.

390m3ombmmms  60%_b  gbhmbgen  s0b3  odmg@os gsowo  Torrent 0sb 96
3630 s6. SBgmo G030l 3Esmnxm®OIdBY bdocms 99wdm(idgdgwo Bsowgdos SEG3060MYo,
6oL 2odmE 3O0GH03Mo© Jorowros Malware_ols ®ob3o. o0 #odmoygbgdab godgbowro,
3650039606 5dM0 3OMYM53900L goIMLFIMH. Hrmymes fobs 3mbJ@gddo ogm s0bodbmwo
390900 3OHMaMsds 339 dg03o3L MEbm  3mEL, MMIgEoE 93G™MTs glsdwms ™Msz30Lo
06@96M9L900@6 498MmI0bsMY (339¢Mb s FJIROE FMO3M3ML 55 53GMMO0DBYdMo 3mds
LobGgdsby.

0965990039  LEdgoM@To,  Lodsb3m  LYM30LndTd,  BOESEIGOOEID  MbEs0b
3omxm®mdgdbBY  39IM0bs33ws.  LodsMmmM39wml  3MmE0B0353 9GO F0TIMDIWOos
99dAHOMbMwo  9sMM39MdoL b gM30L039b.  5dgob  290mIobstyg  Mmbersob
3Womxm®mIgdBY  gobmagligdwos MHMAMEOE  39OLMbIW M0 0bxmMTsgos 8139 Ladsb3M
G69b6Bogd(30900. 5d0EHM™I 3603369cMm35605 IMABAsMYdgo LMOS®, 5699 MLsFOHPBME 0Ygbgdgls
06@90b9@ 5 dmds0 35630l LyMH30LgAL. MHYL3MYBEHGOOL 90% 0949bgdl goIBEYdOL Mbers0b
L3090 (ob. Fig. 7). 09w gddo G Bsodseml: 66% HJoMo, brnwm 24% 0830505, ogMsd
35063 049b90L 53 LgB3z0LGAU.



Scientific and Practical Cyber Security Journal (SPCSJ) 4(1): 1 - 13 ISSN 2587-4667 Scientific
Cyber Security Association (SCSA)

38caf8gdab o 56 (Bemsob aacosbaool byGanligboos
mbens0b gosbgdo Bemagbesyado web ganmbols Bomeands

10%
B 56 goygfiod .
0 oM
24% s .
bloso
Fig. 7 Fig. 8

300b35%9, 590fjdgd9gb ) 56 goblbowo web g390ol JoxgzMsEosl, 75% U »Msdymaomo 3sbvmbo
Jmbs. 33¢0930L 1565bTo MbEs0b Yooboo FmbsMggdargms 74% 56 58mdgdl yoblbowro web
33900 JoxMo30sl (0b. Fig. 8). 58 m6M0 3000b30056 359m30bstrg, 3m330vEgMH o bobiEgdoom
M0 gms 66%_0 oM G035 990dwgds 3obgl mmbosg DNS spoofing_ol dbbggm3wo ©s
0500 56396080056 bl 5O OO BHEBDo300.

356OHMmgdol  dgmbg3ol  3mo@0gzsdog  Ls3dom@  Logsowm  3yMIsMmgmdss.
398m300bMwms 70% gOHmbs s 03539 35GML 0ygbgdls bLbgosolibgs byMgzolby (ob. Fig. 9). o
60Ige0dg 960 1YAHZ30L0L 3sOHMEWL A50RGOL 530, 85806 OO sEdsMMdom bbgs
L9gH30L90bY3 946905 H3™Ts.

9600 ©5 0308 3360 ibgaslibgs bygolty 356G ob bogMdg

W 5>
m 3o

m1-7 m816 m 164

Fig 9 Fig. 10

72% 094gbgdl 8-16 LogMdol 3sMml, Go3 bm®dserm®mos (ob. Fig. 10). Topcsd of
29Lsm35wolobgdgwos olog, MM PEILELIMBd0’ sbow 1gMH3oLYdL T9HB©3s 5J3L oMMl
LogMdgbHg, MOL odmE B0DB0ZMM© 396 398Mm0Ygbhgd 8 LoddMEWMBY bs3egd0 LoaMAoL 3sGrMl.

8



Scientific and Practical Cyber Security Journal (SPCSJ) 4(1): 1 - 13 ISSN 2587-4667 Scientific
Cyber Security Association (SCSA)

50 3000635630, L3930 0Ym JOMO JoMbzs 0l BMOINOMIOMWO, CMI HYL3MEIBAHL
bodoEgdsl  5derg3s, LbYIM30ol d9dmbggzsdo oghigks ™sgobo  dsmeo. Lsdfjrbo®me
500096009 8mabIsMIGOIds 39300 35MIME0 EIHIMs. 3OS 0Toby, MM OosE ML
3560, M300Mmb 356OHMol LAHMMIGHMEOSE o0sb LG 0ym. JOMO0MIIE Yodmygbgdmwo

5J30m  mxobol §i93600l, Mdg@gbo 8300l Lobgwo @S MMOWYdO. o3 FOOGH0IIWSE
5993390905 35O MOl FoOMZ0L 300G 035d0.

9OM-9Mm 439w sHY 393MEIXOME 3089OLIGOMbIL oMo qbl 9.§. phishing. sdo@md
L506EYMGLMS LodoMmM39 ML ImMbEbErgMdOL Fgxsligds email Jodmb y39wsBg dgEs® 33900
36HMd99900L FOHOWTo. 35dMm30mbMEms 63% ym3z9wMg 099bgdl gergdBHOmboem gmli@sl (ob.
Fig. 11). 0099 0539995393 00 M50 9bmdsl, H™Igeros 33060080 Msdgbxg®dg 0ygbgdls email U,
05006 84% UL 80300900m. gl 3539305  BMfY3oos  FJoEgdMIb 3533060
3009639393900Lm30L.  odowoms phishing olm30l.  gsdmzombywms 77% o6  s9m{dgdl

900900 9e9d@GmMmbMEo gmliEol Joxgmozool g@owgdl (ob. Fig. 12).

emnil ob gtenyibghols lobBoty email ob Bog®s300L Jdmfdgds

| gaorodo fodanlxed)
H 56 3060 Oepme
dmfjionds

| Bioh

L ]

41%

oo by

| 0T

B o6 ghapebenmd

Fig. 11 Fig. 12

39dm30mbwms dobodwd 41%_8s O3 30 030l OMym® dmfjdgds email ol MLsBODHMYDS.
6913mY63HJOOL 38% 56 5MIgOL Ge-BMBEHOL AodMIYHBo360L BoLETsMMOL LOLHmMgL. olobo
35056 FoMEH0350 90dgds 50dmBbyb email Mo0E0mMdOL Ab3xM30. s0bEHIMHIL9dITs
30635, gboderms MgowMo dgowol dolsds®mdo ghmo MMIgEodg sbmb sdmegdom 96 bbgs
909390 BLOFdMWMMO Bsbs33gdom 0Ly F9boMdML Ls3MMs®o Fgowo, M BgIgEHo
doolibdg3ol goM9gdg dmodmamlb Lolivymzgeo 0bxgm®mPszo. 0¥) 53 MM 3565dgGMOL dg9aL
©3m3om  dbmwm 03 M7L3MEIBEHIOOLMZ0L, MMIMGdoE 3300500 M5AIbxgMHTg b

4mM39e9 09969996 909G mbme gmli@el dsdob 30300900 909y LyGsmL:



Scientific and Practical Cyber Security Journal (SPCSJ) 4(1): 1 - 13 ISSN 2587-4667 Scientific
Cyber Security Association (SCSA)

58efjigdab or 565 Bgoemols SgdomHo SndbiyGgdengdo 580D o 565 Bnoemols Sd@omyHo BadbisGgdergdo
domgdrero email_ob ogmagosl email ol gs8mdgbegbols Gobsdsmomol bobffmmnh

B 56 3030 GHoame

dmfdogds | B0

| BIOH

30

Fig. 13

Y9 30009 MNBOM B5310MT530900m, 3bsbogm, H™I email_ob sd@Eowe dmdbdscmgdgwms 73% ©sb,
I gd03 96 590mfdgd9gb dormgdmo dg¢Yymdobgdols dogmozool gdswgdl (ob. Fig. 13), 44%
063 259m3yHogzbol Jobodo®mol LobfmMgl sdmdgol. 5dgsb 4s8mdobstyg, Ggodwgds 003U,
™3 gm0 IMIHIsMGOBO, ,,0DI 5M056 Aobbgb email 9@ Ymd0b67dgd0m QoBbMEM309wgdM
30096 3600d0bseols  dbbgg®3wo, dogsoms  phishing ob. gl 3539am©0s  HoMBmoyqbl,
390m300bMwms  LoghHmm  MHomEabmdol 27 % U. Gog Lszdomo 3o 85B3969dgwos. mvy
3930035¢0bfi0690m, 00 Bog@LSE, MM gegdBHOM™MbM BMBEL 5938 0MHOEOMEIo dogns, 56wy
bgmo  fgdowo  Fgodwgds  2obgl 9603369 m3zs60  49HY39GH0Wwgdol  Fysem, mbs
3035M5EM™, MOMI MMM Q9309000 353BHdMH0 DoMEr0/B0sbo godargds ooyl
300356056 300069 TbmemE HMIGWod) gOHMo BODBOIWOO 306001 J0MsE M) LdIBIM
0653353059 30MIoL BMm3M3z90ss.

o0bsb0dbsz05 ol FoBHo, GMI dbmerm  21%  BLboL, dsool  gugd@OMbmwo
153995939300 0G0 M3 sBsDY. JRO3B0 G030l M3 sTJOO MYSEIMS® 5033979 MHOLIL
390(393L. ©50096 ®00mMgo 3dol 356 Fgbsderms 35369 3o 035¢EgdMEIL, HMIGbog
00 BY 2oLZWOm 2593900l 570sOMZOL 35dwg30. Tgbodsdobo Lbsd M93wsd5Bg 3935
dmIbToMm909e0 356250 bs 250sdM{FAEIL 30U MOl MY3sTs S M3IBSE MYoMHOs
090. 353505 v I9oeols Jobss®lo 0{gnds BMYsO dMTSOMMZOM s 55 39gMHdm Labgroom b
335000, 96 2o9mdybogbo sMgLOEOLYD Mmool WIMYMBIderog Tl gdsl cmbmgl, gl
390d9ds 0gmb d3wbY 2ooligans, MomoEol dodmfgms, smabbdgds Mo0dg LoBmds@Bg s Sy
9990092 - 99339 5050 Gr0l30L F903390005. 5300 15305ABBIYE0 3OEIMBL 55BJsMIM SEEMIBSEHO
5 B530900 MM YEMZML FobssMLOL FolivsbMYds.

39dm30mbwms 55% o6 58mfjdgol Gmdgwo J3gybobmzgolss HomBmgdmeo dgbadgbo
36OMOMIG0. ©bsMBgbo 45% FoBgHBs® MMOmMIOL Mo3LYdsMBDL J3994bols bEobotBHgdmb,
OHMPMO0(355 35035, LEBI0MYIOO s Sbg 9. JOT> Mgu3MEY6EHTS Jormoms MMI sdm{dgdls
60 J0BYHoL godm. 3063900 o3Lgd9Mds JsOHM 3960396 356599BHMG0ME s TgmMy

10



Scientific and Practical Cyber Security Journal (SPCSJ) 4(1): 1 - 13 ISSN 2587-4667 Scientific
Cyber Security Association (SCSA)

o 05BOOLMZ0L J963MM360o 3MM©MI300L SEoWYds. LsfbsOmp Fbmemmp gom
505305696 0gm Bobligbgdo HMLgmo. Mg0MbocrmEmo 3MM350)MJd0L MbybY, 03539 TOMOL
9399 3560, HMIgerdoE HGMBYOOL BIPIMSGE0SS. MBO0SXYMO 39dbozol 0d3mOEH0 30 HYLgmOL
39300 bgds. 3OH:MdIs dmdscgmdl H5900l B0 3MW0E03590 (MBS 56 Joesggbh). dsom
5J300 yzgws 00 dmfgmdomdols doRMozool dolemgdo, MH™Igwos dsmo Jagybol dozeom
309hm©9ds 803gdl. FgLodsdolo, d399s6s80, GMIGLsg J0dJOHMLIRMMbMgdOL gOMmzbrmeo
LEHOSGHIR00L dobgzom (2017-2018 {emgdol) Hmligmolb B9YMHSE0s oBLEBOZOWWO Ysgl MHmMYm®
30096Md90bdo 53MgbmMms© s LagMmbg B3960 30d9MLOZMEOLMZ0L, 56 Mbs Ggdmomegls
6M900L B9EIMO305 J9M3E00 39dbols. mMBEs 93 3MMbom 15305ME OO 3MIMIEYTds
15356Mb3Yd™M EMBYBY. M5 B0DO3ZMHO 30HOLMZ0L, 5M6dgE Lobgwdfoxnm FH9gbwgMgddos
30 56 560b B 900 b3 F9HBMwY3s.

300bgsbg, 09gbgdgb mw 05 WiFi Jugel Lsbmasmgd®mozo ms3d9y®ol syowqddo,
GOobL3MOGHT0, 3553993l s 133909030 0 Losg LogMmm dmbdsmgdol, mos WiFi Jugwo
3MLgdMAL, 99909650605 gosbsfoers 3sliybgdo:

LsBmasomgdGog msgdnyGol saomgddo WiFi_ob siefiilgdof ove 56 bagfonm WiFi Jlgemoom Bmbsfpgiemaio
0mynbods web 33760l BomFngosl

B 560 240/ 0 R

30 o 30

76%

Fig. 14 Fig. 15

bgmo  BHodol Jugwo dog0sh LYLGess  OEMEo. TLsdsdobo®, ToMGH0305 Lbbgsolbgs
36OHMaM5dMwo 3539300 Jugwrol dmlidgbs s 0bBMMTs300L IM35M3s. Fedm3zombmmms 86%
0Y9gbgdlL 005, LogMmM 5dmygbgdol WiFi Juganl (ob. Fig. 14), 5d9sb 76% goblbowo 390 g3960b
Fogmo300L53 30 o6 50mfidgdl (ob. Fig. 15), 6o Loghom Gom@gbmdols 54% o0s. 5996
399m8@0bsMg, InIboMgdgwms 54%_Ligsb Fs0@H0350 dgodwgds 0bgm®mdszool, dmbsggdgdol
3MOWYAONMS©  8M3tm3905. 500  0bxMMTo30s  15305M® (339105 LEBMYPOMYOM0Z0
0530996MH0L  5Q0wgddo. 5O  Fgodwrgds Sgmo  Jugwom  LaMRGOMIOLLL  3gMLMbsEIMEmO
0683m6M35300U, 53BHMOM0DsE00L 356M599FBHMJO0LS O BsdIBIM 06BMOTs300L Jugwdo sdmygbgds.
abaoglbo  GHodol  Jugwo by  290MmoYygbmb  AbmErmE  2obLIMPMGOME,  FOWIOIOIL
Lo@¥309000 b 0lYMO  VbBMETs300L  PoldBOIMYOWsE BMIol dgbsdg oMol bgywdo
9mbg96o, 56 4580m0()393L FoBHYH0IW M, 0¥ B0DOZME DoMOEL.

09 3539600 §30MIsL 8Mm03m390L 3m3300BHIOM LobGHYIsDY, dmwm doMogMo bogds
Gogmoi0s.  obodgdaty 3ombzgdom Fomgdmwo  89wgpg00sb  2s0mdobstyg, 3boswos

11



Scientific and Practical Cyber Security Journal (SPCSJ) 4(1): 1 - 13 ISSN 2587-4667 Scientific
Cyber Security Association (SCSA)

90b5(399990L ©5d0x3MSBY M5 35bbgdoE 0d690s. Jodm3oMbMEMs 94% 56 5390090l Imbs3gdgdol
FogM5:3000.

L9 ms Fbmm© 9%_35 M3sLbs OIO0MSE JoMbIol:  539MYOM, MY 56
990093500M30L GH9gb3gol (pentesting) 043960 MmER60BsE0OL/3MA35600L web a390by. 12% 0o
d0Mm0ms, MM MEORB0DIE0L 96 5d3l web g39Mo0. bowm 79% 35 Metymaomo 3slvbo
©55830JL0MS. dMW™M 39H0M©T0, FobdoMs Bb3sILLIS 3MB3sb0oL LYMZzgMHYdbY oz3OLBIY,
OmIgoi 1s3dsm  [oMmdo@Ggdoom asdmbom. Pentesting o6 60dbogl 0dsl, @I bgGz96M0
239939bgwo gobgds. 8 O™L JLedsdolbo 3MMYMsdNwo 35393gd0m BM39M0 dmfdpgds od
@OMOoLsM30L  36mdon  exploit gdbyg, LoLMLEYIODY. By 3mgzom, 35396M0L, ™og3ILBIOL
Lol SBOWWIOL BHILGHIM0, JNO3NOO 3539600. sdoFGM™d vy [obslfs®, 3gMmompMEs©
Bos®oMad9gb 390  339M©0L,  LYM39Mgdol  Fgofigzomdol  BHaLEJOL,  3s5dob  Gobgdo
3060350 M580g 046905 ©5Y39560¢00. Ledfybo®m, 530l 3MEEHWIOS LoJosMNZ39wMT0 SO SO
d9L50530L  BoMGH03553  BYds  MORBOBIE0gdOL  LYMZgMHGIOL  39MOW0DYds  FoMBH030
3009615305bTJIOL EOMUSE 30. MY MESE, 0530LLAOL, O BIMOWOL EoEAMIOL 999
0(14909b6 ©19520690L, Mo sMILHMOO JoYMss.

LogOo™M %5300, 990900 309 YBROM MZs¢bsmog 5639690, M LsdmIbIsGYd™
39099m3do, 30096LIROMLMIdOL  (36MB0YHIOOL do0sh VIO MBS, BoDOIME 306Dy
06905 0¥ d0Bbglby 3009MTYEg39, LodMEMME Fo0b3 LobgEdFogMmBy solobgds. sdodma
3MEOWYOYE0s BHim®o doamdoms s LAHMGIR00m, 306039 M0gdo 5Fo0wEIl 3BMd0YMYds
9dbdoMm9deqddo.  3009MMBIBOMLMYdS  30MMBOMO©  Fgodwgds  sogmb M  bofows:
335M5GHMOME 5 55305696 OgLOLsE. FbMEME 935MGHMO Bofols §oTMds dse0sb
QOEO YM5M9ds. 5939 bobsLolidgwos  ob, M3 mv) LHmOs© 96 gsdmoygbgdl sesdosbo
d9L50530L 3H9gbmemaosl, 35d0b 80603499589 oEOL AL, 535MoEMEMOL 9BIJEHOIMDS.

000E0MYMIBOS

L. 3. 13o65dg, 9.9m3060009. 089GL03GEOL G02335(H0 800250589980. 308969b53HbM90b
302e0H035, UAB3IF0s ©5 35900393980, 8tr53D5s 3009MLOxMMbMYdOl 9MH™m3gbw)eds
00O, LodoMM39EMb 053(330L BodobobiBMmm, 2015.

2. Mott Nathaniel.2019. Hackers Exploit 19-Year-Old WinRAR Vulnerability. tom’s HARDWARE:
18 of March,2019.
https://'www.tomshardware.com/news/winrar-vulnerability-mcafee-research-cybersecurity-

stats,38845.html (Beagmea facomBs: 17.11.2019)

3. M. Iavich, S. Gnatyuk, G. lashvili, A. Fesenko. Cyber security European
standards in business. Scientific and Practical Cyber Security Journal (SPCSJ), 3(2):36-39, 2019

12



Scientific and Practical Cyber Security Journal (SPCSJ) 4(1): 1 - 13 ISSN 2587-4667 Scientific
Cyber Security Association (SCSA)

ACKNOWLEDGMENT

I would like to thank whole team of the SCSA, Caucasus University - Caucasus School of
Technology and CYSEC for its valuable involvement and help to do research and develop the ideas
presented here.

13



Scientific and Practical Cyber Security Journal (SPCSJ) 4(1): 14 - 33 ISSN 2587-4667 Scientific
Cyber Security Association (SCSA)

360000 dogMs300olL BsdsMMEGdMH030 MYR0MmgdoL s139dEHgd0 s dobo
3932965 LobEPIFoBML 93mbMB0 3G MLIRMMbMYdsBY

Aspects of Legal Regulation of Labor Migration and It’s Impact on The
Economic Security of The State

005 b)30830¢0
6099 30796 Mb039MLOGEYE0, LEToMNEOL MJEHMMBEHO

Ilia Khutsishvili
New Vision University, The Ph.D Programme in Law, Doctoral Student

ABSTRAC. International labour migration as a practice has a long history with some turning
points. In the recent past, globalization has further enhanced migration, mainly through
revolutionary changes in information technology.

The article mainly aims to identify and examine international labour migration theories, deal
with the aspects of legal regulation of labor migration and its impact on the national security of the

state as well as the economic security.
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EVALUATING CYBER THREATS IN CAUCASUS
ACTORS POSING THREATS TO GEORGIAN CYBER SPACE

Salome Mikiashvili, PhD in American Studies
International Black Sea University

ABSTRACT. Cyber war is the action aimed at destroying information and communication systems, while
web war is a deliberate action involving attempts by one or several actors via open or hidden channels, to
transform the perception of the target actor so that the transformation will bring desirable results to the
attacker. Apart from critical infrastructure of national importance, active membership of anti-terrorist
coalition and considering the clear-cut Euro-Atlantic vector of the country, additional target is the Georgia-
based information networks and infrastructure of other countries, international organizations and foreign
businesses. In the paper is shown that the recent cyber security activities in the Caucasus region suggest
that we are dealing with a completely new precedent related to the deployment of forces in the cyber security
field. In fact, this case has clearly demonstrated the increasingly active use of cyber security elements in

international relations, and primarily in terms of distribution of power.
Keywords: cyber, cyber threats, Caucasus, cyber space

Using cyber elements to reach political economic or military goals and to gain geopolitical
advantage is the reality of the modern world. Western experts more and more frequently discuss the
tendency accompanying transformation of cyber war into a web war. Cyber war is the action aimed at
destroying information and communication systems, while web war is a deliberate action involving
attempts by one or several actors via open or hidden channels, to transform the perception of the target actor
so that the transformation will bring desirable results to the attacker. Georgian cyber space is not an
exception from this. The recent conflicts on the post-soviet territories prove that politically motivated
cyberattacks are relevant to Georgia as well. Apart from critical infrastructure of  national importance,
active membership of anti-terrorist coalition and considering the clear-cut Euro-Atlantic vector of the
country, additional target is the Georgia-based information networks and infrastructure of other countries,
international organizations and foreign businesses. The threat to the above-mentioned objects may be

coming from such actors as:
e countries having well-developed, high cyber attacking potential (Russia, China Iran)

e cyber divisions of terrorist organisations and ideologically motivated or extremist hackers
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efinancially motivated cyber criminals. (L.Svanadze, A.Gociridze The Main Players of Cyber

Space. CyberPolicy, Strategy and Challenges, 2015, Tbilisi)

Let’s discuss each actors separately. Studying their capabilities is very relevant for Georgia too. Russian
Federation. The Ministry of Defence of Russia establishes its own cyber command, which according to the
available information will be responsible for implementing attacking cyber events, including propaganda-
based events and inserting malware in the administration and control systems of the adversary. Other
divisions specializing in computer network operations are established in the armed forces of Russia.
Reportedly, Russia is actively developing distance access tools for critical infrastructure industrial control
system.(ICS)According to experts, unknown Russian actors have been successful in damaging several ICS
manufacturers' software and inserting malicious code into legal software updates and thus providing direct

access to the user's website.

“Today, there is no doubt that for political goals the Russian authorities are actively using the so-
called method of information-psychological impact that Western scholars characterize as the initial phase
of modern Russian conflict creation. This phase involves conducting unconventional operations to
manipulate public opinion within the target country and in the international media. In light of the intensified
activities, the Russian combat units begin to penetrate into the target area under the guise of local armed
forces. This completes the unconventional operations phase. If the operation succeeds, the activities to
legitimize intervention begins with the legend of " Defending Minority Rights".(L.Svanadze, A.Gociridze
The Main Players of Cyber Space. CyberPolicy, Strategy and Challenges, 2015, Tbilisi) [1]

“The second phase involves conventional actions, but the success of the first, non-conventional
phase of the annexation of Crimea has greatly facilitated the conventional phase of the conflict in favour of
Russia. Russia's political elite views information as a source of power, creating solid ground for
implementing the country's information operations.” (L.Svanadze, A.Gociridze The Main Players of Cyber
Space. CyberPolicy, Strategy and Challenges, 2015, Tbilisi). According to the national security concept,
Russia views nationalist, separatist, and radical religious agitation measures as threat and considers it
necessary to spread "true" information and develop a local platform (e.g its own social media). While
analyzing future threats, the same document points out that "the global information battle will be
intensified". Therefore, computer network operations are seen as an organic, unchanging part of information
security. Russia seeks to process not only the technical part of the information, but also exercise control
over the cognitive information constituent. For this reason, according to experts, the notion of "cyber
security" in Russian doctrines and conceptual documents is replaced by the term "information security" .If
we analyze the ongoing conflicts with Russia's involvement in the post-Soviet space, it becomes clear that

it views the conflict areas as a type of polygon for probing kinetic types of weapons and cyberattack
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potential. Thus, for Georgia it is vitally necessary to perform a thorough analysis of the Russian cyber
activities and information warfare and to manage the arising risks. It should be considered that even less
technologically advanced attacks, such as DDoS attacks or so-called “defacement” of websites, should, as

a rule, be considered part of Russia's cyber-information warfare [2].

Generally the interests of the Russian hacking groups such as: APT28 are progovernmental. It
serves the interests of Russian federation. The spheres of interests are: Eastern European governments and
Caucasus as a whole (especially Georgia). The Caucasus, a region that includes independent states of
Georgia, Armenia, and Azerbaijan continues to experience political disruption. The Georgian government’s
strings to the West are a the reason of Moscow’s frustration, especially after the 2008 war. Overall, issues

in the Caucasus likely serve as focal points for Russian intelligence collection efforts.

Since 2011, APT28 has been using bait written in Georgian makes us think that the targets are
government agencies of Georgia as well as citizens of Georgia. According to the Fireeye report, called: “A
Window Into Russia’s Cyber Espionage Operations”, APT28 is expected to seek information on Georgia's
security and diplomatic positions. In particular, the group attacked the Ministry of Internal Affairs (MIA)
and the Ministry of Defense. There was also an attempt to target a journalist working on the Caucasus
problems and controversial news from Chechnya. “APT28 to the Ministry of Internal Affairs (MIA). The
MIA possesses sensitive information on the internal structure of Georgia's security operations, its
involvement in multilateral institutions, and the basis for government communications.” (FireEye, APT28:
A Window into Russia’s Cyber Epionage Operations). According to the Flreeye investigation the hacking
group APT28 had at least two specific attempts to attack the MIA. In one case, it was found that APT28
used malicious programs that attempted to disguise its activity as MIA legitimate mail. “This bait contained
an Excel file containing malware, which was a bait document with a list of Georgian drivers. Backdoor
attempted to establish a connection with the Georgian MIA Post Server and communicate with the MIA
email addresses ending with mia.ge.gov ". After connecting to the Mail Server, the APT28 forwarder sent
an email using the Driver License Title field (in Georgian). ) And attach a file containing the system
intelligence info This tactic could have allowed APT28 to obtain data from the MIA in a less verifiable
way, limiting the ability of the MIA's Department of Network Security to detect traffic. - Domain "MIA
Users \ Ortachala ..." (Su Ten 1). This is probably the Interior Ministry in the object Ortachala district. bait
document also contains metadata, which is named "Internal Affairs", as the company name and "Beka
Nozadze" 4, as the author, it is the system administrator of a possible reference. The text of the document
is intended to create a domain and user group [3].” (FireEye, APT28: A Window into Russia’s Cyber
Epionage Operations). Since the Russo-Georgian War of 2008, Georgia and Russia have severed diplomatic

relations, and Georgia has since sought to establish closer ties with Western security organizations. In in
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June 2014, despite Russia's open political stance, Georgia, together with Ukraine and Moldova, signed
association agreements with the EU. This move strengthened ties between these three countries and EU's
political, economic and security spheres. Russian hacking groups are trying to steal information that
exposes topics about US Georgia military cooperation and NATO. APT28 attacked a journalist covering
the Caucasus news. Apt28s target became the journalist covering issues in the Caucasus region. In 2013,
APT28 sent the false letter stating that the letter was authored by Reason magazine's "Principal Coordinator
for the Caucasus Affairs Department". This section does not appear to exist. (Reason Magazine is
American.) The letter invited the journalist as a journal contributor and was asking for the information
regarding abovementioned political subject. Meanwhile, the bait-doc installed a SOURFACE backdoor in
the victim's system. “From the content of the letter the experts came to conclusion that APT28 actors can
read in at least two languages - Russian and English. The letter's grammar also indicates that English is not
the author's native language, even though it appears to be from American journal. This fact clearly indicates
that Russian may be the language preferred by the author APT28. Cyber Attacks on journalism can allow
APT28 and its sponsors to monitor public opinion, identify dissidents, disseminate misinformation, or plan

further attacks.” (FireEye, APT28: A Window into Russia’s Cyber Epionage Operations)

China. According to Chinese data, Chinese cyber operations are mainly for commercial purposes and
therefore are not a direct threat to Georgia, although the networks of governmental and commercial
structures of developed countries based in our country and information contained in their databases should
not be overlooked. The Islamic Republic of Iran. Unlike China and Russia, Iran has trained hackers mainly
on the basis of religious ideology. In particular, Iran has trained about a thousand hackers over the past five
years with the influence of fundamental religious pathos. Their goal is to destroy critical infrastructure of
their ideological adversary.” Iran is responsible for the DDoS attacks on US financial institutions in 2012-
2013 and the February 2014 attack on the Las Vegas Sands Casino. According to the US intelligence
community, Iran views its cyber project as a way to conduct asymmetric but proportionate actions against
political adversaries and to seek intelligence. The fact that the US intends to ease sanctions on Iran and
return it to the international oil market will not diminish the confrontation between the West and Israel in
cyberspace. Authoritative US experts say Iran will increase cyberattacks, regardless of whether sanctions
are in place. Moreover, if sanctions are eased, Iran will be able to mobilize and use its financial resources
to develop its cyber capabilities, which in itself will increase the qualification of hacker groups and improve
their methods of action.” (L.Svanadze, A.Gociridze The Main Players of Cyber Space. CyberPolicy,
Strategy and Challenges, 2015, Tbilisi. For Georgia, Iran's cyberattacks may pose a threat because, as Iran
views it, there is infrastructure of hostile countries on our territory [4]. Also, given current trends, it is quite
realistic for Iranian-backed terrorist organizations to exploit Georgian cyber networks for propaganda

purposes. Given the above-mentioned, the scale of cyber threats facing Georgia is increasing in complexity
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and diversity. Special attention should be paid to developing a mechanism for obtaining and analyzing
information on cybercriminals' intentions, capabilities or activities and conducting active work in this

regard.

The most real threat to Georgia's cyberspace is Russia's cyber activities, which are aimed at both
disrupting critical infrastructure and using it for its own purposes.) It should be emphasized that even low-
tech attacks, such as DDoS and Defacement attacks, can lead to disproportionate loss in poorly protected
infrastructure. It should be noted that the Russian-implemented or backed cyberattack in Georgia could
cause significant damages and even casualties. As for the cyber threats coming from Iran and China, first
of all, we should not overlook the infrastructure and databases of the countries in Georgia, which these
countries consider as their adversaries. These include Georgia's strategic partner USA, NATO member
states and the European Union and the systems of these international organizations. “China's cyberattacks
by major terrorist organizations [5,6]. There is a high probability of implementing a cyberattack that could
lead to temporary, local damage to electronic services and websites. Organizing and executing cyberattacks
that cause mass damage or casualties is unlikely at this stage. The probability of threats coming from profit-
oriented cybercriminals is hard to predict. Raising public awareness, constant contact with critical
infrastructure in the private sector, harmonization of local legislation with international one, active usage
of international cooperation mechanisms for the fight against cybercrime are important. “(L.Svanadze,

A.Gociridze The Main Players of Cyber Space. CyberPolicy, Strategy and Challenges, 2015, Tbilisi)

One of the latest cyber-attacks conducted by Russia was on 28 October 2019, when a large scale
cyber-attack was launched against the websites, servers and other operating systems of the Administration
of the President of Georgia, the courts, various municipal assemblies, state bodies, private sector
organisations and media outlets. As a result of the cyber-attack, the servers and operating systems of these

organisations were significantly damaged, severely affecting their functionality.

“The above-mentioned cyber-attack was targeted at Georgia’s national security and was intended to harm
Georgian citizens and government structures by disrupting and paralysing the functionality of various
organisations, thereby causing anxiety among the general public. The investigation conducted by the
Georgian authorities, together with information gathered through cooperation with partners, concluded that
this cyber-attack was planned and carried out by the Main Division of the General Staff of the Armed Forces
of the Russian Federation. Georgia condemns this cyber-attack, which goes against international norms and
principles, once again infringing Georgia’s sovereignty in order to hinder the country’s European and Euro-

Atlantic integration and democratic development.

The above-mentioned incident emphasises the importance of the Georgian Government’s efforts to

strengthen cyber security at the national level and again demonstrates the need to build international
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partnerships on cyber-security. Georgia, for its part, will continue close cooperation with partners,
strengthening cyber-security at the national level in order to minimise such risks and potential threats in the
future. We call on the international community to give an appropriate reaction to this development.” (MFA
OF Georgia, 2019)/ The Cyber attack was condemned by US, UK and many other EU and Nato countries
The United States called on Russia to cease this behavior not only in Georgia but elsewhere. The
government of US made special announcement on the US Department of State saying that: “On October
28, 2019, the Russian General Staff Main Intelligence Directorate (GRU) Main Center for Special
Technologies (GTsST, also known as Unit 74455 and Sandworm) carried out a widespread disruptive cyber
attack against the country of Georgia. The incident, which directly affected the Georgian population,
disrupted operations of several thousand Georgian government and privately-run websites and interrupted
the broadcast of at least two major television stations. This action contradicts Russia’s attempts to claim it
is a responsible actor in cyberspace and demonstrates a continuing pattern of reckless Russian GRU cyber
operations against a number of countries. These operations aim to sow division, create insecurity, and
undermine democratic institutions. The United States calls on Russia to cease this behavior in Georgia and
elsewhere. The stability of cyberspace depends on the responsible behavior of nations. We, together with
the international community, will continue our efforts to uphold an international framework of responsible
state behavior in cyberspace. We also pledge our support to Georgia and its people in enhancing their
cybersecurity and countering malicious cyber actors. We will offer additional capacity building and
technical assistance to help strengthen Georgia’s public institutions and improve its ability to protect itself

from these kinds of activities.”

(Michael. R. Pompeo, The US condemns Russian Cyber attack against the country of Georgia, feb, 2020).
Russia's reaction was feasible. Russia Duma representatives have denied the allegations and spoke about

the political goals of US in the region.

Finally, it can be concluded that the recent cyber security activities in the Caucasus region suggest that we
are dealing with a completely new precedent related to the deployment of forces in the cyber security field.
This process was first revealed during the Azerbaijani-Armenian military confrontation in April 2016, when
concurrent with the military action, there was also a more intense confrontation in cyberspace. In particular,
in this case, the main players in the Caucasus region - Turkey and Russia - also engaged in a confrontation
between the two countries [7]. The former supported Azerbaijan, the latter sided with the Armenia, and
both countries are actively involved in the cyberspace confrontation. Of particular interest was the position
of Iran, which preferred neutrality due to the fact that Iran has very good relations with both opposing

countries in terms of politics, economics and trade.
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In fact, this case has clearly demonstrated the increasingly active use of cyber security elements in

international relations, and primarily in terms of distribution of power.
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AHHOTANMUSA: IlpencraBieHo omucaHue HOBOTO AITOPUTMa TeHEpalMu KItoder mudpoBaHus,
OCHOBAHHOTO Ha HENWHEWHBIX TpaHcpopMalMsAX MaTPUYHBIX CTPYKTYp B Buae ceTok Cynoky.
Paccmotpena peanuzanusi Takoro crnoco0a MOCTPOEHUsI KpUNTOTpahUIecKuX MPUMUTHBOB B paboOTe
6nouynoro koaupoBimka HiSNeC. C momomplo cTaHAapTHHIX TecToB NIST STS mpoBeneH aHammn3
CTaTHCTHYCCKUX CBOWCTB KOJOBBIX IIOCIEHOBATENFHOCTEH IMHU(PPOTEKCTOB, CTCHEPUPOBAHHBIX
KOJUPOBIIMKOM B peXHME JTUHAMMYECKH W3MEHSIOIIMXCS BXOAHBIX Kitoueil. Pesynpratamu
TECTHUPOBAHMS ITOTBEPKICHA BEICOKAs! KPUIITOTpadHdecKasi CTOMKOCTh KOTUPOBIINKA, YTO MO3BOJIIECT
pexomennoBate HiSNeC 1ya wucHonb30BaHHA B cucTeMax HuskopecypcHor  (lightweight)
KpUNTOrpad MueCKON 3aIIUThI.

ABSTRACT: The description of a new encryption key generation algorithm based on non-linear
transformations of matrix structures in the form of Sudoku grids presented. The implementation of such
a method for constructing cryptographic primitives in the work of the HiSNeC block encoder is
considered. With standard NIST STS tests, we analyzed the statistical properties of cipher-text code
sequences generated by the encoder in the mode of dynamically changing input keys. The test results
is confirmed the high cryptographic strength of the encoder. This allows us to recommend the HiSNeC
encoder for use in low-resource cryptographic protection systems.

KJIIIQOUEBBIE CJIOBA: Hnuskopecypchas 3awuma OQHHBIX, KpUnmozpapuueckuil aiecopumm,
HenuHellHble Onepayuy Mampudnsvlx mpaHcopmayuil, OUHAMUYECKAs 2eHepayuu Kuouda, OI0YHbLU
koouposwux HiSNeC; cmamucmuyeckoe mecmuposaniue.

KEYWORDS: lightweight data protection, cryptographic algorithm, nonlinear operations of matrix
transformations, dynamic key generation, block encoder HiSNeC, statistic testing.

BBEJAEHUE. B nocnenHue rojasl OTMEYAETCs CTPEMUTENBHBIM POCT 00beMa Iepe/iaBaeMoro
uHTepHeT-Tpaduka. Hapsany ¢ TpaguLMOHHBIMU HHTEPHET-YCTPONCTBAMH, TAKUMU KaK IIEPCOHANIbHBIE
KOMITBIOTEPBI, HOYTOYKH, CMapT(OHBI, CTaIH HOSABISITHCS YCTPOHCTBA OBITOBOM TEXHUKH, TPAHCIIOPTA,
a TaKXKe paslIMyHble NAaTYUKH, UMeElolue A0cTyl B MHTepHeT. DTO sBJEHHE IMOJIyYMJIO Ha3BaHHE
«Internet-things». CornacHo nporao3am skcrieptoB u3 Gartner B 2020 rogy KOJHYECTBO YCTPOWCTB
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HWHTEpHETa BeIIeH JOJKHO JOCTUTHYTh OTMETKU B 7 MWJUIMAPAOB €IUHUIl. MHTEpHET s «Bemei
IpeAcTaBiseT co0OH CaMOKOH(GUIYpUpPOBaHHYIO OECIHpPOBOJHYIO CEThb MEXAy OObEeKTaMH THIIa
OBITOBBIX MPUOOPOB, TPAHCIIOPTHBIX CPENCTB, PA3IMUHBIX CEHCOPOB U AaT4nkoB (Wireless sensors), a
TaK)ke METOK pajarodactoTHoi naentudukanuu (Radio Frequency Identification, RFID). Ve ceiiuac
abcor0THOE OOJIBIIMHCTBO BCEX U3rOTOBJIEHHBIX (MUKPO) IPOLIECCOPOB UCIOIb3YETCs BO BCTPOSHHBIX
Smart-yctpoiictax min cuctemax (all embedded CPUs 4...32 bit) u juIib eqUHUAIBI TPOIICHTOB — B
TpaguuuoHHBIX KommbloTepax (PC & workstation CPUs 32 bit). CnenyeTr 3aMeTHTb, U4TO KIIFOUEBOU
MPOTPAMMHO-TEXHUYECKOH OCOOEHHOCTBIO ITOAABISIOMIET0 OOJBIIMHCTBA TaKUX MPHIOKEHUH
SIBIISIETCS. MCTIOJIb30BaHNE OTPAaHMYSHHOTO KOJMYECTBA NMOCTOSHHBIX KOMaH YIPaBJiIeHUs O0bEKTaMHu,
KBa3HIIOCTOSHHBIX TOTOKOB IaHHBIX B CEHCOPHBIX CETSX JIMOO MOCTOSIHHBIX CUTHAIOB KOMMYHHKAIIUU
g RFID-meToxk.

PazBuTHe yKa3aHHBIX TEXHOJOTHH JeNaeT Ype3BbIlUaiiHO aKTyaJ IbHBIMU BOIIPOCHI, CBSI3aHHBIE C
uX WHQOPMAIMOHHOW O0e30MacHOCTBI0. JKCIepraMu B 00JacTH Oe30MacHOCTH HCIOJIB30BAaHHE
ySI3BUMOCTEH YMHBIX JOMOB W MHTEpHETa BelIeH paccMaTpuBaeTcs Kak OJMH M3 OCHOBHBIX METOJOB
knbep atak. B cumy ycnoBuit ¢pynkimonnposanus Internet-things, a Takke >KECTKHX IIEHOBBIX paMOK
(CBOMCTBEHHBIX MacCOBOMY IPOU3BOJACTBY), 3TH YCTPOWCTBA XapakTEPH3YIOTCS 3HAYUTEIHLHBIMU
OrpaHUYEHHUSMH Ha HCIOJB3yeMble PECYpChl MaMSATH, BBIYUCIUTENBHYIO MOLIHOCTh, HWCTOYHUKHU
nutanus 4 T.4. OTcroa ciieytoT orpanudenus [ 1] Ha ucnosb3yemble TEXHOJIOIMYECKHUEe PeIleH s 115
cpeactB Huzkopecypcnoi kpunrorpadpuu (LWC - Lightweight Cryptography). MHorue tpeboBanus,
npexbsBisieMble K anroputMaM LWC, Obutn 3akperureHbl MexmayHaponHbiM cranmaptoM ISO/IEC
FDIS 29192 — Information technology — Security techniques — Lightweight cryptography. Dtu
TpeOOBaHMsI 3aTParuBalOT BONPOCHI OOECIEYEHUS] CEKPETHOCTH, ayTEHTHMYHOCTH, HUICHTH(UKaLUH,
Oe3oTka3zHoCcTH W KitoueBoro oOmena (data confidentiality, authentication, identification, non-
repudiation and key exchange). Pasymeercs, npu paspabotke pemenuii it LWC HeoOXoaumo
BBIJICPKUBATH TPeOyeMbIil OaiaHC MeXIy 0€30MacHOCThIO, IICHOH 1 MPON3BOIUTEIBHOCTHIO.

Haubonee nponmykrtuBHeiMH cpenu mudpoB LWC Ha mpakTHKE OKa3alucCh ajIrOPUTMBI
6mouyHoOro MM(POBaHMS, pa3BUTHE KOTOPHIX LUIO MO ABYM HANpPaBICHUSM:

- Moau(UKamus H3BECTHBIX AITOPHUTMOB OJOYHOTO IMIM(POBAaHHS B CTOPOHY HX PECYPCHOTO
«obnerdyeHus» (IpU yCIOBUU HE3HAYUTEIBHOTO CHUKEHUS] KpUITOTpahuueckux CBOKUCTR);

- pa3paboTKa HOBBIX OJIOYHBIX MIM(POB, OPHEHTHPOBAHHBIX Ha ONTHMAIBHYIO peaH3aliio (Ha
MHUKpPOIIPOIpaMMHOM WJIU aNIlapaTHOM ypPOBHE).

Tak Bo BTOpyto yactb cranaapra ISO/IEC 29192-2 (Block ciphers) yxe B 2012 roxy Obuin
BKJIFOUEHBI J1Ba anroputMa: omounsnii mudpp PRESENT (pa3mep nndopmainmonnoro 6moxa — 64-6ur,
pasmep kimtoua — 80 wim 128 6ut) m Gmounsiii mudp CLEFIA (pasmep nHpopmanronHoro 6ioka —
128-6ut, pasmep wiroya — 128, 192 mimm 256 6ur). Taxke KOHKYPEHTOCHOCOOHBIMH CUHTAIOTCS
peanmzaunu anroputmoB ['OCT 28147-89 — 615 GE, KATAN- 802-1054 GE, KTANTAN — 462-688
GE, Piccolo — 683 GE, PRESENT — 1075 GE, PRINT —402-967 GE (cymiecTBy0T BEpCHH ISl Pa3HBIX
pazmepoB nHpopMaronHbix 610koB), SIMON&SPECK — 763-1396, TWINE u XTEA. OcHoBHEIE
CpaBHUTENbHBIE XapaKTEPUCTUKK 3TUX aJIOPUTMOB IpuBeleHbl B [1], rie 000CHOBaH BBIBOA, YTO C
o0mMX MO3WLMH KpHUNTOAaHANW3a NpakTHuecku Bce Onounsle mmppel LWC na miardpopmax 8-
paspsaaHbix MUKpokoHTposuiepoB Tuna AVR u TIJIMC (FPGA) sBisiroTcsl ySI3BUMBIMH. Y Ka3aHHBIH
HEIOCTAaTOK JIOTOJHAETCS TEM, YTO CIEHHUANBbHOW ajanTaluyd K yCJIOBUSM PaOOTHI C MOCTOSTHHBIMHU
KOMaHJaMH yIpaBlieH:s1 00bEKTaMH, KBa3UTIOCTOSHHBIMH TIOTOKaMH JAHHBIX B CEHCOPHBIX CETAX JIN0O
MOCTOSTHHBIMU curHaiamu st RFID-MeTok He MMeeT HU OAMH W3 cymiecTByromux muppo LWC
(Bximrouas Bapuantel AES).

Taxas cuTyauus onpenessier akTyaabHOCTb JajJbHEHIINX pa3paboToOK aJIrOPUTMOB U IU(POB
LWC, xoTopsie mpoIoiKaoTes U B HacTosiIee BpeMs. OHaKo B ONkaiiei mepcrneKTHBe MOMydeHne
«UAeaJbHOro» (HEysI3BUMOIO) pelIeHHs Ha TpaAuLUOHHBIX npuHuunax ani LWC ocraercs
MaJIOBEpOSATHBIM. bonee Toro pa3pabOT4MKH, TMpPEXIEe BCEro, OOCCHOKOCHBI yBEIHYEHHUEM
KPUITOCTOMKOCTU INUGPOKIIOYEH U aJrOpuTMOB MX pPacIIMpeHHs. 3a paMKaMHU aHajlu3a OCTaeTcs
OCHOBHAsl Yrpo3a, CBsI3aHHasi C IPAKTHMYECKOW BO3MOXKHOCTBIO IPSMOM BHEIIHEH aTaku THIA
«ITonyrait» (Ha3BaHume aBTOpckoe). JlamuMm KpaTkoe ONMCcaHWe TakoW arTaku. B ycnmoBmsix
HCIIOJIB30BaHUS ITOCTOSIHHBIX KOMaH[| YIPaBJIeHUsI 0OBEKTaMHU WM IOCTOSHHBIX MOTOKOB JIaHHBIX, a
TAaKXKe IPUMEHEHUMM IIOCTOSHHOTO BXOJHOIO KJIOYa, B IEpelaBaeMblX 3allM(poBaHHBIX
[I0CJIEI0BATEIbHOCTAX MOI'YT OBITh JOCTaTOYHO MPOCTO BBISBJIEHBI OJHOTHUIIHBbIE ()parMEHTHI. JTa
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CHUTYyaIHsl SIBILICTCS] MOJOOHON K M3BECTHBIM METOJAM aTak ¢ W30paHHbIMU TeKkcTamu. Omindne s
«Internet-things» cOCTONT B TOM, YTO 3JIOYMBIIUIEHHHKY, HUMEIONIEMY IE€pEXBAauCHHBIN (parMeHT
mudpoTeKcTa, HET HEOOXOJMMOCTH OINpPENENsATh CEKPETHhIe KIYM. EMy JO0CTaTOYHO TpU
SHEPreTHYECKOM ITIepeXBaTe KaHala KOMMYHUKAIIMH MHOTOKPATHO PETPaHCIMPOBATH 3TOT (PparMeHT
mum@ppoTeKcTa (TO eCTh, «KaK MOMyTail», MHOTOKPATHO ITOBTOPSTH 3TOT CHTHAIBHEIN (parMent, naxe
HE TIOHUMasl €ro0 HCTHHHOTO CMBICIA). B uTore npu aBapuifHON 0CTaHOBKE yIPaBIIsIeMOro 00beKTa (Ipu
YCJIOBHU CpabaThIBaHUs 3alUTHl OT MHOTOKPATHO ITOBTOPSEMBIX OJMHAKOBBIX KOMAaHI), a TaKKe
MoJIOre JaHHBIX ceHcopoB WM RFID-MeToK 37MOyMBIIUIEHHHK JOOMBAETCS MOTEPH CO CTOPOHBI
WCTHHHOTO MOJb30BATENsl KOHTPOJS HAJl TEKYIIMM COCTOSHHEM CHCTEMbl ymnpamieHHs. B marobom
cllydae MEpCHeKTUBHOW ISl yCTPAHEHHS O3THX PHCKOB SBISICTCS TEXHOJIOTHS JAWHAMHYECKU
M3MCHSIONIMXCS BXOIHBIX Kitoueil. OMH M3 BO3MOXXHBIX BAPHAHTOB PEATTM3ALIH TaKOH TEXHOJIOTUH
ocymecTsieH B apropckoM npoekre HiSNeC (High Speed Network Coder).

Llenpro DaHHOW CTATBH SIBIIETCS MPEICTABICHHE CIIOCO0a MOCTPOCHUSI KPHITOTrpadHIecKuX
MPUMUTHUBOB, HCIOJB3yeMOro B pabore OmouHoro xomupomuka HiSNeC, n TMOATBEPKACHUE €ro
KPHIITOTpadUIeCKOi CTOMKOCTH HA OCHOBAHHH CTATHCTUYECKHX HCCICIOBAHHN C MOMOIIBIO TECTOB
NIST STS.

NOPUHLHUII PABOTBI AJITOPUTMA HISNEC

B ocnoBy anropurma HiSNeC TONOXEH HOBBII CIOCOO MOCTPOCHUE KPUNTOrpapuUecKUx
NPUMUTHBOB HAa OCHOBE ONEpaluii HETMHEWHOW TpaHCPOpMalMM MAaTPUYHBIX CTPYKTYP,
npencTaBieHHbd B [latenre Ykpaunsl Ha mone3nyto Mojenb Ne 129836 ot 12.11.2018 roga «Cnoco6
TeHepalyy KIF0YeH 11 CHMMETPUYHBIX OJI0YHBIX aJITOPUTMOB MKU(POBAHHA». 31€Ch MAaTEMATHYECKUE
IIPUHLMIIBL KOAUPOBaHUS 0a3UPYyIOTCS HAa HOBOM TEOpUH JETEPMUHMPOBAHHOIO Xaoca B KOJEOaHUAX
JUCKPETHBIX CTPYKTYp MAaTpUYHOrO THma B BuAe ceTok Cynoky, mpemiokeHHOH npod. [leHkuHbIM
IO.M. B [2].

LenecooOpa3Ho HANOMHHUTH, YTO OOJBIIMHCTBO CYHIECTBYIOUIMX aJITOPUTMOB OJIOYHOTO
mu(poBaHUs aKTUBHO HCIONB3YIOT A (hopMHUpoBaHUs Kitoueil mmpoBaHUs NaHHBIX OIEpaluu:
MOJICTAaHOBOK (3aMEHBI OJHUX JJIEMEHTOB JaHHBIX HA JPYyrHe MPH YCTAHOBKE B3aUMHO OAHO3HAYHOTO
COOTBETCTBHUS MEXKIY MHOXKECTBAMH, COAEP)KAIMMM 3TH JaHHbIE) M IEPECTAaHOBOK (M3MEHEHue
MOpsiIKa CIIENOBaHUS 3JIEMEHTOB JaHHbIX). Hampumep, cnoco0, mpeanoxeHHbld B marteHre [3],
OasupyeTcs Ha anmapaTHOM peanu3alldd  KOHTPOJIHUPYEMBIX  ONepauluii [epecTaHoBOK -
KpUNTOrpadMuecKNX MPUMHUTUBOB, YTO TO3BOJISIET CYHIECTBEHHO YCKOPUTH MPOLECCH MU(pPOBAHUS.
OpnHako ciefyeT MUMETh BBUAY, YTO XapaKTepHBIM UIS MOJOOHBIX CKOPOCTHBIX IIU(POB SBISAETCS
WCIIOJIb30BaHUE MTPEABBIYUCICHUH, B TOM YUCIIE OCYIIECTBIISIONINX U PACIIMPEHUE CEKPETHOTO KIIFOYA.
[Ipu sTom TpeGoBaHUS MO YACTOTE CMEHBI KIIOYEH BCTYMAIOT B MPOTHBOPEUYHE CO CKOPOCTHBIM
IpuMeHeHneM Hu¢ppoB Ha Oaze NPeNBBIYUCICHUH, MOCKOJIBKY HEOO0XOOUMOCTh MHOI'OKPAaTHOTO
BBITIOJIHEHUS NTOCIIEIHUX BHOCUT CYILECTBEHHbIE OIpaHUYEHUS 110 OblcTponeiicTBUI0. B cBs3u ¢ 3TUM
BECbMa BaKHBIM CTAHOBUTCS YCJIOBUE YMEHBIIEHUE CI0KHOCTH MIPEABBIYMCICHUN (MM OTKa3 OT HUX)
MPU COXPAaHEHWH BBICOKOW KPHUITOCTOMKOCTH TpeoOpaszoBanuil. Takum o00pa3oM, MpPaKTHUECKH
3HAYUMOH ABJIIETCS pa3pabOTKa CKOPOCTHBIX IIM(POB HOBOTO MOKOJIEHU, 6a3UPYIOLIMXCS Ha HOBBIX
crnoco0ax TeHepalud JAWHAMUYECKHX KIFOUeH, IOMyCcKalmmX Kak 3(QQEeKTHBHYIO ammapaTHYIO
peann3anuio, Tak U COXPaHSIOMNX BEICOKYIO CKOPOCTh MIM(POBAHHMS IIPH YaCTOW CMEHE KITIOUEH.

B mosiHOM Mepe 3T0 oTHOCUTCA U K pazpaborkam cucteM LWC, u1st KOTOPBIX TEXHOJIOTHS
JTUHAMUYECKH HW3MEHSIOIUXCS KIIoYed NMPUHLUUIMANBGHO JOJKHA 0a3MpOoBaTbhCsd HA «MUHMMAIIbHON
MaTeMaTHKe» (B CBSI3U C OTPaHUYEHHBIMHU PECYPCHBIMU BO3MOXHOCTAMHU). Takoke Hy)KHO UMETh BBULY,
9TO B CHIIy CTIEHU(HKH IPEACTABICHIS HHPOPMALINH B IIU(POBHIX yCTPOUCTBAX HAHOOIBIINH HHTEPEC
MPECTABIIIOT OJIOYHBIE MH(PHI, TO3BOJIONINE KOIUPOBAaTH HH(pOpMaNWio 0e3 HW3MEHEHHS ce
CTPYKTYPUPOBAHHOCTH, TO €CTh IO3BOJISIOMIKE MKU(POBaTh MHOOPMALIKIO, KOTOPask MPeIBapUTEIBHO
CTPYKTYpUpPOBaHa B COOTBETCTBUU C KAKMM-TUOO METOJOM MPOTOKOJBHOW 3aIlUThl. IMEHHO TakuMm
TpeOOBaHUSIM U OTBEYAIOT NPUHLHUITBI paboThl Koauposuka HiSNeC.

31ech MOAYEpKHEM KIIIOUEBbIE MOMEHTHI €r0 IIporpaMMHOM peanusanuu. IlycTs umeercs nBsa
KOHEYHBIX MHOXECTBA £, U 2,, KaXI0e M3 KOTOPBIX COACPKUT M PA3IMYHBIX DIIEMEHTOB.
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[MoacraHoBKO# ¢ OyneM Ha3bIBaTh B3aMMHO OJHO3HAYHOE OTOOpakeHHe €2, Ha Q,. Hampuwmep, ecnu
;= (1,2,3), an,= (7 ,11,9) , TO OZIHA U3 6-TH BO3MOXHBIX MOJICTAHOBOK OYJIET UMETh BH/I:

1,2,3
o= ——"1|
7, 11,9
Ecnu xonmyecTBO 31€MEHTOB B KAKIOM M3 MHOXKECTB — H , TO KOJIMYECTBO BO3MOKHBIX [TOJICTAHOBOK
paBHO (hakTOpHaTy A (TO €CTh KAKAOMY JIEMEHTY MHOXKECTBA £2; MOXKET COOTBETCTBOBATH JIFOOOMH

3JIEMEHT U3 MHOXECTBA £, ). B yacTHOM ciyuae MHOXKecTBa £2; U £, MOTYT COBNajaTh. Bzaumuo

0JIHO3HAYHOE OTOOPaXKEHIE MHOXKECTBA Ha ceOsi OyeM HasbIBaTh nepecmaroekoii (7 ). Hanpuwmep,
ecmn @ =(1,2,3) , cymectByet 6 (unu 3!) mepecTaHOBOK:

(1,23 (1,23 (12,3
T\, 2.3) % 2,3,1) B \3 1L 2)
1, 2,3 1, 2,3 1, 2,3

T \1,3,2) B2, 1,3) e |3, 2.1

OmnpeznenuM MHOXECTBO £ KaK MHOXECTBO HaTypalbHbIX uucen 1,2,...,n. JlaTuHCKUi

kBagpaT L OyaeM NIpeacTaBisATh KaK KBAIPAaTHYIO TaONUIy nxn, B KaXKIOW CTPOKE M B KaXKIOM
CTONIOLIE KOTOPOH JFO00H JIEMEHT MHOKECTBA 2 BCTpEYaeTcsi TOYHO OJUH pa3. BeibepeM 3HaueHue 1

TakuMm 00pasom, uToObl 7 = k* . Torna natuHckuil KBaapar L ¢ pasmMepamu nxn MOXHO pasOuTh Ha
1 CMEXHBIX, HEIIEPECEKAIONINXCSl KBAIPaToB pasMepoM k x k . IloTpedyeM IOMOTHUTENEHO, YTOOR B
KaXXIIOM MaJOM KBazpate k xk 10001 3J€MEHT MHOXKECTBA €2 TaK)Ke BCTpEYaeTcs TOYHO OJHH a3

(TpeboBanust cetku Cymoky [2]). Takoi TaTHHCKUI KBaIpaT Ha30BeM S-KBaJpaToOM, MaJble KBapaThl
KOTOPOr0 UMEKOT pa3mep k x k U cojepkar n = k* 3JIEMEHTOB.

ITycte mocTpoeH S-kBampar nopsaka n = k7. BeiOGepeM OIMH M3 MalbIX KBaJpaTroB H
IIPEIOJIOKUM, YTO OH 3aI0JIHEH TaK, KaK H300paxkeHo Ha puc. 1a. Takoe pacnonokeHue On1chIBaeTCst
MIePECTaHOBKOMN

(1,2,3,4,5, 6,7, 8,9,10,11. 12,13, 14, 15, 16
71 :

11,2,3,4,5, 6, 7, 8, 9,10, 11. 12, 13, 14, 15, 16

Ecim nepectaBuTh 271EMEHTHI KBaIpaTa IO aITOPUTMY BUXPEBOTO CIIBUTA [2] Tak, Kak MOKa3aHOo HA PHC.
1b, monmyuynM niepecTaHOBKY, H300paxxeHHYI0 Ha puc. 1c:

(1,2,3,4,5, 6, 7, 8,9,10,11.12,13,14,15,16
70271 2,3,4,8,1,10,6,12,5, 11,7, 16, 9,13,14,15

OTMeTI/IM, 4YTO 34CCh INPUMECHAIOTCA ICPECTAHOBKH HUKIWYCECKOI'0 THIIA, KOTOPBIC IIO3BOJIAIOT
00eCIeunTh CYHIECTBCHHO PA3JINYHBIC MAaTPUIHBIC TpaHC(l)OpMa]_II/IH.

1 2 3|4 '¢% ¢—¢—$ 2131|141 8
506|7]|8 v Lo 1110] 6|12
RPN
9 | 10| 1112 ' l s 1716
13|14 15| 16 v, L 9 | 13|14 15
a b c

Puc. 1. I[lpumep nepecmanosku snemenmos manozo keaopama oisi k=4, n =16.

Ha puc. 1b MOXHO BBLAENUTH ABE LMKINYECKHE IEPECTAHOBKU: IEpBas — IIPOABMIKEHUE
MIPOTUB YaCOBOW CTPENIKU MPUTPAHNYHBIX KJIETOK M MPOJABIKEHHUE 110 YACOBOM CTPEJIKE LIEHTPAIbHBIX
KIeToKk Tabnuubl. COMOCTaBICHWE HW)KHUX CTPOK MEPEeCTAaHOBOK 7X; U 7, 3ajaeT MpaBuia
nepeoO03HaueHUH YHCceN Majoro KBajapaTa IpH BBIIOIHEHHUH NEPECTAaHOBKHU 77,. JlelcTBUTENBHO 1

MeHsercaHa2,2—-Ha3,...,11—-nHa7, ..., 16 —Ha 15. [IpoBeas OMHOBPEMEHHO TaKyIO e TPYIIIOBYIO
3aMEHY YHCeJl BO BCEX MajIbIX KBaJIpaTax, oJydiMM HOBYIO MAaTPUUHYIO popMy OONBIIOro S-KBajparta.
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Janee nonaraeM MCXOAHON HyMeEpaIUIO KIETOK MaJbIX KBaJApaTOB MaTPUYHON CTPYKTYpHI B
COOTBETCTBUU ¢ puc. la. Toraa yo0yro nepecTaHOBKY 3J€MEHTOB MAJIOro KBajpara MOXKHO OIMCaTh

BEKTOPOM pasmepHocTH 16. Ycinosumes, yro 3amucey « =(2,3,4,8.1,10,6,12,5,11,7,16,9,13,14,15 ),

ONpEAEIsieT CIeAyIoIINe IEUCTBUS: JIEMEHT U3 KJIETKH | mepecTaBisieTcs B KJIETKY 2, U3 KJIETKH 2 — B
kierky 3, ..., 136 —B 10, ;3 7 -8B 6, ... , u3 16 — B 15. Takum 0Opa3oM, MOPSIKOBBIA HOMEP
KOOpIMHATHI BEKTOpa YyKa3bIBaeT, M3 KAKOH KIETKH CleAyeT Oparh dJIEMEHT Uil MepecTaHOBKH.
3HaueHHe KOOPIUHATHI BEKTOpa OINpPEAENIseT, B KaKyl KIETKY CIIeIyeT IIOMECTUTH BBIOpaHHBII
JIIEMEHT.

B ananmsupyemom BapraHTe pabOTHI KOIUPOBIIHKA OyIeM IT0JIaraTh, 4ToO KITIOUH MNA(PPOBAHUS
remepupytorcst anmst 128-mm OutHON Bepcum kpunrorpadudeckoro amroputmMa AES (Advanced
Encryption Standard). B cBsizu ¢ 3TuM, BbIOEpEM B KadyecTBEe HAYABLHOTO S-KBaJpaTa HEKOTOPBIH
kBagpar S, (n = 16). HaGop omnepanuii nepecTaHOBOK OIpPEAEIUM HOCPEACTBOM 3aJaHUsl BEKTOPOB

MEPECTaHOBKU pa3MepHOCThIO 16. Ha3oBem 3Tu mnepecTaHOBKM Oa3ucHbIMU. KOJIMUECTBO Takux
BEKTOPOB 11€71€CO00Pa3HO BhIOpaTh PaBHBIM CTENEHU 2. B IpOBOAMMBIX aBTOpPaMM CTATHCTHYECKHX
SKCIICPHMEHTAX 3TO KOJHMYECTBO im BbIOMpanoch paBHbIM 32. Tabmuua onepauwii (7,,) Ham S-

KBazpatamMu OyJeT UMeTh pa3Mep nxm (B STOM Cllydae MOIENHPOBAHHS HCIIOIB30BAIAch TaOIHUIA
16x32). B obuiem citydae, mojlydyaeMble B pe3yJibTaTe 3THUX OMNepaluidi CTPYKTYPHbIE KOMIIOHEHTHI
(cTpoku, CTONOLBI WIM Malble KBaApaThl) MarTpull S-KBaJpaToB MOIYT paccMaTpuBaThCsA Kak
reHepali MHOXKECTB HOBBIX KIIIOUEH KOAMPOBKH MM UX COCTABJISIIOLINX. 3/1€Ch BaKHO IOAYEPKHYTh,
YTO 3a OJMH pPAayHI KOJUIEKTUBHBIX MEPECTAHOBOK pPEAIM3YETCs BO3MOKHOCTh OJIHOBPEMEHHOM
reHepalyy He OJHOro, a MHOXKECTBa («CBSI3KM») Kirouel mmdpoBanus. IlpuyeM 3Tu reHepauuu
OCYIIECTBISIIOTCA 0€3 HMCIMOJIb30BAHUS KAaKUX-THOO JOMOJHUTENBHBIX MaTeMaTHYEeCKUX MPOLEAYP.
Bosnee Toro, 3HaHHe TOJNBKO IMOCIENOBATEIBHOCTH (PACIHMCAHMS) HCIOJB3YyeMbIX omnepauuii T,

HCKIIIOYaeT He00XOIMMOCTb XpaHeHHs Ta0uull S-KBaJpaToB M0Cie KaXXJOH BBIIIOJIHEHHO oneparuy B
OTIMYME OT HCIONB3YeMBbIX celyac MHOIOPayHJOBBIX TEXHOJIOTMH TeHepaluuu KIIOYeH.
Ilepeuncnennple 0coOE€HHOCTH croco0a TeHepalud KIOYed, Mpexae BCEro, IO03BOJIAIOT
JIeKJIapupoBaTh €ro CYIIECTBEHHbIE INPEUMYIIECTBA HaJ NPOTOTUIAMHU B CKOPOCTH pEaTU3alMU
IIPOLIECCOB KOAUPOBAHUSA U JEKOAUPOBAHU HHPOPMALIMOHHBIX IOTOKOB.

C 1enpl0  «MacKUpOBKW» TMEpeJadyd B  OTKPBITOM KaHalle CBSA3M  KOJUPOBAaHHBIX
Iocse0BaTeNbHOCTEH (MyCTh U CIIy4aiHBIX) C IOCTOSIHHO MCIOJIb3YEMbIMH HaTYPaJIbHbIMU YHCIaMHU
(ot 1 go 16) mononuuTenbHO GOPMUPYIOTCS KBaApaTHbIe TaOmuIbl Ry 1 R; pasMepoM n’ Kaxmas.
IIpuyem Mmarpuna Ry nomkHa OBITH CHOPMUPOBaHA MpPEIBAPUTENBHO C IIOMOILBIO I'€HepaTopa
CIy4alHBIX uucen (C 3aJaHHONW paBHOMEPHOCTBIO pacmpezeneHus) w3 auanazona 0...255. Ilns

JaNbHENIIero monydeHus: u3 Ry matpuiel R; OyAeT MChosb30BaThes Ta XKe TalNuia ornepannui T,,

KOTOpBIE Terephb OYIyT ONpenesiTh KOHKPETHBIE IEPECTAHOBKH MECT sIUeEK ITOH MaTpHIIBI BMECTE C
COJep KALIMMUCS B HUX CIyYalHBIMH YHCIAMU.

Takum 00pa3oM, B paccMaTpuBacMOM BapHaHTE MpEIJaraeMblil alrTOPUTM TeHEepaliuy KIroda
00BbEeIUHSET CIEAYIOUIYIO MTOCIIEI0BATEIBHOCTD [IAaroB:
1) Berumcnsitorest mpousBeneHuss M, matpunl Ry u Ri (MCHONB3YIOTCSL ONEpAlly CIOXKCHHUS H
YMHOXEHHUS 110 MOAYIIO 256);
2) BBIYUCISIFOTCSI CyMMBI S, DJIEMEHTOB TaOIHIBI M, TIO MOIYJIIO Hi;
3) uCmosb3ys Sy B KAYECTBE yKa3arels, u3 Tabauupl 7,, BHIOMPACTCS BEKTOP MEPECTAHOBKH,

4) BpIOpaHHasi omepauusi NEPEeCTaHOBKU BBHIMOJHSETCS Hall S,-KBagpaToM, B pe3yJbTaTe KOTOPOH
(dopmupyeTcs HOBBIH S; -KBaJpaT;
5) mo 3agaHHOMY NpaBUITy U3 S; BEIOMpaeTcs mmdo cTpoka (oxHa u3 16 cTpok), 1rbo crondern (oguH

n3 16 cronbuos), mubo Manberii kBagpar (oguH u3 16). [lomyuennsie 16 umcen oOpa3ylOT BEKTOp
nepectaHoBKH. OTMETHM, YTO B MOJEIBHOM pealnu3ali aBTOPaMH HCIIOJIb30BAJINCh TOJBKO 3TH 48
BapUaHTOB, XOTs HET IPUYMH U 11 UCIIOJIb30BAaHUs JPYTMX BapUaHTOB BIOOPKHY;

6) mis GopmupoBaHus BBHIOOPKH U3 MaTpullel M, crpoutcs BcromoratenbHas (yukuus G(i,R),
pe3yabTaTOM KOTOPOH SBJSIETCSl Ha3HA4YEHHas IMOCIIEe0BAaTeIbHOCTh U3 16 3neMeHToB marpuisl M,
KOTOpBIE U 00pa3yIoT TeKyINid AMHAMUYECKUI KJIF0Y JUIs anroputMa mugpoBanus AES.

45



Scientific and Practical Cyber Security Journal (SPCSJ) 4(1): 41 - 55 ISSN 2587-4667 Scientific
Cyber Security Association (SCSA)

[Ipu OroBOpEHHBIX BBIIIE YCIOBHUSAX, B COOTBETCTBUM C MPHUBEIECHHBIM aJTOPUTMOM MOXKHO
c(OpMHPOBATE 48 % 256 = 12288 wiroueH mmdposanus. Jlanee MOKET HCIIOJIB30BATHCS CIISTYIOMNH 32
Sy yKazaTesab Ha TaOJuIy T,,, ¥ TIOBTOPEHHE 11ar0B 3...6. D10 0o0ecrieuuT reHepaIuio 04epeHOro

MHOKecTBa n3 12288 wmroueil. Takum 00pa3oM, HCHOJIB30BaHHE 32-X BEKTOPOB IEPECTAHOBOK,

comepkammxcs B tabnuue 7,,, 00ECEUMBAECT T'EHEPALMIO MHOKECTBA U3 48% 256 % 32 = 393216

CYIIECTBEHHO Pa3HBIX KIIIOUCH IU(PPOBAHMS, YTO O3BOJISET 3aIIH(POBATh B paMKax OJHOTO HOJHOTO
mukna 393216 OnokoB mo 16 Gaiit kaxeiid (cBeime 6 M6aiT undopmanun). [lpu HeoOxoaUMOCTH
Jlayee CIeyeT Mepexo K HoBoi Gopme Tabmuubl onepauuii 7, . JUis MCIIONb30BaHUs PACCMOTPEHHOTO

IrOpUTMa CIENYET «3aKpbITh» B IIOCTOSHHOM HaMATH KOHTPOJUIEPOB HayalbHbI S,-KBagpaT U
Tabnnupl onepauud  T,,. Tabnuua ciydaidHbix umcen Ry XpaHWTCS B ONEPATUBHOH MaMATH
IPOLIECCOPOB M MOJKET TIPH HEOOXOMMOCTH OOHOBIIATHCA 3aHOBO. Pasymeercs, matpuust Sy, T,, 1 Ry

JOJDKHBL OBITh ONMHAKOBBIMH (3aJlaHHBIMH) JUIST BCEH TPYIIBI YCTPOHCTB, KOTOpBIE OymyT
00MeHHBaThCA KOAUPOBAHHOM MHPOpMAIHEH.

IIpy mpakTHYecKOi peann3alyyl 3alMThl KaHala Iepefadd HHOOPMAIMUA MEXIy IBYMs
ycrpoiictBamu T, (epenatauk) U 7, (IPHEMHHK) OCYIIECTBILIETCS CIIEAYOMIast HOCIeI0BAaTEIbHOCT

npouenyp: 1) nepenatuux 7, oOpamiaeTcs K npueMHUKy T, , epenaBas 3ampoc Ha nepeaady; 2) npu
NOoTydeHuu oT 7, pa3pelieHns Ha repenady 7, TeHepHpyeT TaOluIly CiIyJaifHbIX yicen R, ¥ Iepenaert
ee IPHEMHHUKY; 3) IPHEMHHUK M TIePEIaTINK OHOBPEMEHHO BBIYUCILIIOT MaTpHILy M, ; 4) IPUEMHHK U

MepEeAATYUK B COOTBETCTBUHU C PACCMOTPEHHBIM BBILIE AITOPUTMOM T'OTOBSIT CHHXPOHHYIO T€HEPALINIO
OJIMHAKOBBIX KItouei: 7, Ans KOAMpOoBaHWA, a T, s NEKOJUPOBaHUsS WH(POPMAIIMOHHOTO MOTOKA.

Ilon4yepkHeM, 4TO TIPH 3TOM YCTPOKMCTBA PAsIMYHBIX Ipymi (C pasnudusiMu Sy, T,, R,) HE CMOTYT

oOMeHuBaTbcad HH(popManueid. Toxe MOXKHO yTBEp)KAAaTh M O IOINBITKE HECAHKIMOHUPOBAHHOIO
JIOCTYyTa K CEaHCY CBA3H, IOCKOJIbKY IOTy4YEeHHE IEHCTBYIOIINX KIIOUEH B peaibHbIi MOMEHT BPEMEHU
BO3MOXKHO TOJIBKO IIPU MCIIOJIb30BAHUH HUCXOJHBIX S, T,, ¥ R, . DTH apaMeTpbl, B COOTBETCTBUH €

BBIIICHU3JIOKEHHBIM, SIBJIAIOTCA HEAOCTYIIHBIMU HE TOJIBKO T'MIIOTETHYCCKOMY “SHOyMLIHIHeHHI/IKy”, HO
U IMOJIb30BaTCIIIO yCTpOﬁCTBa 3allUThl KaHaJIa CBA3H.

PE3YJIBTATBI HPOXOXXAEHUA TECTOB NIST STS

Kaxxnprit u3 TectoB B [4], npemnaraempix NIST, mosrydaeT Ha BX0JT KOHEYHYIO HCCIIEIyEMYIO
JIBOMYHYIO TOCIENOBATENbHOCT M3 3HAakoB 0 m 1 (pekoMeHayemasl JUIMHA IOCJIEeI0BaTebHOCTH
1000000 ©wur). [lamee BBIUMCIAETCS CTATUCTHKA, XapaKTEPU3YyIOIIas HEKOE CBOWCTBO JaHHOU
MOCJIeI0BATEILHOCTH. DTO MOXKET OBITh U €AUHUYHOE 3HAaYEHUE, 1 MHOXKECTBO 3HaueHuil. [locie vero
9Ta CTAaTUCTHKA CPABHUBAETCA C 3TAJIOHHOW TEOPETUUECKOW CTATUCTUKOM, KOTOpas XapakTepHa AJs
HJEATHHO CITyYalHOU IMOCIEeI0BATEIbHOCTH.

B ocHOBe Takoro comocraBi€HHUs JEXKHUT OOLIMH alNropuT™M CPaBHEHHUH CTaTUCTUYECKUX
runore3. IIpu 3ToM 3a HyNEeBYIO THUIIOTE3Y NPUHUMAETCS MPEANOJIOKEHHE, YTO HCCleayeMas
MOCJIEeIOBATEIBHOCTD  SIBIISIETCS  JICHCTBUTENBHO  CIIy4ailHOW (3HaKW KOTOPOH  MOSBISIOTCS
PaBHOBEPOSITHO M HE3aBUCUMO OT Apyra). B KakIoM TecTe BBIYHCIIAETCS TaK Ha3piBaeMoe P-3HaueHue:
3TO BEPOSITHOCTh TOTO, YTO HCCIEAYEMBIH aNrOpuUTM TIEHEpalMM CIy4yailHOM IOC/e0BaTEIbHOCTH
cOo3J1aJl MOCIIEeOBATEILHOCTh HE XYK€, YeM IunoreTudeckuid uctuHHbId. Ecnu P-3nauenue = 1, To
HCCclleyeMasi MOCiIeI0BaTeIbHOCTh HIICANIBHO Cily4aiiHa, a ecau oHO = (0, TO IOCIen0BaTENbHOCTh
IIOJIHOCTBIO Ipeckasyema. B nanpHelinem P-3HaueHne cpaBHUBaeTCs ¢ o (YpPOBHEM CTaTUCTHUYECKOH
3HAYUMOCTH), M €CJIM OHO OOoJjblle 0, TO HyJeBas I'MIIOTe3a NPUHUMACTCA U I10CIEeN0BaTeNIbHOCTh
Ipu3Haercs O0au3Kou K ciydaifHoi. B mpoTHBHOM cityyae — OTOpaKOBBIBaeTCA.

B Tecrax NIST STS ¢uxcupyercs a = 0.01. U3 atoro cieayer, uto:

. ecnu P-znagenune > 0.01, To mocnenoBaTenbHOCTh MPHU3HAETCS CIIydalHOM C YpOBHEM
JoBepuTeNbHOM BepoaTHocTH 0.99;

. ecnu P-3Hauenne < 0.01, To mocrnemoBaTenbHOCTh OTOpPAaKOBBIBaeTCsA C 99%-HBIM YpOBHEM
Ha/Ie)KHOCTH.

[pu MPOXOXKACHHH  TECTOB HCIOJIE30BaINCh KOJIOBBIE  IIOCIEN0BATEILHOCTH,
crenepupoBannble KoaupoBuwkoM HiSNeC, nmuno# 1000000 6uros (cornacHo pekomengarusim NIST
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STS). Cratuctuueckue HUCCIeNOBaHUS ObUIM MPOBEIEHbI JUIA IBYX PEXHMOB HCIOJIb30BAHUA
KOAMpPOBIIKKa. B nepBoM ciydae obecrieunBacs pexxuM AMHAMUYECKU U3MEHsAEeMBbIX 128-Mu OUTHBIX
KITodel ans crannaptHoro mugpartopa Rijndael (AES) ¢ MUHUMAaNbHBIM KOJTHYECTBOM PAayHIIOBBIX
npouenyp Nr=10. Bo BTopoM ko0Bas TIOCIEAOBATEIFHOCTE (POPMHUPOBATIACE TTOTOKOM JTUHAMHYCCKU
M3MEHsIEMBIX Kiroueli reneparopa HiSNeC, XemmpoBaHHBIX ¢ IOMOIIBIO U3BECTHOTO anroputMa MDS
(14 ycTpaHeHMs MOCTOSHHBIX I'PYII JAHHBIX, MMOSBISIOLIMXCS B NPEICTABIEHUSIX HCIOIb3YEMBIX
YHCeN B IBOMYHON CUCTEME CUHCIICHUS).

B mepBom citydae B KauecTBE MCXOAHOW MH(OpPMAIMK IS KOJUPOBAHUS HMCIOJIB30BANACh
AJIEKTPOHHAS BepPCHUs KHUTH [5], KOTOpask COEPKUT MHOKECTBO Pa3HO(DOPMATHBIX MaTepPHANOB (TEKCT,
PUCYHKH, AHArpamMMsbl, TaONUOBI U T.A.). TecT-KoHTposto Obutn noaBepkeHbl 300 pa3sHbIX KOJOBBIX
nocsenoBaTenbHocTed, u3 KoTtopelx 100% mocnenoBaTeNbHOCTEH YCHEHO Mnpouui Bce 15
npeJyiaraeMeIX TecToB. Ha puc. 2, kak TUIMYHBIE, IPEACTaBIECHbI PE3yJIbTAaThl OJTHOTO U3 BApUAHTOB B
IIPOBEICHHOM CepUu TeCTUPOBaHUA AJI BeNUYUH P-3HaueHuil. OpUruHaibl NPOTOKOIBHBIX OTUETOB
IIPOXOX/IEHUS TECTOB JJIsl 3TOT0 BapHaHTa rpuBeeHsl B [Ipunoxennn k cratbe. Clieyer ykazarb, YTO
B 9TOM Cily4ae MapajijiebHO OBbLT MPOBEACH AKCIEPUMEHT I10 OINPEICICHUI0 BPEMEHH MN(POBAHNUS
JAHHBIX C WCIIOJNB30BAHUEM IIPEIIOKEHHOTO CHocoda TeHepalud KIuYeil B COBOKYIHOCTH C
airoputMoM  AES.  DOkcnepument mnoxazan HecymectBeHHoe (0.3%) yBenudeHue —3aTpaT
MIPOLIECCOPHOTO BPEMEHU IPH HCIIOJIB30BAaHUM PEXHMMa JUHAMUYECKOTO W3MEHEHHs Kioda (mph
mudpoBaHuK Kaxoro 16-0aiiToBoro 6y0Ka) MO CpaBHEHUIO ¢ HMCIONb30BaHueM anropurma AES ¢
MOCTOSTHHBIM ~ KJfo4oM.  [Ipm  3TOM  OTHOCHTENBHOE  yBelNWUeHHWE  o0beMa  KOJIOBBIX
MocyeI0BaTeIbHOCTEH cocTaBisiio He Oonee 3%. Takue pes3ynbTaThl TECTUPOBAHHUS MO3BOJSAIOT
rmoJiarath, 4TO TEXHOJOTHS JAMHAMHUYECKH H3MEHseMbIX Kitoded HiSNeC MOXeT OBITh YCIEITHO
COBMeIlIeHa U ¢ ApyruMu Tunamu mmdparopos LWC.

038
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08 ==
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04 =
03
02

01

1 2 3 4 5 & ¢ & % 101 12 13 14 15
Puc. 2. Juacpamma obwux pe3yiomamos mecmupo8aHusi.

Ha puc. 2 narypanpHble 4nclia, pacloNIOXeHHbIE IO TOPU30HTAIBHOW OCH, COOTBETCTBYIOT
HOMepaM TecTOB: I - Approximate entropy test; 2 - Block frequency test; 3 - Cumulative sums (forward)
test; 4 - FFT test; 5 - Frequency test; 6 - Linear complexity;, 7 - Longest runs of ones test; 8 -
Nonperiodic templates test; 9 - Overlapping template of all ones test; 10 - Random excursions test; 11
- Random excursions variant test; 12 - Rank test; 13 - Runs test; 14 - Serial test; 15 - Universal
statistical test. T oryObIM IIBETOM TTOKa3aHbI YPOBHH €JUHUYHBIX BBIXOJIHBIX 3HAUEHUH BEPOSTHOCTEH,
a canatubM (3,8,10,11,14) — cpentee 3HaueHNE MHOKECTBA BRIXOAHBIX P-3HaUCHUM.

Bo Bropom cnydae u3 100 mccienoBaHHBIX KOJOBBIX IOcCienoBaTenbHOCTER 96 ycmenrHo
npeonosenu 11 tectos. [IpoGiemHbie pe3ynpTarsl HabMIOAATUCH IO TecTaM ¢ Homepamu 10-11 u 14-
15, cBsi3aHHBIX C aHAJM30M MepeKphIBatomuXcs mabdi1oHoB. [Ipexae Bcero, 3T0 CBUACTENBCTBYET, O
HEONTHMAJIBHOM  TOpSAKE  pa3MelleHuss  Kimoded  npu  (OpMHPOBAHMHM  CIy4alHOH
nocnenoBarenbHocTd. OHAKO, TPU YCJIOBUHU JalibHEHIIeH IopaboTku anroputMa (C LEIbI0
MUHUMH3AIIH 3TOU ySI3BUMOCTH) aBTOHOMHOE UCTIOIh30BaHNe KOAUPOBINKKa Ha 0aze HiSNeC MoxeT
OBITH BIOJIHE JOCTATOYHBIM ISl MHOTUX MPAKTHYECKUX MPHIIOKEHUH.

Takum 00pa3oM CTaTHCTUYECKHE HCCIENOBAHUS TOATBEPAWIN BO3MOXKHOCTH YCIEIIHOTO
rcnonbp3oBanus TexHonorun HiSNeC B obenx cimydasix paccMOTpPEHHBIX peanusanuii. Kpome Toro,
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aHaJIu3 TECTUPOBAHHBIX I1OCIENOBATEIBHOCTEH IOKa3al, 4TO IMPEIUIOKEHHAs TEXHOJOIHsA MOXKET
oOecrneunBaTh PEeXUMbl MX TEHEepalud B COOTBETCTBUM ¢ mpuHuunom mmdpa I. Bepnama no
HpEeIBAPUTENEHO BEIOPAHHOMY MOAYIIIO IIUKIMYHOCTH.

BbBIBO/IbI

B crarbe mpencTaBieHO ONMCAaHHE HOBOTO alTOPHTMa TeHEpaIMy KIoded mudpoBaHus,
peanu3oBaHHOTO B pabore Onounoro koaupoBiimka HiSNeC. Ha ocnoBanuu tectoB NIST STS
HCCIIEIOBAHBI CTATUCTUYECKHUE CBOMCTBA KOJIOBBIX ITOCIIEIOBATEIbHOCTEN KOANPOBIINKA, TOTYYEHHbIX
B PEXHUME IMHAMHUYECKH N3MEHSIONINXCS BXOJHBIX Kitouei. Pe3ynbTaTel TeCTUpOBaHUS MOATBEPANIN
TpeOyeMyIo Kpunrorpapuueckyro CTOUKOCTh KoaupoBiuka HiSNeC, 4To TO3BOJSET PEKOMEHI0BATh
ero I1O mis ncnions3oBanust B LWC cucremax.

Crnenyer Takxe YTOYHHTbH, YTO IpeaIaraéMblii KOJMPOBILMK OTHOCUTCS K MPOrPaMMHO-
anmnapaTHbIM cpeacTBaM 3alluThl. COBMECTHO C JEKOAMPOBIIMKOM €ro LeJIecoo0pa3sHo Ha IpaKTHKe
MIPOU3BOJUTH B BHJIE Napbl CTPYKTYPHO aBTOHOMHBIX MHKPOMOJYJIEH, JUIsI KOTOPHIX XPaHWIUIIEM
CEKPETHOTO KITI0YA SIBIIIETCS] aBTOHOMHAsI (OT ceTn) (pidII-IaMsaTh MEKPOKOHTPOILIEpoB. [t B3moma
9TOH MaMsTH HeOOX0IUM (PU3UUECKHUI 3aXBaT CAMOT0 KOHTPOJUIEPA C MPOrPaMMHBIM 00eCIIeUeHrEM, a
TaKXKe HaJIMYhe CI0KHOTO CHelualbHOro 006opyaoBanust. Kpome Toro, gaxe mocie npeanonaraeMoro
MPOYTEHHs KOHTEHTA ATOU MaMATH Hy’KHa cepbe3Hasi paboTa 110 KPUITOAHAIIN3Y CHATOW HH(OPMAIIHH.
To ectps ucnonb3oBanue B HiSNeC aBTOHOMHBIX MOJyJel Ha 0a3e MUKPOKOHTPOJUIEPOB MOJIHOCTHIO
CHMMaeT PUCK BHYTPEHHHUX yrpo3 cereBoro tuma. {11 OopbObl ¢ aTakaMy BHEIIHEro THIIA 3/1€Ch
WCIOJIb30BaH MPUHILUI XPAHEHUSI HE CaMMX KJIIOYEH, a TOJIBKO IEMNOoYKa MPOLEAyp UX IeHepaluu U3
ucxonHoi Matpuubl. Takasd uH(opMmanus O reHepaluu KJIOued COCTOUTCS U3 JIBYX KOMIIOHEHTOB!
OJIMH M3 KOTOPBIX XPAaHHUTHCS B TOCTOSHHOHM (PIALI-NaMATH yCTPOWCTB 3aIUTHI, & BTOPOU SIBISIETCS
H3MEHsIeMbIM NporpaMMHBIM criocobom. Ilocnennee mo3Bosser mpu HEOOXOAUMOCTH HPOU3BOIUTH
MEPEHACTPONKY CHCTEMBI 3alIUTHI 0€3 N3MEHEHUsI MPOMIMBKH (IIBII-TIAMATH MUKPOMOIYJIEH.
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MNPUJIOKEHUE. Opurunajbl NpOTOKOJIBHBIX 0TYETOB MPOXO0KIEHHS TECTOB
JIMCTHHTH TPOTOKOJIOB MPEACTABIICHBI B al()aBUTHOM IMOPSAKE COrTIACHO HA3BaHUI TECTOB.

Tecm 1. APPROXIMATE ENTROPY TEST

(a) m (block length) =10

(b) n (sequence length) = 1000000
(c) Chi~2 = 974.915528
(d) Phi (m) = -6.931020

(e) Phi(m+1) = -7.623679

(f) ApEn = 0.692660
(g) Log(2) = 0.693147
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SUCCESS p_value = 0.861628

Kommenmapuii. Tect npuOIM3NTENEHOW SHTPOIMU TIPOBEpSeT OJM30CTh COOTHOIICHHS YHCIA
BXOXKCHUN TMEPEKPHIBAIOIIMXCS MAOJOHOB JUIMHBI ¢ W JUIMHBI ¢+ OXUJaeMoMy JUisl CIy4aiHOU
MOCJIEOBATEILHOCTH.

Tecm 2. BLOCK FREQUENCY TEST

Chi~n2 = 7827.000000
# of substrings = 7812
block length = 128
Note: 64 bits were discarded.

SUCCESS p_value = 0.450159

Kommenmapuii. YacToTHbIM OJOYHBIA TECT NEJNUT HCCIELYEMYIO IIOCIIEI0BAaTENIbHOCTh Ha OJIOKU
OJIMHAKOBOW JJIMHBI U TIPOBEPAET PABHOMEPHOCTH PACIPEACICHHUS YUCIa SAUHUILL B ATUX OJIOKAX.

Tecm 3. CUMULATIVE SUMS (FORWARD) TEST

SUCCESS p_value = 0.868630

CUMULATIVE SUMS (REVERSE) TEST

SUCCESS p_value = 0.849583

Kommenmapuit. TecT KyMyJIsITUBHBIX CyMM. BUTBI McciieyeMoi MOCae10BaTeIbHOCTH TPAKTYOTCS
KaK IIeJIble YMCIIa, IPUYEM BCE HYJIU 3aMEHSI0TCs Ha -1. Jlanee BBIYMCIISIOTCS CyMMBI IEPBBIX ¢ YIEHOB
[I0CJI€0BAaTENbHOCTU. TecT MpoBepseT COOTBETCTBHE 3HAYEHUS MaKCHUMAalbHOW IO abCOMIOTHOM
BEJIMYMHE CYMMbI 0KH/IaEMOMY.

Tecm 4. FFT TEST

Percentile = 94.981800

(a)

(b) N_1 = 474909.000000

(c) N o = 475000.000000

(d) d = -0.835073
SUCCESS p_value = 0.403676

Kommenmapuii. B tecre nuckpernoro npeodpaszosanus Pypee (erre nmeer HazBanne Spectral Text)
OUTBI UCCIIEYEMON MTOCIIEeI0BATEILHOCTH paCCMaTPUBAIOTCS KAK BEILECTBEHHbIE YUC/Ia IIPU YCIOBUU
3aMeHbl KaxJaoro Hyas Ha -1. OT moiy4yeHHOW MOCIEeIOBATENbHOCTH BBIYUCIAETCS AUCKPETHOE
npeodpazoBanue Dypre. [lanee nposepsieTcss OJIM30CTh YUCIA CIEKTPAIbHBIX KOMIIOHEHT, aMILIUTY1a
KOTOpBIX MpeBblaeT 95% k oxxugaeMoMy AJisl CIydaiiHOM MOCie10BAaTEIbHOCTH.

Tecm 5. FREQUENCY TEST

COMPUTATIONAL INFORMATION:
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(a) The nth partial sum = 170
(b) S n/n = 0.000170

SUCCESS p_value = 0.865010

Kommenmapuii. Yactotueiii mobutosslii Tect (Frequency Monobit Text) mpoBepsier, 4Tro B
HCCIIeyeMO TIOCIIeA0BATEIbHOCTH YUCIIO SIUHHIL TPUOTU3UTEILHO PABHO YHCITY HYJICH.

Tecm 6. LINEAR COMPLEXITY
M (substring length) =500
N (number of substrings) = 2000
T emeguewey
0 c1 c2 3 c4 5 6  cHIZ  P-value

Note: 0 bits were discarded!
16 56 269 987 510 119 43 3.985116 0.678691

Kommenmapuii. Tect mpoBepsieT HCCIeIyeMyl0 IOCIeI0BATENbHOCTh Ha JIMHEHHYIO CIOYKHOCTB.
JIuHeHHON CIIOKHOCTBHIO TMOCIIEIOBATEIPHOCTH HA3bIBACTCS HAMMEHBIIAs JJIMHA PETHUCTpa CIABUTA C
JIMHEWHOI 00paTHOH CBsI3bI0, €€ TOPOXKAAONIEro. Mcecremyemast mocae10BaTeIbHOCTh pas/eNsieTcs: Ha
MOATIOCTEAOBATEILHOCTH OMPEACICHHON [UIMHBL. J[7Is KaXmoll W3 HUX BBIYMCISETCS JHHEHHas
CIOXHOCTh C TIOMOIIbIO airoputma bepnexksamma - Meccu. Tect TpoBepsieT COOTBETCTBHE
pacrpeneneHus TUHEHHOM CII0KHOCTH 3TUX MOAIOCIEA0BATENIEHOCTEH M 0)KHIAEMOTO.

Tecm 7. LONGEST RUNS OF ONES TEST

(a) N (# of substrings) = 100

(b) M (Substring Length) = 10000

(c) Chi~2 = 3.270145
FREQUENCY

<=10 11 12 13 14 15 >=16 P-value Assignment
6 24 22 24 12 5 7 SUCCESS p_value = 0.774256

wanenmapuﬁ. Tect Ha CaMyl0 JIMHHYIO TIIOCIE€AO0BAaTCIbHOCTh CAWMHHIl B OJ10Ke pa36I/IBa€3T
HCCIICAYCMYIO MOCICAOBATCIIBHOCTL HaA Onoxu @HKCHPOB&HHOﬁ JUIMHBI U TTPOBEPACT COOTBETCTBUC
pacupeaciaCHrs MaKCUMAJIbHBIX JIJIMH HEMIPEPBIBHBIX MOCJIEA0BATEIbHOCTEH U3 € TMHUIL BHYTpH 0JI0KOB
OXKNAACMOMY I cnyqaﬁﬂoﬁ IIOCJICAOBATCIIBHOCTH.

Tecm 8. NONPERIODIC TEMPLATES TEST

LAMBDA = 244.125000 M = 125000 N=8 m=9 n = 1000000

FREQUENCY
Template Wl W2 W3 W4 W5 W6 W7 WS8 Chi”2 P value Assignment
Index

000000001 258 238 260 241 218 261 242 252 6.463571 0.595451 SUCCESS 0
000000011 246 241 281 246 236 253 226 261 9.043703 0.338623 SUCCESS 1
000000101 240 244 240 227 239 258 273 238 6.004951 0.646677 SUCCESS 2
000000111 245 214 275 242 244 243 237 238 8.285339 0.406105 SUCCESS 3
000001001 246 263 232 246 213 281 262 250 13.527160 0.094953 SUCCESS 4
000001011 230 246 244 238 237 243 271 214 8.144470 0.419487 SUCCESS 5
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111110100 208 234 243 272 253 266 249 227 12.964742
111110110 256 229 230 249 232 278 246 231 8.741840
111111000 240 229 233 239 250 248 244 259 2.824271
111111010 222 221 240 279 253 246 253 230 11.092133
111111100 256 248 219 243 267 255 237 258 7.089539
111111110 257 225 234 247 257 240 235 227 5.090889

.113069 SUCCESS 142
.364540 SUCCESS 143
.944897 SUCCESS 144
.196533 SUCCESS 145
.527004 SUCCESS 146
.747819 SUCCESS 147

O O O O oo

Kommenmapuii. Tect Ha cOBIaJeHNe HeMepeKphIBaOINXcs madinoHoB. [IpoBepsiercs cooTBETCTBUE
YHCJa TOBTOPEHUH HEKOTOPOH (PMKCUPOBAHHOM MOIIOCIEI0BATEILHOCTH (€€ HAa3bIBAIOT MA0JI0HOM) B
HCCIIeyeMOl TIOCIIeA0BATeIbHOCTH OXuaaeMoMy. [lpu 3TOoM Juis moucka mabioHa [UIMHBL ¢
MPUMEHSETCSI CKOJIB3SIIIIee OKHO: €CITH MIa0JI0H He 00HApYKEH, TO OKHO CIIBHTACTCS Ha OJIHY MO3HUIIHIO,
a eci OOHAPY’KeH - Ha ¢ TIO3UIIUH.

Tecm 9. OVERLAPPING TEMPLATE OF ALL ONES TEST

(a) n (sequence length) = 1000000

(b) m (block length of 1s) =9

(c) M (length of substring) = 1032

(d) N (number of substrings) = 968

(e) lambda [ (M-m+1)/2”m] = 2.000000

(f) eta = 1.000000
FREQUENCY

0 1 2 3 4 >=5 Chi~n2 P-value Assignment

363 205 126 82 58 134 8.224142 0.144308 SUCCESS

Kommenmapuii. Tect Ha COBHaJEHUE IMEPEKPHIBAIOIIMXCSA IIA0IOHOB. AHAJIOTHYEH TECTy Ha
COBIIAJICHUE HENIEPECKPHIBAIOIIMXCS ITA0JIOHOB, 32 UCKIFOUSCHUEM TOTO, YTO OKHO BCET/Ia CIABHUTACTCS Ha
OJTHY ITO3HITHIO.

Tecm 10. RANDOM EXCURSIONS TEST

(a) Number Of Cycles (J) = 1113
(b) Sequence Length (n) = 1000000
(c) Rejection Constraint = 500.000000

SUCCESS x = -4 chi”2 = 7.503211 p value = 0.185824
SUCCESS x = -3 chi”2 = 3.402113 p value = 0.638248
SUCCESS x = -2 chi”®2 = 6.049749 p value = 0.301408
SUCCESS x = -1 chi”®2 = 5.398922 p value = 0.369157
SUCCESS x = 1 chi®2 = 2.525606 p value = 0.772634
SUCCESS x = 2 chi®2 = 2.581156 p value = 0.764226
SUCCESS x = 3 chi”®2 = 8.989443 p value = 0.109486
SUCCESS x = 4 chi”®2 = 1.801423 p value = 0.875883

Kommenmapuii. B tecte Ha NpOU3BOJIbHBIE OTKIOHEHHSI OUTHI HMCCIIEAYEMOU MOCIEI0BATEILHOCTH
TPaKTYIOTCS KaK IIeJIble YHCia, IPUYeM Bce HYJIW 3aMeHstoTcst Ha -1. Janee monaraercst S; — cymma
TIEPBBIX ! YJICHOB IOCIENOBATENLHOCTH sl t=1,2,...n. MHOXECTBO BCEX pa3IMUYHBIX 3HAYCHUH S
paccMmarpuBaeTcs Kak MHOXKECTBO BEpIIHH rpada, a mocie10BaTeIbHOCTh 3HaUeHUH S; Kak Oy 1anue
o stomy rpady. Tecrom orneHHBaeTCs COOTBETCTBHE PACIpPENIEICHUs] KOJIMYECTBA IIUKIOB B 3TOW
MOCJIEI0OBATEIbHOCTH (MO IMKJIOM B TECTe MOHUMAETCS IOCIEJOBATENbHOCTh  BEPIIHH,
HAYMHAIOMIASICSl M 3aKaHYHMBAIOIIASICS HYJIEM), B KOTOPBIX MPHCYTCTBYIOT OIPEJIEIICHHBIC BEPITUHBI
OIpeIeNIEHHOE YHCIIO0 Pa3 K 0KHUIAEMOMY.

Tecm 11. RANDOM EXCURSIONS VARIANT TEST

COMPUTATIONAL INFORMATION:
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(a) Number Of Cycles (J) = 1113

(b) Sequence Length (n) = 1000000
SUCCESS (x -9) Total visits = 1326; p-value = 0.273540
SUCCESS (x = -8) Total visits = 1323; p-value = 0.250457
SUCCESS (x = =7) Total visits = 1262; p-value = 0.381087
SUCCESS (x = —-6) Total visits = 1224; p-value = 0.478104
SUCCESS (x = -5) Total visits = 1147; p-value = 0.810166
SUCCESS (x = —-4) Total visits = 1082; p-value = 0.803870
SUCCESS (x = -3) Total visits = 1098; p-value = 0.886936
SUCCESS (x = =2) Total visits = 1121; p-value = 0.922015
SUCCESS (x = -1) Total wvisits = 1103; p-value = 0.832145
SUCCESS (x = 1) Total visits = 1100; p-value = 0.782903
SUCCESS (x = 2) Total visits = 1035; p-value = 0.339836
SUCCESS (x = 3) Total visits = 989; p-value = 0.239847
SUCCESS (x = 4) Total visits = 1008; p-value = 0.400259
SUCCESS (x = 5) Total visits = 995; p-value = 0.404463
SUCCESS (x = 6) Total visits = 864; p-value = 0.111552
SUCCESS (x = 7) Total visits = 784; p-value = 0.053110
SUCCESS (x = 8) Total visits = 763; p-value = 0.055441
SUCCESS (x = 9) Total visits = 866; p-value = 0.204182

Kommenmapuii. Bapyant Tecta Ha IpOU3BOJIbHBIE OTKJIOHEHUS, IJ1€ paCCMAaTPUBAETCs TOT XKe rpad,
YTO U B NPEIBIIYIIEM TECTE, OJJHAKO POBEPSETCS COOTBETCTBHUE PACIPEIEICHHs YMCia IPOXOI0B
OnmyXIaHHs Yepe3 KAyl BEPIIUHY U OKHJAEMOTO.

Tecm 12. RANK TEST

(a) Probability P 32 = 0.288788
(b) P 31 = 0.577576
(c) P 30 = 0.133636
(d) Frequency F 32 = 284

(e) F 31 = 574

(£) F 30 = 118

(g) # of matrices = 976

(h) Chi~2 = 1.388266
(i) NOTE: 576 BITS WERE DISCARDED.

SUCCESS p_value = 0.499507

Kommenmapuii. Tect panroB OuHapHbix Matpuil (Binary Matrix Rank Test). Hccnenyemast
MIOCJICIOBATEIBHOCTh Pa30MBacTCS Ha ITOJIOCICIOBATEIFHOCTH HEKOTOPOH JUIMHBI, U3 KOTOPBIX
COCTaBIISICTCS IBOMYHAS MaTpuIa. TecT MpoBepsieT COOTBETCTBHE KOJIMYECTB MATPHUIl MAKCUMAIEHOTO
paHra W MaTpHll paHra Ha EJUHHIy MEHbIIE MAaKCUMAJIbHOTO OXXHUIAEMBIM ISl CIy4alHON
M0CJIeJ0BATEIBHOCTH.

Tecm 13. RUNS TEST

(a) Pi = 0.500085
(b) V.n obs (Total # of runs) = 499739
(c) V.n obs - 2 n pi (l-pi)

0.369089
2 sqgrt(2n) pi (l1-pi)

SUCCESS p_value = 0.601690

Kommenmapuii. TecT Ha 10CIIE10BATEILHOCTh OJAMHAKOBBIX OUTOB. AHAJIM3UPYET OTKIOHEHUS YKcia
HETPEPBIBHBIX CEPHid OT OXKHUIAEMOTrO Ui CIIyYaiHON MOCIenoBaTelbHOCTH (O] HempepbIBHON
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cepneﬁ JAUHBL [ TOHUMAeCTCsA IIOCICAOBATCIbHOCTh M3 ¢ €AWHMI], OTpPaHHMYCHHAs HYJSIMU, 6o
I10CJIeA0BATEIBLHOCTD U3 Hyneﬁ, OrpaHNMYCHHasA e,Z[I/IHI/I]_IaMI/I).

Tecm 14. SERIAL TEST

(a) Block length (m) = 16
(b) Sequence length (n) = 1000000
(c) Psim = 65807.249408
(d) Psi m-1 = 32810.201088
(e) Psi m-2 = 16211.177472
(f) Del 1 = 32997.048320
(g) Del 2 = 16398.024704
SUCCESS p_valuel = 0.185328
SUCCESS p value2 = 0.467667

Kommenmapuii. Tect Ha MOATOCIIENOBATEIBHOCTH ONPEIEIISAET, COOTBETCTBYET JIM OKUIAEMOMY
KOJIMYECTBO BXOXK/EHU KAXKI0T0 n3 2’ 1mabaoHOB JIMHBI { (B CIy4aifHOM TOCIEI0BATELHOCTH
TaKue Ma0JIOHbI PABHOBEPOATHBI).

Tecm 15. UNIVERSAL STATISTICAL TEST

(a) L =7

(b) Q = 1280

(c) K = 141577

(d) sum = 876774.744346

(e) sigma = 0.002768

(f) variance = 3.125000

(g) exp value = 6.196251

(h) phi = 6.192918

(1) WARNING: 1 bits were discarded.
SUCCESS p_value = 0.228651

Kommenmapuii. YHUBEPCATbHBIN CTATUCTHYECKUN TecT Maypepa BBIYHCISET CyMMY JOTrapu(MoB
paccTOSIHUI MEX/y OJIMHAKOBBIMU IIA0JOHAMHU B UCCIIEyeMOW MOCIeA0BATEIbHOCTH U MPOBEPSET €€
OJIM30CTh K OXHUJACMON Ui CIy4allHOW mocienoBaTelibHOCTH. (DaKTHYECKH TECT NpPOBEpseT
HEBO3MOYKHOCTh C)KAaTUSl TOCJENOBATENLHOCTH. TeCcT TIO3BOJSET BBISBIATH IIUPOKWH  Kiacc
CTAaTHCTUYECKHX J1e(DEKTOB, IIOATOMY HA3bIBACTCSl YHUBEPCALHBIM.
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ABSTRACT: Modern quantum technologies of information security consist of following direction:
quantum key distribution, quantum secure direct communication, quantum steganography, quantum
secret sharing, quantum stream cipher quantum digital signature etc. In practice quantum key
distribution is the most real technology for existed ICT and infrastructures. From this viewpoint, in
the paper up-to-date quantum key distribution protocols were carried out as well as analysis of their
strengths and weaknesses, prospects and difficulties of implementation in ICT was fulfilled. Also the
modern commercial quantum key distribution systems were analyzed in accordance to used protocols
of key distribution and encryption.
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I. Introduction

One of the most effective ways to ensure data confidentiality and integrity in information
communication technologies (ICT) and systems is cryptographic methods and systems. The purpose
of them is to provide key distribution, authentication, legitimate users authorisation, and encryption.
Key distribution is one of the most important problems of cryptography. This problem can be solved
with the help of quantum key distribution (QKD), that provides information-theoretic security and it
can also be used as a scheme for increase in key length [1].

In recent years, QKD has attracted considerable interest [2]. The overwhelming majority of
theoretic and practical research projects in quantum cryptography are related to the development of
QKD protocols. The number of different quantum technologies is increasing, but there is no
comprehensive information about classification of these technologies in scientific literature (there are
only a few works concerning different classifications of QKD protocols. This makes it difficult to
estimate the level of the latest achievements and does not allow using quantum technologies with full
efficiency. The main purpose of this paper is the review of up-to-date QKD protocols, analysis of
their strengths and weaknesses, prospects and difficulties of implementation in ICT.

II. QKD Protocols Review

Up-to-date QKD includes the following protocols [3-5]:

using single (non-entangled) qubits (two-level quantum systems) and qudits (d-level quantum
systems, d>2);

using phase coding;

using entangled states;

decoy states protocols and others.

Let’s analyse various QKD protocols based on different quantum technologies:

1) BB84 Protocol. The main task of QKD protocols is encryption key generation and
distribution between two users connecting via quantum and classical channels. In 1984 Ch. Bennett
from IBM and G. Brassard from Montreal University introduced the first QKD protocol, which has
become an alternative solution for the problem of key distribution. This protocol is called BB84 and it
refers to QKD protocols using single qubits. The states of these qubits are the polarisation states of
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single photons. The BB84 protocol uses four polarisation states of photons (0°, 45°, 90", 135"). These
states refer to two mutually unbiased bases. Error searching and correcting is performed using
classical public channel, which need not be confidential but only authenticated. For the detection of
intruder actions in the BB84 protocol, an error control procedure is used, and for providing
unconditionally security a privacy amplification procedure is used. The efficiency of the BB84
protocol equals 50%. Efficiency means the ratio of the photons number which is used for key
generation to the general number of transmitted photons.

2) Six-State Protocol requires the usage of four states, which are the same as in the BB84
protocol, and two additional directions of polarization: right circular and left circular. Such changes
decrease the amount of information, which can be intercepted. But on the other hand, the efficiency of
the protocol decreases to 33%.

3) 4+2 Protocol is intermediate between the BB84 and B92 protocol. There are four different
states used in this protocol for encryption: “0” and “1” in two bases. States in each base are selected
non-orthogonal. Moreover, states in different bases must also be pairwise non-orthogonal. This
protocol has a higher information security level than the BB84 protocol, when weak coherent pulses,
but not a single photon source, are used by sender. But the efficiency of the 4+2 protocol is lower than
efficiency of BB84 protocol.

4) Goldenberg-Vaidman Protocol. In this protocol, encryption of “0” and “1” is performed
using two orthogonal states. Each of these two states is the superposition of two localised normalised
wave packets. For protection against intercept-resend attack, packets are sent at random times.

5) Koashi-Imoto Protocol. A modified type of Goldenberg-Vaidman protocol is called the
Koashi-Imoto protocol. This protocol does not use a random time for sending packets, but it uses an
interferometer’s non-symmetrisation (the light is broken in equal proportions between both long and
short interferometer arms).

6) B92 Protocol. Another type of QKD protocol is a protocol using phase coding: for example,
the B92 protocol using strong reference pulses. An eavesdropper can obtain more information about
the encryption key in the B92 protocol than in the BB84 protocol for the given error level, however.
Thus, the security of the B92 protocol is lower than the security of the BB84 protocol. The efficiency
of the B92 protocol is 25%.

7) Ekert Protocol (E91) refers to QKD protocols using entangled states. Entangled pairs of
qubits that are in a singlet state |‘//*> -1/\2 (|0)|1)~|1)|0)) are used in this protocol. Qubit

interception between Alice to Bob does not give Eve any information because no coded information is
there. Information appears only after legitimate users make measurements and communicate via
classical public authenticated channel. But attacks with additional quantum systems (ancillas) are
nevertheless possible on this protocol. Kaszlikowski et al. carried out the generalisation of the Ekert
scheme for three-level quantum systems and Durt et al. carried out the generalisation for d-level
quantum systems: this increases the information capacity of the protocol a lot. Thus, from all
contemporary QKD protocols using qudits, the most effective and secure against non-coherent attack
is the protocol using single qudits and two bases (BB84 for qubits).

The aforementioned protocols with qubits are vulnerable to photon number splitting attack. This
attack cannot be applied when the photon source emits exactly one photon. But there are still no such
photon sources. Therefore, sources with Poisson distribution of photon number are used in practice.
The part of pulses of this source has more than one photon. That is why Eve can intercept one photon
from pulse (which contains two or more photons) and store it in quantum memory until Alice
transfers Bob the sequence of bases used. Then Eve can measure stored states in correct basis and get
the cryptographic key while remaining invisible. It should be noted that there are more advanced
strategies of photon number splitting attack which allow Bob to get the correct statistics of the photon
number in pulses if Bob is controlling these statistics.

In practice for realisation of BB84 and six-state protocols weak coherent pulses with average
photon number about 0.1 are used. This allows avoiding small probability of two- and multi-photon
pulses, but this also considerably reduces the key rate.
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8) SARGO04 protocol does not differ much from the original BB84 protocol. The main
difference does not refer to the “quantum” part of the protocol; it refers to the “classical” procedure of
key sifting, which goes after quantum transfer. Such improvement allows increasing security against
photon number splitting attack. The SARGO04 protocol in practice has a higher key rate than the BB84
protocol.

9) Decoy states protocol. Another way of protecting against photon number splitting attack is
the use of decoy states QKD protocols, which are also advanced types of BB84 protocol. In such
protocols, besides information signals Alice’s source also emits additional pulses (decoys) in which
the average photon number differs from the average photon number in the information signal. Eve’s
attack will modify the statistical characteristics of the decoy states and/or signal state and will be
detected. As practical experiments have shown for these protocols (as for the SARG04 protocol), the
key rate and practical length of the channel is bigger than for BB84 protocols. Nevertheless, it is
necessary to notice that using these protocols, as well as the others considered above, it is also
impossible without users pre-authentication to construct the complete high-grade solution of the
problem of key distribution.

II1. Advantages and Disadvantages of QKD Protocols

After the analysis of the first and scale quantum method, we must sum up and highlight the
following advantages of QKD protocols:

— These protocols always allow eavesdropping to be detected because Eve’s connection brings
much more error level (compared with natural error level) to the quantum channel. The laws of
quantum mechanics allow eavesdropping to be detected and the dependence between error level
and intercepted information to be set. This allows applying privacy amplification procedure,
which decreases the quantity of information about the key, which can be intercepted by Eve.
Thus, QKD protocols have unconditional (information-theoretic) security.

— The information-theoretic security of QKD allows using an absolutely secret key for further
encryption using well-known classical symmetrical algorithms. Thus, the entire information
security level increases. It is also possible to synthesize QKD protocols with Vernam cipher
(One-Time Pad) which in complex with unconditionally secured authenticated schemes gives a
totally secured system for transferring information.

The disadvantages of QKD protocols are:

— A system based only on QKD protocols cannot serve as a complete solution for key distribution
in open networks (additional tools for authentication are needed).

— The limitation of quantum channel length which is caused by the fact that there is no possibility
of amplification without quantum properties being lost. However, the technology of quantum
repeaters could overcome this limitation in the near future.

— Need for using weak coherent pulses instead of single photon pulses. This decreases the
efficiency of protocol in practice. But this technology limitation might be defeated in the nearest
future.

— The data transfer rate decreases rapidly with the increase in the channel length.

— Photon registration problem which leads to key rate decreasing in practice.

— Photon depolarization in the quantum channel. This leads to errors during data transfer. Now
the typical error level equals a few percent, which is much greater than the error level in
classical telecommunication systems.

— Difficulty of the practical realisation of QKD protocols for d-level quantum systems.

IV. Commercial QKD Systems

The world’s first commercial quantum cryptography solution was QPN Security Gateway
(QPN-8505) proposed by MagiQ Technologies (USA). This system is a cost-effective information
security solution for governmental and financial organisations. It proposes VPN protection using
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QKD (up to 100 256-bit keys per second, up to 140 km) and integrated encryption. The QPN-8505
system uses BB84, 3DES and AES protocols.

The Swiss company ID Quantique offers systems called Clavis and Cerberis. Clavis uses a
proprietary auto-compensating optical platform, which features outstanding stability and interference
contrast, guaranteeing low quantum bit error rate. Secure key exchange becomes possible up to 100
km. This optical platform is well documented in scientific publications and has been extensively
tested and characterized. Cerberis is a server with automatic creation and secret key exchange over a
fibre channel (FC-1G, FC-2G and FC-4G). This system can transmit cryptographic keys up to 50 km
and carries out 12 parallel cryptographic calculations. The latter substantially improves the system’s
performance. The Cerberis system uses AES (256-bits) for encryption and BB84 and SARGO04
protocols for quantum key distribution. Main features of Cerberis system are:

—  Future-proof security.

—  Scalability: encryptors can be added when network grows.

—  Versatility: encryptors for different protocols can be mixed.

—  Cost-effectiveness: one quantum key server can distribute keys to several encryptors.

Toshiba Research Europe Ltd (Great Britain) recently presented another QKD system named
Quantum Key Server. This system delivers digital keys for cryptographic applications on fibre optic
based computer networks. Based on quantum cryptography it provides a failsafe method of
distributing verifiably secret digital keys, with significant cost and key management advantages. The
system provides world-leading performance. In particular, it allows key distribution over standard
telecom fibre links exceeding 100 km in length and bit rates sufficient to generate 1 Megabit per
second of key material over a distance of 50 km — sufficiently long for metropolitan coverage.
Toshiba's system uses a simple “one-way” architecture, in which the photons travel from sender to
receiver. This design has been rigorously proven as secure from most types of eavesdropping attack.
Toshiba has pioneered active stabilisation technology that allows the system to distribute key material
continuously, even in the most challenging operating conditions, without any user intervention. This
avoids the need for recalibration of the system due to temperature-induced changes in the fibre
lengths. Initiation of the system is also managed automatically, allowing simple turn-key operation. It
has been shown to work successfully in several network field trials. The system can be used for a
wide range of cryptographic applications, e.g., encryption or authentication of sensitive documents,
messages or transactions. A programming interface gives the user access to the key material.

Another British company, QinetiQ, realised the world’s first network using quantum
cryptography — Quantum Net (Qnet). The maximum length of telecommunication lines in this
network is 120 km. Moreover, it is a very important fact that Qnet is the first QKD system using more
than two servers. This system has six servers integrated to the Internet.

V. Conclusions

Today the most developed direction of quantum cryptography is QKD protocols. In research
institutes, laboratories and centres, quantum cryptographic systems for secret key distribution for
distant legitimate users are being developed. This paper presents a systematization of modern QKD
protocols. Analysis of the advantages and disadvantages of various QKD protocols is made. Their
advantage is a high level of security and some properties, which classical means of information
security do not have. One of these properties is the ability always to detect eavesdropping.

Modern commercial QKD systems were analyzed in accordance to used protocols of key
distribution and encryption. QKD systems can be combined with any classical cryptographic
(encryption) scheme [6-7], which provides information-theoretic security, and the entire
cryptographic scheme will have information-theoretic security also.

Quantum technologies therefore represent an important step towards improving the security of
ICT against cyberattacks. But many theoretical and practical problems must be solved for wide
practical use of QKD in ICT and information infrastructures.
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changes reflecting the new conditions and the content of geopolitical competition in the information
society. The main reasons why the threat of information and psychological confrontation in the
geopolitical space should be taken seriously.
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For any state, the state of its political relations with other states is a determining factor for
internal stability and security. Politics as a line of work is an important mean of external influence that
can take the form of aggression and lead to a political undermining of the power of the aggrieved state,
the destruction of its military and economic potential, and even to the complete or partial separation of
the entities and territories, its constituents. The standardization of architectural principles of
construction, equipment and software of personal computers, high mobility of software and several
other features determine the relatively easy access of a professional to the information contained in the
information system. If the information resources are used by a group of users, it may be necessary to
restrict access to the information of different users.

Since information technologies are developing rapidly and spreading in all spheres of human
life, so information is increasingly becoming a strategic resource of the state, productive power and
expensive goods. This causes the desire of states, organizations and individuals to gain benefits of taking
possession of information that is not available to their opponents, as well as damaging the opponent’s
information resources and protecting their own [1,2,3].

In terms of intensity, scale and means used, the following terms should be distinguished:
information expansion, information aggression and information warfare.

The severity of interstate information warfare can be observed in the defense matters, the
highest form of which is information wars nowadays. We observe it ourselves in our country. The issue
of information confrontation at the level of organizations and individual citizens is equally distressing.
This is evidenced by numerous attempts by cybercriminals to gain control over computer technology
and information for material benefit [1, p. 258].

The confrontation of the state in the field of information technology, the desire of the attackers
to misuse information resources, the need to ensure the rights of citizens in the information sphere, the
presence of many accidental threats cause the urgent need to protect information in computer systems,
which are the material basis of informatization of society.

It can be argued that in the information sphere, aggression escalates into war if one of the parties
of the conflict begins to use information weapons against its opponents. This criterion makes it possible
to distinguish from all the diversity of processes and phenomena occurring in the information society.

Information warfare is the highest level of information warfare aimed at outbreaking socio-
political, ideological, as well as national, territorial, and other conflicts between states, peoples, nations,
classes, and social groups through the widespread use of information violence tools and methods.

With the advent of the information society era, the geopolitical picture of the world has changed
dramatically. First and foremost, information and information technologies have become a major
resource in the information society, which have displaced or reduced the importance of strategic
resources such as natural resources, populations, territories, etc.

With the advent of global telecommunication networks, the factor of relative openness or
closedness of continental and maritime powers has changed, as well as the factor of remoteness and
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reach. Information can now be transmitted over open telecommunications systems almost
instantaneously, thus, in an information society, territories with underdeveloped network infrastructure
may be more distant from public life and civilization than islands in the Pacific equipped with satellite
systems. The level of development of network technologies, their integration into different spheres of
public life, the concentration of nodes of network infrastructure and other network resources in one area
and their lack in others always leads to industrial, economic, cultural backwardness and general
regression of territories and states located away from information flows.

Studying who actually controls information flows and network infrastructures by channeling
them across different territories may suggest the idea of dividing all states in the information space into
those with information and network technologies and those without communication in in this area and
dependent on the orientation of the information policy of the dominant states in the information space,
which inevitably leads to the infringement of the national interests of the states with less information
potential. Such states in the information and psychological sphere are almost colonially dependent on
the states-owners of networks and technologies, which allows to speak about the origin in the
information society of the processes of division of territories into colonies and metropolises, the
processes of modern information neo-colonialism [2, p. 315].

With the emergence of information and telecommunication networks, borders between states
have become transparent for the main resource of the information society that is information. The
emergence of transnational provider corporations has transformed their relationship from traditional to
geopolitical. The emergence, along with the traditional types of political, economic and armed
confrontation of information and psychological wars, markedly changed the military-strategic balance
that had developed in the post-World War II world and led to a reassessment of the damage caused by
conventional weapons, and, consequently, to the reassessment of military-political potential, which is
an important geopolitical category [3,4].

The formation of the information society has led to a revision of the old positions in politics in
general and in geopolitics in particular. The main qualitative changes reflecting the new conditions and
the content of geopolitical competition in the information society are the following [3,4,5]:

1. Expansion of the concept of geopolitical space and space of geopolitical competition itself.
In the information society, the geopolitical space is taking on a full dimension, including the space of
information and psychological relations of modern society.

The struggle of geopolitical actors, their alliances and coalitions to achieve the informational
advantage of acquiring more advanced information resources, which open up better opportunities to
control the information resources of rivals in this struggle, becomes the main focus of geopolitical
competition and significantly changes its nature.

2. Changes in the evaluation of strategically important resources. Information resources of the
information society, including information flows, information and telecommunication networks and
objects of their infrastructure, as well as sources that generate information or provide it with new quality
in the process of analysis and processing (e.g. research portals centers with high intellectual potential),
is the most important strategic resource for any subject of geopolitical competition, for the possession
of which the geopolitical struggle, which results in gaining benefit be one subject and loss for the others,
which affects the state of their safety.

3. Changes in the selection and evaluation of traditional allies and opponents in the geopolitical
struggle. As aresult of a change in the hierarchy of strategically important resources for the possession
(or the right to influence their production, distribution and use) of which between particular geopolitical
entities. Moreover, competition for the priority of information resources in assessing the power of the
subject of geopolitical relations is unfolding, and the role of the geographical position of the states in
relation to transport communications and mineral resources is emerging, as well as the interests and
strategies of their achievement in the "maritime" and "continental" states that were pursued in the former
the geopolitical picture of the world is the opposite of goals, converging and becoming virtually
identical, enabling them to successfully overcome these differences and join alliances and coalitions. In
an information society, the choice of traditional allies and opponents in the geopolitical struggle
depends not on their island or continental location and the predominant role of maritime or land
communications in the movement of human resources and material assets, but on the level of
development of information resources and their compatibility (opportunities common goals), as well as
the compatibility of national ideologies with their improvement and further development. At the same
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time different states can act as a coalition in the information and psychological struggle, pursuing
common geopolitical goals.

4. New subjects of geopolitical competition (virtual coalitions). In addition to the traditional
subjects of geopolitical competition, that are acting at the global and regional levels of states and various
international coalitions in the information and psychological space, fundamentally new centers are
involved in the geopolitical struggle — virtual alliances and coalitions, that consist of states, transnational
corporations, media holdings participating on the equal basis, whose scope of activity is global (covers
large territories), and the results of the activities may affect the policies of states and their coalitions at
the international level. However, state sovereignty, its own territory and population is not a prerequisite
for the subject to participate in geopolitical competition, and this significantly differentiates the
information society from the industrial one.

5. The possibility of a conflict-free combination of cooperation and confrontation in
geopolitical relations. Geopolitical competition was carried out within a single geographical space and
resources distributed within it. In these circumstances, it was practically impossible to combine allied
relations and competitive struggle between allies without internal contradictions. As a result of
competition, they were carried out secretly, often leading to the collapse of the union (coalition).

The information (informational and psychological) sphere with its intensively developing
processes, in which some states increase their information potential and others lose it (as information,
as well as money, has high mobility and concentrates where its turnover and implementation creates
the most favorable conditions), creates many independent directions and varieties of social relations.
For geopolitical subjects, the desire to control these social relations and processes (which is a
prerequisite for achieving excellence in ¢ part of the information and psychological sphere) may cause
geopolitical competition to emerge on this basis [5,6].

The nature of information space allows different subjects of geopolitical relations to be allies
and competitors (opponents) at the same time. Geopolitical entities may at the same time conflict with
other entities of geopolitical competition over the influence on one or another part of the information
and psychological sphere and in the coalition over the influence on the other part.

6. Changes in the system of assess the strength of the subjects of geopolitical competition in the
information-psychological sphere. The aggregate power of objects of geopolitical relations in the
informational and psychological sphere is estimated by the following categories:

- ability to control own segment of information space;

- the ability to effectively compete within the information field;

- the ability to expand the sphere of its influence in the information space.

The ability to control one's own segment of the information space is conditioned by the presence
of enough information (intellectual and scientific-technical) potential, which ensures the independence
and sustainable development of the national segment of the information space for the subject.

In the past, geopolitical conflicts have been arising around the physical and military-political
division and redistribution of the world and its individual regions and, accordingly, have been gaining
a form of armed, military-political, or ideological, with military preparations for confrontation.
Nowadays the main battle for the spheres of influence is conducted in the informational and
psychological sphere by special latent methods and means. The power of a geopolitical subject, in
addition to its information resources, possession of information weapons, and practical experience of
its use, includes the potential to reflect information-psychological aggression, which includes the mental
health of society and factors that link the information society into a single socio-cultural whole —
national awareness, national ideology and a clear, consistent and effective information policy.

7. Information and psychological influence as a way to ensure geopolitical balance.
Informational confrontation implemented in the form of informational and psychological operations.
The main tool of ensuring a geopolitical balance in the modern multipolar world that has reached the
stage of building an information society.

8. Information expansion. Traditionally, expansion in geopolitics has been understood primarily
as territorial acquisitions and establishment of military-political spheres of influence, as well as
activities in this area (expansion policy). Today, expansion is a continuous political process aimed at
many objects and, as a result, conflicts of interest give rise to a complex set of diverse conflicts. The
so-called "peaceful" expansion is carried out by many states and their groups in relation to each other,
so we can talk about their "interpenetration" or, in other words, the formation of a complex of
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interdependencies and contradictions (for example, providing information supremacy). The intra-
coalition expansion is periodically accompanied by "voluntary" mutual concessions of the parties,
although their overall balance, of course, contributes to the strongest of them.

9. Neo-colonialism of the information society. An important feature of information and
psychological expansion of the subjects of geopolitical competition is the so-called information and
psychological neo-colonialism, which divides all countries and regions of the world into subjects,
dominant in the information and psychological space and are sources of expansion, and subjects, who
do not possess the necessary information resources, technologies and developed information and
telecommunications infrastructure and are therefore information dependent on the dominant entities.
[7.8]

It is seen that the concept of information confrontation in the geopolitical space includes the
whole spectrum of conflict situations in the information and psychological sphere - from interpersonal
conflicts to open confrontation of social systems. Information psychological warfare is definitely one
of the types of information warfare. There are several main reasons why the threats of information and
psychological confrontation in the geopolitical space should be taken seriously and their laws and
conditions of development carefully studied [9, p. 198]:

- first, modern wars are increasingly becoming psychological and reminiscent of a large-scale
PR company, and their own military operations are gradually sidelined and play a well-defined and
limited role, given to them in the overall scenario of a military company;

- secondly, modern technologies of psychological combat can inflict no less damage on the
enemy than an armed attack, and information weapons built on the basis of technology of psychological
influence have a much greater penetrating and selective ability than modern systems of precision
weapons;

- thirdly, in international politics they are displaced from political practice or replaced in it by
other, more influential forms of political regulation than war in general and military actions in general;

- fourth, there is a need to emphasize the high social dangers of some contemporary
organizational forums and technologies of information and psychological influence that are used for
political purposes.
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ABSTRACT: Information communication technologies development and the emergence of new
attack types leads to increasing the amount of existing hash functions vulnerabilities and other
disadvantages. In every blockchain security mechanisms each block contains a cryptographic hash of
the previous block, a timestamp, and transaction data. New hash function development is very actual
and value research task. Thus, in this paper a new hash function was proposed, which was based on
well-known hash function. Improvements involved a number of changes: increased the size of words
and an increase in the message digest; at the pre-processing stage, the incoming message is
supplemented by a pseudo-random sequence; the numbers of nonlinear functions are increased. The
proposed changes allow reducing the number of rounds in the compression function, which will
guarantee at least similar security indicators with simultaneous increase in data processing speed.

KEYWORDS: Information Communication Technologies, Cybersecurity, Blockchain Security,
High-Speed, Hash Function, Data Processing, Confidentiality and Integrity.

I. Introduction

Every year the level of information security is increasing in organizations of different forms
ownership. First of all, this is due to an increase in the flow of information that is provided in real
time with the help of Internet resources. Through the web-portals of the organization highlight results
of its activities, provide online services and financial services, conduct financial transactions and etc.
The lion's share of the information circulating in the above-mentioned processes needs to be
adequately protected. According to this, another important task is to ensure the proper protection of
information during the exchanging data at the expense of Internet resources. One of the most common
methods of such protection is the using of cryptographic certificates — digital certificates that ensure
the confidential exchange of data between the client and using public key encryption. However, the
certificate is not only an open key with information, but also a digital signature of a server or a web
portal that is implemented using hash function. But, the number of cyberattacks, especially on web
portals, has increased in geometric loopholes: blocking access, stealing confidential data, monitoring
traffic, etc. At the intelligence stage, hackers monitor the network to identify weaknesses, where you
can get the access to users working machines and ultimately penetrate into the network. Improvement
of efficiency of digital certificates, as one of the most common methods of protecting information in
the process of exchange and connection, is relevant and needs improvement. Such cyberattacks as
DROWN (a vulnerability that allows decrypting ciphertext without a private key) [1], FREAK
(vulnerability that allows you to penetrate into the installed encrypted connection and analyze a
traffic) [2], LOGJAM (vulnerability that allows reading and modification of data transmitted over a
secure communications channel [3]) caused large losses to many web resource owners, including such
giants as Google, Mozilla, Yahoo, etc. and put under the question reliability of digital certificates.
Besides, in every blockchain security mechanisms each block contains a cryptographic hash of the
previous block, a timestamp, and transaction data. Therefore, increasing the reliability of digital
certificates, as the most common methods for protecting the exchange of data through communication
channels, is relevant and needs to be improved. The purpose of this work is high-speed and secure
hash function development for using the information security systems and blockchain technologies.
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2. Related papers

One of the most common cryptographic algorithms is hash function. They are necessary for
“compressing” information into message digest that represent a bit combinations of fixed length. Hash
functions of SHA-2 are very popular in applications related to the systematization, search and protection of
information. Digital protocols use public key encryption to authenticate the client and server. At the
confirmation stage, the hash function plays the role of the identification mark and is used to ensure the
integrity of the data during transmission. That is, the hash function has to make it impossible to fake the
certificate, while leaving the same signature of the verification center. Till recently, the SHA-1 hash
function was used in digital certificates. In connection with the detection of numerous collisions in SHA-1
[4,5] and in the most digital certificates [5-7], Microsoft, Google and others initiated a decision to replace
the hash function [8]. Starting in 2016 the SHA-2 hash function is used in the SSL certificate. However,
technologies continue to improve, the power of technology is increasing, and today many works are
devoted to the investigation of cryptographic strength of SHA-2, in particular, the following shortcomings
were identified in works [9-10]: collisions for truncated variants SHA-512; finding the first and second
prototypes; a birthday attack. The paper proposes a new method for constructing a hash function; it is the
prototype of SHA-512. In our opinion, this hash function can allow to improve the efficiency of
cryptographic protection of digital certificates when it is applied.

3. High-speed and secure hash function development

Pre-processing step. At the pre-processing step, an incoming message M (M eV, ,

Vy € {O,I}N , Nis message length M in bits, NeZ, N<2"*) are complemented by additional

sequence D, (message length M ) and pseudorandom sequence salr (is determined on the basis of

M), so that the resulting message length is a multiple of the length data blocks L (L =1024-¢' bits,
t'eN):

M, :(M,Dl,salt) )
where M, eV, , Vy =N+128+N_, D =H,(M), DeV,, salt=Hg, (M), salteV,

re Nsalt >

o =2L —((N +128) modL) , as a function H,, could be any function of generating a pseudorandom
sequence which is based on M, H,, is function of length M . Based on the completed message M,
will determine the hash value of the message M .

Message M,_, M, eV, , broken into k L - bit blocks: M, =(m,m,..m ) where

m eV, i=(Lk), k=(NN)/L.
Determination step of a hash. The digest of the message is iteratively calculated, processing each
one m, block messages M

3):

rez 2

m, eV, i =(1,_k) compression function F,(2), to get the resulting hash

hy=F,(h,m), i=(Lk) @)
H(IV,M,,eZ)zhk 3)
where i, =1V, IV is initialization vector, IV €V,,, h is intermediate values of the messages digest

h eV,

a ol :(I,_k); H is resulting hash, HeV,,; F, is the compression function uses in the hash

function.
The compression function F, is performed in three stages: splitting blocks into words (1),

initialization of variables (2), compression (3).
Step I. Each m, datablock M., m eV, i :(I,_k) , decomposes into 16 words (4):

m, = (W, ... W) )

where Wi eV, ., j=0,15.
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On the basis of words which are received W, j= 0,15, words are calculated W' (5) W'eV,,.,

u=16,63:

W, =W, .+ DeltaO(W,  )+W, ,+ Deltal(W,,), ®
where DeltaO(W,) = Rotr (W, ,1)® Rotr (W,,8) ® SHRW,,7)

Deltal(W,) = Rotr(W,,19) @ Rotr (W, ,61)® SHR(W,,6) , Rotr(x,I) is right bitwise cyclic shift of argument

x for | —bits; SHR(x,1) is left shift argument x for / — bits.
Step 2. Re-initialization of internal state vectors is performed 7' (6), T =(7,,...T;), T.€V,,,»

=1,8:

T =h, (6)
where 4, (hl1 N ), ., 1is the previous value of the digest, which is fed to the input of the

function F,, h , €V, z=18.

Step 3. At this step, there is a direct compression of the data block m, ev,, i=Lk, k=NN/L,

the value of the vectors of the internal state will change each 64 rounds T ( s 8), T.eV,>

z=1,8, through their mixing with vectors w,and constants x, j=0,63.

For each j round, the mathematical actions given in the formulas will be executed (7) - (11), j =0,63:

F, =T,® Sigmal(T,)® Ch(T,.,T,,T,) + W, + K, 7
F, = Sigma0(T,)® Maj(T,,T,,T;) (8)

£, =J0(T,.T,)® Maj(1,.T,) ©)

F, =SH(T,,T,)® Sigma(T; ) (10)

L=T+F T, =T Ii=T; =0L+F,;T,=T; ,=T,+F,; ,=T; I, =F, +F, (11)

where T, are vectors of the internal state, 7.eV,,,, z z=18; Wj are words which are broken from

m, block; K are predetermined constants (if necessary, may change), K; €V, ;
Ch(x,y,z) 5 Maj(x,y,z) R SigmaO(x) 5 Sigmal(x) R DeltaO(x) R Deltal(x) R JQ(x,y) and SH(x,y) are
nonlinear functions that are described in (12) - (19):

Sigma0(x) = Rotr (x,28) ® Rotr (x,34) ® Rotr (x,39) (12)
Sigmal(x) = Rotr (x,14)® Rotr(x,18) @ Rotr(x,41) (13)
Ch(x,y,z):(x+y)@(}+z) (14)
Maj(x,.2) = (x+7)® (x+2)®(y+2) (15)
Delta0(x) = Rotr (x,1)® Rotr (x,8) ® SHR (x,7) (16)
Deltal (x) = Rotr(x,19)® Rotr (x,61)® SHR(x,6) (17)
JO(x,y)=(x+y)®Rotr(x,13 ) ® SHR,17) (18)

SH (x,y) = SHR(x,7)® Rotr (,8) ® Rotr x, y) (19)
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where F, is intermediate compression function value, Fgo eV, 6, 0 21,_4, Ch(x,y,z), Maj(x,y,z),
Sigma0(x), Sigmal(x), Delta0(x), Deltal(x), nonlinear functions that were used in the original SHA-
2. JO(x,y) and SH(x,y) are new nonlinear functions that were proposed in this hash function.

After completing the last round, the values of the vectors of the internal state 7 =(T7,,...,T;),

T eV, , z=18, completely changed as follows:

T =T ®h’

. Z@hl_l, (20)
where 7, is the previous value of the digest, which is fed to the input of the function F,

h_, = (hilfl,...,hil) , b7, €V, z=1,8. The output of the function will be given to the final values of

the internal state vectors.

In our opinion, the method for constructing a hash function is developed by adding a
pseudorandom sequence sa/t to an incoming message at the pre-processing and non-linear operations
JO(x,y) and SH(x,y)at the step of determining the hash values. It is possible to reduce the total

number of rounds in the compression function with similar or better performance and security
indicators data in the aspect of resistance to various attacks and neutralization of known
vulnerabilities compared with the SHA-2. Theoretical and experimental researches will be conducted
for verification of this statement and cryptanalysis performing in the further works.

4. Experiments and discussion

For the experimental study on the basis of the proposed method, three hash functions with such
parameters were constructed: ¢'=1, L=1024-1'=1024, HeVy 5 =Vs1p TorBK ; t'=2, L=1024-1'=2048,
HeVyjp=V4 for BKy; '=3, L=1024-1'=3072, HeVy 5=V 53¢ for BK3. As a function #,~for

BK;, i=13 cryptographic algorithm SNOW 2.0 was selected. The software implementation of

proposed hash functions was carried out as console tool using the programming language C++.
Development environment was Microsoft Visual Studio 2013 (Release Version).

Therefore, to study the statistical characteristics of hash functions, these were investigated in
the statistical test NIST STS [11]. Also proposed hash functions were compared with the results of the
benchmark generator of pseudo-random sequences BBS and some block symmetric ciphers (Kalyna,
Luna, Neptun), which worked in counter mode. Note that for this research, based on the developed
hash functions and the SHA-512 function, stream ciphers were constructed to generate required length
files for NIST STS statistical tests.

In Fig. 1 the statistical portrait of the passage of statistical tests is given for BK; (similar

portraits can be built for BK, and BK;), and in Table 1 the results of the study was showed. It

showed that the proposed functions of healing passed a comprehensive control in accordance to NIST
STS.
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Fig. 1. The statistical portrait of the stream cipher on the basis of Bk,

Table 1. Sequence testing results

The number of tests in which the
Generator testing was completed
99% 96% sequence
BBS 133 188 (100%)
Kalyna 136 188 (100%)
Luna 141 188 (100%)
Neptun 140 188 (100%)
SHA-512 137 188 (100%)
BK; 141 188 (100%)
BK, 140 188 (100%)
BK; 142 188 (100%)

Also, the study of the rate characteristics for developed hash functions Bk;, i=13 was carried
out. To do this randomly selected several files of different sizes and for each file was scanned hash
code, while measuring the time hash code, see Table 2.

All experiments were performed using the system with following characteristics: Intel (R) Core
(TM) 13-6100 processor, 3.7 GHz processor, and a 4 GB RAM based on the 64-bit Windows 7
Service Pack 1.

Table. 2 Results of the study for the speed characteristics of the hash functions

Hash File 1, 1 MB File 2, 10 MB File 2, 100 MB
function t,S v, MB t,S v, MB t,S v, MB
/s /s /s
SHA-512 0.015 68,26 0,145 70,62 1,38 74,20
BK, 0,012 85,33 0,101 101,38 0,926 110,58
BK, 0,011 93,09 0,098 104,48 0,902 113, 52
BK; 0,011 93,09 0,094 108,93 0,879 116,49

According to the obtained results of the developed hash functions’ speed characteristics
BK; ,i= 13, are better than well-known and widely used SHA-512 hash function.

5. Conclusions

The paper proposes a new method for secure hash function constructing, which can be used to
improve the effectiveness of cryptographic protection of digital certificates in the future. It will
provide a more reliable exchange of confidential information on the network. The method requires
further research to test the performance on different platforms, the resistance to common methods of
cryptanalysis. In the following works, it is planned to conduct the above-mentioned studies and
compare them with the parameters of the hash functions of the SHA-2 series.
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Annotation: In the 21st century, in parallel with rapid technological progress, the increasing trend of
unsolved and inexcusable crimes is marked by cybercrime, often referred to as "the crime of the future."
Malicious software, one of the key mechanisms of cybercrime, makes it easy for us to be victims of it.
While cybercrime and transnational crime work together, we are dealing with large-scale, global crime

that is far more difficult to combat. One of these transnational cybercrime weapons was ,,GozNym’s

malicious program that has affected more than 41,000 people financially.
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BLOCKCHAIN TECHNOLOGY AND PERSONAL PRIVACY ISSUES
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ABSTRACT: Blockchain technology has gone from prominence in a narrow circle of enthusiasts
to mass insanity and frustration. The time has come to take a look at the trends in the development
of technology and soberly assess the capabilities of the blockchain after the hype has stopped. Now
blockchain finds application in areas such as financial transactions, user identification, or the
creation of cybersecurity technologies. Despite the fact that blockchain technology is reliable and
supportive, the privacy issues and challenges of this technology cannot be left out.

KEYWORDS: privacy, blockchain technology, data security, zk-SNARK, online threats

1. The brief introduction to blockchain

Back in 1991, research scientists S. Haber and W. Scott Stornett described blockchain technologies for
solving the security of digital documents with a timestamp so that they could not be faked or framed
retroactively.

The system used a cryptographically secured chain of blocks to store documents with a time stamp, and
in 1992 Merkle trees were included, and thus, this made the chain of blocks more efficient. However, this
technology was not used, and the patent was lost in 2004 [1].

Nevertheless, in 2009, the concept of blockchain again made itself felt, not only as a bitcoin but also
expanding its use in other areas. Blockchain, as a distributed database, turned out to be not only an excellent
platform for cryptocurrency management, but also interested specialists from other fields, and especially
the information security sphere, since this technology allows for more secure transactions, eliminates
certain hacker attacks, and in some cases even eliminates the need for passwords [2].

2. Positive side of blockchain technology

Blockchain has become an almost ideal tool for ensuring security, storage, and confirmation of data.
This technology is the result of many years of achievements in cryptography and information security. The
already implemented use of the blockchain is its use in cryptography since this technology allows you to
transfer information in a safe way. Blockchain is also used to prevent data manipulation, because the nature
of the blocks is unchanged, using sequential hashing along with cryptography in a decentralized structure,
it becomes possible to build a system that is almost impossible to manipulate [3].

Among the undeniable advantages of this technology stands out:

* resolving an intermediary attack,
* immunity to data manipulation,
« immunity to DDoS attacks.

2.1 Resolving an intermediary attack

Intermediary attack (Man-in-the-Middle (MITM)) is the name of the attack when users are
fraudulently offered through the certification authority (CA) fake public keys, the use of which
can lead to the disclosure of confidential data. One solution to this problem is the ability to put the
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public key in the published block, which will make the key unchanged. As a result, it will be very
difficult for potential attackers to publish fake keys and prove their authenticity. In addition, the
certification authority will also be distributed, and disabling the service will become virtually
impossible.

2.2 Immunity to data manipulation

Each blockchain-based transaction is distributed between nodes. In other words, each node that
confirms the transaction receives a copy of the confirmed information. This means that no one can
change the data and go unnoticed.

This prevents many problems, including data manipulation, which can be crucial in some
industries, such as healthcare. Using the blockchain, it became almost impossible to engage in
fraud in medical insurance or fake records.

2.3 Immunity to DDoS attacks

In recent years, DDoS attacks have become one of the largest online threats from which
numerous websites and systems have suffered. However, if domain name systems (DNS) were
based on blockchain technology, it would be much more difficult to carry out such attacks. The
system would receive additional protection, become more transparent, and the DNS infrastructure
would be distributed.

3. Blockchain technology and personal privacy issues

One of the main distinguishing features of blockchain technology is transparency. It is necessary
for conducting online transactions without hiding any details, for which crypto aesthetes praise
this technology. However, as soon as alternative options for using the blockchain appeared, it
became clear that transparency was not always useful, especially when exchanging data.

Transactions on the blockchain are conducted publicly, everyone can view them at any time.
This means that the data is not encrypted and accessible to everyone. This is not always convenient
- in particular when it comes to confidentiality, be it financial information or medical records.

Of course, such solutions as storing exclusively encrypted data were proposed, but there are
drawbacks. For example, the loss of a decryption key can lead to a complete loss of data. Finding
it is also a problem: data can again be made available to everyone if the key is published on the
Internet.

Confidentiality in blockchain technology is an aspect that still needs a lot of refinement. Despite
the fact that the security of the blockchain is significantly improved compared to other systems,
with respect to confidentiality, it is significantly lame. However, there is a solution. One of them
- zk-SNARK (evidence with zero disclosure), which has already been used by Ethereum and Zcash
- gives users the ability to make anonymous payments, vote anonymously, and also has a number
of other advantages.

3.1 zk-SNARK technology

When people in the cryptocurrency sphere say “evidence of zero knowledge”, they usually refer
to a certain type of evidence - zk-SNARKSs. With it you can completely hide all the data: from
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which address the payment went, where it came from and how much money was transferred. It
also allows you to prove that the transaction has really passed and that the correct amount is on the
account of the recipient [4].

When you hear about zero-knowledge proofs, most likely, we are talking about their one
specific kind - zk-SNARKSs. The basis of these protocols is a complex mathematical apparatus, but
you cannot go into it if you do not implement this solution yourself.

Zk stands for zero-knowledge. SNARK — succinct non-interactive adaptive argument of
knowledge [5].

Succinct means effective enough to be calculated in a short period of time. This is extremely
important when conducting verification.

Non-interactive means that SNARKSs do not require Verifier to directly poll Prover. The last
one can publish his evidence in advance, and the verifier will verify its authenticity. Imagine that
your teacher is asking you an arithmetic problem. After you have solved it, you do not submit the
work. Instead, zk-SNARKSs prove to the teacher that your result is correct. So far, everything looks
very simple, but it’s worth a couple of reservations [9].

SNARKSs require large computing power. Often they lack the resources of mobile devices.
Recently, however, some promising advances have been observed in this regard.

There is also the problem of losing access to the hash function, on the basis of which
authentication is verified. SNARK technology allows the user to prove that he has access to a
certain secret, but that must ensure its safety and accessibility.

The biggest drawback of SNARKSs is the so-called installation phase.

3.2 Installation phase

This step is a necessary part of introducing SNARK protocols into any task. The authenticity of
the calculation is fixed on it (the so-called circuit), the result of which you want to prove. Due to
this limitation, SNARK protocols are poorly suited for arbitrary Turing-complete smart contracts
- each new contract will require a new installation. Each of the tasks set by your teacher will require
its own installation phase [6]. For example, one phase will be required for the operation of addition
or multiplication.

The installation phase has another important aspect. It is at this stage that a secret is created, the
existence of which allows the publication of fake proofs. In a system with two participants
(teacher-student) this is permissible - the verifier (your teacher) creates a secret, and security is
ensured until he shares the secret with you.

If you want to use some circuit publicly, that is, with more than one verifier, you must have a
“trusted setup”. In this case, the secret will be generated not by one person (which, incidentally, is
obliged to destroy it immediately), but by a group of users. If all members of the group adhere to
the rules (delete sensitive data), the security of the exchange is guaranteed [10].

3.3 How does it work?

The math underlying zk-SNARKSs is hard to understand. Only a couple hundred people actually
understand how this protocol works, but let’s try to give analogies to understand how this system
works.

Imagine that you meet someone on the street, and he claims to know your cat - she is stuck in a
tree yard, and you need to urgently go with him to save her. You worry about your cat, but at the
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same time you feel some kind of distrust. You need to make sure that this stranger is, in fact, a
neighbor whom you can trust. Therefore, you ask questions to which he must know the answer, if
you really saw your cat. Assuming you are asking the right questions, the protocol you just came
up with is an example of proof of zero knowledge. You, the verifier, verify that the stranger or
prover really saw your cat. You do this interactively, coming up with questions that are difficult
to prepare in advance, and as much as is necessary to confirm the event. That's all. The proof of
zero knowledge is when the prover convinces the verifier that he has secret knowledge without
revealing this knowledge directly to the verifier.

3.4 Anonymity and Authenticity Elections

The decision-making process has always been one of the most important components of the
development of any community. One form of finding an option that suits everyone is voting. It is
acceptable to most people under the following basic conditions: votes must be counted impartially.
Most often, uninterested parties are involved for this, or it is possible to check the correctness of
the calculation on individual samples [7]. Another important characteristic of voting is the
anonymity of the participants.

At first glance, it seems that these are conflicting concepts. There is some truth to this:
compliance with anonymity complicates the provision of verification. This is where Zero
Knowledge Proof will help us [8]. It allows you to verify the correctness of the calculation without
disclosing personal information.

Conclusions

Now that online threats continue to emerge almost daily, it’s important to develop a strong and
secure system, such as blockchain. Of course, the blockchain will not become a panacea, since
there is no universal solution. Especially if you consider this technology from the side of personal
safety.
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METOAUKA IIPOBEJEHUSI TUATHOCTHUPOBAHUS
KUBEPHETUYECKOU CTOUKOCTH UTH®OPMALIMOHHOU CUCTEMBbI
CIIEHUAJIBHOT'O HASHAYEHUA
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AHHOTANMUS. B cratee NpoaHAIU3UPOBAHBl HM3BECTHBIC IONBITKM pPEIICHUN HAy4YHOH 3amadu
pacuera KHOEpHETHYECKOW CTOMKOCTH HMH(GOPMAIMOHHOH CHCTEMBl  CHEHUAIBHOIO  HA3HAYCHHS.
VYcTaHOBIEHO, YTO Ha JaHHOE BpPEMs CYLIECTBYIOLIME pEIIEHHS HE YYUTHIBAIOT IPU  pacyere
KHOEPHETUUECKOW CTOMKOCTH aKTUBHOE ACHCTBUN JECTPYKTHBHBIX MH(POPMAIIMOHHBIX BIUSHHUHN, a Pe3yJabTaT
HOCUT CTaTHMYECKMH XapakTep, KOTOPbI OTOOpa)kaeT COCTOSHHME COCTABHBIX CHCTEMbI IOJHUTUKE
6e3onacHocTd. Be3ycloBHO 3TOro HEJOCTaTOYHO JJI OLIEHKH peabHOTO COCTOsIHUA. B pesyibrare 3TOro
BO3HMKJIa HEOOXOJUMOCTh B pa3pabOTKe METOAMKU TUarHOCTUPOBaHMA, KOTopas Obl obecreuuBaia pacder
KHOEPHETHUECKOH CTOMKOCTH HWH(OPMAIIMOHHON CHCTEMBI CIICIHAIBHOTO HA3HAYECHHS IO Pe3ylbTaTaM
AKTHBHBIX KHOepHeTHUYecKux neicTBuil. [IpemiokeH MaTeMaTHYECKHH amnmapaT METOIUKH O0ecreuuBacT
pacdyer KHOEPHETHYECKOH CTOMKOCTH MH(OPMAIMOHHOW CHCTEMBI CIEHHAIbHOTO HA3HAYeHHS IJISi MOJAEIH
HaWXYAILIETo BapuaHTa, Ui TaK Ha3bIBAEMOT'0 HACTYIUICHHS COOBITHSI YTPO3bl HYJIEBOTO JHS.

IIpakTHYecKkoe 3HAUEHHE M MPUMEHEHHe 3aKII0YacTCs B MPAKTUYHON BO3MOKHOCTH OIPENEICHHUSA
YPOBHA KHOEPHETUYECKOW CTOWKOCTH HH()OPMAIMOHHOW CHUCTEMBl CIIEHUAIBFHOrO HA3HAYEHUS C Y4eTOM
AKTWBHBIX JICHCTBHH JNECTPYKTUBHBIX WH(QOPMAIMOHHBIX BIMSHHA HAa CTAJAUM MPOEKTHPOBAHUS U
3KCILTyaTallud CUCTEMBI.

Hayunas noBu3na. HayuHas HOBH3HA MTOJIyYEHHOTO pe3yJIbTaTa 3aKJII0YaeTcs B TOM, YTO TPEI0KEHO
pelleHne Hay4YHO-IIPAKTHYECKON 3afayd pacueTa KHOEpHETHYECKOW CTOWKOCTH MH(OPMAIIMOHHOW CHUCTEMBI
CHEUUAFHOTO HAa3HAYEHUS C y4YeTOM AaKTUBHBIX NEHCTBUH AECTPYKTUBHBIX HH()OPMALMOHHBIX BIWSHHUN
YIpO3bl HYJIEBOTO JHS.

KJIIOYEBBIE CJIOBA: w™eroauka, OIEHKa, KHOEpHETHYecKas CTOMKOCTh, 3alllUIIEeHHOCTb,
HAJIOKHOCTh, JKUBYYECTh, HH(OPMAIMOHHAS CHCTEMa CIICHMAIBHOIO Ha3HAUCHHS, JECTPYKTHBHOE
HH(OPMAIIMOHHOE BIIHSHUE.

METHODS FOR DIAGNOSING CYBERNETIC STABILITY OF A
SPECIAL PURPOSE INFORMATION SYSTEM

doctor of technical Sciences, Professor Stanislav Zabara,
Institute of computer technologies of the Open international University of human development
"Ukraine", Kiev, Ukraine
doctor of technical Sciences, Professor Yuri Khlaponin,
Kiev national University of construction and architecture, Kiev, Ukraine
Lesya Kozubtsova,
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ABSTRACT. The article analyzes well-known attempts to solve the scientific problem of calculating
the cybernetic stability of a special-purpose information system. It is established that at this time, existing
solutions do not take into account the active actions of destructive information influences when calculating
cybernetic stability, and the result is static, which reflects the state of the components of the security policy
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system. Of course, this is not enough to assess the real state. As a result, it became necessary to develop a
diagnostic technique that would provide a calculation of the cybernetic stability of a special-purpose
information system based on the results of active cybernetic actions. The mathematical apparatus of the
method provides calculation of cybernetic stability of a special-purpose information system for the worst-case
scenario model, for the so-called zero-day threat event.

The practical significance and application lies in the practical possibility of determining the level of
cybernetic stability of a special-purpose information system, taking into account the active actions of
destructive information influences at the stage of design and operation of the system.

Scientific novelty. The scientific novelty of the result is that a solution to the scientific and practical
problem of calculating the cybernetic stability of a special-purpose information system is proposed, taking
into account the active actions of destructive information influences of the zero-day threat.

KEYWORDS: methodology, assessment, cybernetic stability, security, reliability, survivability,
special-purpose information system, destructive information influence.

BBEJEHHUE. Mupopmannonnsie cuctembl (MC) mpuMeHSIOTCS A PENICHUs MIUPOKOTO CHEKTpa
Hay4HbIX M IPOM3BOJCTBEHHBIX 3anay cOopa, 0OpabOTKM, HAKOIUIEHHS M XpaHeHHs WHGOpMaluH,
yIpaBlieHUS KPUTUYECKUMH OOBEKTaMH B pealbHOM MaciuTabe BpeMeHH. DTH 3aJadd UMEIOT aKTyalbHOe
3Ha4YEeHHUE B [IOBCEAHEBHON EATEILHOCTH CIIELMANIbHBIX MoJIb30BaTeneil. [l Takux mojb3oBareneil, KoTopble
pemamT 3TH 3aJa4d, MH(QOpMANMOHHBIE CHUCTEMbl HAYald UMEHOBATh, KaK WH(POPMAIMOHHBIE CHCTEMBI
cnennansHoro HazHauenus: (MC CH) (puc. 1).

OynkuonupoBanre C CH B HOBOIt cpene — KubepnpocTpaHCTBE, MOPOKIAET HOBBIE YSI3BUMOCTH U
yrpo3bl. OTCIoa BRICOKUH YPOBEHb TPEOOBAHMUH, MPEABIBISEMBIX K HAC)KHOCTH HH(OPMAIIMOHHBIX CHCTEM
[l — 4]: amexBaTHOCTb, ONTHUMAIBHOCTb, OIEPATUBHOCTb, YCTOWYMBOCTb, HENPEPBIBHOCTb, CKPBITHOCTD
(puc. 2). I3 MHOXeCTBa NEPEYUCIEHHBIX CBOICTB IpolLiecca yIPaBIeHUs B TUCCEPTALIMOHHOM HCCIIEI0BAaHUU
OTPaHUYMMCS PACCMOTPEHHEM YCTOHYMBOCTBHIO. WM Kak clieficTBHE, HEOOXOJAMMO pa3padoTaTh HOBBIN
MHCTpyMEHTapuil obecnieueHus 6e3onacHoctu C, moj KOTOpOi OHUMAETCsl COCTOSIHUE €€ 3alIUIICHHOCTH,
yTo o0ecrmeuynBaeT YCTOHYMBOEC (DYHKIMOHMPOBAaHME B  YCIOBHSIX  JCUCTBUHA  JIECTPYKTHUBHBIX
MH(QOpMaIMOHHBIX Bo3aeiicTBui (ANB).
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Puc. 1. ®parmenTt nuHGOpMaLMOHHON CUCTEMBI CIIELIUATBHOTO Ha3HAYEHUS

YcroiiunBocTh OnepaTuBHOCTHL

KauyecTBO ynpasJieHu st

HenpepbIBHOCTH CKPpBITHOCTH

KadecTBO cucTeMBI yIPpABJIeHHA

Oo0mecncreMHbIe CBOWCTBO
IenocTHOCTH Hao0.roxaemocTnb CJ0xHOCTH Cas13HOCTB YnpasjsieMocTh
HNaenTuduumpyemoctb YcroiiuuBocTh AJanTUBHOCThH
CroiikocTh CTpyKTYypHasi U30bITOYHOCTH ANanTUBHOCTH
- CBoliCTBO nIpoueccoB
yHnpaBJIeHUsI
AnexBaTHOCTh | ONTHMAJIBHOCTH YecroitunBocts | OneparuBHocth | HenpepbiBHOCTH CKpBITHOCTH

S — F —— -

. Hosasn cpena pyHKIHOHUPOBAHUS -
! KnoepHernueckasi ycTOH4HMBOCTH P by P !
| KHO0eprnpocTpaHCcTBo |
I

| | l |
i KubepHernueckasi :KHBY4eCTh KubepHernueckasi 3alllHII{eHHOCTh KubepHernueckasi HaJesKHOCTb |- |

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
CKpblTHOCTL Heyﬂ3BMMOCTb BoccranaBianBaeMocTh 3aMIEeHHOCTH 1
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

Puc. 2. MecTo noHsTHS «KHOEPHETHYECKAs] YCTOMYMBOCTEY» B KJIaCCU(UKAIIUN

CormacHo 1enu, OObBEeKTa, MpeaMeTa M ONPEAEICHHOI0 HAYYHOTO 3aJaHHs JUCCEPTallMOHHOTO
HCCIIEIOBAaHUsT HEOOXOMUMO pa3padOoTaTh METOMUKY JWATHOCTHPOBAHUS KHOCPHETHYECKON YCTOWIMBOCTH
(YyHKIMOHUPOBaHUS WH(OPMAIIMOHHOW cucTeMbl crienuansHoro HasHadeHus (MC CH) B xubepHeTHUECKOM
IPOCTPAHCTBE.

AHaJH3 NOCJTeHUX MCCIeTOBAHMI U MyOJINKALIMI 0 JAHHOMY HanpaBJeHnI0. [IoMCK B OTKPBITHIX
UCTOYHMKAX MH(OpMalMu @O KIIOUYEBOMY CJOBY «KkubOepHeTnueckas ycroiuusocty HC CH» gan
BO3MO)KHOCTh HAiTH TOJIBKO MOHATHE «KHOepHeThueckas ycroiuuBocTd MCy», KOTOpoe Ha MEepBbIA B3I
toxkaecTBeHHble «MIC CH», HO 3TO COBCEM He Tak.

B wuccnenoBanmsax [5 — 7] BBemeHo B ymoTpeOfieHHE TMOHATHE KHOEPYyCTOMYMBOCTH OOBEKTa
KpUTHUecKoi nHpopmarronHor uadpactpykrypsl (KMN). B xomnextuBHO# padote [8, c. 46] 060cHOBaHO
MOHATHE «KHOEPYCTOWYMBOCTh 00bEKTa KpuTHieckoil nHppacTpykTypsl (KN).

B nenom Mbl cormacHel ¢ kinaccudukanmeidl (puc. 2) mpemiokeHHOH B pabotax [5 — 8], Torma
«kuOepHeTn4ecKas ycToHunuBocTh Prcs) UC CH» mo kiaccuke COCTOHT U3 CIeayromux KoMIoHeHToB (1):
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Pres) = Prokes) X Prues) X Prss) (D
I'me Proxs) — KuOepHETHUYECKas IKUBYYECTb, OTO BEPOATHOCTh COXpaHEHUs €€ pPaboTOCMOCOOHOCTH
(BBDKMBAHUS) B YCIOBHSX BBIXOJAa M3 CTPOSl TEXHHYECKHX CpEeACTB 00paboTku mHMopMarmu; Prss) —
kuOepHernueckas 3ammiieHHocTs IC CH, 3T0 BeposATHOCTh oOecrieueHHs BBIOJIHEHUs LeNeBOl (QYyHKIUU
UC CH c 3amaHHBIM Ka4eCTBOM B YCJOBHSAX IPHMEHEHHS «OOIMINX» U IEJCHANPABICHHBIX AECTPYKTHBHBIX
WHQOPMAIIMOHHBIX BO3JCHCTBUM;, Pxrs) — KuOepHermdeckas HangexxkHocTh VC CH, 3T0 BeposTHOCTBH
obecnieyenuss BeimonHeHWs: meneBoil ¢ynknun MC CH Ha OpoTSHKEHMM ONPENEeNICHHOTO BPEMEHHOTO
MHTEpBajia B YCIOBHUSAX BOHUKHOBEHHS MPOTPAMMHBIX OIIMOOK, TEXHUYECKUX COOEB M HENMpeIHAMEPEHHBIX
OIMOOYHBIX ACHCTBUI TEXHUYECKOTO MEPCOHANA W JOIDKHOCTHBIX JIHII.
Heas craTtbu.  AnpoOHpOBaTh  CTPYKTYpYy  METOIUKH  JMAarHOCTHPOBAHUS  yCTOWYHMBOTO
¢yakunonupoBanus kudepHerndeckoid IC CII B kubepHETHYECKOM MPOCTPAHCTBE M 30HY OTBETCTBEHHOCTU
YYaCTHUKOB 3KCIIEPUMEHTA.

OCHOBHOW PE3VJIbTAT

MeTtoauka IMAarHOCTHPOBAHUSI YCTOMYNBOro (pyHKIMOHUpOBaHUs kKuOepHetHdeckoii UC CH B
KHOepHeTHYeCKOM MPOCTPAHCTBE BKJIIOYAET CIIEAYIOIINE Talbl:

Oran 1. Peanuzanusa mepornpusituil mo kareropupoBanuio u nekomnosunuu MC CH Ha cpencta u
KOMITOHEHTHI (3JIEMEHTBI) OTHOCHTEIIFHO YS3BUMBIX K JECTPYKTHBHBIX HH(OPMAIIMOHHBIX BO3JCHCTBHI.

Oran 2. Beibop Mep kuOepOe30macHOCTH i KaXIOro CpEeICTBAa W KOMITOHEHTHI (dJIEMEHTA)
cocrasisromux MC CH.

Oran 3. Ilpoueaypsl o peanu3anuu Mep KuOepOe30NmacHOCTH Ha Ka)KIOM CPEACTBE U KOMIIOHEHTE
(anementsr) coctapmnstomux MC CH.

Oran 4. JluarHocTHpOBaHUE YPOBHS JOCTHXKEHUS Peaau3yeMOCTH IpoLeayp KubepOe3omacHOCTH Ha
Ka)XIIOM CpEe/ICTBE U KOMIOHEeHTe (neMeHThl) cocTapisitommx MC CH B cOOTBETCTBUU ¢ MEPOIIPUSTHIA.

Oran 5. Pacuer mnokazatenss ycroWuuBocTd (yHKIMOHUpoBaHus kubepHetnyeckoii VC CH B
KuOepHeTHUecKoM mpocTpaHcTBe. (MeToauka pacyera COCTABJSIIONIMX MOKAa3aTesisi KHOepHEeTHYeCKOoii
yeroituuBocTH pynkunonnpoBanus UC CH B knbGepHeTHYECKOM MPOCTPAHCTBE).

st HarTsMTHOCTH eAWHCTBA Pa3pabOTaHHBIX YTOYHSIONINX METOIHK, KOTOPBIE MO3BOJIIOT PACCUUTATh
HE0o0XOIMMBIe KOMIIOHEHTHI KHOepHeTH4eckoi ycroiunBoctr (yHKimonuposanus UC CH mo pesymsraTam
JIMarHOCTUPOBAHUS, MPEJICTABJICHO B BUJIE OJIOK-CXEMBI (CM. pHC. 3).

MeToauka pacyeTa COCTABJISIFOIUX
3Taﬂ 1 [:> 3Taﬂ 2 :> 3Taﬂ 3 MoK a3aTeJisi KHOepHeTH YecKoi
YCTOHYMBOCTH ()y HKIIMOH UPOBaHHsA
CCH B kn0epHeTHY€eCKOM PO CT PAHCTBE
KubGepnane:xxknocrnb
Kubep:xxuByuecTn
I
MeToauka 11 arHOCTHPO Ba HUS J/
YCTOHYMBOro ()y HKIIMOHHMPOB AHUSA Cocraena owume
kubepuernyeckoii UCCII B
K10 epHeTH YeCKOM I POCTPAHCTBE
Kubep3amumeHHoCTH
MeTonuKa 1 arHOCTUPO BAHUSA
3Ta I 7 KHO epHETH YeCKO if 3 AIHIEHHOCTH
HUCCH ¢ yyeToM AecTPYKTH BHBIX
KHO epHeTH YeCKNX BO3AelcTB Uil
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Puc. 3. boka-cxema METOTUKY JHAarHOCTUPOBAHMS KNOSPHETHYECKOH YCTOHIHBOTO
¢ynkumnonuposanus IC CH B kubepHETHYECKOM MPOCTPAHCTBE

Brluncnenne OCHOBBIBaeTCS Ha METOJUKE pacyeTa COCTABISAIOIIMX IIOKa3aTeNs YCTOHYMBOCTH
¢ynkunonupoBanust kubepHernueckoii MC CH B xuOepHETHYECKOM MPOCTPAHCTBE U B OOIIEM BHUjE
METO/MKa MPEJICTABIICHA CIEeYIOIMHU dTalaMu:

Oran 5.1. JluarHocTUpOBaHKUE U pacdeT KUOepHeTHUECKOH 3amuiienHoctu Pissy UC CH [9; 10].

Oran 5.2. Pacuer xubepHeTnyeckoit HanexHocTH Pys) UC CH.

Oran 5.3. Pacuer xubepHeTnyeckoii xuBydectu Pis) MC CH.

Oran 5.4. Pacuer knOepHETHUECKON YCTOHUMBOCTH Prc(s) dyHkmonuposanus MC CH.

Oran 6. OOpaboTka, aHaNM3 M OLECHKA pPe3ylbTaTOB IUATHOCTUPOBAHUSA KHOSPHETHUECKOM
ycroiunBocty ¢pyHkuuonuposanus IC CH B kuGepHeTHUECKOM IPOCTPAHCTBE.

Oran 7. OtpaboTka (MpeCTaBICHUS) MPAKTUYECKUX PEKOMEHIAIMK Mo JalbHelineld Oe3omacHon
skcruryaTauuu MC CH B kuGepHeTHUECKOM NPOCTPAHCTBE.

Oran 8. Onu3oanueckuii (BHe3anHblil) MoHuTOpUHT IC CH B pamkax 3tanos 4-7.

Mertoauka anpodupoBana B padore [11].

Meroauka  pacyeTra  COCTABJSIIOIIMX  TOKAa3aTedsi KHOepPHETHYECKOW  yCTOWYMBOCTH
(pyHKIMOHMpOBaHUS MH(OPMALMOHHON CHCTEMBbI CIIEHMAJBHOI0 HAa3HAYEHHs B KHOepHeTHYeCKOM
NPOCTPAHCTBE BKJIIOYAET CIEIYIOIIHE ATAIbL:

B oOmem Buae MeToAMKa pacdeTa COCTABISIOUIMX IOKa3aTens KUOEPHETHYECKOH YCTOMYMBOCTH
NpeACTaBlIeHa CIECAYIOMIUME dTallaMHu:

Oran 1. CO0Op W aHaimM3 WCXOJHBIX JAHHBIX HEOOXOAMMBIX [UIA pacueTa KHOEpHETHYeCKOU
ycroitunBocTr pyHkuunonnposanus C CH.

Oran 2 Pacuer kubepHeTHUeCKOW yCTOWYMBOCTH (Pkckiz)) PyHKUMOHMpOBaHHMS KoMmmoHeHTa (K)),
KOTOPBIN ecTh cocTasJstomie cpeacraa (Z;) UC CH.

Oran 2.1 [luarHOCTUPOBaHUE U pacdeT KHOepHeTHYecKol 3ammieHHocTr (Pk3(kjzi)) KoMioHeHTa (K)),
KOTOPBIiA ecTh coctaBsronieii cpeacrsa (Z;) UC CH B coorBerctBuu [9; 10].

Oran 2.2 Pacyer HamexHocTH KubOepHeTHyeckod (Pxmkjziy) KommoHeHTa (K;), KOTOpas ecTb
cocrasisitomiei cpeacrea (Z;) UC CH.

Oran 2.3 Pacuer kubepHerumueckod sxuByuecTd (Pxukjzy) KoMmmoHeHTa (K;), KOTopas ecTb
cocrapisitomerr  cpenctBa (Z;) WUC CH. Dtanm 2.4 Pacuer kubepnermueckod ycroitumBoctu (Pxciziy)
(hyHKIMOHUpPOBaHUs KOMIOHEHTHI (K)) co ckiazna cpeacrsa (Z;) UC CH.

Oran 3 Pacuet kubepHeTndeckoi yctolunBoctH (Prc(zi)) pyHKuroHupoBanus cpeacts (Z;) UC CH.

Oran 3.1 /lnarHoctupoBaHue M pacdyeT KMOSPHETUUECKOH 3alUIEeHHOCTH (Pk3(z)) KaXI0TO CpencTBa
(Z;) UC CH paccuutsiBaercs B cootBerctuu [9; 10].

Oran 3.2 Pacuer kubepHeTHueckoit HaaexxHOCTH (Pkr(zi)) Kaxmoro cpeactsa (Z;) UC CH.

Oran 3.3 Pacuer kubepHeTHUECKON KUBYYECTH (Prok(z)) B IPEAENbl COCTOSHUA KaXKAOTO cpeacTsa (Z;)
UC CH.

Ortan 3.4 Pacuer kubepHeTnueckoil ycroitunBoctn (Pkc(z)) GyHKuHOHNpoBanus cpencrsa (Z;) MC CH.

Oran 4 PacueT kubepHeTHUeCKON ycTORUMBOCTH (Pics)) GyHkumonnposanus MC CH.

Oran 4.1 Pacuer kuOepHermueckod 3ammmeHHOCTH (Pxss) MC CH B menoMm paccuuThIBacTcs B
cootBeTcTBHH [9; 10].

Oran 4.2 Pacuer kubepHeTrueckoit Hanexnoctu (Pxucs)) UC CH B nienom.

Oran 4.3 Pacuer kubepHeTrueckoit xxuByuectu (Pioks)) UC CH B nenom.

Oran 4.4 PacueT kubepHeTHueckoii ycroitunBoctH (Pxces)) UC CH B menom.

Oran 5. OOpaboTka, aHalIM3 ¥ OIEHKA pPEe3yJNbTaTOB JUArHOCTUPOBAHMS KHOEPHETHYECKOM
ycroiiuuBocty  ¢yHkumonuposanus MCCH B kubepHerndyeckoM mpocTpaHcTBe. DopMmanuzanus
pe3yIbTaTOB.

Mertonuka MOArOTOBIEHA U MPOXOJUT NPEABAPUTENIBHYIO alpo0aluio, OITOMY SBIIIETCS NPEIMETOM
JlaJIbHEHIIIee MyOIMKaIu.

MeTtoauka JTUATHOCTHPOBAHUS KHOEPHETHYECKOH 3aIUIIEHHOCTH HH(OPMANMOHHONH CHCTEMBI C
Y4eTOM AeCTPYKTHBHBIX KHOEePHETHYECKUX BO3eHCTBUI BKIIIOYAET CIACAYIOLINE dTAIbI:

Oran 1. Peanuszauus MmeponpuaTuii mo kareropuzauuu u pasioxenus MC CH Ha KOMIIOHEHTHI U
9JIEMEHTHI YA3BUMOCTH KMOEPHETHYECKOTO BO3AECHCTBUS

Oran 2. Pacuer nokazareneil Pi3kjz) KHOEPHETHYECKON 3alIMIIEHHOCTH KaXIOro KomroHeHTa (Kj),
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KOTOPBIN ecTh cocTasJstomiei cpeacraa (Z;) UC CH.

Oran 3. Beruucnenus nokaszareist Pysz;) Kaxaoro cpeacrsa (Z;) co ckinaga UC CH.

Oran 4. Pacuert Pi3(s) kubepaernaeckoi 3ammmiennoctu UC CH B nenom.

Oran 5. O6paboTKa, aHaJIM3 U OLIEHKA Pe3yIbTaTOB UCTIBITAHHIA.

Mertonuka MHOIOKpPAaTHO amnpoOMpoBaHa, a UMEHHO INPHU OLEHKE KUOEpPHETHMYECKOH 3alMIIEeHHOCTH
CUCTEMBI CBSI3U Opranu3anuu [9] u uHPOPMaLHOHHO-TEIEKOMMYHUKAIIMOHHOM cucTemMsl [10].

Oco0eHHOCTH MPAKTHYECKON peau3anuu 00001IeHHOH MeTOTHKH.

1 CocraB rpynmbl 3KCIEPUMEHTAIBHOTO JWATHOCTHPOBAHUS KHOSPHETHYECKOW YCTOHYMBOIO
¢yakunonupoBanus MC CII B kubepHETHYECKOM MPOCTPAHCTBE

1) PykoBoauTEIb KOMUCCHU TPYIIIBI CHENUAIMCTOB ¢ KHOepOe30MmacHOCTH.

2) TpYIIBI CIICUATHUCTOB ¢ KHOEpOE30MacHOCTH MO HAPaBIEHUAM M OTBETCTBEHHOCTH:

rpynma Nel ¢ukcupoBanus nsmeHennii cocrostaus Gynxuonnposanust UC CH;

rpymmna Ne2 kubepHernueckoro BiusiHus Ha UC CH — oTpaboTki KnOepHEeTHUECKUX NEHCTBUI B pOJIH
«xaxepay;

rpynna Ne3 maTeMaTH4YecKoro pacuery kuOepHermueckod croiikoctn MC CH — paccuuThBaloT BCe
napaMeTpbl Ha BCEX dTanax UCIbITaHUMH;

rpymna Ned ycrnoubl momnb3oBatenu (APM) UC CH — ocymecTBisitoT (uUKCHpoBaHME Mepeaadu
TOJIOCOBBIX, TEKCTOBBIX, TpaUUECKUX JaHHBIX, TOTOKA BUICOJAHHBIX.

ITopsnok B3auMoeiiCTBUS Y4aCTHUKOB MCIIBITAHUIN 110 TaHHOM METOAUKE:

CIELMATUCThl KOHTPOJIA U (PUKCUPOBaHMS HETIOCPEICTBEHHO C IPYIION pacuera;

PYKOBOJUTENb UCIBITAHUNA Yepe3 KOMaHAy OCYLIECTBJIEHUS KMOSPHETUYECKOro BIMSHUA C YCIOBHBIM
XaKepOM.

3anpemnaercs JHIaM, KOTOPBIE OCYHIECTBIITIOT KuOepHeTnueckoe BiusHue (Ne2) coolmmate Hayaio
HACTYIUICHUS COOBITHS KNOSPHETHYECKOTO BIUSAHUS rpymie Nel.

BbIBO/JBbI.

BaxHelmmmMy HayYHBIMH U IPAKTUYECKUMH PE3yJIbTaTaMH SBIISIOTCA:

1. VYcoBepuleHCTBOBaHa  METOAMKA  JUArHOCTUPOBAaHMA  KUOEPHETUYECKOW  yCTOWYMBOCTH
(YHKIIMOHUPOBaHMST HWH(POPMAIMOHHONW CHCTEMBI CIICHHAIBHOTO HAa3HAYCHHWS B KHOCPHETHIECKOM
pocTpaHcTBe. MeToMKa OCHOBBIBAETCS Ha BBEIEHMM OTIEIBHOIO dTalla BBIYMCIECHUS KUOEPHETHUYECKON
YCTOMYMBOCTH  (PYHKIMOHUPOBAHUS  HMH(POPMALMOHHON  CHCTEMBl  CIEIHaJbHOTO Ha3HayeHus. B
MPEIOKEHHON METO/IMKE, B OTJIMYME OT U3BECTHBIX, NpeanoxkeHa nekomnozunus MC CH na otaenbHbIE
CpeACTBAa M KOMIIOHEHTBl 10 KPHUTEpUsAM KOH(DUIACHIMATBHOCTH, IIEJIOCTHOCTH M JOCTYIHOCTH. OTO
MO3BOJIMJIO  O0ecHeunTh Oojiee KAayeCTBEHHBIM OTOOpP KOMIIOHEHTOB HWH(DOPMAIMOHHOW  CHCTEMBI
CIICIMATEHOTO Ha3HAYEHHS IO KPUTEPHIO YSI3BHMOCTH JIECTPYKTUBHBIM HH(OPMAIIMOHHBIM BO3JICHCTBHEM.

2.  VYCOoBepIIEHCTBOBaHA METOJHMKAa pacdeTa COCTAaBIAIOMIMX IOKaszaTens KUOepHEeTHYeCKOi
YCTOHYMBOCTH  (DYHKIIMOHHPOBAaHHS  HH(OOPMAIIMOHHOH  CHCTEMBI  CIICIMAIBHOTO  Ha3HA4YeHHWsS B
KUOEPHETHUECKOM MPOCTpPaHCTBE. MeETOoAMKa OCHOBBIBACTCS HA PACIIMPEHHU CBOWCTB KHOEPHETHYECKOU
YCTOMYMBOCTH, YTO SABJISIETCS MHTETPAJIbHBIM ITOKa3aTeneM KHOepHETUUECKOH 3aIlUIIEHHOCTH, HaJIe)KHOCTH U
xuBydecTH. HeoOXoaMMOCTh BBEJCHUS HOBOTO CBOWCTBA BBI3BaHHAs HOBOM cpenodl (DyHKIMOHHUPOBAHHS
MH(QOPMAIIMOHHOM CHCTEMBI CIIEIHAJbHOTO Ha3HaueHWs B kuOeprpocrpancTBe. [IpuMeHeHHe HOBOTO THIA
OpYXHS — KHOEPHETUUECKOTO OPYXKHS CO3[aeT ACCTPYKTHBHBIE MH()OPMALMOHHBIE BO3JCHCTBUM, KOTOpHIE
HapyllaoT HOpManbHOe (YHKIIMOHUPOBAHUE CUCTEMBI.

3. VYCOBepUIEHCTBOBAaHa  METOAMKA  JUAarHOCTUPOBAaHHE  KUOEPHETHMUYECKOW  3aIlUIIEHHOCTU
UH()OPMAIIMOHHOH CHCTEMBI CHENUAIbHOTO Ha3sHA4YCHHSA. B TpemioXeHHOH MeToAuKe, B OTIHYHE OT
U3BECTHBIX, NIPEIUIOKEHO PACCUUTATh OLIEHKY KHOEPHETHUECKON 3allMIIEHHOCTH UH(OPMALlMOHHON CUCTEMBI
CHEUUATFHOTO HAa3HAYeHUs Ha HEKOTOPBI MOMEHT BPEMEHHU fnys, B KOTOPBIH OCYLIECTBIISIETCS aKTHBHOE
JECTPYKTHBHOE WH()OPMAIIOHHOE BIHMSAHWE HA 3Ty cucTeMy Fpug = | C LeNbl0 NPOTHO3UPOBAHUS H
NpeAOTBpAIlEHHs MOTEPATh HEKOTOPhIX akTHB (AK). MaTeMaTHyecKuid ammapaT METOIUKH OOecreynBaeT
pacuer KUOEpHETHYECKOHl 3allMIIEHHOCTH WH(MOPMALMOHHOM CHUCTEMbI CIELUaIbHOIO HA3HAYEHUs I
MOJIeNTM HaNXy/IIIEro BapHaHTa HACTYIJICHUS! COOBITUSL YTPO3bI HYJIEBOTO JTHSI.
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ABSTRACT: containerization and orchestration tools like Kubernetes allow enterprises to automate many aspects
of application lifecycle, especially deployment, significant business benefits. However, these new deployments are
also vulnerable to attacks and introduce new exploits from hackers and insiders, making Kubernetes security a
crucial component for every deployment. We perform a study analyzing privilege escalation to root in containers
running on Kubernetes. Based on the results we create a solution that can eliminate this type of attack.

KEYWORDS: kubernetes, privilage escalation, cybersecurity, security layer.

[. INTRODUCTION

Lately, microservice based architecture has proven to be the most reliable and scalable approach to developing an
application. With the popularity of small apps, the solution to maintain them was found - Kuberntes. Kubernetes is
an orchestration tool that can easily manage thousands deployments and scale and container-based workload. With
wide adoption by many organization and major cloud companies, it has exploded onto the technology scene over the
last couple of years. Once Kubernetes has become the new industry standard, hackers and malicious organisations
also did’t miss the chance. Attacks for crypto mining, ransomware, service disruption and data stealing will continue
to be launched in the new container based virtualized environments in both public and private clouds. In the recent
days even such large company as Tesla was affected by hacker’s interest to Kubernetes clusters. "The hackers had
infiltrated Tesla's Kubernetes console which was not password protected," RedLock researchers wrote. "Within one
Kubernetes pod, access credentials were exposed to Tesla's AWS environment which contained an Amazon S3
(Amazon Simple Storage Service) bucket that had sensitive data such as telemetry" [1,2].

1. BACKGROUND

A. Kubernetes basics

Kubernetes is tool, which automates the updates, deployment and monitors containers. Kubernetes is supported by
all major container management and cloud platforms such as Red Hat OpenShift, IBM Cloud, AWS EKS and
Google Cloud. Here are some of the key things to know about Kubernetes:

e Master Node. A server that manages the deployment of pods the Kubernetes worker node cluster.

e Worker Node. Servers that typically run the app containers or other Kubernetes components, they are also
called slaves or minions sometimes.

e Pods. A single deployment and addressability unit in Kubernetes. A pod can have one or more containers and
their own IP addresses.

e Services. A service functions as a proxy to its underlying pods and requests can be load balanced across
replicated pods.

e System Components. Key components that are used to manage a Kubernetes cluster include the API Server,
Kubelet, and etcd. Each of these components are the most likely targets for the attack.

B. Kubernetes Networking Basics

Kubernetes’ main concept in networking is that every pod has routable IP address (Fig. 1). Plug-ins for
Kubernetes take care of routing requests internally between host machines to appropriate pods. Kubernetes pods can
be accessed from outside only through a load balancer, service or ingress controller, which routes the traffic to the
correct pod.
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Fig. 1. Kubernetes architecture diagram

DNAT and Load balancing help to make connections to the correct pod. Pods communicate with each other over
the network overlay. Encapsulation is used for packets, where appropriate headers are added to get them to the
appropriate destination, where the encapsulation is removed.

Having all that overlay, being dynamically handled by Kubernetes, it is extremely difficult to monitor network
traffic, and even more difficult to secure it [3].

C. Container Inspection

Attacks in containerized environments usually utilize malicious processes and privilege escalations to execute
an attack or spread it. Exploits of vulnerabilities in the Linux kernel, libraries, packages, or applications can result
in suspicious activity inside the container.

Each application in a container has a defined set of functions and it is built with only the needed libraries and
packages, detecting suspicious file system activity and processes should be much more accurate.

Inspecting container file system activity, processes and suspicious behavior is crucial in container security.
Reverse shells, port scanning or privilege escalations should all be detected at the beginning. Some of these
detections should be built-in and also include a baseline behavioral learning process which can identify unusual
processes based on previous activity [3].

II1. ESCALATION CAUSE ANALYSIS

Since every container running in Kubernetes is running on Docker, there’s always a possibility of other libraries
being compromised. Hence, “compromised container = compromised cluster” we should take seriously protection
of Docker containers running on production grade environments like Kubernetes. The best and simplest security
measure that could be taken is avoid running containers as root user. Let’s break down why is it important.

A. Non-root containers

When application is running on the host machine, it is normally understood why isolation between the root user
and non-privileged users is required. If application is run as a root, if breached, it can easily wreak the system, by
modifying system files, stopping or launching privileged processes and so on. A lot of Linux daemons remove
privileges in the early setup stages, for example the Nginx daemon forks and runs as the unprivileged www-data
user.

Containers have just simplified the privilege separation. Separate runtime is given to each container and it’s
isolated by Linux namespaces with a set of capabilities. Every application is run in a separate container, and can be
considered to be safe to use in the container.
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Therefore it has accidently become a common practice to run application with root user and most of the Docker
images don’t change to unprivileged user. However, a very important security layer is eliminated in such cases. It’s
even more true, considering that there’s no real reasoning to why, such images should be run as root.

On the other hand, there are container platforms that run all their containers as unprivileged users by default.
OpenShift is a great example, that only allows its users to use images with support for a random, non-root user.

Some containerized applications can remove root privilege, changing the root user to a non-privileged straight
after the setup. This allows them to rely on file permissions, based on users and prevents access to sensitive
information (e.g. configuration files, processes) in the containers. Such preventions, really limit the damage, that
can be done to a compromised container. A great example of such design is Jenkins image. [4].

Nonetheless, using a non-root user in containers is a crucial security precaution to prevent container breakout.

In most container runtimes root user is shared between the host machine and containers. This is not a problem,
because the container processes are sandboxed using Linux capabilities and Linux namespaces such as PID, net,
mount and IPC. However, when kernel doesn’t distinct the user or group IDs of the host and the container,
vulnerabilities in the container, that exposes everything from the host to a container process, creates real trouble.
Simply speaking, a container breakout is more likely to happen for processes running as root.

In this situation, any attacker’s process will be able to change files on the system, without further escalating
privileges to the root user. [5].

IV. ROOT PRIVILAGES ESCALATION METHOD

Root-privilege escalation can be performed in a number of different ways. These are some of them:
e System libraries’ (runC, 1ibC) vulnerabilities exploitation
e Improper following of symbolic links

Usage of same volumes for different containers

Go programming language vulnerabilities

Docker vulnerabilities

Default unsecure configuration problem

Natively Kubernetes security issues

In this particular case we’ll look at root privilege escalation using known Kubernetes vulnerability in kubelet
v1.13.6 and v1.14.2. This versions are still broadly used by both cloud providers and on-premise deployments.

A. So What Is Kubelet?
Kubelet is an agent, that’s present on every Kubernetes server. Kubelet takes a PodSpec which is a description

of pod resource. PodSpec is usually described in a form of a YAML file. Kubelet makes sure that every file with
pod description is successfully transformed into a healthy running pod.

B. Exploitation process

Every container that is deployed in Kubernetes environment is usually created with a user that is specified in the
respective Dockerfile. Hovewer, Kubernetes includes native handling for this and gives a possibility to specify a
user in PodSpec file or configure the container to avoid running as root user. So the regular behavior is for
Kubernetes to start the container with user in the dockerfile if nothing else was specified in PodSpec (like
runAsUser: <uid> or mustRunAsNonRoot:true). But sometimes the image can be run as root instead. These are
some of the scenarios:

o explicitly specified runAsUser pods are unaffected and continue to work properly

o runAsUser setting that is forced by podSecurityPolicies keeps containers unaffected and works properly

o If mustRunAsNonRoot:true is specified, the container will refuse to start as uid 0, this can affect availability

o If runAsUser or mustRunAsNonRoot:true are not specified, pods will run as uid 0 on restart or if the image
was pulled to the node previously

C. Steps to reproduce

In order to reproduce this issue, security analyst or malicious user needs to have access to pod resources and ability
to create them in the cluster. He can have access to any given namespace. To reproduce this problem minikube will
instance will be created (Fig 2)
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minikube"

Fig. 2. Minikube instance creation process

After environment for reproduction is ready, we need to prepare a test pod resource YAML file. Example of a
YAML file (Fig 3):

- "1d -u;
Fig. 3. Example of exploit YAML file

It’s a simple pod resource that has a base image of memcached:latest, which has it’s process run as memcached
user. Snippets of Dockerfile confirming that (Fig 4, Fig 5):

debian:buster-si

dd --systen —gid 11211 mencache 65 useradd —syste

Fig.4. First snippet of memcached Dockerfile

OFY docker-entrypoint.sh fusr/local/bin/
UN 1n -s usr/local/bin/docker-entrypoint.sh fentrypoint.sh # backwards compat
TRYPOINT [“docker-entrypoint.sh"]

ER memcache
SE 11211
0 ["memcached"]

Fig.5. Second snippet of memcached Dockerfile

So, it’s clear that the container should be executed with memcache user, specified in the Dockerfile. According
to the reproduction steps, if the container will restart, next time it will be executed with uid 0, the command with
args in the Pod YAML file simulates just that. It displays the uid of the user that container is running under and then
waits 30 seconds and restarts. After the restart it should be executed by root. The proof of this concept is available
on Fig 6.

ctl logs test

ctl get

RESTARTS AGE
Running 2 Zmdls
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Fig. 6. Proof of exploit

The container was restarted 2 times and according to the logs it is executed with uid 0, so we can verify that expoit
works, which verifies that some security measures should be taken in order to protect any existing Kubernetes
cluster.

V. MITIGATIONS

A. Avoidance

This problem exists on the level of the core Kubernetes component, so this is Kubernetes development team
responsibility to patch it in the next release. However there are some security measures that can be taken before the
patch version release:

o Specify rundsUser directives in pods to control the uid a container runs as

e Specify mustRunAsNonRoot:true directives in pods to prevent starting as root (note this means the attempt
to start the container will fail on affected kubelet versions)

e Downgrade kubelets to v1.14.1 or v1.13.5 as instructed by your Kubernetes distribution.

VI. CONCLUSION

Containerization brings a lot of benefits to the industry, speeds up the development and deployment processes
and improves the workflow. Needless to say how Kubernetes has changed production deployment management,
improved usability and scalability of various applications and became popular among small businesses and large
enterprise companies like Google and Tesla.

However, all the rapid development brings new horizons for hackers and security breaches. Therefore, it’s always
important to treat security seriously, take minimal measures to ensure no stupid misconfiguration or mistake will
result in resource loses [10].

Therefore in recently created environments, like Kubernetes, security measures have to be taken even more
seriously and every plugin or configuration for a more secure environment should be inspected and enforced.
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ABSTRACT. Google Corporation, NASA and the Universities Space Research
Association have teamed up with D-Wave, the manufacturer of quantum processors.
Quantum computers will be able to break most, if not absolutely all conventional
cryptosystems, that are widely used in practice, for example RSA. RSA cryptosystem is
used in different products on different platforms and in different areas. To date, this
cryptosystem is integrated into many commercial products, the number of which is
growing every day.

Hash-based digital signature schemes offer an alternative. Like any other digital
signature scheme, hash-based digital signature schemes use a cryptographic hash function.
Their security relies on the collision resistance of that hash function.

In 1979 Ralph Merkle proposed Merkle signature scheme. Merkle signature scheme has
efficiency problems, so it cannot be used in practice. World scientists are working on
improving the scheme. One of the improvements is integrating PRNG (pseudo random
number generator) not to calculate and store large amount of one-time keys pairs. This
approach cannot be considered secure, because according to our research quantum
computers are able to crack PRNG, which were considered safe against attacks of classical
computers.

In the article it is offered to use hash based pseudo random number generator and the
quantum random number generator for generating the seed. The advantages and
disadvantages of the scheme are analyzed.

Keywords: quantum, random number generator, pseudo-random number generator,
digital signature.

M9bomdg: aMaol 3mMH3MEs305, NASA s Universities Space Research Association
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3OGBMEOIoLS O 29BLB39390 LRIMHMYdTo. PLILEOIMBOm, G 303GHMLOLEJTS
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390060905%g  ©oxdbgdo  3ogGmwwo  bgedmfjg®ol  bdgdgdo  0ygbgdl
3603GMyMmo530w 398 3MbdE0sL. om0 MLsROMbMYds 99MEbmds 398 86300l
d9x5b900L Hobommdsls.

1979 $geb Ralph Merkle-ds 999mg3moego®s Merkle-b bgendmfig@ol bdqds. Merkle-b
b9 dmfgMob bdgdsl 95399EIOMOOL 3OrMdGTs 593L, FoLO 3015d3H0 390 250Mmygbgds 56
d90dagds. AbmBEoml d936096Mm9d0 3/35mdgb 53 Ldgdol gordxmdglgdsby. gMo-
96»05 PRNG-0b (g3b9g30m 89dmbg930m0 6:o3bggdol 49696s@mmol) 0bEgamotads,
om0 F93065bmm godmmM3Wgd0 S OO MEIHMBOD JOMXRIMSPO QLML
0930egd0. gl doymds oM SMOL MLIFODbM, M6 B39  9dMIZE3900L
56503, 3396¢6  30030993H)M90L8 PRNG-0l 9@gbgs 891deosm, Gmdgeros
MBOBOHObMS 3¢05L03vM0 30033043 IMG00 T93H93900L dgdmbggzsdo.

LGoG0sdo 90Mmm535H9d)os 398060905Dg ©953dbgdeo Bbgzm ddmbgzg3000
6HoEbzgdol  3gbg®mo@GmMgdols s 3336GMM0  dgdombggzomo  Hobzgdol
39696053HMMH9d0bmz0lL  Lofyobo  960839bmMdgdOL 49696305,  Fo9bI0DYOME0s
19930l OWIIOMO S LJ9MYMB0MO TBIMYIOO.

1553396dm LoGY3900: 339630, F90b393000 MHOEL3xdOL 29696 9GMMmYdO, BLYZL™
09000b393000 MOb39d0L J9bgMHOEMMYd0, 3083OXI0 bgedmgms.

1.  Jgbsgogo

330b 3mM3MmM5305, NASA o Universities Space Research Association 890996Hm@s D-Wave-U,
339610 3OHMmEgLem®mgdoL  IPoMTMGdYl.  3356GHNMO  3mI309BHIOL  Fgmdwos  goBbmL
M39GguMds,  JgLodms  Y39gas  GHMOOEOMWo  3MH03GHMLOLEGHNTs, MMIWGO0i3  36ogdE03500
RBoOMMO  godm0oyYygbgds, doaswoms RSA. RSA 30033HmbolEgds g9dmoygbgds Lbgsslbgs
3601939030, Lb350sb3s 3ws@GBMEOHTIODBY s 2obLH35390W LBIOHMYdT0. ELIBEEIMIOM, g
3603@GMboLE s  06@gM0MgdME0s 8936  3MIGOHE0ME  3OMmEYIGHTdo, MHMIgwms MHosbzo
94mM39WOPO0YMHs©  0HBMmEIds. RSA  LobGgds 51939 BoOmMmE  godmoygghgds  m3gMsowe
LobGgdgddo: Microsoft, Apple, Sun, s Novell. 9d60396 dmfymdowmdgddo RSA sergm®omndo
399009g4qbgds MLogdmbm Gguwgnmbgddo, Ethernet-do, Jugeme ds650098d0, LsOE) doG>9dd0,
31939 BIODMESS 293M3EIJIMO  3OHO3EBHMYMOBOME  535M5GM5T0. 5TLMb, sEYMOOMT0
096003M59bL oEwo 06¢)MbgE 33603530900l J0M0MIO 3OMEHMIMEgdoL Bofoerl, dson
dmeol S / MIME, SSL s S / WAN. 51939 359m094gbgds 3936 mM0b0Bo30580, 0og9er0ms:
0005360Mds, 0563900,  300603MmM530900L OO boffoo,  LoxsMm  WsdMMSGHMM0Jd0  ©d
mb039MLoGYGHJo0. RSA BSAFE ©530333600L  3Hgdbomyosl dbmgaomdo  bsdmsemeo 500
doombo dmdbdscmgdgwo 09gbhgdl. 306500006 ©sdoR3zMOL FH9dbmermyogddo doMomss RSA
3aMM0m30 259M0Y9gbgds, ol Gga30d¢05 Bogm35 Mo Y39esDg 4936039090 005 FoLowgdol
3603@MboLE Y05, ®MmIgEog 0b6GIMbgBHOL  3963000509dLMB  gOMO®  ZoMsMEYds. 5ol
1553999390DY, RSA-I 2565029093000 5300 25bEYds ©9dgEHILo 3MIMIIGJd0L 2o3gb3s, Mo3
O Jombdo 4os0BOHYds.
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1.1 30g6OHMemo byerdmfigmgdo

3OBOMo bgwdmfjghs 0b@GHgmbg@ols s bbgs IT 0bg®msliG®mwddm@Mmgdol MLsgOmbmgdsdo
doM0m5O 39dbmemy0ss. Jobo Bsdw)sEd00 MHOHWB39WYMBOEr0s BMbs3gdgdol LsodgEMmMdS,
9000sbmds o non-repudiation. GOBOMo  bgawdmfigs  BoOmM©  259m0Yygbgds
0009600053035300L5 S 59096 EH0B035300L 3OMEHMIMEgdTo. SBg OMI, MLsROMbM F0xROMWO
b9wdmfgMHol sOLGdMdS 30096 MLIFOHDHBMGOOLMZOL 5930 GdY0s. 30BOWIo bgwdmfgemols
3 MMH003900, MMIgdLLE 36ModE03500 30949bgdm 89dga0s: RSA, DSA s ECDSA. olobo 6
36056 33963 Mo 03BN, ©5Y0 Fom0 MLOTFONBMYds JYMHEBMdS OO dggbowo dmgwo
60o3Eb3900L sdol LOOMIEGLS S OLIMYGHWIO SEWYMOOMNTJIOL FoTMMZWSL. 39306MHxd5DY

53936900 30ROMWo bgwdmfgdol 1dgdqgdo 23035DMOL LgMOMBMW seEHIMboE0ZoL.
OmamO3 Ubgs 30i30mwo bgadmjomol Ldqds, 3980609359 ©sg3mdbgdeo Ldgdsi 0ygbgdls
3603@3MyMox30mw 393 3MbdE0sL. Bsmo MLsROMbMds 93 390069008 BbJ300L Tgxsbgdols
006503595 ©8M300gdMo.

1.2 398069059 3831969049000 30836mo bgedmiggdo
09909300035%9L 9OHNXJM50 bgerdmfgHob Lidqds - "Lamport One-Time Signature Scheme" [1].

1.2.1 53 LobEBYdol bgeIMfFaMOol golivwgdo X 8go3ogl n Log®dol 2n bsBl, HmIgdo;
990bg930ms5 dgMBgmero.

X= (Xn-1[0], Xn1[1], ..., X0[0], Xo[1]) € {0,1} ™"

LoLEB9oL 39MH0GOIS300L FoLOgdo Y dg0o3ogl n bLog®dol 2n bsbl, H™AwgdoE d90mbgg30009

d9mBgmeo.
Y= (ya1[0], yaa[1], ..., yo[0], yo[1]) € {0,1} ™"

23950930l A5TMBSMZL IS 309Ygbgdm (35¢dbEOOZ BMbdizos f-U:

f: {0,1} ">{0,1} ";
yilil = f(xilj]), 0<=i<=n-1, j=0,1

1.2.2 om3996E0L bgemdmfgto:

030m0b69001H0 BMAol m 99EHYmd0bgds, 399 BbJEool LodwsEgdom n HBMISE J9S0J(3939:

h(m)=hash = (hashy1, ..., hashy)

h 3mbgEos 303G MaMsx0Imo 398 Bbdsoss:

h: {0,1} *>{0,1} "

b9dmfigms 899gabsoMa bgds:
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sig= (Xp-1[hashn.1], ..., Xo[hasho]) € {0,1} ™"
09930 99¢Ymd0b7d0L 1-96H0 doE0 0-0b BHeMos, Byadgb@do i-me LEG®obal dogboFgds xi[0]. 0d
d90mbgggsdo, 03930 99BHYmdobgdol -0 do@o 1-05, d09603F9ds xi[1].

bydmfgGol Log®adgs n’.

1.2.3 bgandm{igol 390053035300
b9wdmfgMHolb 3960093035300LmM30L sig = (sigu-1, ..., Sigo), 39GYMd0b7dOL 3980 450MOM3Egds.

hash = (hashy.1, ..., hasho) @5 9980920 2563 ™Mqds Mbs d9350mfjomm:

(f(sign-1), ..., f(sigo)) = (yn-1[hashn.1], ..., yo[hashe])

0099 JoO0s, bgedmfjges LHmE0s.
50 19900l 053560 @S LIOOMBYO 65300 2oLOMYOOL OO DBMTvs.

0 (2*%) MLsxOHMbMYdOL FoLSOFIZ5®, WOd O EHMOMEO Fols®gdgdo ¥Bs 0yml 160%2+160 do¢o
=51200 do@U, gb 51200/1024=50-%96 0O, 3000609 RSA-U d5dmbggdo.

31939 b 530060bM™, HMA I 373w Ldqdsdo bgerdmfioMol Bmds MBOHM 0O, 30069 RSA-
b 99dnbggzsdo. Winternitz-ols gOH0X GO0 bgedmfgemol bdgds 999mmogsHgdmeos bgwdmfgemols
Bmdolb dglsdE0MOES.

9eOmOxIMs©o  bgwdmfjghol  bdgdgdo 565509335¢IM0s  MBgAHbo  369dBH0o3wo
LOE1Y530900LM30L, MoEYD AoLoMYdOL MoMMgMwo Fyzowol gsdmygbgds dbmeEmE gHMO

b9wdmfgHobomgzolss dgladergdgero. 1979 fjgwl Ralph Merkle-8s 890ma300035%s 58 30Mdgdols
23900509439Ho. dobo 0@Yss LEOWMWoO MmOMdomo 39dol bol  45dmygbgds. 0gs ML, MHmI
390m30949bmm  dobstemo 399930 by 0doLsmzol,  GMI  F9359300Mm  GONKIMSPO
3960303530900L 25L5090900L MOMPIbMds GO0 LoxsMm golvmqdom, MHMIgeos 0469ds bols
339L30.

2 Merkle-ls bgemdm{ig®ob bidgds

bol Log®dg »bs ogmb H>=2 @5 9Mm0 ©os gobamgdom 2%, ©m3mdgb@bg bgwol dmfgcs
8909905. bgadmfg@ols s 390053035300b 2H Gyg0wo 396960M@9ds; Xi, Yi, 0<=i<=2H. X 560l
b9dmfgMob golowgdo, Yi 30 3900830353000.

bl BMMEgdol oo gds©, BgIMfaMol golowgdgdol 398o6mgds d9dgao 398 3MbJiEo0l
Lodmoegdom Mbs Imbgl:

h:{0,1)%{0,1}"
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d9mdgro 3396dol Fobo®gds, Fobs Mo 3356d0L 3Mmb3o@gbsz00l 39806gds bgds. bob gqligo
b9dmfgMHob oo olowgdos.

Fig. 1. Merkle-b by, Lo H=3
33091 98mbsbmeos by, ooz H=3; a[i,j] 30 bols 3356d900s.

6900L309M0 B0l 89¢3Ymd069dsbg bgerdmfgMolsl, 39806M9d000 Bmds 930005 n-0l BHMES©
2396005393bsom.

h (m) = hash, 89&yg4md0bgdol bgardmfio@olmgzol, gsdmoygbgds ™m30mbrdmemo ghmx Moo
3LOgd0  Xap. bgadmfigds sMol  gOHMMOIWOds:  9OHMYIOO©O  bgedmfgMol, 9gOHmMXIMSO
3960303530008 3oLsgdol, 2olomgdol 0bgdbol @y  Yyzges dds  3396d9d0L, HMIwgdoEs
3960B 905 13006750M0 golivmgdom, Mdmdgams 0bgduos “arb”.

Signature= (sig||arb|| Yus||authq, ..., auths.;)

bgwdmfgdol  dgdmfidgdolo;mgol,  ghomxgMs©o  bgedmfgmol  3mbGHMmeo  dgMbgmeo
3960080353008 2oLomqdom  bgds. vy 39M0BR03IOE0S  JO0SMS,  Yzgws  LbysFodm  3356d0
3900M0m3wgds "auth"-om, "arb" 06gJloms S Yan. ) bols 3qligo 98mb393s Voo FoLOWgdL, dsd0b
b9wdmfgds bLmMos.

97



Scientific and Practical Cyber Security Journal (SPCSJ) 4(1): 93 — 102 ISSN 2587-4667 Scientific
Cyber Security Association (SCSA)

50 3003GMLOLEHIIL 9839JGWIOMOOL 3OHMBEGTs 5d3L, Jolo A98MmYgbgds 361ogdE035d0 FoMgdgWos
[2-4].

9OMXRIM©O0 3dL>0GBdGBOL 2H Fyz0e0 MBS ASTMZNZIM® o FdLIMIBOL 2969GH0MGOOLMZOL.
2395090 gm0 OO MHOEb30L G9bsbgs 36154303500 3OIMdWYTMMOS.

3. Merkle 06&9300M9dmmo PRNG -o»

Abmgwoml dgEbogMgdo 3mdsmdgb 58 Bggdol gomdxmdglgdsby. ghm-gOmos PRNG-b (glyzom
39000b393000 MHo3b3900L 9gbgMOGMEMmOL) 06@JAM0MYDS, Broms 56 Fg30bsbmm godmmzwgdo s
QOO MEY6Md0mM 9OHMX IO 2oLoMgdol fiyzowgdo [5,6].

bmaoghmo  PRNGs, 6OHmIwgdog o0m3wwgdm©s Mbog®ombmo 89330005  3356¢w60
30030993900 2533 gbmm, $80¢H™I BOMbows© Mbos 30ymm PRNG-ol 996Hhg30Lsb.

Merkle-do CSPRNG 9305355m0l 390 536J305H9 ©0o13vdbgdmen senoam®éomdl, Mowpeb dslbyg
30090 5¢MM000305 x3wYdbgdmeo. NIST-0l ©93mdgbsioss PRNGs-bg sg3mdbgdryero mémo
mhy39d0o 390o: HASH DBRG s HMAC DBRG. 9390905 HASH DBRG, 65096 wma®m

9899G 0.

B396 2m035Bmdm HASH_DBRG Usfyobo  360936900md9d0l,  0gberols,  49696ms30olomgol
30D03MM0 335660 99dmbgzgz0m0 MoEbgzgdol (QRNG) 2sdmygbgdsl.

4. 3356&1M0 39000b3930000 BHOEHIGOOL 3969MsEMMYd0

09-20  Lowyzmbols dgmeyg bobgzsmdo  3mI30MGIOHMEo  LodMEsE00l  BOILMID  ghHmo,
909dGHOHMbM 99dmbggzomo MoEbzgdol 49bgMo@memgdby dmmbmgbsi goobo®ms. 08 MM,
B39 gdc030 dm3mwgbs 0ym 89dmbz930m0 MHoEbzgdol 3HMO0WYd0. MSOMLdGH0MHO TS
bgwdobsfzomdo  fysrms  F9ddstodo dgdmbgzgzommdolomgol.  Geiger-Muller-ol  doegdo
3303bMd0sMgs o, B O ¥ ©505300L 503MBIboLy S PO 0gMHYdOLM30L. Jobo Lodwowgdom
3030090 Bs0dgOM, 35MR0 M3EO0MIJEHO0wo 503)dqd0. LoTsMEH0Z30LM30L, MOPOMOJEOMOMISDY
©5393b9dero d9dmbggz300m0 MHoEbggdol 29bgMsBM®m9d0 ©sxdbgdo ogmlb B Moos3zo0l
503mbhgbsby.

Geiger-M"uller, GM - do gGmo bsflowszol ©gdad@™meo Fo6dmgdbol ombobsgool dmgzeagbosls,
6mdgwoi Townsend avalanche-80 4983500030905, 89009390 339936 8mfymdowmds, MHMIEos
Ljmee  3mbgogm®omgdol  dgdmbggzsdo,  mommgmo  sedmbgboo  bsfogszologols
0o6M8mgdbol  3mell.  69doLdogmo  SGHMIOL  ESTWOL  sEEdIMMBS  3MBIMYEHIWo MMl
06¢9635w0do (t, t + dt) 560l 9gdudmbgbioswm@mo d98mbggz0mo (33es0, P(t)dt = Ane”(—Ant)dt ,
Am @530l 399d0306m300.

9 QRNGs §o6m8mo90l ©®g3s6gmo m3@03mmo QRNG-ob {fobsdm&mdgel. gs9moyqbgds
abasglo (3690990 s BJgdgdo, Fopamsd M3OMIdEBHOMMO [gohm s GM  dmzgeo, BmEmbols
0950m930ms 5 ©9GHIIGHMOGO0MS Bsbo33wgdeo.
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500M5dBHoM6  sdwsby oxnMdbdwo 306M39wo  3356FGH M0 dgdmbgzgzomo  Moibzgdol
3969653HM™mM9gd0 8936 LsgMmm 9egdgb@l 0B0sMgdL. MdgEgbmds 0ggbgdl 30xzOWIE Jm3EgEnL,
939906 3ligdol 990mbzgz0m d0GJddo 36396 GSE00LMZ0L. 3053MIEo IMOoEb3 o
B0l dob godmdsgoe 360d369emdsL 1-0m, GmEaLsg 9603369wmds Jooegdl 3ebl s
3999905 3505EGHZ0MMMU - s0fYml M3 bme0sb. 3093 9Mmo 3603369 mz560 gargdgb@os
BOBROME BsomMsb LObJOHMbODsE0s. 58 QRNGS v)39malis 496335ME930 M 5©3[FIM LosmgdL,
LG50 s 6o Lssmob Ggddobom, v lobdoMHom, HmIgerog 503mBgbol bydrysenm dsbgzgbgdgwls
3600369 m3b5 509353 gds 96 29300090000 30675, LHGSR0 Losmo, Loz v > A, 53969M0M9gdL
0936 3mwbl, Geiger-ols dm3mgegdl JmMobl. by bosmdo, Losz Vv < A, Mbs ogmlb golmero
153056080 MM, GM ©9E9JBHMMs b 3MYAOLEHMOMMU 5305MOLO MEIBMdOL 3Eligdo.

50 ggdgbBgdom, 50dmBgbol M™OL dgdmbggzommds dgodergds 4sMs3ddbso Msdgbody
aboom Ggdmbgzgzom 305M9gddo. aqbgMsdmmgdo Isida o lkeda, sbggg Vincent 0g4gbgdl LHGex
L5506 IMOEbzgwl, Loog Ymzgwro sedmbgboeo 36033bgarmds 030mbgds ©s 89909
6w 9ds (4m3z9e X9ODg, OMEs IGHIIGHMODBY 360369 MdL 300gdm). 50IMbgbols ImIgbEdo
dMoEbzgwol  360d3bgermds  4sdmoygbgds  dgdmbggzomo  Gogbgol  [o®mdmboddbgwrso.
3600369 mdq00L gob5fowqds 96 MO Msbsdsc0, LsFoMmMmgdl FgbfmMgdsl. 0mvy Homdmzddboo
5MB0M (30836, 393300005 5300MmM Y39wsbg bogwrgds 3603369wm3zs60 BogmEs. MmGMdoMO
0000936™d0LmM30L 993035 9bEGHMOO  IgmmEos  dMoEbzgwol 3603369 mdoL  Gmemdol

999m{)090s, o300 3ligdols 360d3bgwmds 396300 009 erfjo.

39O 350056305, Bgewo Losmol 2odmygbgds, Goms ©9350P0bMmm Mmool Fogozombmo
d6oibzgwro.  Schmidt-ob  4969MsGHm®do  GM-ob  ©)GHIIGH™MOL  3M9wbgdo  IMoEbzgeol
3600369 mdsls BOHEOL. OHmgLsg bgwro Lssomo Fo@dmgdbols sbogw  3mambl, dHoEbzgeols
3600369 mds g5dm0ygbgds, MmamM 8900mb3930000 308MHO s SMZWS 33wo3 0fYygds 0-qsb.
399m8535em0  360036900mds  Fgglodsdgds oMo bssmol  3gMom@do  bsfors3gdol
mEIbMdsL. 396 3BEMIgzm IOHoEbzgwl, MOmIgwos 99bgMoMadls 0 ©sb M-1-dqy
3600369mdqdL. gl 9GOl dmEmErom M IMoEbzgwo. MmEgbsg M = 2, a35d3l mOMdomO
39000b393000 G0o3b39d0L FgbgMo@MEM0. F9gMbgmeEo 30836MJOOL A9BIFOWGdS 56 sMOL MBIVdIMO,
05650 YY) 53009000 M 300 5 FMZ35¢RIO 5dm30@Bm 3608369 MdYdL, 303009000
90396M3dmgdsl  LobMzggmo 30609  gobsfomgdom. 53 3OHMmEglL  gfmgds  "d93mddzs .
6500M5JGHOMMO0 T 515939 odM0Ygbhgds sBsmymMo 30330vEgMHd0LMZ0L MGG HIsEOl
d9L5gabgs. dgdombggzomo  bdomEol  gqbgs@m®gdl 860d3zbgermgsbo  Gmmo  3mbosm
0300380065308 0Bs0bol LoTMWH3E0580, BsEWMYMG Fodmm3wgddo. ol s1s939 2odm0ygbgds,
M3mO3 Ld@gbBem LBogbswo, Bmyss olgm 3mdMbo3gs300ls s LodMEIs300L 3OHMdEYTgddo
Los3 3505¢59BHM0 Loabowos BsFo®mm. 53 dgdmbgzgzsdo, GM g593sMm0Esb 3mwbgdo ofj393L
35030l Logboerol Tg;33sls. HMEgLsa bofoszo 4s8m3zwobgds, Logbswro FoMoE0ID WIdSEO
0503056 250050 VBIOEID  Bopowrdo. FgEIgEs©  dowgde  Jgdmbgzgzom  Logbowls
39000639300 39W9aMoR0 bdorML Mfmgdgh. 98 OML 5O g30bs MOM™Mdomo Logbswro,
65090 Gaussian-ols bdorMo.
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5. godmfigg3900

9099b95350 0oLy, MMI MHIOMIJEGHOMO WYY sx3dbgdo QRNGs g35deg3l 3960
bseolbbol F93do0@ d90mbgzg300 Hobzqdl, 99300 6530m35698900, HMIgdoE BO©Lgl dsom
365d3H03M  2odmygbgdsl.  96093bgemzsbo  dsMmogmos  doGgdol  LoBdstg, BlzgmEgd&mOg,
65996009 sbgo 3owmdodo foddo.

30639000  3MHMdE9Ts  M5EOMOJBHOMMO  FYsmml  LsFoMmmgdss. 3M0bE03d0, Yzgws ©sdwsby
53936900 QRNGs 3999500l gmbme Go05305D9. 099 ©9BIJBHMM0 0DBOWoMmGdMWO oM
560, 999905 I0MZsml  ImbgBoswg 3MLIMbIOHo bbogqdo, Moos30s MoE0vdosb,
006093006 s Bb3s MoEoMmod@Howmo Tobogrgdosb, GMIwgdos ©gsdofol Jgdddo 6
3596 305. 09939, 0673060030 083005 Fo®dMJboL s FoMm Boffos39dl, MmIwgdos 9o Hsddo
5009b0dgbg IgBHo 046905. gl 560l BMBEITIBEHMO0 3OMdEGTs, MMIJOE MIEOMIIEHOYOO
590l QRNGs g3sGomE 259mggbgdsl bgels Mdwol. LiGsgo ¢9d3ol dolbomfigzsw, QRNG-L
LF0MEYOs Fo0B MOOMIIGHOIM0 [goPrm. ogooms© 29696MsGHMMmgdo 0ygbgdgb Cobalt-60,
Strontium-90, Caesium-137, Americium-241 56 Nickel-63. gl dmmbg®Obgdgos s IMoMbM3L
MBOBOHMBMYGOOL 4ovdxMdYGOSL. Jobgozs 0doby, MM o fgosdm, MHmymOmOoEss Americium
5Q0305©  0DBMMOMGIIPOS O POZMOEILYOM0s 3350l Logboergddo,  ©sTsEHYdomo
Log@mbowol Bmdgdo byl Mdwols 3md30vGHIOHMb 063MoE0sL. gl Joymds 3560250
9850dL dbmemE obgm B3gE0swE bLyM396M9dMD, HmymGmoEss HotBits.

39690069090 d0Egd0L LoLHMsxgol dgmMg 9HBMYZss IGHIJBHMOYOOL 33360 OM. Geiger-
ol dmgwgedo avalanche, ®mIgog BOHOOL MoMMYME EsM3sl, GM dowdo bgds 2oBol
00mboBs30s. avalanche BgMHgds, MHMEILOE IIO0MO 0Mmbgdo FgdmgMEHYdgds cathode dogndo. gls
006930 24303938 MBOM dg@o avalanche-sb, Lbsd bmEOTseH IEYMIsMYMIST0 OMHYBYd0b.
033005600 Mm 6oL, GM dogools dobodsgrm@mo MM, GMmIgeog LsFoMms LM sdmbgbols
MBoMol  odMMBYdsd®Y. gu MM FgodErgds 0gmb SMIMEMd0m b5bmfodosb ©sdgbodg
003600ms9509. gb DBEMEIZL oM3wol  LoBJs®gl MHz  ©0535Hmbdo.  bBobggzMoasd@e®
23999693l s1939 BF0MYdSM 8330 MM MOMMYMO  S0IMBIbol 8999y, MMIEOs
90360mfo90l ©0535DMmbIos.

03300560 ©MMb s bbgs 9M59Mmy350mMm356 Fysmmgdl LFoMHdsm  ©sdM3s390s, MM©ILSEG
09000b393000 d0EJOOL 29bgMs30s bgds. BMYSIE, ©R969M0MIOMWO doEHIdOL bobobbo
39020 0g6905 @d MHMgLbsg OOl  IMBIboo  MOMs3 8039MHdMYds,  SMLYIMDBL  oMGH030
05318539000 3900MmYd0, HMICGO03 5©05®P9696 F9dmbgzgz00 Jowgdye 360d3bgemdYdL.

L5dME MM 3OHMBGTs Bobggz96158GHM ©YEHIJEHMMIOL gbgds. oDy Imddggdl Moosios. Geiger
d09d03 OMM 2063530 Md5d0 033000905, Boa®ed  omDBY  M50s300L  9BIJAHO 339

d9LPog3e0E0s, bmwm 3mb30gEHMws© M505300L IGHIJBAMOIOOLMZ0L BobgzsMsdEHMm9d0
abo0s. BsFomMms 53 bLZ0MBOL EOMOL obdogarmdsdo Tglfagens.

50 99B03900L J0bHgs35, M19EOMOJEH0OO TS d9dmbg300MdOL glogzgMolo Fysmms,
505¢00 Lobds®0ol IMHYmdOEMBIOOLMZ0L. Togo0ms, o5 F9wdEr0s dMmA35HmOML 9bGmMGos
3Ly3E™ Fgdmnbgzgzomo MoEbzgdol 2969GMeEMMmgdol Lofilgobo 60369 MdIdOLMZ0L. WRM™
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dmdmbmgbo LolGgdgdolmgol, MHMIWgdog d0EJdoL dopser LobdoMgl dmombmgzgb 6 Gemss
33065 530 5350M0OM® MoEOMOJEH0E Fysmrmgdl, mobwrglio QRNGs 3560 Bobo33agdss.

6.  Uggds

bol Bmds Mbs 0ymlb H>=2 ©s ©m39996¢) %9 bgedmfig®s 890dmgdm@gl  gomo 28 ©os
3oboEgdom. 3356@MMo  dgdmbgzgzomo  MoEbzgdol  29bgMedMm®mgdom  [o®mdmzddboor  Lafigol
9600396crmdqol. PRNG HASH_DBRG 0@gdl 53 bsfgol 9608369cmdsl, Gmam®s 89ds35¢
3600369 Mds 5 5396900690 bgedmfgmols s 39M08035300L FoLowgdgdl; Xi, Yi, 0<=i<=2H.
Xi 5600L bgedmfigmol goliswgdo, Yi - 390053035300L 25L50900. bgbg Bmmergdols dobsmgds, 399
53BJ300m bgedmfigmol 2oLomgdgdol 3gdo6Mgds begds:

h:{0,1)*>{0,1}"

90mdgeo 33956d0L 4ol gds©, Hobs MmO 3356d0L 3mb35BHIBsE00L 39806M9dss LoFoM™. bol Bqligo
360l bgedmfigMol oo golivmgdo.

6900L309M0 B0l 89¢Ymd069d5bg bgardmfgMolsl, 39806M9d000 Bmds 930005 n-0l GHMES©
2396 ©53J6s0.

h (m) = hash, 89340006930l bgedm{io@olmgol, gsdmoygbgds 30mbgdmemo  gMHMNX MO
3BOgd0  Xap. bgadmfigds sMol  gOHMMOIWOds:  9OHMYIOS©O0  bgedmfgMol, 9gHmMXIMSO
3960080353008 35Lsgdol, 2olomgdol 0bgdbol s  yzgaws dds  3396dgdol, M™Iwgdos
396MB 905 1300690100 golivmgdom, Mmdgems 0bgduos “arb”

Signature= (sig||arb|| Yan||authy, ...,authm.;)

bgwdmfgdol  dgdmfidgdolomgol,  ghomxgMs©o  bgedmfgmol  3mbGHMmeo  dgMbgmeo
3960030353008 2oLoMqd0m b ds. vy  39M0B0ZOE0S  JO0SMS,  Y3gws  LbyFoMOm  3356d0
3900M0m3wgds "auth"-om, "arb" 06gJloms S Yan. ) bols 3qligo g8mb393s Voo FoLogdL, dsd0b
b9wdmfgds bLmMos.

7. sb336s

300900 bdgds 1b5305m© 9BIIGIM05, MO o6 0bsbogl bgwdmfgmol gzgus AoLogdL.
049690l 33963 MMo© dEaMme© BLgg™ dgdmbzgzomo  MHoEbzgdol 39bgcMedm®l, GMmIgwos
049690l 398 3bd3090L s 9GOl NIST LEsbs®mEo. ol ggbgMs@GmEmo Lofigol 36033690 MdgdL
0090L 3356@ M0 89dmbzgz0m0 MHOEH3gdIOL 9BIMBMOO0EB. 2osbse0BYdMWos 33560
3900mbgg30m0 M0oEb39d0L 2969M5EMMYdOL 5dmygbgdol 4sdmfiz939d0.

ACKNOWLEDGEMENT

The work was conducted as a part of PHDF-19-519 and the grant financed by Caucasus University

101



Scientific and Practical Cyber Security Journal (SPCSJ) 4(1): 93 — 102 ISSN 2587-4667 Scientific

Cyber Security Association (SCSA)

000E0MYMIBOS

1.

Ajtai, M.: Generating hard instances of lattice problems. In Complexity of computations and proofs,
volume 13 of Quad. Mat., pages 1-32. Dept. Math., Seconda Univ. Napoli, Caserta (2004).
Preliminary version in STOC 1996. 8. Babai, L.: On Lovasz lattice reduction and the nearest lattice
point problem. Combinatorica, 6:1-13 (1986).

A Gagnidze, M lavich, G lashvili, Novel Version of Merkle Cryptosystem - Bull. Georg. Natl.
Acad. Sci, 2017

Buldas A., Firsov D., Laanoja R., Lakk H., Truu A. (2019) A New Approach to Constructing
Digital Signature Schemes. In: Attrapadung N., Yagi T. (eds) Advances in Information and
Computer Security. IWSEC 2019. Lecture Notes in Computer Science, vol 11689. Springer, Cham
Post-quantum cryptosystems // Modern scientific researches and innovations. 2016. Ne 5
[Electronic journal]. URL: http://web.snauka.ru/en/issues/2016/05/67264

A.Gagnidze, M.lavich, G. lashvili, MERKLE WITH QUANTUM TRNG, Scientific and Practical
Cyber Security Journal (SPCSJ) 1(2):14-20, 2017

Buchmann J., Garcia L.C.C., Dahmen E., Doring M., Klintsevich E. (2006) CMSS — An Improved
Merkle Signature Scheme. In: Barua R., Lange T. (eds) Progress in Cryptology - INDOCRYPT
2006. INDOCRYPT 2006. Lecture Notes in Computer Science, vol 4329. Springer, Berlin,
Heidelberg

102



