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ABSTRACT. Hardware-based security mechanisms are becoming increasingly popular, but implementing
these mechanisms correctly has proved difficult, thus undermining the root of security. This work introduces
an effective way to formally verify important properties of such hardware security mechanisms and,
consequently, determine the optimal mitigation strategies for each particular use case.The goal of the research
that is reported in this paper was to understand the weaknesses of hardware-based devices and related software
systems, in order to improve the necessary security mechanisms. The goal of the work is the creation of modern
recognition system to identify hardware-based vulnerabilities and provide users with corresponding
recommendations. This paper describes an integrated software system that analyzes the potential security
threats that may affect a certain hardware-based system, and consequently suggests the optimal solutions. The
result of our research is prototype of the system, which is able to collect information about modern hardware-
based vulnerabilities and provide user with corresponding recommendations according to concrete scenario.
Controlled test of the system was made in the frame of the research. Furthermore, in order to optimize the
usability of the reports that the system generate, and the end users overall experience, the algorithmic core will
be complemented with relevant machine learning elements. Thus, dedicated analysis routines will analyze the
data that is stored in the database, also considering the newly entered data, will combine the available data and
eventually add the required supplementary data to the database.
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MMIgoi  290mf3gmwos z - o, 9godergds ogmlb  FomBmpagbowo  gMbdzoom  aolsmdol
3609369cmdoo k*.

L(k™) = fir(p) + € (M
3630 firr ©0M3I0EIOMW0s JMHO3GHMAMIBOME SERMM0mMIbY s MYo0bD300l IgoMYdHY
36MHMyM3dMe s 339M9@ OO MB3geymz3sdo. BMbEo0sb hbpgds dgamdol & HmIgwos
bdsmmob (33o©L HoMHIMogbl s MOl ITMM30JdJEO.

8903539090 LolEgds
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Product vendor
Choose product
Software version

Choose user level

b 6. LolBgdol 0bEHgmxgolol bsfowo

LobGads, MmIgerog dgdvdsgs 33eg30L GoMagddo dgyzsboero Bmbsggdgdol Logdzgu®y
bgbl  535M0G MM MBOHMBZYYmGBIBY ©IRMABIOMEo BJgdgdol MLsgmmMbMmgdol ©mbol
©50965L. Abgaglio Godolb dgxsligds 8godegds dmbgl Mrmym®E Losmaolyg, sLggg 0bMLEMOW ©s
IoT go6gdmdo. HoMdmpagbowo LolEgds s@ol dgddbogo web 53035300l Labom, HMIgEos
3039005 00 §gsmrmlb dmgerom (open source). LobEgds Mogzol Fgxzolgdols dgmmgddo 0gyabgodl
139(305W0HOMYOM dmbs3gdms dsDYOL, MMIWddoi 0bsbgds 0bxzm®mTszos Msbsdymmazg ©s
39H95¢OH0 MBOGOHMBMIOOL 3MIMdGTJIOL S 093ILHTGOOL Tgliobgd. 53 3EoEBMMTZdTo dgol
obgmo  MOHglmeLgdo Omameogss AttackerKB, CVE MITRE s ExploitDB. Lol@gdsdo begds
Bg0mombodbmmo 35Hgd06 g MHo s 2obsbgdso 0bZMEMTs300lL dormgds. LolGgdsdo
0mbs399900 bsforrgds ®59qbody 3939ammool dobgz0m: 535M9GMMME0 MLIGOHMbMYdIDY
05303bbAoL  39dBH™MYd0, sbogro  LobvlEggdo sOLYdIME  3OMEMIGHIOTo s TMFYZEEMdS
LoLEBHYTGOOL  2obwYsbEradgE 39MLOYdT0. SOBIBdMEO 0bBMMTS300L TMTsz9d0L Logwdzguwby,
LobGadol JogH bgds dgLedsdolo Mg3mIgbwogool 4o3qds.

LobGgdol bsdmdsm d9dsboBdo §83wd6gds 0bRMMTs300L FMYMM3gdL 3MmBIMYGHWIWO 95356M5EWMEO
MBOHMb3gymaol  dobggom. gem-ghmo  Y39weDy  3Mm3MWEMH IO 053©sLbIJdIOL  GHodo
3350M5@MMm MHOHMB39wYMBIBY 5M0OL .. 33900 sGLOL (side-channel) msgslbds. 33eg30L
RoMagddo 99Jdbogn LobiGgdsl 5Jgl dglodgdermds o9 EObML 439MEOMO SMbOL  Fosgmbas
LMo JgEIR0m z. 9B 295mb3zs 89odegds oyml Homdmygbowo gmbdsgool Labom HmAgol
3BogdoL 3608369 mdsy k¥, LoLEGISL FguydeEros Fgog3abml  gogmbgol dglisdwrgdgeo  mby
d9Lodsdolo 350539EHMIOOL 458MmYgbgdom s bdsm®mol IBMM30EIIJO £ (33¢C5OM.

890092900L 396boengs

330930L BoMgddo, dmbs d9ddbowo LobEgdol dgdmfidgds bgswolbgs Imfiymdowmdgdby s
3996035B9 mOH0gbGH0MYdME 3GMYMTN 3eo@BMMTGODY, HMIgdo Lbgoalbgs mMasboBozosl
93799360b. EGglBoMgdol 39M0MmEo 0gm mmbo m39. 5960y, BOMMWTs MmMYS60DI309d85 mgzgdo
gombge  458mbEIgL 93060  LoLEJIGdOo, Moms Fmyzshm©mb  Fmbo3gdgdo, MMIgdos
3304090905 MLIROMbMGdOL  EMBOL  2MBNMOJLJIOL  MZoELsBGOLom. TMfigmdowrmdgdo,

8



Scientific and Practical Cyber Security Journal (SPCSJ) 5(2): 1-11 ISSN 2587-4667
Scientific Cyber Security Association (SCSA)
HMIId0E YM39wEeg 359moyggbgds bbgealibgs mMmasbobsiogddo Lbgswalbgs dobbydolbmgol,
L3 BGYLGHOMYOS bgds HoMmdmagbowro LobGHgdol gsdmygbgdoom. s3M0Ys®, 0yo FosdMoygbgls
©MgA0LEAMOMJOINYTs MMABO0DH30gdTs s TgaMmggdayeo dmbszgdgdol Logwydzgwwbg dgogdbs
93009b530900L LEMEO Bos, MM LOBMIHBMMIE SOOL FoMIm®ygboero LyMmocmby 7.

RECOMMENDATIONS
PERIOD

M Hardware problems B Configuration problems
Outdated wireframe

n o
0

in © 4 ~ ﬁ
o o n
1ST MONTH2ND MONTH3RD MONTH4TH MONTH

e 7. Lo693mIgbsE0M 39MH0MOO

3936003900 dmbs3gdgdo gbgds 300gMLIGRMMbMGBdILMD ©35300M9dwo Lsdo 5@ gaM™ool
3O0dEgIsl: 535M0BHNMMOL 3MrMdENgIgOL, 3MBBOAMMHE00L 3MMdMIIgRL s dmdgzgegdme Jiguw®
LEAHOMIGHYOIOL. 5TIM0YO®, 50IMBDbEs, MMT MLITROMbMGOOL Y39wsby o3 EILgdo Ls3ombo
9bgdMmEs  935MOGMHOL  SOFME 3065308 MM0300L, Godsz dgodwrgds dmdsgsedo  LMoMmbHBYIEo
36MMddgoo  35dmofigomlb.  Fglsdsdolo, hsOmWE  MmGYBboBE0gdL  Bogfimmom  Fglisdsdolo
930396530 g00.

9L 30330vEH9OEo 93b0gMYdOL MMM S 365JEH03580 LEIBIM B0 3MO3EHMYMIBOIEO
3EMOH0mMFJO0 MBIBOHNHM® 03¢ Jeslin3 MO 33309 gMFOOL T9gEg30LYsh. bobsldom Mbos
5006086Mmb, M 535M5BHMMsDY ©x3wdbgdmE A439MHOMO sMbYdIOL T93g3qdds Fgodengds Qogmbml
0653mM 35305 Goxm0obL Tglibgd. gl Mgl 30330EIMwYe d93b0gMgds30 OO 3MMdENYTss. LoliGgdom,
MHIgenlog 99 33¢0930L BoGIRYEqdT0 300535HMD, 53 3OMBEYIoL Jm350Mgds F90dEqds. 1sbsdgMmagy
3979603509 09139369390 LobEHIgOOL STMEEMBOL LobETs 0ggbgdl sHoer JoyMdsly 3HMdEgdol

230L3bOOBIIWI©  3MB3MgH Mo b3gbstol Loggmdzguwbyg. sbogro Foymds 0ygbgdl bmdo
39960396 9mfgzeomdol  dmbsggdms  BoBYOL, Ao9bsEBYdMo  LobGHgdol  dMTsmgmdOL

239035¢00b{obgdom.  BHgdbozme BBy Ixzmdbado  Lbgsolbgs  dgBg3900  Fomds@gdom
bmME0gwgds 00BbgLOL, FsbsmEIGOOLY S B0bBLMmO LEgMmgdol 3bmdowr LolEgdgdbys 3o. gu
3odBo  mebsdgmmzgg M93mIgbsoogdol  LobGHgdsl bogogrw® @ OB  LOEYIE0LMD
F9LodsToLMBdST0 5d303L. gl BodBgL, GMAT Fomzswolfobgdmwo doymdol Lsgmdzguwbg, IMegow
MmO560B300L, HMIgEoE FFomdL b3sElbZs J0TsMHMMEgd0m, 8gmdwns dgo3Lmb MBsgOMHMGdOL
bs639D900 $9db03me LobGHdgdHg s, FgbodsdolsE, 2osHBO®OL Foo MLOsFHNbMGdOL E™bYL.

9



Scientific and Practical Cyber Security Journal (SPCSJ) 5(2): 1-11 ISSN 2587-4667

Scientific Cyber Security Association (SCSA)

93m09bo30900L  LobEGgdsdo  d98mygbgdmmo  dgomEgdo  §adgamgds  3MedBHogme  bsgrobol

00M3q0Ls O 33N dmbsgdms dsHgdL. b BodBHo M93mIgbsEogdl Tglodsdol o

LOLHGYJIML BEOL HMAMEF LodmErme F,mdbTsOHGOLIIOLMZ0L, 53090039 MMREODIF0JdOLIMZOL.
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HAIHOHAJIbHOr0 YHHBepcuTeTa HMeHH Tapaca IlleBuenko (r. Kues).

ABSTRACT: In information networks, when detecting and recognizing cyber-attacks, they
are usually interested not only in the fact of the appearance of a particular attack, but also in its
informative parameters. The result of actions performed in solving the problem of the presence of a
cyberattack depends on the degree of closeness of the estimate to the true value of the parameters.
Therefore, losses in the process of recognizing (detecting) and evaluating a cyberattack depend both
on errors in its detection and on the inaccuracy of assessment, which will not allow providing adequate
countermeasures, and at the same time the task of joint development and evaluation arises. In practice,
the moment of making a decision is very important, since with an increase in the observation time, the
costs increase and, therefore, the fastest decision-making is desirable. At the same time, sequential
detection-estimation procedures are more effective than inconsistent ones. Therefore, finding the
optimal, consistent or close to them procedures will increase the cybersecurity of information.

Some results related to joint sequential detection and estimation, obtained in the works of
other authors, show that in the general case it is not possible to find a constructive solution even in a
two-alternative problem. Therefore, the authors made an attempt to solve the problem of multi-
alternative sequential detection and evaluation of a cyberattack with a random moment of its
occurrence.

AHHOTAIIUA: B vH)OpMAHOHHBIX CETSX [IPU OOHAPYKEHUN M PACIIO3HAHUH KUOEpaTak
OOBIYHO HHTEPECYIOTCSI HE TOJBKO (DaKTOM TMOSBJICHHMS TOW WIM HMHOW aTrakd, HO H ee
MH(MOPMATHBHBIMU HapaMeTpaMH. Pe3ysibrar [eHCTBHM, COBEPIIACMBIX IMPH PEIICHHH 3aJa4yd O
HATMYUK KUOepaTaky, 3aBUCUT OT CTEICHU OJM30CTH OLICHKH K MCTUHHOMY 3HAYCHHUIO MMapaMETpPOB.
IToatomy moTepu B mpolecce pacrno3HaHus (OOHApY)KeHHs) U OLCHHBAHUS KUOepaTaku 3aBUCSAT KaK
0T OmHMOOK B €¢ BBIABICHUU, TAK M OT HETOYHOCTH OLCHHBAHHS, YTO HE MO3BOJHUT OOCCICUHUTH
aleKBaTHOE MPOTUBOICHCTBHE, U MIPU STOM BO3HHMKACT 337a4a COBMECTHOTO PA3BUTHUS M OILICHUBAHHSI.
Ha mpakTuke MOMEHT NPHUHATHS PEIICHHS OYEHb BAXKCH, MOCKOJBbKY C YBEIMYCHHEM BPEMECHU
HaOJFOJICHHsT BO3PACTAIOT 3aTpaThl H, M03TOMY, JKelaTeIbHO ObICTpeiiliee MpuHsATHE perieHuit. [Ipu
9TOM MOCIIeI0BAaTeNIbHBIC MPOLEAYPhl 00HAPYKEHHSA-OILIEHUBAHKS, HMEIOT OOIbIIYI0 3P (HEKTHBHOCT
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[0 CPaBHEHHIO C HEMoCaenoBaTeIbHbIMU. [103TOMY HaXOXACHUS ONTHMAIBHBIX, MOCIEIOBATEIbHbIX
WM OJIM3KUX K HUM MPOLIE/YP, TO3BOJIUT MOBBICHTh KHOEPOE30MacHOCTh HH(POPMAIIHH.

Hexortopsie pe3ynbTaThbl, CBSI3aHHBIE C COBMECTHBIM IOCIEIOBATEIHLHBIM OOHAPYKEHUEM H
OIICHMBAHUEM, IMOJY4YeHbI B paboTax JIpyrux aBTOPOB, MOKA3bIBAIOT, YTO B OOMIEM ciy4yae HaWTh
KOHCTPYKTHBHOE pEIICHHE HE yJaeTcsl Jaxe B JBYyXaJbTCPHATUBHOW 3amade. [loaTomMy aBTOpamu
ObLIa c/iesiaHa TOMBITKA PEIIUTh 33]]a4y MHOTOAJIBTEPHATUBHOTO MOCIIEC0BATEIHLHOIO O0OHAPYKECHUS U
OIICHMBAHUS KHOEPATAKU CO CIyYailHBIM MOMEHTOM €€ MOSBIICHHUS.

KEYWORDS: analysis of the processes of attack and counteraction in the
information space, sequential detection and assessment of cyberattacks, multi-alternative
tasks.

KJIKOUEBBIE CJIOBA: ananuza npoyeccog nanaoewus u npomugooenucmeus 8
UHPOPMAYUOHHOM — NPOCMPAHCIEE, NOCAEO08AMENbHOE OOHApYJiCeHUe U  OyeHusaHue
Kubepamax, MHO20ATbMEPHAMUBHbIE 3A0AUU.

BBenenne

IIpu paccmoTrpennn mpobaembl kubepOe3onacHoCcTH MH(POpMAMU HEOOXOAMMO YYHUTHIBATH
BO3MOXKHBIE BHJIbl HECaHKIIMOHMPOBAaHHBIX JeHcTBuil (kuOepaTak) BeXylUIMX K I[OTepe WIN
Moan(UKaIUK AaHHBIX. BBIABICHHE, MpemoTBpalleHHe WM CYIICCTBEHHOE 3aTpPyAHCHHUE NCHCTBUS
kubeparak (KA) — omHO W3 UEHTPANbHBIX HamNpaBleHWH o00JacTH KHOepOe30macHOCTH B
WHPOpPMAMOHHBIX  ceTsX. OmpeneneHue  OOOOMICHHBIX  TpeOoBaHMH MO  KuOep3amure
WHPOPMAIIMOHHBIX CeTel OT Kubeparak Ha WMH(GOPMAIMIO W OIECHKA CTENEHH WX 3aIlUIIEHHOCTU
MPEACTABIAIOT  JOCTaTOYHO  CIOXHBIMH  3afadamu. OMNBIT  MPAaKTUYeCKOH  SKCIUTyaTaluu
WHPOPMAIIMOHHBIX CeTell B pPasNM4YHBIX cdepax OesITeTbHOCTH TOCyAapcTBa IIOKa3bIBaeT, YTO
CYLIECTBYIOT peajibHble yrpo3sl KA, npuBojsinue K HEraTUBHOMY BO3AEHCTBHIO Ha COCTaBIIAIOLINE
KrOepOe30macHOCTH.

CylIecTByIOT peajbHble BO3MOXKHOCTM BO3HUKHOBEHHUS HENPEABHUICHHBIX CHUTYalUd B
cneactsuu Bo3zaedcTBus KA, Bemymme Kk yrpare uHpopMmanuu MO0 K ee IMoTepe U IoTepe
paboTocrocoOHOCTH HH(POPMAIMOHHOH cetd. B KoHImenmmm xunbepOe30macHOCTH HHPOPMAHOHHON
CeTH Ha OCHOBE Yrpo3 oT KA mOmKHBI ompenensaTbes TpeOyeMmble CpeacTBa, METOABI M MPOLEAYPHI
oOHapyxenus u oneHuBanus KA B cetsx [1].

Hmeer mecTo mporecc pasrpaHUYECHUs] Pa3HBIX BHIAOB yrpo3. IIpu 3ToM HE0OXOIUMOCTH
nonumanuss poaun KA u kubepOe3onmacHOCTM CBsf3aHa B IEPBYIO OdYepeldb C aKTUBU3ALMEH
MEXIYHapOJHBIX TEPPOPUCTUUECKUX, IKCTPEMUCTCKUX OpPraHM3alyil U MPecTYIHbIX IPYNIUPOBOK, a
TaKXKe OTAENbHBIX T'OCYJAapCTB, KOTOpBIE OCYILECTBISIIOT KuOepaTaku MU KuUOepBO3JAEHCTBUA Ha
rpakaaH, 0OLIECTBO U rOCyIapCTBa € LIEIbI0 PEATU3aLUl CBOUMX HHTEPECOB.

[Ipu sTOM B ycCHOBUSIX BedeHHS THOPHIHBIX BOWH B MOCIEIHHE TOAbl CHCTEMATHYECKH
ocyllecTBIsIOTCA pasnuuHble KA, kuOepBo3gelCTBHS M HECaHKLMOHMPOBaHHbIE JeicTBUA B
WH(POPMAIIOHHBIX CETAX, YTO MOAPBIBAET YKOHOMUYECKYIO, BOCHHYIO, TEXHHUECKYIO U APYTrHe Chephl
HE TOJIBKO TOCY/1apCTBa, HO M OT/AENBHBIX ero orpaciei [1,2].

[ostomy ans 3 dexkTuBHOrO PyHKIMOHUPOBAaHUS WHPOPMALMOHHBIX CETel B COBPEMEHHBIX
YCIOBHUSAX M CPEICTB HX 3aIlIMThI, a TaloKke Ul HaJeKHOro oOHapyxeHus M oueHuBaHus KA
HEOOXOJMMO pa3BUBATh HOBBIE IOAXO/bI K METO/BI, MX pEaTU3alHu.

OcHoBHasl 4acTh

[Ipu oOHapyxeHHMU U paclo3HaHUM KHOepaTak OOBIYHO HMHTEPECYIOTCA HE TOJIBKO (PaKTOM
MOSIBJICHHST TOW WU MHOW aTaky, HO W ee MH(OPMATHBHBIMHU IlapaMeTpamu. PesymbraT meicTBUiA,
COBEpIIACMBIX IPH PEUICHHH 33/a4d O HAIMYUHM KHOEpaTakd, OT CTEHEeHH OJM30CTH OIEHKH K
HUCTHHHOMY 3HaueHHIo napameTpoB. IlosTomy morepu B mpouecce pacro3HaHus (OOHapy>KeHus) u
OILICHMBAHUS KNOEpaTaKy 3aBUCUT KaK OT OLIMOOK B €€ BBISBICHHUH, TaK M OT HETOYHOCTH OLICHUBAHUS,
YTO HE II03BOJIUT OOECHEeUUTh aJeKBaTHOE IPOTUBOJEICTBHE, M INPU 3TOM BO3HHUKAeT 3ajaya
COBMECTHOTO pa3BUTUs U oueHuBaHus [3,4]. IlpuueM Ha NpPaKTUKE MOMEHT IPHUHATHS PELIEHUS
00BIYHO He Oe3pa3iiuyeH, MOCKOJIBKY C YBEIMYCHHEM BpEeMEHH HAOIOAEHHS, 3aTpaThl BO3PACTAIOT U

13



Scientific and Practical Cyber Security Journal (SPCSJ) 5(2): 12-17 ISSN 2587-
4667 Scientific Cyber Security Association (SCSA)

JKelaTelnpHO OBICTpeiliee MNPHHATHE pelreHuid. [Ipy 3TOM  TocCienoBaTeNbHBIE MPOLEAYPHI
00HapyKEHUA-OIICHUBAHKS, BOOOIIE TOBOPS, MMEIOT OONBINYI0 3P(PEKTHBHOCTh 10 CPABHEHHUIO C
HEmoclen0BaTenbHbIMU. [103TOMY aKTyalbHOCTh HAXOXIEHHS ONTHUMAJbHBIX, IMOCIENOBaTEIBHBIX
WM OJTM3KUX K HEM TIPOLIEAYP, Y4TO TIO3BOJIUT MOBBICHTH KHOepOe30macHOCTh HHOpMAaIny.

Hexoropeie pe3ynbTaTbl, CBSI3aHHBIE C COBMECTHBIM IIOCIEIOBAaTEIbHBIM OOHApy>KEHHEM U
orniennBanueM, nonydeHol B [5]. Kak cmemyer u3 [5], B oOmiem ciydae HaWTH KOHCTPYKTHBHOE
peleHre He ynaeTcs Jaxe B JByXaJbTepHATUBHOH 3aqaue. [103ToMy mombITaeMCs pelnTh 3Ty 3a1a4y
MHOTOAQIIBTEPHATUBHOTO  ITOCJICIOBATEILHOTO OOHApY)KEHUS W  OICHUBaHHWs KHOepaTakd co
CITyYaifHBIM MOMEHTOM €€ TOSIBJICHUS.

Iycte coObitie {# = 1} o3navaer manmuuue kuOeparakh (KA), KoTopas MOKET MOSBUTHCS B
MOMEHT © > A, = Ag >0, n > 1, mpuuem my; = P(0 =1) =P(1y < ) <1 (mgy =P(6 =0) =
P(Ay = 0) =1 — myq). [omoxkum, 4to X,, n = 1, HE3aBUCUMBI WK KaK [0 TaK U MOCJIE MOSBICHHS
KA, Tax gro crpaBennmBa Moaems [6]

n

Po(ed) = P10 = 0) = [ [poiCx) = pGEI0 = 1,25 > na);

i=1
n

n
PGEID) = pGF10 = 1.2 = ) = | [x0iGoPajia (1) | | Priteo,
i=1 i=j+2
JASAS(G+DAj<n—-1,n=1,N,
rnae Py, (x,) — TUIOTHOCTH, 3aBUCAINAS OT A IPHYEM
_ Py, (x,) mpu A = nA,

Panin) =, G0 o = (130
MIPUHSATAA TIPU PaCCMOTPEHHU B [6] 3a1aun oOHApyKeHHs cOOS MOCIeI0BATENbHOCTH 0€3 OLEHKH eTo
MOMEHTA.

3amaya COCTOUT B MOCTPOCHUU ONTHUMaibHOW N-ycedeHHOW MocieoBaTeNbHONW MpOLETyphl
COBMECTHOTO 0OHapyeHus: KA 1 OLICHUBAHUS MOMEHTA €€ TIOSBIICHUS MPH (QYHKIIUU TOTEPb:

Jo1 (n)'g = O! Up = (11/171):

gm0 =12=ndu, = (1,1,),
g +cn— D +F(A-1)",6 =1,
A<nhu, = (1,/Tn),n =1N
Il C-CTOMMOCTD 3aJICpP’KKU B BBIYHCIICHUH peIIeHus 0 Hanmnaun KA u,, ce mosBIIeHHs Ha OJVH IIar;
[A] = i mpu (i — 1)A< A < iA (i — uHTEpBaAT MEXY OTCUETAMH).

Pemenne u, = 0 Ha marax n=1, N-1 SKBHBaJCHTHO MO PEUMICHUIO U, O NPOIOIDKCHUU
HaOroneHuid [6]. Ha N-M mare 3To pelieHHe sBISIETCS OKOHYATENBHBIM, MOCKOIBKY MpOLecc {X,}
HabnrofeHnto Gosee HepoctyneH U notepu g(6, 4, u, = 0, N) cBsi3aHHbBIC U HMCIOT BUJI:

goo(N),B = O! Up = O'
96,4 u, N) =<g10(N) +c(N —[A]),0 = 1,1 < NAu, =0, 2
Gio(N)8 =1, = NAu, =0.
Oynknus noreps (1), (2) ommmyaercs ot [4]
gi(m) + wy, (/1;‘) - /1;”) npu i,j # 0,
9ij (Ag),lg)n) = gjo(mnpui=0,j =0,m—1, (3)
giom)mpu j=0,i=0,m—1,

rIe w, — HeyOBIBaromas HeoTpHIaTeNbHast (GYHKIHS, OIPEACIIIIONIast 3aBHCUMOCTE TI0TEPh OT
HETOYHOCTH OLICHWBAHUS MH(POPMAIMOHHOTO MApaMeTpa HE 3aBUCAIIAs OT MPUHUMAECMBIX THIIOTE3 U
UCTUHHOW THUIOTE3bI, TEM, YTO OT 3HAYCHUH HH(POPMALMOHHOTO MapaMeTpa 3aBUCAT HE TOJBKO
TIOTEpH 3a CYET HETOYHOCTH €0 OLIEHHBAHMS, HO M caMa BennduHa g;;(n, ).

Hampumep g,(n, 1) = g11(n) + c(n — [A]D) npu A < n4, g1(n, ) = gor(n) mpu 1 > nA. B
YaCTHOM CJIydae, Korjaa

€ =0,911(n) = g11(n), g10(N) = G1o(N) “)

96,4, up,n) = @)
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nmorepu (1), (2), (3) coBmagaroT W MOXHO BOCIIOJIE30BATHCS pe3ylbTaTaMH, MOIy4aeMbIMH B [7].
Ucnonw3yst (1), HeTpyAHO TNOKa3aTh, YTO ONTHMAJibHAs OIICHKA OTJIMYACTCS OT PE3yJIbTaTOB,
TIONTyYeHHBIX B [7] — oHa mpexacramiser co0oil cpenHee aHOCTepI/IOpHOG pacnpenencaue P(Ay <

AxT, 0 = 1,4 < nA) ¢ wioTHOCTRIO Po; (4) = pq (xfl/l)p(l)/[f p1 (HDpQ)dA], A < nA,
p(A)-ttotHocTs anpuoproro pacnpenenenus [[(1) = Py(4g < 1|0 = 1) Te.
2
70 _ (A, o~ T\ _ JFR(1—4,) ,A<nA
A= [, Aoy DdA HOC.KOJ'II)Ky wn(A—1,) = { n( 0’/1"2) "
Bseznem o603HaueHue: mg)(x{’) = M[Ah|x}, 0 = 1,2 <nAli>1;
N2
Dp (') = M[(2 —m) " 27,6 = 1,9 < nA] 5)
— i-if HEIIEHTPAIBHBII MOMEHT M TUCIIEPCHS AIOCTEPHOPHOTO PACIIPEICIICHUS;
L, (x") — cratucTiKa, CBA3aHHAs C yCpeaHeHHbIM 06bEMoM mporao3a (Y OIT)

A ) = J [P (n212) /po (¥ p(A)dA (6)
Hcnomns3ys (2), MokHO TTOKa3aTh [8], 4To 1ist {m( )} CIIPaBEeINBHI PEKYPPEHTHBIE PABEHCTRA.

mr(gd Lolaia {Vn+1(xn+1)m(l) + nH] nz0, m(()l) =0,i=1 (7
3mech ¥, (x,) = Zlng "; CTaTHCTHKA L,, YIIOBIETBOPSET PEKYPPEHTHOMY COOTHOIIEHHUIO [3]:
n

Lyt1 = Brs1(Xne1) + Vn+.1(xn+1)Lnrn =20,Lp=0
Cren0BaTebHO v,(ll) (xp) = f(n 1A A m"(x") p(A)dA,i = 0 npuuem v2 (x,) = B (xn).

Ipu i =1 cooTHOWmEHUE (7) 3a7aeT anropuT™ (HOPMHUPOBAHUS ONTUMATEHON OLEHKH MOMEHTA
BoisiBiieHUs1 KA (6), mpu i = 2 — BTOpPOro anocTeprHopHOro MOMeHTa. Taxoke

Dy (1) = mP () — [miP ()] ®)
¢ momotwio (7), (8) u [5] onpenensiercs anocTepuopHas AUCIEPCHUs, @ 3HAUUT
Qoo(x?' n) = FnDn(x{l) ©)
Ecnu cOoit mocnenoBarensHOCTH NpyU nosiBiIeHUH KA npoucxour, T.e.
Pyn(x,) = p1n(x,) mns Bcex A € [(n — 1)A, nA], (10)
6o KA MoxeT mosBUTCS UMb B IUCKpeTHBIe MOMeHTH A, n = 0,1,2 ...
P(D) = P8 — 1), (TnsoPn = 1). (11)
TO V7(121 = af:ilynﬂ(xnﬂ) uwus [3], (7) CIIEIYET, 4TO
m@ . = Ly(ay + Ly)” (m(” +%),n >0,m® =0,i>1 (12)

e @), = [0 2 p(DdA «l%y = anas.

n+1 =
U3 12 caenyer, uyTo 3Ha4eHHUE JIOOOT0 MOMEHTa alloCTEPUOPHOro pacnpeaenenus (5) va (n +
1) — M mare nipu BeimosHeHnH (10) nu (11) 3aBUCHT JUIIB OT N HAOIOIEHH, PUYEM TTOCPEICTBOM

(L my):
mP ) =m0 @an) = mO (Lo, m) (13)
B Gonee obmem ciyqae (7,8, [5]) Moxem 3anucaTth
mP () = m$ (ngrm, L )i 2 1 (14)
Dn+1(x1 i ) = Dpy1(Sns1) = Dnaa (i, Xpg1), (15)

rae S, = (m(l) m(z)) n = (Ln, Sp).

B cuny Beipakenus (14) Z,,—TpaH3UTHBHAs CTATUCTUKA

Zn+1(x{l+1) =Zn41(Xn41,Zn)n =0 (16)
CratucTuka 1, cBsi3aHa ¢ L, paBeHCTBOM
_ V(Lp+Ay)
= vt AT a7)
=P(lg = nAlf =1),v=—2
1-mo1

13 ( 14), (16), (17) cnexyeTt, uTo yCIIOBUS NpUHATHIE B [9] BBIMOIHEHEI, ipuueM T, = Z,, =
(L, Sn), Sn = (m(l) 512))5 Sn+1 = Sn+1(Xnt1, Zn)-
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TakuM 00pa3soM, MOXHO BOCIOJNB30BaThcs Teopemol [10]: mocnenoBatensHOCTs {Z,,n =
1,n} sBuseTcs MOCTATOYHON, a ONTUMANbHAS MPOIEAYpPa MOCIEIOBATEIBHOIO OOHAPYKEHHS-
OIICHMBAaHUSI UMeeT BUJ puBeaeHHsI B [11], rne T=Z,, — TpexmepHas craructuka cornacHo (9), (15),
npuaem B cooterctBun ¢ [10] VN =N n=1, N = 1.

B tom cnyuae, xorma (4) HE BBINOJHEHO, HEMOCPEACTBEHHO MpUMEHUTh Teopemy [10]
HEBO3MOXXHO U 33j]ada HEMHOTO YCIIOKHSETCS, OJHAaKO TpEXMEpHas CTaTUCTUKA Z, =

1 2 o .
= (L,, m( ) m; )) OCTaeTcs IOCTOBEPHOW W B 3TOM ciydae. JleiicrBurensHo, ucronssys (1) u (17),
HETPYIHO [TOKA3aTh, YTO

R (A 23) = Tn1(Zn) = Ty e (18)
rae I'py(Zy) = (1 +v Ay~ 1{an[g11(n) ++F n(Sn)] + go1(n) + VAngu(n)} (19)
= P(1y < iA|x]") — amocrepuopHast BepO)ITHOCTI) Hamuus KA u MomeHty iA.

AHOCTepHOpHLH‘/'I puck Ry, (x)) ompenenserca pasencreamu u3 [10]. C momomsio (18), (19) u [12]
MOJIy4aeM, YTO ONTUMAaIIbHAS Mpolueaypa Ha N-M 1are UMeeT BH/I;

@ = 0
iz = {1 2 O
0,L, = L} (Dy)
rae Ly, m( 0 , Dy — HaxopnsTcs B coorBercTBUM ¢ (8) 1 (9), a
1,(Dy) = VAn[ng(N)—gTo(NHgm(N)—goo(N)] (20)

V[g10(N)—g11(N)=FnDpn(SN)]
- TOPOT, 3aBUCSIIIUIA OT allOCTEPUOPHON TOYHOCTH OLICHUBAHUS MOMEHTa mosiBiicHuss KA A.
[ocnenyromme  pesynbpraTel — MojydaeM  Juii  ciydas  ckaukooOpasHoro  cOos
rocieioBaTeNlbHOCTH Tipu TosiBiieHnn KA, xorma BoeimosHsiercs ycioBue (10), mmbo miis cmydast
JIUCKPETHOTO pacnpeneieHuss MomenTa Aq (11). [lpu atom, kak cienyet u3 (13) cornmacho [13]:
n+1(x0 +1) - n+1[Zn(XIl)], nz 0! (21)
rae Zn — TpaH3uTHas craructuka. Mcmomesys (19) — (21), (16), (18), anamornuno [6,14],
MOXHO TIOKa3aTh, YTO HaWMeHbINWil amocrepuopHbli puck (HAP) B oOmactu mnpomomxeHus

Ha6mo[(eHI/H‘/'1 v = VN = [RN,(x1) < Rpo(x")] umeer Bun
NG = o (Za) + S (22)
rae TN (Zy) = Mo (Zy) + ZH= %’“ (23)
Bennuunet D( ) OIIPEACIISIIOTCS PEKYPPEHTHO B COOTBETCTBUU C YPABHEHUSIMU
D (Zn, N) = [ DY Zns1 Cn1Zn), N1 Pons1 (i + Ddxyr, v > 2, (24)
D,S” (Zns N) = Fry1 Dt (Zny 1 NYV(Ly + @g). (25)

®ynkus 'Yy ompenensercs ¢ momompio [15], B koTopeix Ln 3amensercs Ha Zn, Tak Kak
obnactu

Xp11(Zn, N) = [Xp41: T 110(Zns1) < THi11(Zns )]s (26)

Xn11(Zn, N) = [xXp41: TN 410 (Zns1) > THi11(Znsa)]

) @
3aBUCAT HE TONBKO OT Ln , HOM oT M, *, M,

W3 Beipaxennit (18) m (22) crmemyer, 4ro omnTUMaNbHAs TPOLEAYypa MOCIETOBATEIHLHOTO
obOHapyxeHus-oneHuBaHusi KA ¢ HeM3BECTHBIM MOMEHTOM TMOsBIsieTcs mpu notepsx (1) B obmem
clTy4ae TpH HEBBITIOJIHEHUH YCIOBUH (4) nMeeT BH/I:

(@) N
uf’v(zn>={ Ly, Zy € Vi @27)
0 Z $ nlyn = 1IN

rae VN = [Z,:Th1(Zn) < FN(Z,)] - obnacts ocTaHoBkM HabmojeHuit, npudeM Ha N-M
miare npoueaypa onpezaensercs: cootHomenusmu (19) u (20).

[one3ysch cootHomenuamu (23) — (26), MOkHO mokasaTh, 4to Fiy(m,,S,) sBusercs
HenpepbiBHOW QyHKIMen 1, [Ipn kakaoM (GUKCHPOBAHHOM 3HAYEHWH Sn. DTO CBUAETENLCTBYET O
BO3MOKHOCTH IpEJCTaBJIeHUs npasuia (27) B BuIe

® 0
1, L, = Ly(S,, N
uIOV(Zn) — { ( m ) n n( n )
0, L, < L%(S,,N),n=1,N
rae L9 (S, N), - nopor, HaX0oAUMBbIif U3 ypaBHEHUS

(28)
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Fﬁo(}’rsn) = Fnl(y' Sn)rn =1LN-1, (29)
npudeM 1pu n = N mopor onpezneneHus paBeHcTBOM (20). Ommcanue BbIpaxxeHneM (28) MoxKer
oKazaThcs 0oiiee y00HBIM C MMPAKTHYECKOH TOUKH 3peHus], Hexenu (27).

Crpykrypa mnpouenyp oOHapyxkenus Buma (27) u (28) ocraercs ONTHManbHOW W TIpU
HeBbinonHenun ycnoBuii (10) m (11). Omnako cootHomieHus (23) — (25) npu 3TOM yXke He
CHpaBeIIUBHI.

BruiBoabI
Takum oOpa3oM, eciu B 33/1aue oOHapyKeHHsI 0e3 OIleHMBaHMSI MOMEHT mosiBieHuss KA mn
IIPY PELIeHUN 3a/1auy OOHAPYKEHUS U OLIEHUBAHUS pa3/elIbHO ONTUMANIbHAS NPOoLEAypa OCHOBaHA Ha
CpPaBHEHUM OJHOMEPHOM CTAaTUCTUKM Ln ¢ AeTepMUHHUPOBAHHBIM IIOPOIOM, TO IPU COBMECTHOM
PELIeHNH ITHX 33/1a4 ONTUMAJIbHBIE 00JIACTH OCTAHOBKH M MPOJOJDKEHUSI HAOIIONEHHI ONpeesieTcs
B TPEXMEPHOM MPOCTPAHCTBE MPH ITIOMOIIH paBeHCTB (23) — (26).
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ABSTRACT: The article deals with direct and reverse optimization of the distribution of information
space between countries and states. An algorithm for information warfare of the first and second generation
has been developed. The analysis of the confrontation between Russia and Ukraine and the impact of the
media model on society have been shown. The concept of the strategy of the information war of the first
and second generation has been introduced and it has been proved that a new era of transition from the
strategy of nuclear restraint to high-precision counter-force information weapons, the main task of which
is mass manipulation, has begun.

KEYWORDS: information warfare, information confrontation, disinformation, psychological impact,
information attack

Introduction

At all stages of the historical development of human civilization, information has been both
the most important object and a means of struggle between peoples, nations, states, military-
political blocs and alliances. Some facts of informational influence on a wide audience can be
found throughout human history. It is clear that in different periods the intensity of the application
of certain methods of influence, as well as the perfection of its organization, differed greatly.

As a result, information and information technology in general have become extremely
important for national security and particularly for military security. A number of countries, most
notably Russia, have been intensifying the study and resolution of information and information
warfare since the 1990s. Thus, the information war has turned from a futurological ghost into a
real military discipline, which is being under development and study [1,2,3].

Thus, the geopolitical authority of the state in the international arena and its ability to
influence world events today depends not only on economic and military power. Informational
factors rather than the power ones are becoming increasingly important, i.e. the ability to
effectively influence the intellectual potential of other countries, to disseminate and implement in
the public consciousness the relevant spiritual and ideological values, to transform and undermine
the traditional foundations of nations and peoples. A new stage is coming in military affairs, which
is the transition from a strategy of nuclear deterrence to high-precision counter-force information
weapons [4,5].

The role of information struggle is constantly growing in the system of national security of
the states. The leading countries of the world, first of all Russia, the USA, France, Germany, Great
Britain, Japan, that possess powerful information potential, are constantly increasing it on a
scientific basis and at high culture of management.

In these and other countries, the scientific basis for the creation and application of means
of information confrontation is the achievement of two main branches of science: cybernetics and
computer science, which have been able to integrate many provisions of not only natural but also
humanities.

Information is a terrible thing. Now it is indeed the fourth element of state power, which
very often comes to the fore in the 21% century. It is enough to take a look at the influence of
information on the electorate of such countries as France, Germany, and the United States. And
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Russia uses it very well: it creates an artificial world, and if the real world brings it up all the time,
it’s very soon that the real world begins to believe in the unreal one.

Therefore, information confrontation is the rivalry of social systems (nations, blocs of
countries) in the information sphere over the impact on certain areas of social relations and the
establishment of control over the sources of strategic resources, as a result of which one group of
rivals gets the benefits they need for further development.

According to the intensity, scale and means used, the following stages of information
confrontation are distinguished: information expansion, information aggression and information
war [6,7].

Information expansion i.e. the activities to achieve national interests by the method of
conflict-free penetration into the information sphere in order to:

- carry out gradual and planned change in the system of social relations on the model of the
source of expansion invisible to the society;

- displace the provisions of national ideology and national value system and replace them
with their own values and ideological attitudes;

- increase the degree of its influence and presence, establish the control over strategic
resources, information and telecommunication structure and national mass media (mass media);

- increase the presence of their own media in the information sphere of the object (system),
penetration, etc.

Information aggression can be defined as illegal actions of one of the parties in the
information sphere, aimed at inflicting specific, tangible damage to the enemy in certain areas of
its activities through limited and local use of force.

Information warfare is the highest degree of information confrontation aimed at resolving
socio-political, ideological, as well as national, territorial and other conflicts between states,
peoples, nations, classes and social groups through the large-scale implementation of means and
methods of information violence. (information weapons) [4,5].

Information aggression in the information sphere is assumed to escalate into war if one of
the parties to the conflict begins to use information weapons widely against its opponents. This
criterion makes it possible to distinguish from all the variety of processes and phenomena
occurring in the information society those that pose a danger to its normal (peaceful) development.

In addition, it should be noted that currently there are no international and national legal
norms that allow in peacetime (in the absence of an official declaration of war by the aggressor)
to legally qualify hostile actions of a foreign state in the information sphere, accompanied by
damage to information or other security such, as actions of information aggression or information
war of material, moral, other damage. This allows to actively use the most dangerous and
aggressive arsenal of forces and means of information warfare as the main means of achieving a
political goal in peacetime.

Main part

Information War is the use and management of information in order to gain a competitive
advantage over the enemy.

Information warfare may include [8]:

- collection of tactical information;

- ensuring the security of own information resources;

- spreading propaganda or misinformation to demoralize the enemy's army and population;

- undermining the quality of enemy information and preventing the possibility of gathering
information by the enemy

Information warfare is often waged in conjunction with cyber and psychological wars in
order to broader coverage of targets, involving electronic warfare and network technologies [8,9].
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There are first and second generation strategic information wars. First-generation strategic
information warfare includes the basic methods of information warfare that are currently being
implemented at the state and military levels and which are not intended to be abandoned in the
foreseeable future. The forms of information warfare of the first generation include [1,8,9]:

- fire suppression (in wartime) of infrastructure elements of state and military
administration;

- conducting electronic warfare;

- obtaining intelligence information by intercepting and decrypting information flows;

- unauthorized access to information resources, followed by their falsification or theft;

- mass presentation in the information channels of the enemy or global networks of
information to influence decision-makers;

- obtaining information from the interception of open sources.

At the same time, the concept of second-generation strategic information warfare was
introduced. The development and conduct of the second generation of strategic information
warfare, its coordinated information operations in the long run may lead to the complete
abandonment of the use of military force.

The second generation information war involves the following [1,8,9]:

- creating an atmosphere of spirituality and immorality, a negative attitude towards the
cultural heritage of the enemy;

- manipulation of the public consciousness of social groups of the population in order to
create political tension and chaos;

- destabilization of political relations between parties, associations and movements in order
to provoke conflicts, incite distrust, suspicion, intensify political struggle. Provoking repression
against organizations and even civil war;

- reduction of the level of information support of authorities and management, inspiration
of erroneous management decisions;

- misinformation about the work of state bodies, undermining their authority, discrediting
government agencies;

- undermining the international prestige of the state, its cooperation with other countries;

- damage to vital interests of the state in political, economic, defence and other spheres.

The purpose of information warfare is to weaken the moral and material forces of the
adversary or competitor and to strengthen one's own. It provides for measures to promote human
consciousness in the ideological and emotional spheres. It is obvious that the information war is
an integral part of the ideological struggle. It does not lead directly to bloodshed, destruction, no
casualties, no one is deprived of food, no roof over their heads. In addition, it does not create
dangerous security in relation to them. Meanwhile, the destruction caused by information wars in
social psychology, the psychology of the individual, in scale and significance are quite
commensurate, and sometimes exceed the consequences of armed wars.

The main task of information wars is to manipulate the masses. That is, the purpose of such
manipulation lies often in the following [9]:

- introduction of hostile, harmful ideas and views into the public and individual
consciousness;

- disorientation and misinformation of the masses;

- weakening of certain beliefs and foundations;

- intimidation of his people in the image of the enemy;

- intimidate the enemy with his power.

Finally, the last but no less important task: to provide a market for their economy. In this
case, information warfare is part of the competition.

A successful information campaign conducted at the operational level will support strategic
goals, influencing the enemy's ability to make decisions quickly and effectively. In other words,
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the purpose of information attacks at the operational level is to create such obstacles to the enemy's
decision-making process that the enemy cannot act or wage war in a coordinated and effective
manner. In information warfare, the goal is to harmonize actions at the operational level with
actions at the strategic level, so that united, they force the enemy to make decisions that would
lead to action that help the subject to achieve its own goals and prevent the enemy from achieving
their own.

As for the goals of attacks in the information war, the more dependent the enemy is on
information systems in decision-making, the more vulnerable he is to hostile manipulation of these
systems. Software viruses only affect systems that have programs.

The more modern society is, the more it relies on information and its means of delivery.
This also includes the Internet - but this is only the tip of the iceberg. Every developed country has
telephone, banking and many other computer-controlled networks, so they have their own
weaknesses.

Information warfare is no longer a vague branch of futurology, but a real scientific
discipline that is being studied and developed. In the broadest sense, information warfare includes
propaganda.

Thus, the general purpose of information warfare is to disrupt the exchange of information
in the camp of the enemy (competitor). It is easy to understand that this type of weapon is usually
not aimed at the loss of manpower. In this sense, the technology curve has finally led to a bloodless
and at the same time extremely effective weapon. It destroys not the population, but the state
mechanism.

The information and computer revolution has opened wide opportunities for influencing
peoples and power, manipulating the consciousness and behavior of people, even in remote areas.
Taking into account the process of globalization of telecommunication networks taking place in
the world, it is possible to assume that information types of aggression will be given priority in the
future. Serious attention of experts of various profiles to this question is required to avoid the most
negative consequences of this guilt for all mankind [10,11].

In the context of the ongoing confrontation between Russia and Ukraine, the information
war is rapidly gaining momentum. Since the media today is the main source of informing society
and the accumulation of all political processes, it is possible to influence and even form a new
public opinion due to the media that.

In a time of rapid scientific and technological process and globalization of society, the
media have become an integral part of modern life, they are able to reform the perception of reality.
Today, the Russian media are creating negative stereotypes about Ukraine. After analyzing the
materials of the leading Russian media (RTR. ORT, NTV channels) for the period 2013-2017 [12],
we can identify a number of stereotypes that have formed in the Russians about Ukraine:

1. Ukraine is a part of Russia and it cannot exist without it. Thus, Ukrainians are a regional
group of Russians who have their own dialect and certain territorial features.

2. The Ukrainian language does not exist. Many Russians believe that the Ukrainian
language is a dialect formed from Russian. Namely, the design of the independent Ukrainian
language was inspired by the Poles or the Austro-Hungarian authorities.

3. Western Ukraine is the center of the "Banderites", and Lviv is their capital. For the
Russians, the Banderas are especially cruel people to be feared because they are murderers.
However, no one can give a more specific definition of them.

4. Maidan - a manifestation of aggression against Russia. Many Russian media outlets
reported that Bandera members and representatives of the Right Sector were standing for money
in Kyiv and on the Maidan. Their goal is to kill as many Russians as possible, and they are also
preparing an uprising against the fraternal people.

5. Ethnic Russians are under threat in Ukraine. That is why they are asking Russia to stand
up for them, intervene and show Ukraine who is the "master".
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6. Crimea is Russia, according to Russian media and politicians. It should be borne in mind
that Crimea became part of Russia only in the XVIII century. In the XIX century for this territory
with Russia fought the troops of the Ottoman Empire, Britain, France and the Kingdom of Sardinia.
Despite the fact that Russia lost this war, Crimea remained part of it. Crimea became a part of
Ukraine in 1954 in an abandoned state. And only with Ukraine he was reborn.

7. Ukrainian culture does not exist, say Russians. Many Russians believe that there is
nothing cultural in Ukraine other than embroideries, folk songs and a few writers. And Ukraine
owes all other cultural heritage to the Soviet Union.

8. Ukraine is suffering from the crisis, so hundreds of thousands of Ukrainians are seeking
asylum in Russia. Propagandists are actively spreading information about the high quality of life
in Russia. An example of this is the broadcast of the May Day parades in annexed Crimea and
captured Donetsk. The media reported that Crimea had fallen into safe hands and had been
abandoned.

9. The Ukrainian army is killing civilians in eastern Ukraine. Thus, this stereotype casts a
shadow on Ukraine not only in the eyes of Russians, but also in the East. Russian TV channels
falsify the "picture" on the screen. To show what is good for them. This fact is one of the reasons
for the continuing conflict, which kills Ukrainian troops and civilians in the East every day. After
all, people are disoriented, they can't figure out who is a friend and who is an enemy. Thus, today
we see numerous support from the Russian army by the people of eastern Ukraine. And many
Russians, even those who have never been to Ukraine, have formed a hostile attitude towards their
fraternal people. Most of them, and especially young people, are ready to fight the mythical
"Bandera", encroaching on the territorial integrity of Ukraine.

In addition, rumours are circulating that mass attacks by the Ukrainian army on churches
and synagogues are taking place in southern and eastern Ukraine.

Not only ordinary people are exposed to this propaganda, but also many who create and
influence public opinion: journalists, pop and cinema stars, athletes, businessmen, officials and
others.

Until recently, it was not entirely clear what Russian propaganda was. Now the picture is
clear, it is a multifunctional tool with a very high level of expertise, which involves not only experts
in Europe, the US and Russia, but also large groups of experts, providing an accurate analysis of
current situations and respond very quickly. Moreover, this analysis is psychological, political and
military [12].

In addition, the Western media and institutions are also influenced. In fact, journalists and
European politicians are being bribed in the tens of millions of dollars. And this is without taking
into account the projects converted into propaganda tools - television, radio, newspapers, Internet
- publications, as well as (as stated in the resolution of the European Parliament) a large number
of institutions operating in the United States, Europe, Israel and elsewhere. In addition, an
individual agreement with lobbyists. In a general sense, a propaganda campaign is a very
expensive project.

Very often comparisons are made between the propaganda campaigns of Nazi Germany
and modern Russia. These are not comparable things. Now a qualitatively different toolkit is used
and, accordingly, a different level of influence is achieved.

Over the last 70 years, science has made great strides in developing mechanisms for
influencing mass consciousness (neurolinguistic programming technologies). All this is now used
for propaganda purposes. One of the Russian experts involved in the propaganda process stated:
"The level of our developments is such that if we could talk about them openly, we would probably
qualify for the Nobel Prize." And we see the result of 100 million completely intoxicated Russian
citizens and at least half of Russian-speaking US citizens, as well as people in Germany, Israel and
other countries - all affected by this [13,14, 15].
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Propaganda campaigns used to be viewed as an ideological tool for carrying out their
concepts. First, the propaganda campaigns of modern Russia were considered in this way as
promoting the idea of a "Russian world." The new quality is that it is not only the promotion of
ideology, but it is a tool of warfare [12, 16].

Russian propaganda aims to strengthen its moral and material position by humiliating
Ukrainians and Ukraine. Therefore, the situation is not in Ukraine's favor. After all, the Russians
are covering the events in Ukraine in their favor in order to win over as many supporters of the so-
called "DPR" and "LPR" as possible, and this is a way to divide the country and threaten our image
in the eyes of the democratic world. Russians skillfully manipulate the Ukrainian media audience
and disorient society. Today, Russian journalists cover information about Ukraine in a way that
benefits the Kremlin. They ignore the principles and ethical principles of journalism, as they use
methods of misinformation [14, 17].

Since today the attention of the whole world community is focused on the events unfolding
in eastern Ukraine, it is now quite obvious that Ukraine is seen by the Russian command as a
testing ground for improving tactical concepts, testing new equipment and ammunition and
information and psychological influence. Politically, the importance of what is happening in
Ukraine is difficult to underestimate: it was Russia's successful tactics of warfare, some of the
Donetsk and Luhansk regions, were not only completely occupied, but also acted upon to build
plans for the forced return to Russian policy. In scientific terms, many scholars continue to
emphasize that the Ukrainian-Russian armed conflict is developing quite differently from its
predecessors, and if we analyse it purely militarily, many actions of the Russian command are not
just incomprehensible, but sometimes seem illogical. Primitive, such that do not take into account
local specifics.

For outside observers watching the conflict on television, the aggressor and local
separatists have suggested that the Russians were either embroiled in the conflict with no clear
plans to suppress Ukraine's defence or faced unexpectedly strong resistance they were not ready
for. As for the relatively weak initial readiness of the Russian army to conduct hostilities in
Ukraine, from our point of view, this is, of course, not the case. If Russian troops had begun to
conquer Ukraine without a well-thought-out plan, they would hardly have been able to gain a
foothold in such a large area with such minimal losses and in such a short time. This allows us to
conclude that none of the actions of the Russian command was accidental - just in front of outside
observers played a well-directed spectacle, designed to keep the audience in constant tension,
controlling its emotions in the interests of its own public policy. Such a scenario, in fact, is a kind
of technology of information warfare or information-psychological influence on consciousness, in
which they work with reality as they do with the plot of a journalistic report. In this case, the actual
hostilities will become one of the scenes provided for in the script, and lose their key, independent
role. Watching from TV screens the "strange" war in Ukraine, the world saw the emergence of a
new generation of wars - information, in which the actual fighting plays a subordinate service role.
The plan of the armed campaign is based on the rules and in accordance with the scenario of PR
influence on its own citizens, on the citizens of political allies and opponents and on the
international community as a whole.

Thus, we can rightly say that the modern armed conflict is developing in the genre of
reporting to generate news that in its form-volume would correspond as closely as possible to the
format of PR material needed to implement the technology of information and psychological
influence. As a result, such a chain of production (combat units of the armed forces) and practical
implementation (forces of psychological operations) news from the theater of operations becomes
a high-tech pipeline for the production of tools for processing and forming civic opinion, ensuring
voluntary subordination and control of the political activity of elites. are in power in different
countries. The product of the modern operation of information warfare is the compilation of media
news in the format of a journalistic report. Today, information wars of the new generation are
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becoming an effective tool of foreign policy. Let the society not deceive that in reports from theater
of military actions the spectator sees that victims of aggression - not themselves, and citizens in
remote Donetsk and Luhansk areas which location on a demarcation line not all will specify from
the first times. The purpose of the information-psychological operation is the voluntary
subjugation of society, which is ensured by means of technologies of psychological influence on
the consciousness of its citizens. The Russian PR company that accompanies the hostilities in
Ukraine is a clear confirmation of that. The format and nature of the speech are intended mainly
for the citizens of those countries that in one way or another have a negative attitude to the
Kremlin's political course, and in the materials provided to the audience it is easy to identify typical
manipulative methods of working with information. This suggests that in the information war
being waged in Ukraine, not only Ukrainian citizens are in sight, but also residents of Russia and
the world [9,14,15].

Introducing the term "information warfare", the Russian leadership has already studied the
psychology of people so well and learned to manage it that they do not need to use brute force -
the army and the police - to ensure its unconditional obedience. It is clear to everyone that from
the beginning it was tested on its own citizens. Such methods of subordination can be applied to
any social system. If the social system does not want to submit voluntarily, they are ready to force
it to do so with the help of modern complex technologies of secret information and psychological
influence, and for a rebellious social system the result of such confrontation will be tantamount to
defeat in war. Experts are convinced that the Russians use information warfare not so much as a
term denoting the current phase of development of conflicting socio-political relations, but as a
vector of foreign policy formation, as a program for choosing a political course and the ultimate
goal of the evolution of tools. political governance. Recognizing information confrontation as the
most general category of social relations, we can say that information confrontation can include
any form of social and political competition, in which to achieve competitive advantage,
preference is given to means, methods and ways of information. -psychological impact. It is
considered that the concept of information confrontation includes the whole spectrum of conflict
situations in the information and psychological sphere - from interpersonal conflicts to open
confrontation of social systems (states). Information warfare is, undoubtedly, also a type of
information warfare. There are several main reasons why the threat of "information wars" should
be taken very seriously to carefully study their patterns and conditions of development [3,
6,8,9,12]:

1) Modern wars are becoming more informational and psychological, reminiscent of a
large-scale PR campaign, and military operations themselves are gradually relegated to the
background and play a clearly defined and limited role assigned to them in the general scenario of
a military company;

2) modern information warfare technologies are capable of inflicting no less damage on
the enemy than means of armed attack, and information weapons built on the basis of
psychological influence technologies have a much greater impressive, penetrating and selective
ability than modern high-precision weapons systems;

3) in international politics, other, more traditional forms of political regulation, such as war
in general and military operations in particular, are being pushed out of political practice or
replaced in it;

4) there is a need to emphasize the high social danger of some modern organizational forms
and technologies of information and psychological influence used for political purposes.

As for war or local armed conflict, they can be generated almost anywhere in the world
and at the same time when it is provided by the scenario of a psychological operation. It is no
coincidence that, on the example of the war in Georgia and Ukraine, we see that the modern war
resembles a large-scale PR show. Thus, at the present stage of development of political
technologies, information warfare does not always begin with military action, but military action
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becomes a necessary factor in any combat psychological operation - as a means of initiating chain
psychological reactions provided by the scenario of information warfare. In the world of these
provisions, it seems that some "illogical" episodes of the war in eastern Ukraine are becoming
clear. Information war gives birth to a local one: for the transition of an informational,
psychological operation from a latent stage to an active one, an initiative drive is needed, and,
consequently, a local armed conflict is needed. The fact that traditional war plays a limited, strictly
assigned role in information warfare does not make it less dangerous, does not reduce its scale and
does not displace it from the sphere of political relations - global military conflicts are gradually
disappearing from the political orbit, the number of local armed conflicts and their frequency is
growing. Today there is a gradual transfer of political struggle in the information-psychological
sphere, which increases the risk of local armed conflicts, which in psychological operations play
the role of the initiating mechanism. In addition, information warfare technologies seem attractive
to many precisely because of their relative cheapness, accessibility, and effectiveness, which
ultimately leads to the widespread use of armed violence itself: where information warfare begins,
non-local armed conflict does not necessarily arise. Thus, the information war is a combat action
planned in accordance with the PR scenario, the purpose of which is not to destroy the enemy's
manpower and equipment, but to achieve a PR effect.

Conclusions

At all stages of the historical development of human civilization, information has been both
the most important object and a means of confrontation between peoples, nations, states, military-
political blocs and alliances. Some facts of information and psychological influence on the general
public can be found throughout the history of society. It is clear that in different periods the
intensity of application of certain methods and methods of influence, as well as the perfection of
their organization, differed greatly.

At the present stage, science has such theoretical constructions, on the basis of which the
technology of information confrontation is carried out, i.e. the relevant state and non-state
structures involved in such activities, develop and test new information technologies, techniques,
methods of implementation, information and psychological impact, technical means necessary for
such activities. Such shifts could not but affect the growth of the efficiency of information
technology, which can lead to radical changes in society, economic, political and other spheres of
an individual country, or globally.

The uncontrolled spread of the information space, along with the significant benefits of
their use, has led to fundamentally new problems. The main issue was the sharp intensification of
international competition for ownership of information markets. At the same time, the countries
like Libya, Chechnya, Georgia, Ukraine etc. began to actively employ the opportunities of the
information space (Internet) in order to ensure information confrontations and conduct separate
operations during local hostilities and armed conflicts, the so-called information confrontation.
This state of affairs, as a consequence, in turn led to the strengthening of integration processes in
the infosphere, gave rise to information confrontation, i.e. information warfare.

In modern world, interstate conflicts are fraught with excessive losses for each of the
warring parties. Therefore, the technique used is only half-truth - half-cooperation, mutual
competition in development, in the pursuit of moral leadership. Activities in information
confrontation and information-psychological influence give opportunities for the use of this
approach.

It is proved that information war is an element of information confrontation - a political
conflict in which the political struggle is conducted in the form of information and psychological
operations with the use of information weapons.
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BB84 PROTOCOL AS A PROTOCOL FOR QUANTUM KEY
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ABSTRACT: The publication of the BB84 protocol by Bennett and Brassard in 1984

marks the beginning of quantum key distribution. Since then, many other protocols have been invented.
Yet, BB84 keeps a privileged place in the list of existing protocols: it is the one of the most analyzed
and most often implemented, including those used in commercial products. We offer the analysis of
BB84 protocol. The physical implementation of the protocol is investigated. Finally, we analyze the
eavesdropping strategies against BB84 and deduce the secret key rate.
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89b50¢0gd0l 360d36gemds 30d9MMLROMbMGdOL A36300560gd580

THE IMPORTANCE OF EDUCATION IN THE DEVELOPMENT OF
CYBER SECURITY

3500096 15356597 Logs®ozgmmU Ggdbozmmo MbogzgmboGgBol mIGM®BG, LsgsHmggmmls
3936m@ma0m®mo 0603530900L 935009300 OMYJBMMO

Vladimer Svanadze, Georgian Technical University PhD Candidate. Director of Georgian Academy of
Technological Innovations

M9B0Mdg: J39460L 3M0GH0IN  0bROEHOIBHMODY  dBbMME0 RO Fo®BsGIdMEo
3009689(%33000L 50339000 TIMI0WIONO0s  SOLIIYW  3ZIWOBOFONO  3EOJODY,  ©d
d9L50530L5 29bsMGdOL LoLFHYToBY, MMl Fgmdeos dgddbsl Abyoglo 335e0T0EOOO
50530560 OglyeLo. 5d39 90dgds 5©00bodbml, M®A dqLsdegdgeros dmbEgl vibmgeo
139305¢0LEHIOOL FMB0E3s, 96 B3O 300JOMH3WOE30M0 VMBOLd0gdJdO A9YEIL 3gHIM
L9dBHMOL, 6 goBsboer 0dbgls 9. §. ,.0900bMOLObYI™. MIEgs MmMH039 b BoJEGMMO FoOIMIMBL
Ubgs 36MMdgIgolL, M3 M393000gds OMAMOE 0 B0bBLME Lsdwswgdgdl, oy boomdol
L530mbl 5353806093l 3O0GH03MWO 0bBOIBEHOWIGHMOOL 1Id09dEJdol 30d9M093I(33000
MBOHMB39wYMBsBg MEbm 3m83560930LMZ0L 25s(3gTBMB, MoE gPM3bMo MsgMmbMYdOL
350B5DBOHOLOM YMZWHE ©9d3909e00s. 393600 9Ju39MHEHO 5Fb30e9dL Y9I OEMYdIL dmEgdwen
3odBHMOBY s 0dwg3056 LEHMOEBIFOM ©93mTgbO3E0gdL  30dIONMLIBODbMYdOL LEgMHmdo
960m3bmmo  1o35MOM MHglOLOL SVBOEOLS s A630MMYdOL Fqlobgd, Gz bgdoldogemo
93946030l sbg 93009090 s 3603369 M3560 FodEHM®0s. BadMMIdo Bo@oMmgdEo 33e930
939690 G 30890LIBOPHBMYOOL ob30mMGdOLS s BEYMIMBOL Jgbs@bmbgdolbmgzols dols
g39ws (3903979 J03sMmIgdsDY, 9YE0WGdIGo  SGOL  Fgbsdsdolbo  gobsomergdero o
3390x030M0  35MJOOL  SOLYIMDS, o3 ™o30L  FBOOZ  MYBMHMB3gYmRL  3M0E03ME0
06g3M5LEGHM99J GOl OEMMBOL 2obMEIL MMM AL MDIYM, 0lg 9OM36mw mbyby.

153356dm LoEY3900: 2089G895935 F089BPZDG3S F089BsRGM9Bs, 35630056985

ABSTRACT: The prevention of successful cyber-attacks on the critical infrastructure of the country
depends on the available qualified personnel, and consequently on the education system, which can create
a similarly qualified human resource. It can also be mentioned that it is possible to attract foreign specialists,
or to transfer many cyber security measures to the private sector. However, both of these factors give rise
to other problems related to both large financial resources and the issue of trust in the transfer of critical
infrastructure entities cyber security to foreign companies, which is totally unacceptable from the point of
view of national security. Many experts focus on this factor and make strategic recommendations on the
development of national human resources in the field of cyber security, which is very necessary and
important factor for any country.
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The research conducted in the paper shows that in order to to develop and maintain cybersecurity in all its
individual areas, it is necessary to have adequately educated and qualified personnel, which in turn provides
increased critical infrastructure protection both globally and nationally.

KEYWORDS: cyber-attacks, cyber security, cyber safety,development

Abmgwom 93mbmdozMmo gm®dol 2021 (ool awmdswmo MHolggdol sbysModol
dobgz0m, 3009MLOgME3gdo  SOLYdMEEO GOLZJd0 33sg 90D  FaMdsEIMo  MHOldOL
6o@3bgdo. 3569gd0sd COVID — 19 @s5Bdotrs 39dbmermyogdol @sbgdagol 3Mmaglo, 09939,
2399053wwo0bs 30096  LOLMLEBYIO0 S 9MVTDOMDs.  9TZOMMSE, PodP3935  BH9JbozMMo
WBLHMOMBS HMAMO 3 BLoDMY5MYdGOL FMMOL gotgwsb, ol dsom dopabomsg [1, 2].

03039 96300000l dobgzom  ,0mdszsoe  fgl  dogwHg 8603369 mgsbos
30096 LsRMMbMYdS  gobbormar  0dbgl, Mmami LEMsGIFMo doBbal - Lsgombo s
3963005609l 830EMM LE3SOEBHBOMOM MMMOYHNMBJOO 0bEMLEM0YOL, d0BEILOL WoyHgdL,
05692 0MgOJ MMP6MIdLs S 3M0G03MBYdL FmEOl. 0lg3zy, MMM bgdolbdogmo Lbgs
LEAHOAIR0MO  LoHMASMIdIMH030  453mf3935,  3009ONMLIROMbMYdS3 396  BMY35M©IdS
0BMoMYdMWws©” [3].

Dmd©o© 939960l 300Gz 0bBMLEMIBHMOsDy  3bbmME30gwgdmEo
o003 gdMo  3009MT9BHI3900L  9©03ZJMS  ITMZOEIONIE0s  SOBGOMEY  335CPOROGFO0YO
3900609dbY, o FgLodsToloE Pobscgdol Lol gds®g, GMIgELsE dgmderos d94dbsls dbgoglio
339C0x030vIM0 505d056w9M0 MglwOLO. 5939 890dwgds 500b0dbML, MMA dglsdergdgaros dmbgl
MEbMgwo 139305¢oLEHIOOL FMBOE3s, 96 ¥93M0 300YMHMSZWOBEI0NO VMBOLJNYOYIO A5SY3I
396000 bgdBHmOL, 9699 4oGsbow 0dbgl g. §. ,omOLMOLObRS”. MMIEs MM03g gu BOJGHMOO
0o63m3mdL bbgs 36Mdgdgdl, Mog 393800 Gds HMAMOE 0 RB0BBLYIO Lodwowgdgdl, oy
Bomdol  Logombl 5393806093l 3M0G03Mo  0bBOILBEGHOWIGHMGMOL  bYd0gdGHgdoL
30096005305(33000 MO39 ymxsbg MEbm 3m335609d0LmM30L 4osE3gdolmsb, Mog ghmzbmeo
MbsROMbMIOOL  M35WLEBOHOLOM  YM3ws©  ©sd3909e0s. 39300 gJudgdGo  5d5b309dL
g60o©gosL Mg BoJHMODY @5 0393056  LEAHMIGJROM 0939630 YOL
30096MLsROMbMYdOL LRgMMIo gMHMm3bEo 1535OM MHJLMOLOL SOBOOLY s YobgzoMsMgdol
d9Lsbgd, M3 bgdoLdogMo J399bolm30l Sl sEOWgdgo s 8603369 M3560 Bog@ME0s.

30096 LsRMMbMYd0L LRGM™MTo JZ9WOGOEOIMO 5©T0BMMO MYLMELOL gmes SGHOL
15305M©  IBOGOGHMMO M FsMGHM 4963000009050,  MdgE  9b3005M9dME0
93996900Lm30L5(3. dMmE718990 3OMBIBOOL 5sT0s69dbY BMmmMbM3zbs Qs0BsMEs QBLOIMMMGOOM
3L 89909, M3 06@IMbgBHoLs s 063IMbgE Ggdbmemyoqgdol LHMsxds 2963000009050 o
3WMBSIMSE 5MLGOIMds 30MoMgdsT, 29bL53MMMYO0m 30 35609053, RIS F0BOWWO
GOobLRMOT>300L  BYMY35Dg  FmmMbM3zbogdol  AsbMEs. FOBROMEO  GHOMIBLBMEOs300L
©5b9M30L 3OmEgldo 0dbgds gl 3gMdm vy Loxsmm bgdGHm®do, 5930wgdgeos dmbogl
05¢5bLOL JgbsMBMbgds FgdbmeEmyome 0bmgzs309gdLs s 30BgMHMLIBOMLMYdSL FmMOL, o3
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3033gdumEo 3MMmEgLos s dMmombmgl MGMYBoBsEoOL y3z9es BEGMWMIGHMOMEO 9HMIMOL
Bo®DMmdsl. gl 3o mog30l b3 byl MFYmdL 308300 GHEMmBLBMOTS300L BoMRWgdT0
30090L5ROMBMIOOL  LEHMSBHIFo0LS s 3MoG030L LHim®o dodsermnmgdoo Fgdwdsgzgdsl,
36mi39L0L BHmO ©o93335b. ym39¢03g gl dmombmal 3009MLIROMbMYdOl F0dsMr0)Egdom
339000803096 ©5 39FMEEOE 5053056 MLMOLL, CO3 Msg30L FBOHOZ 300306 353006T0s
23965 q00L LobEgdolmsb.

30096MLsROMbMYdOL  Fqlobgd  AobsmMEgdol BeMEOL bgedgfiymds s 3bmdogegdols
239065 J399bgdolomzol  0dgbs  3M0MMOGHIGHM ©s 36003690 ™356  F0TsMmMEgdSL
0o00Mo9bL, HM3 ol 9939600 ML MoMMIMo J3996ol 300gJOHMLIRMMBMYdOL gHm3zbme
LEHOGIR09000 [4]. 53 FbOHOZ 563 LodsMmmzgEml ,,30090MbsgMmMbmgdol 2017 — 2018 Fargdols
96mm3bmmo LEMsGIH0s s LsIMJdgm 4gads“ [5] 9GOl 2sdmbs3zerolo, Losg ImEgdmero
909560 gds Imbligbogdme0s HMAMEE 9O - OO oMM J0T>M0I9ds, 396dM:

330935 Q5 b5¢r0bo;
L53oMPEGOM030 doDOl Fq3wds39ds S LEOWYYMRS;

30096 LsxMMbMYdOL LEBYOHMI0 FgLodEGIPMBIMS 5TSWEYOS;
LoBMYIMIOM030 (36MdOYMGOOL 5T Gds S LosBTBsMEGdEM doBOL F9Jdbs;
L596M05dMOOLM MobSTIN M M.

M NS

MBS 00g3sL, MM LEMBHIH0q030 2obs0Ogdol LB Mml sbobgs bosmens 9B39690L
93946900l o 06EIOUL 35653005MMB 9305600 30dgOHLSFOPHMYGO0MO Fglodegdermds, M3
306053060 3530060305  3OMBILOMWO S 3ZOWORBOEONNMO0 5B MmO  BYlOLOL
0MLgdMBLMD. 9939 (390039 90LEB0TBZ305 oL Qo0MgdMgds3, MMI LEHMIGJR0gddo ImEgdwEo
30096MLsROMbMYdOL  JOMOMOEO  J0ToMmMgdgd0, 0dbgds gl 33w935 s vbsobo,
1596 005dMOOLM 1565dFOMA MDY, LOTSMWGIMH0Z 05HJOBY B)domds S JoLO 2o630MsMGds, 1Y
0535© 300960BsBOMbMYdOL LBIOHML FglodegdEMdGOOL 4963005M9ds O LEBMYOMYdIMH 030
36M30gMgd0l  5350gds, 3060306 35300605 LHMGS©  ©igadoo s  dEogho
Logobdsbsmgdem  dsBol 296306 GOLMD, MoERD LEHMIBHIHO0L Yz9ws BTIMMZEOE0
3005MH 905 IMOMHMZL 335W0GOEOME 35OU.

OMES 3B5MIOMIM  335OROEOO  35ODY 03)olbIGds 53500900 QIBIMEGOOL
9Jmby 306900, MHMIGOLSE J0WIOEO 59300 B 3M@S B539WH3M0L 535009809M0 botolbo.
239605 530, 3MLYdIMBL LogMHMSTMMOLM EMbyHY S0 LyMEHO0ROEFOMYOIMWwO 39OLYdO,
019935 35000 9IM3cgbmds 3mb3MEMo F035M0gd0m 0mbmgl Lsdsbolm 3mbsl, o3
39L50530LMdST0s B33 EMbgLLD. S1939 oALJIGdgEPMs OO bsfoero 35356EHwWGO
500l 153539090 3mB3MOLOL  IMMBM36gdOL  FsbsMEgdol  Lgdosdo  30MHs306
M00mg096 806083 d5353M0L MBYL. Jglodergdgeros 3093 09300 odseomol dmygzsbo,
0935 gb @O0 gOHMIbgmolsh  goblibgzegqgdmwo  Fosgowomo  30HE30G  FomOmMYOL
300960MLsROMbMYdOL  BEBYOHMTo  53500930M0  QobsgdoL 603369 MdSYY.  9d3g v
535853900 00 BoJAL, OHMI AEMOSWIMO©  3009MMBIBOMbMYdOL B3gE0sOLEMS 583560
Q©IBOGOG09, beagwem Jombg Immbmzbowrgds bvyen MG ™ 0BMHYdS, 35306 G90degds 00d35L, HMI
b 0gbgds moberglbo dmdsgwrol gem - gemo dmmbmzbso 13930 mds. sxMgm3Y, V)
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39300350bfi0bgdm slgm B FMMbM3bogdL, Mogz3oLbIBWs© Fgodwgds 0mg3oL, GMI
9399990 d035Mr0099gd0L B39E05EoLEJOOL FOHMT0MO 65BPIMMYDS 5MOL Lo3ToME FoSEVO.
3960dm, Tooomobmgol, https://www.payscale.com/ - ob dobggzom, MLosg®Ombmgdols

396530900l 396G G0l (Security Operations Center SOC) ©s9fygdo sbsero@ozmbol ferom®o
bgwxgsbo 81,351 533 Mol d950p9bL. 03039  ysmml  0bgm®Izoom,  by3dsm
0505 3b5HMHG350 M0l YO B3Y(305CMdJIO OMYMOJdOE 500U [6, 7]:

- Penetration Tester;

- Information Security Analyst;
- Security Analyst;

- Ethical Hacker.

Bodmm30o 393050930l LMo ™ FerroMHO sb5BPIMMYdS IsbEMmgdom 83,968
509 MO 89509bl. 5ed500 Y39 By MBOM Fobom35¢olobgdgwo Boddo ool o, GmI
9390990 139305 MBYOOL boebol slisgddgds LoMMIEYL 56 FoMmBMoyIbL s LogMMsTMGOLM
Q5 5QYH0WMdA0Z dsHoBg dbges v Im0dgdbgds ImEgdMwo B3gE0sEMdIOOL 39MRY0 S
3390x030M0  395M9d0.  sdoG™d,  Fgodwrgds  omdzsl,  MHMmI  30dgHMLIROMbMgdOL
3005OHMMEgd000  FosEo  Mbol  49BsmEgdol  JoEgdsdo  BobsblMo  LsdsEgdgdOL
»5050690s" L5305 FoMToBgdwyar 0b39LEH0MYOL Mbs Fo®Imoagbrgl.

2396300000905  4399690do  3009HMLIROMbMGdIOL  FoTsMMGB0  J9BsMEGdOL
396300560900 3OHMEgLO SMIMBT0YZOMOP S OMVWsE d0dEobsMYMBL, bmem bBJoM
999mbgz93590 gl 3OM(39L0 BOYHNMD 56 SOLYIMBL, 56 ¥ sOLYIMBL BogPMNM® SGOL dmfiy39GOwo
M0l 29b30m0Mgdoly s  dolbo  IEYMoEMdOL  F9bsMPMBIdLMB.  2oTMbo3IEEOLL 56
0o60moagbl oM LodoMmzgwm.  890dwgds ™03  0mglsl,  BMI  LodsMmggarmdo
30096MLsROMbMYdOL  J0ToMMIENGO0m 535090006  EMbgbg  gobsmgds  Loghmmo oM
3MlgdMAL, sMHOL AbMwMmE Lbgsslbgs MboggMLo@gBHgddo sOGLYdMWO 3539 JMEYYIEHdO.
939996580 56 5MHOL  LodSIIWOZMM s BssRoLGHMM  3OMYMSdgd0, OMES  LosBMZ LML

3009603039, 3M0GH03M0 0BFOILEHOWMIEHMMS YL FAMBIMOI© sOLGdMo L WRM™
aboo godmf)3939d0L [obsdy.

Logdo®m39wml 3009ML03MEJDY, ©sfygdmero 2008 ol ,5930LEML MIoL* O™OEH
9ngmgdmo I, 3obbmME0gw©s 56 gMmo LyMOMBMWo 3009HMs3sLbTS, Mol
OOMLOYE MO39 0gm 30dgMLogmEOL 3YMIEMdS. 0mJdol yzgws 3009MmMs3slbIAoL
05300056 503390000, 96 Logodmdogdm 3MmEgbdo Bsbmwyamo 0943bgb J399bol LGOsGHIy0wwo
356OHGHBoMEMd0 s o0 IbTsMgd0m bgdm®s J399boli 3MoE03Mwo 0bBOILEHOWIGHMOMOL
96056md0L J9bs®bMbgds. 39960l obsdg dysmo LOgOHMHYgdOL, 335OGOEOMMO 35MIOOL
503565  Bo3egdmdoll gmbbg s g3y Fobge3z9®, MM039 LEAMOGHIR05d0  QobsmgdOL
3963000569008 J0FoMr0gdol 960dz3bgEMmdol 50bodgzboly, §399sbsdo ds0bg 396 TmbgMbes
30096MLsROMbMYBOL  Logobdsbsmwgdwm  5350930M0  3OMYMTJOOL  IbgMY3s o
3963000060905. gl 3OMEgLO 39380609 Mos MOY LHIOMHYIMSD. 39MmdM, J3994bols Hodygzsbo
b6039MLOGYGHJO0 MO 39Mdm  BgdBH™mOOoL Fo®mdmTogbewrgdo, GMIGdOLM30LSE YMm39wo
3boEo 3MHMAMToL ©sbgMHR35 53938060 M0s 25033999 R06BLWE bIbIMKRJOME o,
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35QYIINGOS M930LMb 0YMmWomb HMyMOE 0bxgm®Is30mEo MBsgMmbMmgdol d9bgxgegdo,
obg  30096OHMLOBONbMYdOlL  139g305eolGHd0 [8, 9]. 2905 5dobs, Ymzgaerogzgl 9ds@gds ol
2396M99Mmgd53, M Im3gden 396mbdo dgEsbowo (330gdgd0m 96339990 35O

9390 0dbgd0sb sb939 3gMdm Lgd@™mEOL Lbgs 0bMLGMmomwo bgadb@gdog. BoddEoMma,
390d9ds 0md3z9L, HMI 4399456530 bryar MRIG® 0HBMEYds INMLM3boErgds 30dgMHMLsRGMbMYdOL
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30Y9d056, M6 LsgMMsTmEOoLMm LyME0BoE0MYdIMo 3MMLYdO, OHMIWIOOE BoJBOMS©
139305 MdsL  0dEg3d, MOl Bo3domE  IZ0MOEOOMIIM0, bMWM WM  EMbybY
sMlgdmo 3MOLYdO 96 0dEg3s 00 EMBOL 335¢0B0ISEOSL, BMI dglsdgdgmo 0gmlb 35S
©5L5ddgds.  Bodfbo®mm, M3 Lobgudfoxnzm 56 LmogsBMOL 5039 Lobol 3350x035:300L
3L gdg 3MELYOL.

39dBH0Ms©, ImEgdwo  JoTsMHMENGO00  EIMM3IMYO  SMHOL 393000 Loxsm
L9gBHMOLS O 9350gdoH [HM9ggdl ImEOOL, MMEs 98 39651369wolM3z0L Tgodwgds Ms35
Lobengdfoxnm  gmaowoygm 9339000 dolm3ol 99309090 350M9d0L  IMIBsYdLS s
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3OO0 5 9O BOMEIOS 5350098099M0 MbBOL LYTY3609M™ 3300930000 Lodd0sbMds.

Abgog3L0 M9BsFIOMIMds 0d69dMS 9. §. »LEY0I3MEPEIHODBTOL® 3560 ToZoWOMO, M3
abg  933MHMB0MYOM0S EILOZWgMTo. gl SMOL 530 GOJO MIMPMOF IMYROL 53500 0
©Mmbgbg  29630m56MHgd0LM30L, 0l BMYsI, J39Ybol  3M0GH03Mo  0bBOLEHMMIEIOMOL
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LINKS BETWEEN 5G PPP PROJECTS: THE ROAD FROM THE PAST
TO THE FUTURE

Roman Odarchenko National aviation university, Kyiv, Ukraine
Giorgi Labadze Georgian technical university

ABSTRACT: Creating an information society in the world is one of the most urgent and important
tasks today. In such conditions 5G networks will become the most widespread telecommunication
technological solution in the next decade. To ensure the European leadership in the direction of the
development and deployment of 5G networks 5G PPP in close collaboration with EC supports
different related activities. There were already launched the 5G PPP project of three phases. It was
shown that they are closely linked. This aims to present and analyze the links between 5G-Xcast, 5G-
TOURS, and 5GASP projects, the continuity of the conducted research activities, and new directions
of future research. There were showcased which technologies and solutions from the past projects
were reused for other projects and probably will be reused for further studies. Was underlined that the
most valuable is the long-term follow-up of research according to the 5G PPP research roadmap. This
hopefully will help to support vendors, MNOs, SMEs, and verticals in the EU on the road to the
future information society.

KEYWORDS: 5G, 5G PPP, networks, projects, standardization, Horizon 2020.
INTRODUCTION

Creating an information society in the world is one of the most urgent and important tasks today [1].
The priorities for the formation of modern information infrastructure in the EU include the creation of
high-speed mobile broadband access to Internet resources throughout the territory. This is broadband
access based on the use of mobile technologies of the fourth generation 4G (Fourth Generation) and
5G (Fifth Generation). To address the implementation of 5G technologies on the targeted efforts of
the largest cellular operators (Orange, Vodafone, etc.). At the same time, the impact of these
technologies on modern society cannot be overestimated. Cellular communication is currently
considered the norm, and mobile technologies are the most popular and rapidly evolving.

Along with the growing number of disparate devices connected to the Internet and new popular
services (transmission of high-definition video 4K, 8K, virtual reality (Virtual Reality - VR),
augmented reality (Augmented Reality - AR), the concept of Connected Cars, etc.), which put
forward new requirements for the targeted efficiency of cellular networks (reducing latency,
increasing the required bandwidth, etc.), the world is experiencing an exponential increase in data
transmission, which is not always able to effectively cope with existing 4G cellular networks [2]. It is
obvious that in the near future the existing networks will be unable to provide the required quality of
service to mobile subscribers, cars and IoT devices. That is why it is the time for rising of 5G
networks.

THE DEVELOPMENT OF CELLULAR NETWORKS

The 4G standard is capable of providing data rates of more than 100 Mbps to high-speed subscribers
(eg trains and cars) and 1 Gbps to low mobility subscribers (eg pedestrians and fixed subscribers)
according to the International Mobile Telecommunications Advanced International Specification
(IMT). -Advanced) [3]. In general, 5G networks will be able to use the capabilities of all running
cellular networks of previous generations simultaneously with the new radio interface New Radio
(NR). So 5G should deliver significantly increased operational performance (e.g. increased spectral
efficiency, higher data rates, low latency), as well as superior user experience (near to fixed network
but offering full mobility and coverage) [4].
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Comparison of key capabilities of IMT-Advanced (4th generation) with IMT-2020 (5th generation)
according to ITU-R M.2083 is presented on the Figure 1 [5].
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Fig.1. 5G networks requirements

As already noted, the number of devices connected to the World Wide Web and the requirements of
subscribers to the speed of mobile Internet access are increasing every year. Developers of telecom
equipment and telecom operators, striving to respond to new challenges [6], are preparing to seriously
transform the network architecture and interaction regulations. This is how the first ubiquitous fifth
generation (5G) networks emerge. The first commercial network of the fifth generation was launched
in 2018 - telecom operator Verizon announced the launch of "the world's first 5G network" in four US
cities: Houston, Indianapolis, Los Angeles and Sacramento [7]. At the same time, the launch of the
first nationwide 5G network, which provided continuous coverage in South Korea in April 2019,
turned out to be less effective [8]. To be honest it is fear to mention that almost all of the
developments in 5G networks were made and continue in strict accordance with the 3GPP roadmap
(Figure 2a) [9]. And the current situation regarding the deployment of the different types of 5G
networks is represented on the Figure 2b [10].
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Fig.2. Current status of 5G networks deployment (a) according to the 5G networks standardisation
roadmap (b)

LINKS BETWEEN 5G PPP PROJECTS

To achieve already mentioned above requirements defined for the 5G networks was made a lot of job,
lot of tasks were solved in different working groups. Their activities were related to the development
of novel solutions, architecture, standards etc. To support all these activities was organized the 5G
PPP organization.

The 5G Infrastructure Public Private Partnership (5G PPP) is a joint initiative between the
European Commission and European ICT industry (ICT manufacturers, telecommunications
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operators, service providers, SMEs and researcher Institutions) [11]. The 5G-PPP is now in its third
phase and many new projects were launched in June 2018. The aim of the 5G PPP is to deliver
solutions, architectures, technologies and standards for the next generation communication
infrastructures in the nearest future. The challenge for the 5G Public Private Partnership (5G PPP) is
to secure Europe’s leadership in the particular areas where Europe is strong or where there is potential
for creating new markets such as smart cities, e-health, intelligent transport, education or
entertainment & media [11]. The 5G PPP was organised in three phases, encompassing research,
optimisation and large scale trials. The aim of this paper is to showcase the links between different
phases of 5G PPP and exact projects (Figure 3). It is made on the basis of the experience from
participation in 5G PPP projects supported by European Comission (EC).

Currently for the Phase 3 have been retained 8 Projects in response to the 5G-PPP ICT-19-2019 call
[12].

i
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Fig.3. Links between three 5G PPP projects

The first left project on Figure 3 is 5G-Xcast [13]. It was Phase 2 5G PPP research project. The main
goal of this project was to bring the ability of multicast/broadcast delivery for 5G networks and it
implementation to the architecture through the contributions to the standards (3GPP, ETSI, GSMA,
DVB, etc.). The goals of the research were achieved by the very experienced consortium, which
included manufacturers, academia, SMEs etc. The most outstanding achievement of the project was
the 5G-Xcast core architecture for broadcast/multicast data delivery (Figure 4) [13].
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Fig.4. Developed 5G-Xcast core architecture for broadcast/multicast data delivery

The functionality of new networks functions, architecture analysis were presented in the deliverables
of the project [14] and of course in the research papers [15 — 17].

Some of the project results were successfully reused in the Phase 3 5G PPP projects. These eight
projects are ongoing. They started in June 2019. The main goal of lunching these projects is to get the
European 5G Vision of “5G empowering vertical industries” closer to deployment.
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5G-Xcast’s results were used in 5G-TOURS project. 5G-TOURS vision is to improve the life in the
city for the citizens and tourists, making cities more attractive to visit, more efficient in terms of
mobility and safer for everybody [18]. 5G-TOURS is focused on the realization of 13 highly
innovative use cases in three types of cities: Touristic city (Turin, Italy); Safe city (Rennes, France)
and Mobility efficient city (Athens, Greece) (Flgure 5)
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Fig.5. 5G-TOURS vision

To achieve the goals of the project was developed the unified 5G-TOURS architecture (Figure 6),
which included the results from the past projects: 5G-MoNArch, 5G-Xcast and 5G-EVE. 5G-Xcast
feature for the multicast/broadcast delivery was reused for the realization of the UC4 dedicated to the
high definition multimedia content delivery in the center of Turin. Details regarding this realization
can be found in the 5G-TOURS official newsletter [19].
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Fig.6. 5G-TOURS architecture

The next project in which will be reused the results from the past and ongoing projects is 5GASP [20].
It just started in January 2021. It will be based on the achievements of 5G-VINNI [21] and 5G EVE
[22] projects. Also, some methods for testing, validation and the whole methodology for QoE/QoE
analysis probably will be used by the project, which aims at shortening the idea-to-market process
through the creation of a European testbed for SMEs that is fully automated and self-service, in order
to foster rapid development and testing of new and innovative NetApps built using the 5G NFV based
reference architecture [20]. The architecture of the project and related projects are represented on
Figure 7.
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CONCLUSIONS

5G networks are the future of the telecom industry. It is obvious that these networks will become the
most widespread telecommunication technological solution in the next decade. To ensure the
European leadership in the direction of the development and deployment of 5G networks 5G PPP in
close collaboration with EC supports these activities. There were already launched the 5G PPP project
of three phases. Projects of different phases are closely linked. This paper presented the links between
5G-Xcast, 5G-TOURS, and 5GASP projects, the continuity of the conducted research activities, and
new directions of future research. There were showcased which technologies and solutions from the
past projects were reused for other projects and probably will be reused for further studies. And the
most valuable is the long-term follow-up of research according to the 5G PPP research roadmap. This
hopefully will help to support vendors, MNOs, SMEs, and verticals in the EU on the road to the
future information society.
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THE MODEL NEW QUANTUM RANDOM NUMBER GENERATOR
WITH THE CORRESPONDING VERIFICATION METHOD.

Tamari Kuchukhidze, Georgian Technical University, Scientific Cyber Security Association
Thilisi, Georgia

ABSTRACT: Random number generators are widely used in various fields including
encryption, statistical analysis and numerical simulations. They are also a fundamental
resource in science and engineering.

There are algorithmically generated numbers that look like random numbers but are not truly
random, called pseudo random number generators. In cases where true randomness is
necessary, we use true random number generators, where unpredictable random events are
used as a random source.

Quantum Random Number Generators (QRNGs) generate real random numbers based on the
inherent randomness of quantum measurements. Our goal is to generate fast random
numbers at a lower cost. At the same time, a high level of randomness is essential.

It is essential to trust cryptographic random number generators to generate only true random
numbers. This is why certification methods are needed which will check both the operation
of the device and the quality of the random bits generated.

We present the improved novel quantum random number generator, which is based the on
time of arrival QRNG. It is rather efficient, as it uses the simple version of the detectors with
rather few requirements. The novel QRNG produces more than one random bit per each
photon detection.

Self-testing as well as device independent quantum random number generation methods are
analyzed. The advantages and disadvantages of both methods are identified. The model of a
novel semi self-testing certification method for quantum random number generators (QRNG)
is offered in the paper. This method combines different types of certification approaches and
is rather secure and efficient. The paper analyzes its security and efficiency.

KEYWORDS: quantum, random number generator, quantum random number generator,
novel quantum random number generator, certification.
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00503l 96 ©YaMOOM©Yd, 45dMTz5¢0 BdOEJOOL bodolbbo Fgodwrgds 89o(35Wml. mv
9fymdomds Jdbol 96033690 md9gdl, IMFYmdowrmdol GBotrmo bsMzgHgdol  godmazwgbs
39bLO3MMEMGB0 OIS, 5d FoDBYBom, MLOIFOHPBMYGOOL  M93mTgboE0gdo  BoFoMmgdls
960350 M3000 GHJLGHOMGOL 658300 3356GHWMO MHoEbzol 3gbgmo@dMmMgddo. J3glbol?gdsd
MBS go53MmbGHMMEML Imfigmdomdols damdscmgmds 65d0ldoge EMHMU.

B53GMAol  F0Bsbos  Lmsgo  Fgdmbggzomo  MHoEbzgdol  agbgmomgds Q05 BobO.
99000b393000Mmd0L  Jowowo ©mbg Lz gdEMs. B39 FoMdmyoygbom  godx mdgligdmen
sbon 3395636 899dmbgz930m0 MOEb39d0L 2969M0GHMOL, MHMIgwoE 9dysmgds dmligerol mMby
©539dbgdm. gl Bo3dom© 9BIJHWIM0s, Mo 0Ygbgdl ©9EIJBH™MOMIOoL FomEGH0g 39MLOLL,
bo3dsm 930ty dmmbmgbgdom. sbser QRNG -U dgwdewos ghmbg 9@ dgdmbgzgzom do@ol
39903 9bs MomMmgMe BmEH™Mbol sdmBgbolsl.
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d930LFo3wgm  5MLbM  AMFYMBOEMdGIMSE  FMTomdol  3396FGH OO gBgdo.  30MH39Ws©
399650 Bgdmos QRNG- ol m30m@GHLEGH0Mgd0l  dgomo, 9999y 30 IMfymdowmdsby
59930009090 33560 890mbggz0m0 MoEb3zoL 4969Gmo@EHMMgdoL sbseobo. ysbzobowgm
3396360 LyOHEHOR03s300L  bbgoslbgs Bm®MmAgdo. 53 dgmmEIdolL Logmdzgwby Fgdmaos
3396360 Bz5DgOM JMHEHOR03IS300L SHsEro Igmmeb [10].

2. 899mbgg3000 HoEbzgdol 3969GMo@™®gd0

39000b3930m0 G0Eb30L  4969MOBHMMYI0 BIOMNOME  2odM0Ygbgds Lbgsolbgs Lbgg®mdo, dso
dmMol 530836,  LAHGHOLEGHZMNMO  Bowobo s Mogbzomo  LBoIMWH30900.  sMLYdMBL
SAMMOMINWO©  odmdMTog90wo  308MYd0, MMIwgdoi  dgdmbggzomo  dobsfiowrgdols
abao3Los, MMIMdLsE BBY3E™ Fgdmbzgzomo MoEbzol 3969GMsGHMMmgdL MHm®gdgb s GOl
d9dmbggzomo  Gogbzgdo, OGmIwgdos  Fo®BMm0gdbgds  9M93MMbmboMmYdso  BoboIMMmO
dmg3gbgdol  99gas. 0dol sdm, Gmd Bz9b 9O Fga300w0s  godmz0ygbmo  gBLgz™
d9000b3930m0  3969M0BHMM9d0  obgm  LoGve30gddo, Losg  F9ddsMo@o  89dmbggzomo
990bggzs LoFo®mm, B39b 3094969000 6593000 Jgdmbgzgzomo Gosbzol 4gbgdmo@mmgdl. s
99000b3935d0,  5M53MMABMBoMYds©o  F9dmbggzom  IM3wgbgdo  godmoygbgds  MHMymOE3
3900bgg300mdoL {ystmrmls.

09mEYdL,  OmImgdos  §o@Imddbost  Ggdmbggzomo  Gogbzgdl 9@ dobmeo
3aMmM0mdgd0@sb,  9fhmgds  BLYzMEMbMINwo  Mogbgzgol  ggbgMo@memo  (PRNG).
0169060305, OMI 5WMOHOMIoL 096 2503 d5393)0 MsbT0IEI3MMds F)FTM0ES© 96
6ol d90mbgz93000, b8o d9dmbggzsdo 53 G030l 89dmbgzg30mMmds 15305M0L0s. LoBJsGOl oo
M30653HLMBOL 259M, bA0MS© 58tm0g4qbgds sLgmo 49bgmo@MmMo, 9GHIM3obocmgdmwo dgmmo,
6HMIgeos 05353L Bsd30mo@ 89dmb3930m0 Fyseml Imbogrm@bge Jig3oL [11].

PRNG 983996095, 89v9de0s dmzeg ®mdo dgddbsl d6Megseo MHoiEbgo. goblsgzmom®gdom obgom
d90mbggzsdo, vy 9430bs ¥93M0 Jgdmbgzgzomo Moisbgzo, 96 dmaz0569000 sEogdgE0s
oMLgdMo  Aobsfoergdol  Asdgm®m9gds. BLY3EM  Jgdmbzgzomo  MHoEbzol  A9bgGedm®mgdo
3960MEW0s, M3 9O 5MOL LolvM39gwo FobslosmMYdgwo, M3, bobyMdwogo 3gMmomol
99000b393580, oL 530056 93030 gd.

PRNG 9563703600005 0lgoo 36H:ma659900Lm30L, HMaMM0Ess BLodMMs30s S IMPOIX0MGdS.
PRNG 56 560l  99bogghobo  2sbbmM309wgd9gdobmgol, Lssg  3oxOMgd0  mbs  ogml
30536MHMabMB0MGOs©O, MHMYMOOESs 8Mmbs3g0ms IToRZMS O SHIMGHMEIO 05353900. SBgo
390mbgg390do  LoFoMOms  FgddsMoBGo  Jgdmbzgzomo  MHoabgzol  39bgMe@mMgdols  (TRNG)
2459my9bads.

TRNG 094gbg0L 6956 56530MabmHB0Mgd5@ 96 doe05b HMMEs 3MMAbMBoMmYds© B195¢6H
36MHm39LgdL, F9dmbzz93000 Msbd0dY3MMdYdOL Fo0dmddbol dobboom. olobo 9yMHbMdO6
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36536MHMabmboMgds© 360d369eMmdgdL, HMIgdoE 3M30vGYMdo, 3OHMyMsdsdo b bdgEoswr®
9fymdomdgddos  ©oYgbhgdmo s goog3g9s  M3gMozome  LolEgdgdl.  F9ddsModo
39000b393000 MoEb30L 49bgMOEMMYO0 T9YJds MO0 3MA3MmbYbEOLYD: M3MMABMBOMmYGds©O
09O o000 9bGHmM300m ©s BMBJ30s, BMIJwoE 33593l MBsdIMO  Qobsfowgdols
doobermgdsl [12,13].

3030 dmgzwgbgdo 396 Bs3m3wom FGAdsM0oGI®E 99dmnbggzoma. BogF3ms, B0BO3MEmO
36 m39Lo bsdz0ws© Jdmbzg30005 Mg oo 3OHMPbMBOMYGdS doe0sb oS, 1) 4306
304m0  ©oMfjdbgdmo  958mdogsco  MoEbgzgdol  Fgdmbgzgzommdsdo,  bsysdmoygbyom
33963 M0 890mbggz0m0 MHoEbzgdol 39696MsGHMmMmgdo. gl 5ol TRNG- ol g5blszmmcmgdmeo
d900b3935, MMEILsE dmbs3gdgdo doowgds 336G Mo Imgegbol dgwgas©. Lbgs goBozmemo
LoLEBQdgoolsd  oblbgoggdom,  bsdgzowo  Fgdmbggzommds  3356GMMo  dgdobogzol
3600369 m3560 boffoeros. 339660 dg9dmbggz0mo HoEbgzol 49bgMmo@mMmgdo gsd8moMBg3006 53
a139dBHom,  39MQ0©  PobLIBOIOMEO  Mbigmemowo,  3993300MgMd0m  FoMYdIEO
39000b393000 3MMEgLBGOOL Fodmygbgdom, do@gdol Fo@mdmbsddbgwsc.

3. 333660 9900mbggz0mo MoEbgdols 3gbgMsGmMgdo.

PRNG- b 939@qbmdsl o6 9gwderos d9ddbsl 3003@GHMyMo80mms© ©sgneo dgdmbggzomo
Mogbzgoo  [14-16].  s6OLYIMOL  3M03GHMYMOR0sd0  BLYZ3E™-Jgdmbggzomo  MoEbzoL
3969605GHMMgd0L  35dmygbgdol  2Bgdo.  sEamMomdMwo  3969MoGHMMgdo,  MMIWGdOE3
03054mxn0909b  ©sd5@gdom  3M0EHIMO0MIGOL, ghmEIds  3OO3BHMAMIBOIEIS®  MLIRGMbM
3193 DM 29696M0BHMMgd0L, CSPRNG- 9ob.

30Bo3MMo  Jgdmbgzgzomo  MHoEbzgdol  ggbgMeBm®mgdo, sbg3g 336G Fgdmbggzomo
6oEbz9dolL  g9bgMo@Mm®mgdog 990dErgds  290m309gbmom  MHmamM3  Lbshgolo  I60dzbgErmdgdO
CSPRNG- gdobomgol [17,18]. 3ogsd Log@mbowg mbws dogommm. bmaogmmo 393935 w9G93L
TRNG- gdl 5 93603bmd05695 560900 3060Md)00s0 J0gde (330050900l d0dsMm. sOLYdMBL
QRNG mbosob Ggbdgoo, HmIwgdog 50m(jdgogh 53059ymBowgdl mvw o> BSI AIS 20/31
BGobIMEL. Lsbsd gl SB39dBHYOO 290M35¢oL{0bYds, M350 QRNG 4300535HMBL goliowgdgdols
mdmoeem Homrdmdadbols 0633901000 G030l ©sdw)dsgzgdol 999w9y.

0909995390000 3693500 LAIGHOLE0IMMO  BHYuEHO RNG 9909900l  d9dmbggz0m™dOL
99L59m{AgdEs, BoaEod RNG GHgl@oMgds 56 0dwg3s M@Ysoc 89009390L. 5dM0gs©, F9ddsmo@o
39000b393000Mmd0L  doegds  JgLodergdgeros  dbmErmE  obgmo  3MMm3gbgdoL  LsdsEgdom,
OMIWgdLog  0bogmeowo  Jgdmbzgzommds  ooBbosm.  sbgmo  {goms  3396GHwGO
d90mbggzomo Moibzol 49bgcsdm®o.
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4. 33037960 3356¢ M0 898mbgzgz00m0 Hoibzgdol 39bgGsEmMgdo.

F900500G0 J90mbzg3000mds  dg0dergds  [odmodzsl 6gdoldogmo  3356¢ Mo 3Mmglolash,
6OmIgwoi  daMIsmgmdgdol  sbdodgzmrer  139MH3MBOoEosL  9MM3g3L.  LILELMIMIOM,
bgwdobszomdos  Foeogro  bsdolbol  Mm3GH03MOmo  3m33mbgb3gdos,  s8oGMA  439wsby
365d303mwo QRNG- 900 bm®Eogewgds gm@mbol@gdgddo.

30396096¢ Mo dymdsmgmds,  MMIgEbsg  3slogeo  Lobsmol  IMsgzswo  mM30Lgds
0%056M750L, 390dgds I0FIOML HOEb30MO FEAMTMIMOOL Lv3gM3MmboE0sd0

o)
_lal® o
la >=¢e 2 ﬁ n >
n=0

Lssg o 3m33egduydo HoEbgos, n GoEMbgdOL M3mEYbmds. 33wodvs [af* JggLsdsdgds
000 M356MgMdsdo BmEH™MbgdoL Lodmowm Momgbmdsl. Lylido WsBYIOOL Lobsmeng sberml sGols
30396096¢ e daMds6gmdslmsb. 89330005 godm3094gbmm  sBYMHOLRYD  Fomqdeo
3039609630 damdscmgmds, 9OHmo BMmEHMbol dymdsMgmdol dolowgds, mv) bo305MmOLO©
Q505¢ 0639bLo3MdSL T935MB7300.

bdot dgdmbgzg35d0 335063)9MgLgdl FbmEm@ 9G53 YHOMGINO BMEMDYdIOL 2odmdw)dsggds.
50 d90mbggzsdo, LED—ob dopgdmmo Lobsmeg 35¢00®mos  8sbsd, bobsd dsbdogro
30 G™6900L Fo6HIMIMd06 MBOHM 9305, 30006 HgoOHml 3m39M9bEMwo oM.

36535¢  B9dbmermgosls dgmderos dgddbol o godmagarobmli ghmo gm@mbo, dsgscoms:
R0GHMINWGH03w0353009600 dowgdo (PMT), SPAD, bggs0@s60 bsbmliocgbgdol wg@gddmmgdo.
9L 560b 303MW OO ©IFHIJGHMOIOOL ToQ5E0MYOO.

A6OE0MWIE, 9O BmGMboOL ©9BHIJBHMMIOL 5300 BMEHMOBOL M3l JgBOM©MEo
d9L5dEgdMds. §9db3930MdOL FoMgds 0O 3356¢ MO FEYMI>MIMOYI0BSE Fgodergds,
O0IwgdoE 30535 GmEMBL 903egL. 9™l gordx Mmdglgdwyeo 9@ gdEMMGd0, FoaMsd d30600.
33035309008 1dgBHlemds  BMEMboL  250m3wgbol  MmGMdom  Joamdsl  094gbgdl. gHmo

B0A™bol  ©9BHIJAHMOOoL 900  F9BOM©35s  BmAHMBYd0oL  godmgzegbol 9999y
50 960LmM30L BoFoMm MM, GMIGELE 9)HMYdS 3330 OM.

5. sbagro 3356100 8980bgg30m0 MHoEb3gdoL 2gbgtadmMmgdo.

B3960 B0Bsbos WBRGM B Folo  IMZIbEobmm  LHiMszo Fgdmbgzgzomo  Hosbgzgdol
39696006M9ds. 53539 @OML,  5Y(30¢0g0s  d9mbg93000MdOL  Fowswo ©mby. 6gdoldogmo
339610  3MMmEgbol sMmM393s 0fj393L  F9ddsm0@ Fgdmbgzg3000MdL, od®sd  Foedmddbols
LobdoMmg sM300JIY0s IEIJEH™OOL HomrdmgdsByg [19].
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B396 g535HPMd  QoIxmdILgdME  3396GHE  dgdmbggzomo  GoEb3zgdol  3gbgGo@mMU,
Omdgwoi 999560905 QRNG  Bsdmbzerol  @Ommb.  bywmzgmgbm  99dmbgg3zsdo,  mommgmeo
390m3m9gbowo  BmEGMbob 30wgdm IbBmwmE 9ghHm F9gmbzgz0m BOGBHL, Gu  SEIOSCIMDS
93060905 ©IGIJEH™OHOL  5M59539JGIOMdom b 0330000 OMOm. 4dgBglb  Fgdmbggzsdo,
d900bg930m0 MHobzol 39696MsGHMMgdoL LobdoMg 0BMIgds Fgaods0@Idom, M3 9O MOl
15305M0Lo  LHOsxgo  3OHMAGMTgd00Lm30l,  GmymMogss QKD. vy 8635w ©9GIIGH™OL
398m30949bgdm Mg ™ dg@o dgd8mbzgz0mo do@gdol dgloddbgrs, B39b 93996905 d039MAMYdY,
Omdgwoi  Homdmoddbgds  ©yBgIBH™MgOoL  bbgoobbgs  9x39dEBHIOH™MdoL  dggye©.  9HMO
©939IAHMO0L  godmygbgdom s godmzwgboll Mol Bsdo  [oMmBoGHadmeo  Imzwgbols
9905609000,  99330d0s  3sdmzmogbmm gl dozgMdmgds.  Ls3dom@  ImMLabgMbgdgos
©939JBHMMGd0L FomEH030 39OLOOL 453MmYygbgds, MMIgEbsg gsmgdom dzotMg dmmbmgbgdo
2309Bb09. B396 200535DMIM 259Mm309gbmo F9dbmerma0s, MMIgeoi 399m0ygbgds alvlBgdEo
399bob 3356¢ G0 9dmbggzomo MHobzol abgcms@m®mgddo.

B396 3035Bmdm OQRNG- U, G™Igembsg Lobsmerol bLmbGo fyodrm gosBbos s BmEH™Mbol
396965300 96 56 oMbl 5eBsMMBS MsbsdIM0s. 0Ly, BT gOHO BMEMBOL IEYMTsMYJMdS
bs oymls:

[0 >+ ]1>;

V2

39230005 9035603mm 0 30 o6 dmbs 50IMBgbs, bmwm 1 mv) ©s3e0390s dmbs. 56
335063 9M9LgdL  Msdgbo  FmEMbo  godm3z09gbgm. L3gM3MmBoEool  sfges  Fgodwngds
990009bs06Moc:
! [0 > +§: [c >
— aclc
\/E 1 L c 1

Lsog  Xorqlacl® = % 35005, 30M39W0 FIMOLIL 300G s 9O 35066 gMgLgdL
96000 gmGmbds  godmoygzos vy MsZseds. o s33oGEol  3m396M96¢ Mo
900M35M9Md0LMZ0L, BMEHMOBOL 3360l 5¢EdsMMdIs 0 ;v

pr(n =0) = e~la
9600 59 3930 BMEGHMBOL 3:360L 5EB0IMDsS
pr(n=1) = (1 — el

439wsbg 856GH030 00J95 303030 0, MMIobmzobsg pr(n = 0) = pr (n > 1). 58 MEOHIMWOLm30L
a = VIn2. bsbmO3ge 50MBIBHOL 5EBSMMBL 35093l 3obmbMEmO fyotrm, bosg YT = In2 =
0.693.
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3654303580,  39bgmo@Gmmo  3MFomdl  9n39dGMO  LsIMPwm  gmGmbos  Mogbgbg YT
©939JH™ODY, 1 989IAHMIOMO0m. BMb BbModsbols 9Ju@magdzos Mbos Fsdmzoggbmm, H™A 56
33Jmbgli 3domdols 3GmEgbdo 8039MdMYds. BMEGHMBOL MmO 50dMBgbolbm3zol, LosE dsmo
5m©9gbMdS N1 @ N2 -05, J5dMT535¢0 3609369 ™dss 1, ®v) N> 0 s n2=0 s 0 v n; =0 s
n > 1. 9909900, ®mM0 0s630dI3OIMo (356090  39MH0MEOm b MmMo 3539000
“JAI3909XYMBO0s. 31LMbMO0 FYsMmmlmgol, gl mMo3g do@ol 360d369wmds dgodwgds
dcbgls sedsmmdoo pr(n > 0)pr(n = 0) = e T (1 — e ™T). Jg9350 00GdMO dOFHI30L
LoBJo0g mmbx g doobs Byeros, Jog®sd yz39wsbso®o 3039MHAMgdoLAE Mog0lwygsEo.

95393GHMIOMBOL  QoLoMARMIGLYOEISE  J0Z9BMOM  gbgMOGMEMOL  95dmyqbgdsl, “MBgwos
30GH™boL godmgzwaboll 9909y 9O dg¢) 999mb3z930m doEL Ho®mBmddbol. sLgmo GHodobss
B0GH™Mbol  smgwol 33560 Ggdmbggzomo  MHoEbzgdol  4gbgmo@mMgdo.  owgdEo
390923900 ©094MBS X3MBJISQ, MMIWIIL3 05658500 5EBsPMBS 5J30. 53 dgdmbggzsdo, B396
092300005 258m30949bmm gm0 ©gEJJBHMM0 IMbs399900L 3969GMs300LMZ0L. B396 Tgaz0deros
9300Mm®  BmAH™Mb9dol  dmbzol O™, GmymeE  3356GMm0  d90mbg300m0  (33WSEO.
0960353930 BmGH™Mbol O™ Jgodwrgds sogmb M™ol d0bgds, dgjdboero IHoibzgwols
9096, MHMIgwoi 9mdsmdL  ©IAHIIGMMOL  35MOWgMo©. dmEgdmwo  s©0dmBybol ™ol
06@ 96350 3359193l M58gbodg doGL Mom™ s©IMBYboLlm30L. 53 3MMmEgldo dmzwgbgdo
3005MY05 IM30IOIWS®, 500l 3obmbMMo 3OmEglo [20].

3900bg930m0  Moabzol  foMdmgdbols LobJoMol  goleBOIWIE  AMOZ9BMOM  FobmIzgdol
Bo@oMgdol 500 s6DMmI0qd0sb 335636 LogM3980, FoRo0MI© BMEBHM™bOL OHMOm ©o
Loz Mo M9500880. BMEGHMboL dmbzwol Mol sBMIz0m, 30090m Fgdmbggzom d0GdL
OHMOL 0bEIMZ5eoL, At, M0 dMm39gbol 5dmBYbol F909y9®. OHMOMO Mg50d0l dgdmbzgzsdo
900 BoEHMboL A5dmgzwgbolsl dgaz0dwos ghmbg IgEHo dgdmbgzgzomo doGo doz300Mom.
30GH™boL LogM Mo G900l Fosdmygbadom, dga30deos dogommo dgdmbgzggzomo Moibzgdo
©9AHIJAHMO0L  FoBHEOESI0 35O Ms©. 88 gomEol  259tmygbgdolisl  »MIxmdglos

949965000905 305J30M0 3330056 MM, Mo U 2o3wgbsls sb bl 9EgdEHMMOL IMobggErols
Lbobhdstmgbg [21].

230999x md9YLGdMEo  LobdoMmg  g39bdoMgds  9MBg3BOL  4539mgdsd0, mv)  Msdgbo  BdoGO
3990Mm30949bmm  sM3owo  MH5MmEIbMdIOL  BMEH™MbYP0IE s dogzowmm  Fgdmbzgzommdol

o050 mbY.

6. 5boeo bsbgz®a m30mEILEHOMYdOL dgom©O

390056030 99000b393000Mmd5 999d9gdgeros bMEwm 3wslogcmo dgdsbozol 3G mEgMGmgdom,
5d03™d 30496900 3MH03GHMAMOBOME 3OIMEHMIMEIBL. 3356360 G900b393000 g9gbgMo@mEmqdo,
9fymdomdol  LobmMmdol  dobgzom, Tgodwrgds  s0gmb  M58Ybodg  353JRME0S.
306390005 300 GgLEG0MJd500 QRNG, HMIgeroE 56 56Ol ©sdMm30090w)o IMfiymdomdsby.
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39 Bodol QRNG-ob 9306053 glmds M0l M30mEHILEGH0MGdOL F9gdmbgzgz0mo M30L9ds. FogMsa,
OHmamO3 Hobo, dobo g9gbgMsgool 8sB39693go doe0sh sdsos. MOy 3539pMO0S MO
9fymdoMmdobsh ©sdm30gd9wo 33560 dgdmbzgzomo MHoEbgzol a9bgMsdm®mgdo. ogo
d94dbogros  LOMEos  LsodgEm  IMHYMOOEMdJPOom  ©s  F9mdeos  dosefoml  Fowswro
396965300l LoBds®gl, mw dmfymdowmds LHimMs Mol ImEgeo®gdmeo. Fobsswdwgy
0900bg935d0, MMmEILsE FMHYmdO MOl dmFobsowdgagdo  53MmbEHMMEgd9b, Fgga0 SLIG
096905 890mbggz0m0.

00 M6 Joymdsl Ao9bbos, MHMYMEOE ©IIO0MO, 51939 L19MYMB0MO THoMggdo. MJSIMS©
2396bMM3090900LsL, MBOM  FoLOPYII0S  S300M®M  2oM3Z3)MEP0  FSBIBOSMIOEJOO S MOWI3
95960 bYH0BOE0MJOOL FgoMmEOL J5dm309gbmm. 36ogE03Iw0, FMYmdowwmdoliysb
©59M¥93000909¢0 3356@ M0 F9dnb3z930m0 MHo3bZ0L 29BgMGMMmGBdOLS s MZ0MEJLEOMYdSO
QRNG-0b 259600006900 0030090  bosbg3Mo@  M30mGHJLGHOMGOS®©  gbgMOGHMEL. 50
d9dombggzsdo  Bggb o6  30dbgdom  dowosbs  ©sdM30dMEo  BMfYMdOEMd)dDY.
9fymdoMmdobash ©sdmv300q09eo QRNG boliosmgds dswswo 3OHMmYYJGH0mdOms ©d
91%393GHMOMd0m,  ben 3000  GobBGoMgds  QRNG-U  gs9Bbos  LgMGHoB035300L
39000b393000Md0L MBOHM OO MBsBROMbMYDS.

B396 200035BMmdm bsbg3to M30m GHYLGH0Mds© QRNG-U, GMIgEog 59006908 30,
A9LGHM9dOLS S FMHYMdOEMBOLYSD MM 30dge QRNG-0b dologd Joboliosmgdegdl.

0300398G0MJOs 3356EHO 25698mTo, OHMIgeog d9ddbowos gOmMo BMEMBoL 3nwsmobszool
139603 B0oE0sdo IMTomdobmzol sGOb

CH >4V >
V2

96 Bobeno®movmen 9 mds®mgmdsdo

CH >, [V >+ |V > [H >,

V2

3356@mGo 9gdombggzomo GHogbzol 49bgeodm®mo  0ygbgdl aBbol gobdEHmgdol  36MH0b30390L.
3MOHO0DBIGMOHGO0 BMEHMBL 50% 5¢d3500Md00 dg396 MBWGdL MM F505MML. MYMOHOMES,
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RADIOWAVE PROPAGATION MODELS FOR VHF AND UHF BAND

Ajit Singh Department of Computer Science Patna Women's College, INDIA

ABSTRACT : Radiowave propagation model is an empirical mathematical formulation for characterization of
radiowave propagation as a function of frequency, distance and other conditions. This study explains the
various attenuating factors prevalent in radiowave propagation. It highlights the various types of radiowave
propagation; its classification based on their propagation paths; its layers in the atmosphere, its frequency bands
and propagation mechanism. The study also entails the various radiowave propagation models and their
application in VHF and UHF band.

KEYWORDS: Radiowave Propagation Models, VHF Band, UHF Band, Attenuating Factors, Radiowave
Propagation.

1. Introduction

Radiowave Propagation is the transfer of energy by electromagnetic radiation at radio frequencies from one
point, a transmitter to another, a receiver. Radiowave Propagation comprises of two types: The Guided and Free
(unguided). Free (unguided) Radiowave Propagation occurs between corresponding antennas in the earth’s
atmosphere, underwater or in free space while the Guided Radiowave Propagation takes place in manmade
guiding systems such as wirelines, coaxial cables, waveguides and optical fibers [1]. VHF and UHF bands
belong to the free (unguided) as opposed to the guided. VHF and UHF bands are seen as the “line of sight
transmission” on account of their app. VHF is defined as the portion of the radio spectrum from approximately
30MHz to 300MHz while UHF band is the portion of radio spectrum from 300MHz to 3GHz [2].

1.1 Classification of Radiowave Based on their Propagating Paths

There exists four major propagating paths of radiowave namely surface wave, space wave, tropospheric and
ionospheric [3].

Surface wave. Propagates in direct contact with the earth’s surface and as a result suffers severe “frequency-
dependent attenuation” occasioned by absorption into the ground, “space waves on account of their being
radiated from an antenna with many wavelengths above the surface are far from being attenuated as no part of it
is in contact with the surface of the earth. It is, however, worthy of note that the propagation modes of both the
VHF and UHF bands are exclusively tied to space wave.”

Space wave. Space wave as shown in figure 1 comprises two components “direct” and “reflected” and albeit it

is grouped together with “surface wave” as “ground wave”, their varied propagation characteristics warrant
their being considered exclusively.

Tropospheric puth

Dy Direct path space wave
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Fig. 1 Showing Space Wave Propagation [3]

Ionospheric. lonospheric propagation is dependent on the ionization of the earth’s atmosphere as a result of its
being impacted upon by intervening factors such as ultra-violet radiation from the sun and cosmic rays.
Ionospheric path is important to medium wave and HF Propagation but it is insignificant for VHF, UHF or
microwave propagation. This phenomenon predisposes variation in electron density between day and night
conditions with peaks in electron clarity that are in tandem with the height at which the evolved gases settle
within the region of the upper atmosphere.

1.2 Classification of Layers in the Atomsphere Layers in the upper atmosphere are classified into:

C layer

D layer

E layer

summarized their localized frequencies and heights in order of magnitude comparison as shown in Table 1:

Table 1 Showing the Virtual Height, Critical Frequency and Maximum Single-Hop Range of the Ionospheric
Layers

IONOSPHERI | VIRTUAL | CRITICAL MAXIMU
C LAYERS HEIGHT FREQUENC | M SINGLE-
Y HOP
RANGE
Cand D layers | 60-80km Reflects low
and very low
frequencies
E layer 110km 4MHz 2350km
1 layer 180km SMHz 3000km
2 layer 300km(day | 8MHz(day 3840km(day
-time) and | time) and | time  and-
350km(nig | 6MHz(night | 4130km(nig
ht time) time) ht time)

The study describes propagation of SURFACE WAVE as following the curvature of the earth due to refraction
and categorizes it (Surface Wave) as being of importance at frequencies below about 2MHz with the
conductivity and permittivity of the earth surface playing an important role in its propagation. This is due
largely to the fact that it could introduce both displacement and conduction currents in the surface.

The study further states that at the highest frequency, these currents may penetrate depths ranging from about
Im to ten of meters at the lowest.

Attenuation thus occurs as the radio wave passes over the earth surface, even in an increased dimension as the

frequency increases. Hence, the limitation of the usefulness of the SURFACE WAVE to frequencies below
about 2MHz.
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The study equally states that the DIRECT WAVE and the GROUND REFLECTED WAVE(both of which
comprise the SPACE WAVE) are at low enough frequencies( where transmitting antenna height above ground,
in terms of wavelength, is small) capable of cancelling out each other; with the corollary of leaving only the
SURFACE WAVE.

Nevertheless, at higher frequencies, the height of the antenna may be such that makes the SPACE WAVE
comparable in magnitude to the SURFACE WAVE, which results in the PHASOR SUM. The resultant wave in
this instance is referred to as the GROUND WAVE, which should not in any way be confused as SURFACE
WAVE alone.

1.3 Classification of Radiowave Based on Frequency Bands sees radiowaves as being classified either by
frequency bands or by propagation mechanisms nced Researches and Engineering Journal 05(02): 000-
000, 2021

- o= —
L, - ~ lonosphere

s ~ Satellite
\ I iﬁ
Sky Wave Orbit T

Ground Wave 3 \ B ~

Fig.2 Showing Sky Wave Propagation [1]

“ground waves” as radio waves that propagate from a source in the vicinity of the surface of the earth as
opposed to having its propagating path in the ionosphere. The study also sees two ground wave modes: “surface
waves” and “space waves” as existing independently. This varies slightly from the position of [2] which sees
“ground waves” as consisting of “surface waves”, “direct waves”

and “ground-reflected waves”. While highlighting “ground waves” and “sky waves” as those based on spatial
area, [1] outlines four radio waveforms as falling into the category of THOSE EVOLVING UNDER THE

MECHANISM BETWEEN THE TRANSMITTING AND RECEIVING ANTENNAS. They are:
e Direct radio waves( or simply direct waves)
e Reflected radio waves(or reflected waves)
e Scattered(or secondary) radio waves
o Diffracted radio waves (or simply diffracted waves).
e Reflected Radio Waves. Reflected radio waves are those waves that travel to the receiving point via a

reflection from an object, which has large dimensions compared to the wavelength [1, 5]. Occasioned
by impedances between the air and the encountered object, a part of the energy is reflected whilst the
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remaining part is refracted into the other medium. Figure 4 shows an ichal representation of this
occurrence.

i
lonosphere

Fig. 4 showing a reflected radio wave [1]

A Scattered (Or Secondary) Radio wave. Scattered (or secondary) radio waves is referred as scattering, which it
construes as related to reflection and could be referred to as diffuse reflection [6]. Its occurrence causes the
energy of the radio wave to be distributed in all directions. According to [1], the phenomenon of scatter
propagation through the irregularities of the ionosphere is peculiar to the VHF frequency band as shown in

Figure 5.
- F?Z

== om S

S
Amﬂ

Fig. 5 Showing Scattered Radio Waves [1]

Diffracted Radio Waves (Or  Diffracted Waves).

Diffracted radio waves is defined as electromagnetic wave that has been modified by an obstacle or spatial
inhomogeneity in the medium by means other than a reflection or refraction [1]. [5] concurs with this assertion

when it sees the phenomenon as occurring when the obstructing object is large compared to the wavelength of
the radio wave. [1] sees it as occurring when h<A as shown in figure 6.
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Fig 6 Showing Diffracted Radio Waves [1]
2. Dynamics of Attenuating Factors prevalent in Radiowave Propagation

Several attenuating factors are prevalent in radiowave propagation namely: Shadowing Effects, Multipath
distortion, Picket Fencing, Path loss, Diffraction, Multipath Spread, Noise and Interference.

Shadowing Effect. “Shadowing” is the loss of field strength typically contributed to a diffracted wave
emanating from an obstacle between transmitter antenna and receiver antenna [7, 8]. VHF and UHF waves
exhibit a tendency of being attenuated with every rule of distance

This is just as ridges and hills could form shadows of VHF and UHF waves. The study, however, gave an
exception concerning sharp ridges or other kinds of abrupt barriers usually caused by diffraction.

Multipath Distortion. Multipath distortion has to do with a situation where VHF and UHF waves are reflected
off of dense surfaces like rocks or conductive earth, just like a beam of light can be reflected of a wall or a
ceiling [2]. It sometimes occurs with several paths between a transmitting and receiving antenna as evinced in
Figure 7.

In much the same vein, [3] outlines four major propagation paths: “surface wave”, “space wave”,
“tropospheric” and “ionospheric.” While the study sees the ionospheric path as important to medium-wave
(MW) and HF propagation, it sees it as insignificant for VHF, UHF or microwave propagation.

DirectWave U

Fig. 7: Showing wave reflections caused by multipath distortion [2]
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Figure 7 shows a direct LOS path between two radios that is inclusive of a reflected path from the bottom of a
valley between them. The two paths are of different length with the direct path being the shorter of the two. And
since radio waves travel at a constant velocity, the direct path wave arrives at the receiver before the reflected
path. Thus, the same broadcast information reaches the receiver at two different times. It is much like echoes in
an acoustically poor room. It is hard to understand what is being said if the echoes are close enough to each
other.

Picket Fencing. Picket fencing is a form of multipathing that is common to vehicular mounted radios [2]. Its
occurrence is usually associated with interference or reflections of signals from man-made objects such as
buildings, houses, and other structures. Picket fencing is prevalent with VHF and UHF.

Path Loss. Path loss is the loss in power density experienced by a wave as it traverses the path between the
transmitter and the receiver [9]. It is also major component in the analysis and design of the link budget of a
telecommunication system [10].

Diffraction. Diffraction is an exception to the rule where ridges and hills form shadows of VHF and UHF radio
waves [2]. It occurs when VHF and UHF waves are subjected to having a portion of their waves bend around on
reaching very sharp ridges and continue propagation as if a very low power radio was placed at the top of the
ridge. Figure 8 shows VHF and UHF Diffraction.

A

Fig. 8: Showing VHF and UHF Diffraction. [2]

Multipath Spread. Multipath spread is defined as the range of timed differences that it takes for radio signals to
reach the receiving antenna when they arrive from several routes, which may include one or more sky wave
paths and/or a ground-wave path [2]. This effect according to the study could be minimized by selecting a
frequency that is as close as possible to the maximum usable frequency (MUF).

Noise and Interference. Receiver noise and interference comes from both external and internal sources [2].
While the internal noise originated from within the circuits of the receiver, other sources of noise within the
radio that are of prominence are the power supplies and frequency synthesizers. External noise, however, comes
from sources outside the radio and often exceeds internal receiver noise. The study went on to outline natural
and man-made sources of noise and went on to highlight the VHF and UHF bands as being above atmospheric
noise. Unintentional radio interference and intentional radio interference were also highlighted; with
“collocation interference” as being typical of the former, while using “jamming” or deliberate interference as an
example of the latter.

3. Radiowave Propagation Models

Radiowave propagation model is defined as an empirical mathematical formulation for characterization of radio
wave propagation as a function of frequency, distance and other conditions [11, 12, 13 and 14].
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It plays an important role in planning analysis and optimization of radio network. Hence, the imperative of
developing effective propagation models for wireless communication systems. Radio Propagation models are
not only used as mitigation measures, but used to predict the behavior of radio propagation in different
environments. [15] categorized radio propagation models as falling into three categories, namely:

e  Statistical Models
e Deterministic Models and
e Empirical Models.

3.1 Statistical Propagation Models. Their study outlines statistical propagation models as originally devised to
provide estimations of signal field strengths (or signal power) in cases where there is insufficient knowledge of
the terrain profile. Being models derived from data obtained from extensive measurements in different
environments, they require a limited number of parameters (eg. effective antenna height, time and/or location
variability, type of ground).

3.2 Deterministic (Geometrical) Propagation Models.

Their study outlines Deterministic models as making use of the laws governing electromagnetic wave
propagation with a view to estimating the field strength(or signal power)directly from the path profile(which
has to do with terrain and clutter between the transmitter and receiver). They are usually site specific and can be
associated with indoor or outdoor propagation environments. Notable examples of it are the Fresnel model,
Recommendation ITU-R P.525-2/526-4.

3.3 Empirical Propagation Models .Their study outlines Empirical path loss models as incorporating the
benefits of deterministic and statistical models and is widely used for the planning and optimization of cellular
networks. This model takes all environmental influences implicitly regardless of whether they could be
separately recognized or not.

Their creation is hinged on fitting appropriate mathematical functions to extensive sets of measured path loss
data with no due regard to base these functions on physical models of dominant propagation mechanisms.
Wireless, Propagation and Network Engineers sees the simplicity and computational efficiency of this model as
its main advantage.[16] and [17] sees the possibility of splitting empirical models into two subcategories
namely, time dispersive and non-time dispersive; with the time dispersive models providing information about
time dispersive characteristics of the channel such as delay spread of the channel during multipath. Examples of
it are: Free space, Okumura-Hata, Cost 231, Ericsson propagation models, Recommendation ITU-RP. 1546,
Okumura, Egli, ECC-33, SUI, Lee, Macro, COST-231-Walfisch-Ikeagami and Dual-slope, etc.
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ITPOBJIEMA OBLIEI'O AHAJIM3A 3AIIATBI THOOPMALIUU B
NHO®OPMAIIMOHHOU CUCTEME

THE PROBLEM OF GENERAL ANALYSIS OF INFORMATION
PROTECTION IN THE INFORMATION SYSTEM

J. BacmbIKbI3bl, cTapmuii npenogasarens, HAO Kacnuiickuii yHHBepcuTeT TeXHOJIOTHIl M HHKHHAPHUHTA HM.
L. EcenoBa, r Akray, Kazaxcran
D. Bashygyzy, Senior Lector, NAO Caspian University of Technology and Engineering named after Sh.
Yessenova, Aktau, Kazakhstan

AHHOTAIIMSI. Bce mporpammel 3alUMIIEHBI OT HECAaHKLMOHMPOBAHHOIO KOIMPOBAaHMSA, €CIIM B HEH
BBITIOJIHACTCA KOIUS IPOTrpPaMMbl, MO3BOJISIONIas HPOBEPUTH caMy IpPOrpaMMy, C LEJIBIO ONPEAEIMTh,
co3/laHa JM OHA C COOJIIOJEHHEM BCEX HEOOXOOUMBIX TEXHOJOrui. IIporpamMma He MOXET HOPMAaJIbHO
pa0oTtaTh, €ciM HapylleHa TEXHOJIOTHs co3laHus Komuil. TakuMm o0pa3oM, HOpUAMYECKOE KOMHPOBAaHHE
MPUBOAUT K HCIIOJIB30BAaHUIO HEKOTOPOW YHUKAIBbHOW TEXHOJOTWH co3JaHus Komuid. JIroOas xomus wim
BHYTPEHHUH (hailyl 3alMIIeHHOW HpPOrpaMMbl JAOIDKEH UMETh «KJI0Y " - OIMH WM HECKOJIBKO KOJOBBIX
uudp. Ilpm npoeepke mnporpamMma CpaBHUBAET pPsiI CHEUU(PUUECKHX NPU3HAKOB paboueil cpenasl ¢
MIPEIBAPUTEIBHO 3aKOJUPOBAHHBIM KIIFOYOM M O pe3yJbTaTaM CPaBHEHHS (OPMHUPYET COOTBETCTBYIOMIMI
3HaK. TakuM oOpa3oM, co3JaHue KOMUHU IPOrpaMMbl MUHUMAJIBHO: 3Ta KOIUS AOJDKHA [IPEIOCTaBUTh KIIIOY,
TOTOBBIN K paboTe C pealbHbIM KOMIIBIOTEPOM, YTOOBI OBITh pab0TOCTIOCOOHOM.

KJIOUYEBBIE CJIOBA: ungopmayuonnas cucmema, Qaiii, npocpamma, KOMIOHEHM, NePCOHAL

ABSTRACT: All programs are protected from unauthorized copying if a copy of the program is
executed in it, which allows you to check the program itself in order to determine whether it was
created in compliance with all the necessary technologies. The program cannot work normally if the
copying technology is violated. Thus, legal copying involves some unique copying technology. Any
copy or internal file of a protected program must have a "key" - one or several code digits. When
checking, the program compares a number of specific features of the working environment with a
pre-encoded key and, based on the results of the comparison, forms the corresponding sign. Thus,
the creation of a copy of the program is minimal: this copy must provide a dongle ready to work
with a real computer in order to be functional.

KEYWORDS: information system, file, program, component, personal

CrangapT UHQOPMAIMOHHOM O€30IIaCHOCTU CO34aeT OCHOBY [UISl B3aUMOJEHUCTBHA MEXAY
MPOU3BOJUTEISIMU, TIOTPEOUTENSAME M OKCIEpTaMH 10 KBaJU(PHUKALUK TPOAYKUUH HH()OPMAIMOHHBIX
TEXHOJIOTUH.

Baxueiimme cranmaptel MHPOPMAIMOHHONW 0e30macHOCTH (B XPOHOJOTHYECKOM  TOPSIKE):
KKPHUTEpHH 0€30MaCHOCTH KOMITBIOTEpHBIX cucTeM MunucTepctBa oboponsl CIIIA (opamkeBass KHHTA.
1983)», «eBporieiickue KpuTepruu 0e30MacHOCTH HHPOPMAIIMOHHBIX TEXHOJIOTHI», «(penepatbHbie KPUTEPUU
OesomacHoctn  mHGopMmanuoHHbIX  TexHojormit  CIIIA», ‘"kpurepum eauwHcTBa  0€30MACHOCTH
“H(OPMAITMOHHBIX TEXHOIOTHHA".

Kakumu crnenuduyeckuMy TpU3HAKAMH MOXET 00JafaTh KOMIIBIOTEp, Ha KOTOpoM paboraer
IIporpaMma, a MMEHHO NPOrpaMMHO - allapaTHas cpefa.

Jus IBM — coBmectumbix [1K 3TuMu npu3HakaMu MOTYT OBITh:

1. Tun I1IK u Tun onepanoHHON cUCTEMBI (Bepcus);

2. JlaTa BbIXOJa U /MU €r0 KOHTPOJIBHOE COCMHEHHCE;
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3. u3HUECKOe MECTO MECSIICB Ha TMCKOBOM HOCHUTEJIE;

4. anmapaTHbIN COCTaB;

5. HAJIMYHE CKPBITHIX YACTEH MPOTPaMMBI;

6. pusrueckre 0COOCHHOCTH HOCHUTENS (B T. 4. A1e()EKTHI).

HekoTopple m3 STHUX MPHU3HAKOB OYEHb HHIWBUAYAIbHBI (HarpuMep, (U3NYECKHe OCOOCHHOCTH
HEKa4YeCTBEHHOT'0 HOCUTENA), Apyriue MeHee naanBuayansssl (tun 1K, Bepcus npyra). Ilporpamma moxer
WCTIOJIB30BaTh OJUH WJIM HECKOJIBKO CHMBOJIOB, YTOOBI MPOBEPUTH 3aKOHHOCTH Komuu. Ocoboe 3HaueHue B
TOM Cly4yae HMeEeT CHOoco0 NpPUMEHEHHS MPOrpaMMBbl: €ClIM NporpaMma paccyhTaHa Ha padoTy Ha
koHKpeTHOM [IK, BHIOMpaloTCsl OJHH METKH, €CIM OHa JIETKO IepeMellaeTcs ¢ OJHOTO KOMIbIoTepa Ha
nIpyroii 6e3 moTepu pabOTOCIOCOOHOCTH - BBIOMparoTcs Apyrue. Ha3oBeM mporpammbl MEpBOTO THIIA-
CTAllMOHAPHBIMH, & BTOPOT'O - MOOMIIEHBIMHU.

Bo Bcex ciyyasx nmpoBepka 3aKOHHOCTH HE JIOJDKHA BIHSTH Ha OBICTpOE ACHCTBHE MPOTPAMMBI WIIH
TpeOOBaTh OT TOJB30BATENs KaKUX-TUOO MOTOJHUTENBHBIX JACHCTBUU (HampuMmep, MOXET JIM CHCTeMa,
WCTIONIB3YIOIAs Mapoiib, cyuTatbesi 3 dextuBHOM). CrucTema 3aIUTHl JODKHA TPOBEPSATh KOMHIO, a He
MOJIb30BATEIS.

OTU NPOBEPKH JOBOJBHO IMPOCTHI, HO HE HWMEIOT BBICOKOW CTENECHW HHIMBHIYAIBHOCTH B TOM
CMBICTIE, YTO MOTYT ObITh coTHM Thicssy [IK oxHoro Tmma, ucrnosb3yronmx onny u Ty xe OC. ITostomy
0OBIYHO 3TH TIPOBEPKHU HCHONB3YIOTCS B COYETAHWH C TPOBEPKON NPYIHX OTACIBHBIX CHMIITOMOB H
TIpeHa3HAYEHBI JIJIsI 3aIUTHl CTAllMOHAPHBIX MTPOTPaMM.

Tun IIK xaspurran f0000: xassuran fffe 3anucan B KOC mo azapecy,t. e. B Oaiitax mepen
rocJyieTHM B MerabaiiTHoM agpecHoM nipoctpancTe [1K. 3Hauenwust atoro 6aiita MOTYT OBITH CIEIYIOIIUMHU
kojamu (Tadm.1).

Tabmuua 2. Koasl 3HaueHuii Oaiita

ITpoBepka cpoKoB BBIXOJAa W KOHTPOJBLHOU cyMMEI ¢yp. [locTossHHOE 3amoMuHaroIIee yCTpoicTBO
(icm) siBnsieTcss HenenmuMoM cocTtaBHOW 4acTeio moboro IBM, obwvemunenHoro c IIK. Cocra HIIC
YUUTBIBAET OCOOEHHOCTU peann3aluu KOHKpeTHbIX ITK M MOXeT oTiauyaTrhcs OT KOMIBIOTEPOB Ka)J0I0
THTA.

ITpu stom B konrie (yp (mo aapecy$FO000:$FFFS) 06514HO 3ammichIBacTCsl CPOK €€ BBIXOA, TIOITOMY
naxe s onHotunHeix 11K (naxke mpu Hanuuuu oIHON (UPMBI - U3TOTOBUTENS) KOHTPOJIbHAA cymMMma (yp
OTJINYAeTCs Ha pa3HbIX k3emiuisipax [1K.

Hara Beixoma HIIC maxomutcs mo agpecy SFOOO: $FFF5 u cocrout u3 8 cMmeriaHHbIX OalTOB.
JanHbie xpaHsaTca cuMBonndecku B popmate MM/DD/YY (MM — cumBoinsl HoMepa Mecsana, DD — Homep
natel, YY —HOMep roja), HarmpuMmep «26.06.92». Jta nmpoBepka UCIOIB3YeTCsl ISl 3alIUTHl CTAI[HOHAPHBIX
MIPOTrPaMM.

Xopouleil HHANBUAYAIBHOCTBIO 00Ja1aeT GpU3nYeckuid HoOMep KiacTepa, KOTOpbI HauMHaeTcs Ha
KECTKOM JUCKE ¢ (ailyioM ¢ 3alMIIeHHON nporpaMMoi. JIeHCTBUTENBHO, B allapaTHO-IPOrpaMMHON Cpejie
IIK dgro-To npyroe (kKpoMe cocTaBa OICPaTUBHOM IMaMsATH) AWHAMHYHO MeEHSETCS, Kak H (aiiaoBas
CTPYKTYypa KecTKoro aucka. [Ipu co3maHuM JeranbHOW KOMUHM MCXOAHBIA HOMEp Kiactepa i QaiinoBoi
MpOrpaMMbl Ha KECTKOM AHCKe B oOmieM ciydae Oyzaer ciydailHbIM. Ecinu mpu oTmpaBke mporpamma
MIPOBEPUT STOT HOMEP,TO B OOJBIIMHCTBE CIy4aeB OHA JIETKO OOHAPYKUT HE3aKOHHOE KOITUPOBAHUE.
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Taxoil croco0 3alUThl HeNb3sd CUMTATh MJIEaJbHBIM 0 MHOrMM npuuuHam. IIpoBepka Homepa
KJIacTepa BBINOJHIETCS HE TaK MPOCTO, Kak mpoBepka aarel Beixoga u tuna I1IK. Ho nepBonauanbHbI
HEIOCTATOK 3aKJII0YaeTCs B PYroM: Jr000e M3MeHeHe MecTa (aiiia B peenax XoTs Obl OHOTO KaTajiora
IIPUBOJUT K HE3aKOHHOCTH PaHEee YCTaHOBJIEHHON KOIUU.

ITporpamma MOXeT NpPOBEPHUTH S(PPECKTUBHBIA 00BEM ONEPATUBHOM NaMATH, HAIMYHEC U 00BEM
pacCIIMPEHHOM NaMATH, TUIT HEHTPAJIBHOTO MPOLIECCOpa U MPUOIN3UTEIBHYIO CKOPOCTh €0 PaboThl, HAINYHE
MaTeMaTHYECKOTO COMpOLeccopa, THI M KOJMYECTBO JHCKOBOJOB sl THOKMX JAHMCKOB, IMapamMeTpbl
(U3NYECKOr0 JKECTKOTO JHCKA, KOJIMYECTBO JIOTMYECKUX JMCKOB, TUI M KOJIMYECTBO KaHAJOB IS
MOJKJIFOUEHHs] BHEIIHUX yCTpoicTB. Kaxnmas M3 3THX XapaKTEpPUCTHK MOXET IOBTOPSTHCS Ha ThICAYax
npyrux I1K, HO Bce OHM HOCTaTOYHO MHIMBHAYAIBGHBI B KOMIDIEKCE M IIO3TOMY MOTYT C GOJBIINM YCIIEXOM
HCIIOJIB30BAaThCS IS 3alUTHI CTALIMOHAPHBIX ITporpamm [1].

HekoTopele 3apyOekHble (GHUPMBI BBITYCKAIOT 3JEKTPOHHBIC KIIOUM UL 3aIUTHl MOOWIBHBIX
MPUJIOKEHHI - HECKOJIBKO 00Jiee NEIIEBBIX YCTPOUCTB, KOTOPbIE MOAKIIOYAIOTCS K CTAaHAAPTHOMY KaHAITy
[I0CJIE0BAaTENbHOI0 WIN MapajlIebHOIO BBOJA — BBIBOJA Iepesl OTIPaBKOW 3alUIAaeMOro MPHIOKEHUS.
DNEKTPOHHBIE KIIIOYH PEATH3YIOTCS Ha OCHOBE 3aKa3aHHBIX MUKPOCXEM U OCYIIECTBIISIIOT B3aUMOACHUCTBHE C
3alIMIIEHHON IPOrpaMMoil B He0OXoJuMoM UHTepdetice.

Jns xommeiotepoB kiacca IBM AT ucnonesyercst crienmanbHas sHeproemkass KMOII - mamsTs,
KOTOpast XpaHHT IIOJIE3HYI0 HH(OopMaIHio o coctaBe anmapaTtHbIx cpencts 1K, B Tom gucie — adhexTrBHYIO
namsiTe. MHbopManuio o nepudepuiinbix ycrpoiictBax popmupyer Equipm 8 KMOIT-namsiTu.

Haub6onee 3¢ hexTHBHBIM crtocOOOM 3aIUThI (B OCHOBHOM JJISi MOOMIIBHBIX MPHJIOKEHUH) SIBIISIETCS
CO3JIaHNE ¥ WCIIONB30BAHUE CKPBITBIX YacTel MPOrpaMMBI W/WIH OCOOCHHOCTH (PH3WYECKHX HOCHTENCH
WHPOPMAIHH.

CKpBITbIE YacTH IPOrPaMMBI-3TO OOJIaCTh HOCHUTENs IMCKA, KOTOpas TeM MM HHBIM CIOCOOOM
CBsi3aHa C MPOTPaMMOH, HO He 3amucaHa B Buae (ainoB OC. B mogapnsiomem OONBIIMHCTBE CIy4yaeB B
nporpaMMe HeT HeOOXOAMMOCTH HCKYCCTBEHHO CO3/aBaTh TaKHE TEPPHUTOPUH, TaK KaK OHH OyIyT«3a»
TMOOBIM aitiom.

He oueHp 5(¢QeKTHBHBIM cmoco0 3amMTHl 3aKIMIOYAeTCs B CO3JAaHHM W MCHOJNB30BAHHH
JIOTIOTHUTENBHBIX CKPBITBIX KJIacTepoB. Takue KiacTepbl MOTYT OBITh NOMEYEHBl KaK HEBEpPHBIC WIIH
«motepsinabie» B FAT (T. €. HE COOTBETCTBYIOIIME HHM OJHOMY 3aperucrpupoBaHHomy (aiiny). (Bo Bcex
CiTydasix, HE3aBUCHMO OT TOTO, HAXOJUTCS JIH KIII0Y 3a (DaillioM WM B OTJAENBHOM KjacTepe, 3alluTa MOXET
OBITh JIETKO HEHTpann30BaHa, €CIM KOMMPOBAaHME AUCKETa «H3 O1oKa B OJOK " MCHOJIB3YyeTcs ¢ MOMOUIBIO
cuctemHoil yrunutel DISKCOPY wnu aHanornuHbIX HECHCTEMHBIX TIPOTPAMM).

Jlydmeid ciocoOHOCTBIO MPOTHUBOCTOSITH HE3AKOHHOMY KOMMPOBAHUIO O0JaJaeT CHCTeMa 3alllUThl,
OCHOBaHHas Ha Yy4eTe HHIUBUIYaJU3UPOBAaHHBIX OCOOEHHOCTEH, MpPEXAE BCEro MIUCKET B aHalu3e
HEYCTpaHUMBIX JAe(eKToB. B 3ToM ciydae cucTeMa NpPOBEPKH 3aIUUTHl «3HAET» CIUCOK JE(PEKTHBIX
CEKTOPOB OPUTHHAIBHOM JTUCKETHI U MBITaeTCsl X oThopmaTHpoBath. Ecimu mocne dpopmarupoBanus oOMeH
uHpOpMaIed ¢ CeKTOPOM Mpowied NPaBHIBHO, TO COOTBETCTBYIOIIMI cekTop - Oe3 nedexra w,
CIIeZIOBATEIbHO, MBI HaMEpeHbl padoTaTh C HeNlerajbHOW KOMUeW OUCKEThl. [ JlaBHOE NOCTHKEHHE JTOTO
crnoco0a 3allUThl NPUBOAMT K NPUHLIUIIHAAIGHOW HEBO3MOXXHOCTH CO3JaHMS JOeeKTa, KOTOpBId He
yCTpaHsAeTCs IPOTPaMMHBIMU CPEACTBAMU Ha IIPABUIIbHON JAHCKETE.

Kakx BUIHO U3 OmBITA, YacTh AUCKeT (He MeHee 1%) COCTOMT M3 3aBOJACKMX BBIXOJHBIX JE(EKTOB,
[I03TOMY IIpU OOJBLIOM BBIIYCKE KOMMEPYECKUX MpOrpamMM Takue Ae(EeKTbl MPUXOAUTCA CO34aBaTh
HCKYCCTBEHHO. JIJI 3TOro MHOIZA MCIOJB3YIOT Ja3epsl, a yalle — oObluHyto OynaBky. Ilocie HecKOIbKHX
YIPaKHEHWH Bbl MOXKETE OCTABHTh LAPANHMHy Ha CJIO€ HOCUTENs, KOrJa YrOoIHO, WJIM BBl MOXETe
MEPEBEPHYTH AUCKETY, YTOOBI COXPAHUTH PabOTOCIIOCOOHOCTh OObIIIeH ee yacTu. Ho 1apanuHbl U BMSITHHBI
MOBEPXHOCTH AUCKETHI MOTYT MOBPEIUTH TOJIOBKH HEKOTOPBIX HOCUTETIEH.

IMox wHpOpMAIMOHHOW O0E30ITACHOCTRIO ITOHMMAETCS NOANCPKaHNE HHPPACTPYKTYPHl TI0X
CITy4aiiHBIM MJIM MPEJOIPeeTICHHBIM BO3ICHCTBHEM €CTECTBEHHOT'O MIIM UCKYCCTBEHHOTO XapakTepa, rpyoo
VIIEMIAIONIETo 3aluTy HH(POPMAINK U CYOBEKTOB HH(POPMAMOHHEIX OTHOLICHHH, B TOM YHCIIE BIameibla
W ToJIb30Bateneil nHpopMaluy, U IoAIepKKa HHPPaCTPYKTYpHI [2].

1. TUNIMYHBIE aTaKy Ha ONEPALMOHHbIE CUCTEMBI

YTpo3a-3T0 NOTEHIUAIbHAST BO3MOXKHOCTD PEaNbHOTO HAPYLISHU HH(OPMAMOHHON 0€30MacHOCTH.
[ombiTKa OCYIIECTBUTH YIpo3y Ha3bIBAaeTCs HANaJeHHEM, a TAKOTO CTPEMSIIErocs — 3JI0YMBIIIICHHUKOM.
CouunanbHBIX 37I0yMBIIUIEHHHKOB Ha3bIBAIOT UCTOYHHKOM YTPO3BI.
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IIpexne Bcero, yrpo3a MCXOAMT M3-3a HAJIMYMS YS3BMMOI'O MECTa B 3alluTe HWHGOPMALMOHHBIX
cucteM (HampuMep, BO3MOKHOCTB JIOCTYIIA TIOCTOPOHHUX JIMI K KpaliHe HE0OX0JUMOMY 000PYIOBaHUIO UITH
ommOKe B MPOTPaMMHOM 00€CITEYeHNN ).

Tunuyzele aTaku:

1. ckanupoBaHue (aiIOBOM CHCTEMBI: 3JIOYMBINUICHHHK CKaHUPYET (HaiIoBYI0 CHCTEMY
KOMITBIOTEPA U MIBITAETCS POYUTATH (MIIM CKOIUPOBATh, MU CTEPETH) BCE (aiiIbl HOAPSA.

2. Kpaxa xiroueBoid MHGOpMAaLMU: B MPOCTEHIIEM CiIydae-3JI0yMBIIUIGHHHK BHIUT MapoJb,
HaOpaHHBIN MMOJIB30BATENIEM.

3. BBIOOD mapods.

4.cOop Mycopa: BO MHOTHX OINEpPAllMOHHBIX CHCTeMaxX WH(OpMAIs, yoadcHHas IMOJb30BaTENIeM,
(du3nUecKu He yaajisercs, moMevaeTcs Kak ynaneHHas. C MOMOIIBIO CeNHaIbHBIX MPOTrPAMMHBIX CPENICTB
Ta wuHpOpMamus (Mycop) MOXKET OBITh BIIOCIAEACTBHM BOCCcTaHOBIeHa. COop Mycopa MOXeET
OCYILECTBIATHCS HE TOJIBKO HA AUCKAX, HO U B ONEPATHBHOM MaMATH.

5. TOBBIIIEHHE IOJHOMOYMM: Ul peanu3alldd JaHHOW yIpo3bl 3I0YMBIIUIEHHUK, HCIIOJIB3YS
OIIMOKKM B MPOTPaMMHOM OOECIICYCHUU OMEPAI[MIOHHOW CHCTEMBbI JMOO/WIM TOJIMTHKE OE30MacHOCTH,
noiy4yaer OoJsiblle MOJHOMOYHMH, 4YeM eMy ObUIO TPEJOCTaBICHO B COOTBETCTBUH C TIOJUTHKON
6e3onacHocTH. OOBIMHO 3TO MPOMCXOAMT JHOO MyTEM 3alycka MpOrpaMMbl OT HMMEHH JAPYroro
[10JIb30BAaTENs, MO0 MEPEeKIoYeHHeM AMHAMHUYECKH 3arpykaeMoil 6ubnuorexu. OTa yrposa MpeacTaBisieT
OonplIyI0 OnacHOCTh A onepaldoHHbIX cucteM (UNIX), xoTopble MO3BOJIIOT BPEMEHHO YBEJIUYHUTD
MTOJTHOMOYHS TIOJIb30BATETIS.

6. mporpaMMHBIA. B KauecTBe CpeACTB BBIBOJA CHUCTEMbl M3 LITATHOTO PEKUMa IKCIUTyaTallUu
MOXET HCIIOJIb30BAThCsl arpecCUBHOE MOTpeOieHne pecypcoB (Kak MpaBWIIO - MOJIOCA MPOMYCKaHUs CETeH,
BBIUMCIIUTEIIbHBIE BO3MOKHOCTH IIPOLIECCOPOB M ONEpaTUBHOM mnamstu). 1lo pacnojoKeHUI0 HCTOYHHUKA
yrpo3bl Takoe MOTpebJeHne MoapaseNnsercs Ha JIOKaJbHOe M OTKIoueHHoe. [lpu cboe B KoHUrypauuu
CHCTEMBI JIOKaJbHas IPOrpaMMa MOHOIIOJHM3HPYET IPOIECCOp WIW/WIH (U3NYECKYI0 MaMsTh, CHIDKAs
CKOPOCTb BBIIIOJIHEHUS APYTHX NPOrpamMM A0 HYJIS.

OmHEM W3 OMACHBIX CIOCOOOB aTakH SIBISETCS NPOHHKHOBEHHWE BPEZOHOCHOTO IIPOTPAMMHOTO
obecreyeHus B aTaKyIOUIYIO CUCTEMY.

7 MCKIIIOYECHUE MITATHBIX TIOJIb30BaTENICi, ONIEpaTOpOB, CHCTEMHBIX aJMUHUCTPATOPOB U IPYTUX JIHII,
obcimyxuBaromux HHGOPMaIIMOHHBIE CHCTEMBI [3-5].

SammuieHHpIME Ha3biBaloT OC, paccMaTpUBAIOIIME CPEACTBA 3aMIUTHI OT OCHOBHBIX KJIACCOB YIPo3.
SammmenHas OC 00s3aTenbHO JOKHA COEpKaTh CPEeNICTBAa OTPaHUUEHHsl JOCTYIIA [10Jb30BATEN K CBOUM
pecypcam, a Takke CpelcTBa MPOBEPKU MOIMHHOCTH IMOJIb30Bartens, HaunHas padoty ¢ OC. Kpome Toro,
samuuenHas OC JoipKHa coiepkarh CpelCcTBa NMPOTHUBOACHCTBUS CIy4alfHOMY WJIM HEIpeIHaMEpEHHOMY
BoIxoay OC u3 cTpos.
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