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Abstract

Quantum and Post-Quantum cryptography

Data encryption has been the traditional way of ensuring the different types of
sensitive data. It is expected the massive release of quantum computers in the near
future. Quantum computers can break the classical crypto schemes. Therefore, classical
encryption systems have become vulnerable to quantum computer-based attacks. This
involves the research efforts that look for encryption schemes that are immune to
quantum computer-based attacks.

Digital signature has become an important technology in the security of the Internet
and other IT infrastructures. Digital signature ensures authenticity, integrity and
identification of data. Digital signature is widely used in the protocols of identification
and authentication. Thus, the given secure digital signature algorithm has a crucial
importance for supporting the IT security.

The digital signature algorithms used in practice today are RSA, DSA, ECDSA but they
are not quantum resistant because their security is based on complex factorization, large
composite integers and calculation of descrete logarithms.

Hash based digital signature schemes we present here, suggest very interesting
alternatives. Like any other digital signature scheme, a hash based digital signature

scheme uses a cryptographic hash function.
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Their security depends on the collision resistance of hash function. In fact here is
presented a hash —based digital signature scheme, which is secure only when the basis
of the hash function is resistant to collision. The existence of collision resistant hash
function can be seen as a minimum requirement for the signature scheme, which can
mark (sign) many documents with a single personal key. This signature scheme means
digital signature (array of bits with fixed length) of documents (long array of arbitrary
bits). It shows that digital signature is actually a hash function. These hash functions
must be resistant to collision: if it is possible to create two documents with the same
digital signature, the signature scheme can no longer be considered secure. This
argument shows that there exists a hash based digital signature scheme as long as there
is any digital signature scheme, which can sign several documents with a single key.
Consequently, hash — based signature is an important candidate for the post — quantum
signature. However, their resistance to quantum computers has not been proved, the
requirements for their security are minimal. Despite this, every new cryptographic
scheme gives us a new signature scheme. Thus, the creation of secure circuits is
independent of complex algorithms, number theory and algebra. They meet the
constructions from symmetric cryptography. This is one more great advantage of hash —
based signature scheme. The described hash function can be chosen in consideration of
hardware, software resources. For example, the signature scheme should be
implemented on a chip on which AES has been implemented. A hash function based on
AES can be used for reducing the size of the same signature scheme and for optimizing
its execution time. Hash based digital signature scheme was created by Ralph Merkle.
Merkle began with a single signature scheme to which Lamport and Diffie contributed
partially. Single signature is quite fundamental. Single secure signature schemes require
only one — sided function. Ropell shows that one — sided function is necessary and
sufficient for secure digital signature. So, single signature schemes are really a
fundamental type among digital signature schemes. However, they have serious
drawbacks. One pair of keys consisted of a secret signature key and a public key can be

used for the verification of a single document only. This is not enough for the majority
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of applications. It was Merkle’s idea to use a hash tree, which reduces the validity of
many single keys (hash tree leaves) and authenticity of one public key (hash tree root).
Merkle’s primary construction is quite efficient compared to the RSA signature scheme.
However, many improvements have been found since then, and this kind of approach
of hash — based signature is quite successful alternative of RSA and elliptic curve
signature schemes.
Transfer of quantum key is a method, which allows the two parties, conventionally Alice
and Bob, to use a common secret key for cryptographic purposes. This paper is intended
to show you a general idea what the quantum key transfer is and what methods it uses.

In order to ensure the privacy of the message, Alice and Bob agree on a part of shared
secret information, which we call a key. Encryption occurs by means of integrating a
message and a key so that the result is not clear to an interested party for whom the key
is unknown. The recipient of the message uses a copy of the key to decrypt it.
This thesis analyzes several signature schemes that can be considered resistant to a
quantum computer attack. However, the circuits have an efficiency problem. The most
important problem with circuits is the long signatures. The serious problem of the digital
signature is the size of the signature.

The thesis proposes the methodology for reducing the size of the signature, by means
of integrating quantum key distribution protocol into hash based digital signature

scheme. The analysis of the final scheme is offered. The proof of the security is offered.
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