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With the emergence of the digital economy and an ever-increasing percentage of consumers conducting
their business mostly from online or mobile devices, electronic shopping, or e-commerce, is fast being
recognized as the way to go global at the click of a button. As a consequence, any modern company’s
ability to create a viable e-commerce model is becoming extremely significant. To secure themselves
and their clients, an organization must overcome current security issues to ensure that the highest levels
of e-commerce security are maintained. Failure to follow stringent ecommerce security procedures will
result in the destruction of data, the compromise of transaction documents, and the leak of the customer’s
financial information. This will lead to legal and financial repercussions, as well as a negative image
for the company. Cloud networking, web computing, e-commerce, net banking, and other cutting-edge
technology also need a high degree of protection. Since these instruments hold personal information
regarding a human, their security has become a top priority.
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clash is only an extreme expression of a political conflict, its highest stage, insofar as the study of the
causes of conflicts and methods of their settlement, especially at those stages when it is still relatively
easy to carry out, has not only theoretical but also great practical importance. An international conflict
is a direct or indirect clash of interests of two or more parties (states, groups of states, peoples, political
movements) based on the contradictions of an objective or subjective nature between them. By their
origin, these contradictions and the problems they generate in relations between states can be territorial,
national, religious, economic, military-strategic, scientific and technical, etc.
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and violent conflicts. This issue is recognized as a threat to international peace and security beyond the
international agendas in the framework of the UN Framework Convention and the Secretary-General’s
follow-up and United Nation Bureau of Climate Change.
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Corruption is a form of dishonesty or criminal offense undertaken by a person or organization entrusted
with a position of authority to acquire illicit benefit or abuse power for one’s private gain. Corruption
may include many activities including bribery and embezzlement, though it may also involve practices
that are legal in many countries. Political corruption occurs when an officeholder or other governmental
employee acts in an official capacity for personal gain. Corruption is most commonplace in kleptocracies,
oligarchies, narco-states, and mafia states. Corruption can occur on different scales. Corruption ranges
from small favors between a small number of people (petty corruption) to corruption that affects the
government on a large scale (grand corruption) and corruption that is so prevalent that it is part of the
everyday structure of society, including corruption as one of the symptoms of organized crime.
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Ketevan Chakhava, International Black Sea University, Georgia

Terrorism is a policy based on the systematic use of terror. Despite the legal force of the term “terrorism,”
its definition up to the present time remains ambiguous. But experts agree that the best definition of
terrorism is the achievement of political, ideological, economic, and religious goals by violent means.
Synonyms of the word “terror” are the words “violence” and “intimidation.” This term became widespread
in various countries after the “Age of Terror” during the Great French Revolution. During the discussion
about terrorism, one of the main directions of this phenomenon represents terrorist psychology. Thus, in
the chapter, the main attention is paid to the psychological aspects of terrorism, including the determination
of the main types of terrorism and the psychological characteristics of the terrorists and terrorist groups.
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The aim of this chapter is analysis of the main aspects of globalization, which are interrelated to the
political, economic, information, cultural, etc. aspects of the global processes, and discussion about
main characters of globalization, main approaches to the globalization problems, manifestations of
globalization, development of new technologies, leading factors of the globalization process, ambiguity
and non-equality of the globalization processes, and in general, about the main positive and negative
sides of globalization.
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The problem of foreign policy decision-making has attracted attention since the 1950s. The study of this
problem begins within the modernist direction. This is the direction that sought to apply the theoretical
and methodological approaches of the natural and social sciences to the analysis of international relations.
Political psychology has a special place in the given sciences. Since politics, including foreign policy, is
the work of human beings, it is very important to analyze the motives by which they are guided.
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This chapter explores the success secrets of political figures, described by the matrix of brand awareness
and a positive image. The leaders became famous in the political scene, geniuses, or felt the time and
changed themselves according to the time. Can we explore their secrets of success? According to the
hypothesis of the research, all is learnable, and the answer is, yes, we can. According to the theory of the
matrix of brand awareness and a positive image, we can guess what should be done to become stronger
politicians and when to start new performance in the market of politics.
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The purpose of this research is consideration and analysis of the main social and economic problems
of the world, which are connected with the existence of the gap between “Global North” and “Global
South” and problems of the consumption of mineral resources, including energy and water resources,
unemployment, illiteracy, health issues, food supply, demography, etc. We are watching the world become
one. Countries and regions are interconnected by a thousand threads that make them interdependent. The
world economy today is undergoing a process of globalization — the increasing interdependence of the
economies of various countries of the world due to the growth in the movement of goods and services
and the intensive exchange of goods, information, technologies, and labor migration.
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system is going to be captured by multinational actors with their shrewd politics so that the livelihoods of
the most people of the globe are at stake. Amidst this, the rise of a few powerful titans, both economically
and politically, is a fearful phenomenon. Such circumstances are not only dangerous for consumers
everywhere but also disastrous for poor populations vulnerable to food price fluctuations. Annoyed with
the world food system dominated by MNCs, the concept of food sovereignty like La Via Campesina’s
food sovereignty movement has come to the fore as a protest against the corporate control of the food
system. The major objective of the study is to assess food and nutrition security and its link with food
politics in a global perspective.

Chapter 15
Information-Cyberspace Operations in Real-World POLItics. ........ccccceveeriiniiniiniinineinicnieniceene 365
Mari Malvenishvili, Cyber Security Studies and Education Center, Georgia

The chapter explores the concept of information and cyber operations. It identifies the role of cyberspace
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world entered the information age in which distribution of power is mostly dependent on the amount of
information a state owns and knowledge of tools and tricks to use it. Information superiority is a power
element and vulnerability at the same time. With the technological revolution, creation, distribution, and
usage of information was simplified, but securing of created and distributed information became more
difficult. Information itself can be used in different ways, starting from simple communication to military
operations. Considering the fact that ‘military power alone is insufficient to achieve sustainable political
objectives’, information operations and employment of information capabilities has been included at all
stages of modern military operations.
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Preface

World politics is a new scientific discipline, which has been established only in the second half of the
20" century, but which gained rapid distribution in many countries. The focus of its attention is political
processes, which are going on in the modern world, but with the perspectives of their further development.
In this regard, world politics (in comparison for example from history) is oriented on the present and
future periods and by this means has the closest ties with the political practice. One more significance
of world politics relates to the fact that it cannot be understood without the knowledge of the relative
fields — history, economics, law, social sciences, psychology, etc.

The events of the last 20-30 years, which were held in the world arena, have forced us to observe with
the new approaches on such meanings and political processes, as national interests, conflicts and wars,
terrorism, national sovereignty, foreign policy, and taking into consideration the process of globalization,
into agenda of the world politics the topics related to the global threats and challenges, which concerns
each country in the world have been included.

Furthermore, in world politics, new spheres of research have appeared, including topics, related to
the education, development of new technologies, the environment, psychology, etc.

At the end of the 20" and the beginning of the 21* centuries, the formation of world politics as a
scientific and educational discipline is connected with the exploration of the existing and again for-
mulating political system of the world, its structures, institutes, and processes. More clearly have been
determined the subjective spheres of other disciplines, including classical international relations, security
studies. It is not by accident that the development had the neoclassical, or how it is sometimes called,
neo-traditional realism form, which focuses its attention directly on the analysis of interstate relations
and foreign policy of the different countries, the problems of disarmament and arms race. Those topics
are not excluded from the agenda in the modern period too.

At the same time, World Politics is the discipline in the field of interest of which are modern political
realities and tendencies for the future development of the world. It creates some difficulties for its study.
Every day there are new facts about the development of the events in the world, some of them do not
coincide with the previous imaginations and motivate us to rethink those or other regularities. Thus, in
many relations, the key moments in the development of the world political processes were such events,
as the disintegration of the USSR and the ending of the cold war. The serious challenges for international
security became the terrorist acts in the USA on September 11 of 2001 and the other states, first of all,
several European states (Great Britain, France, Spain). Also, at the focus of the international community
were the processes, which were held in Afghanistan since 2001, Iraq since 2003, and Syria since 2011,
occupation by Russian territories of Georgia in 2008 and Ukraine in 2014, the confrontation between
USA and Iran in 2020, spreading of COVID 19, etc. It is possible that some events have not (or have
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not now) such enough influence on the tendencies of world development, but can be important from
the factorial point of view. For world politics as a scientific discipline, all those factors mean one: It can
never be written finally, especially if we take into account the appearance of new threats and challenges
for our planet.

If we are talking about the tendencies of the development of the global processes, in this case now,
although somehow carefully (because military-political and economic thematic is dominated) declares
about itself “the human factor”. Humans with their problems, possibilities, knowledge, and skills are
gradually coming to the front line of the research of world politics.

Writing books is always a difficult task. Do it under the conditions, when the science is young, and
when this science is involved in the study the problems of the present and tendencies, which can declare
about themselves only in the future, is more complex by the double-time.

Mass media sources every day spread information about events in the different regions of the world.
And, most probably, there is no person, who by different levels of interest does not observe the news.
On the information line, there are the meetings and negotiations, terrorist acts, conflicts and coopera-
tion, wars, big financial and trade deals. How to understand and analyze all those factors? Which do
regularities act in the world political arena?

At first sight, all news can be divided into those, which concern the internal policy and those, which
belong to the foreign one. It is worth mentioning, that on such principle was constructed the headlines
on the television and radio stations in many countries within the 20™ century. Is such division consider-
ing the modern realities? The answer most probably can be negative. In the modern world, internal and
external events are interconnected with each other by closest ties, which finds its reflection, in how the
broadcasts are presented. Let s bring one example which was broadcast by the leading US TV programs
on January 8, 2020. Within the same day, there were discussed future Presidential elections in the United
States, attack of Iran by the ballistic missiles to the US military bases, which are deployed in Iraq, in-
creasing of international oil prices by 5%, air catastrophe of Ukrainian plane at the air space of Iran,
escalation of the confrontation at the Armenian-Azerbaijan border, forest fires in Australia, activation
of the rebel movement in Libya, etc. The first, which is in the focus of the interests, is the absence of
a clear division on the events inside of the country and abroad. In this regard it should be mentioned,
that the news is presented by the level of importance and by those fields, which are considered within
that news: concretely political, politico-economic, environmental, military, humanitarian, security, etc.
Approximately the same methodologies were presented in the news within the whole first decade of the
21% century. All this, having been taken together, has a direct attitude to World Politics.

The purpose of the book is to introduce the people who are interested in world politics, scientists,
researchers, representatives of civil society and mass-media means, public sector, students, etc. with
the main characters of the modern political structure of the world and presenting those global threats
and challenges, which have economic, security, military, environmental, information, etc. character and
also approaches for their resolution.

The book includes 15 chapters. Where the main aspects related to World Politics and main challenges
for International Security are described and analyzed. Particularly:

Taking into consideration, that the states are the main actors in the framework of World Politics and
International Relations, the first chapter, “The States as Main Actors of the World Politics,” analyzed
such important aspects, a number of the states in the World, classification of the states according to
the socio-economic development — based on the GDP per capita and index of development; forms of
governance (republican — presidential, semi-presidential, parliamentary; Monarchies — absolute and
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constitutional); administrative-territorial division (unitary and federal states); the size of the territories;
the number of populations; geographical location; foreign-policy orientation, etc.

The main purpose of the second chapter, “Global Security and Political Problems of the 21st Cen-
tury,” is consideration and analysis of the main security and political problems of the world, which are
connected with the arms race and arms control, problems of the proliferation of the weapons of mass
destruction, the existence of failed states, the nuclear potential of the different countries, the existence
of the free zones from the nuclear weapons in the different regions of the world, problems — related to
the reduction of the conventional arms, arms supplies, and arms trade, problems of organized crime,
international terrorism — in the framework of which there are discussed the different types of terrorism,
the methods, which are used by terrorist organizations for the implementation their activities, problems
related to the enlargement of democracy and violation of the fundamental principles of human rights, etc.

The third chapter, “Recent Trends in Global Security: Challenges and Opportunities,” takes into
consideration the emergence of the Digital Economy and an ever-increasing percentage of consumers
conducting their business mostly from online or mobile devices, electronic shopping, or e-commerce,
any modern company’s potential to establish a viable E-Commerce model is becoming extremely im-
portant for the providing security of the company and its consumers. All the above-mentioned aspects
are in detail reviewed and analyzed in this part of the book.

The fourth chapter, “Conflicts in the Modern World and Their Impact on International Security,”
presents an important analysis of the number of the conflicts on the global level, Features of the conflict
at the end of the 20th - Beginning of the 21st century, reasons for the conflicts emergence, Regional
and local conflicts in the modern world political map, Forms and methods of influencing the conflict
with the aim of its prevention and peaceful settlement based on the principles of conflict prevention,
peacekeeping, peacemaking, and peacebuilding mechanisms, etc.

The fifth chapter, “Climate Change as a Common Enemy: A New Threat to International Peace and
Security,” is focused on environmental problems. As it is known, Climate change is one of the most
important and complex international challenges in the age of globalization. These small changes in
global warming, air and water pollution, soil degradation, ozone depletion, etc. could cause a potential
risk to the global environment. Thus, consideration of different aspects related to climate change gives
an important significance to the chapter.

As to the topic “Negative Effects of Corruption on the Global Level,” which is considered in the sixth
chapter of the book, the main attention is paid to the financial volume of corruption on the global level,
different methods and types of corruption, furthermore, in the research, it is presented the “Corruption
Perception Index”, which gives for the reader an opportunity to determine and understand the level of
corruption in the various countries of our planet.

In the comparative, different styles are analyzed different aspects of terrorism in the seventh chapter,
“Terrorist Psychology and Its Impact on International Security,” where together with observing the
types of terrorism, main characters of International terrorism, etc., the attention is paid to psychologi-
cal approaches of Terrorism. In this regard, it should be pointed out, that according to many scholars,
the motivation of a person to join a terrorist organization has socio-economic parameters. Particularly,
poverty, lack of education, unemployment, lack of life prospects, also the need for a personality for
self-realization, self-respect, desire for power, etc. are the main motivating factors for joining a terrorist
organization or committing terrorist acts individually.

Chapter 8, “Main Characters of Globalization in the 21st Century,” analyzed the main aspects of
globalization, which are interrelated to the political, economic, information, cultural, etc. aspects of the
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global processes, also are being discussed main characteristics of Globalization, main Approaches to the
globalization problems, manifestations of globalization, development of new technologies as a leading
factor of the globalization process, main positive and negative sides of globalization.

The role of psychology in world politics is once more reviewed in the ninth chapter, “Psychological
Factors During the Foreign Policy Decision-Making Process,” where together with the consideration
of various directions of psychology, there are analyzed the behavior of politicians, particularly political
leaders in the framework of the foreign policy decision-making process. It should be underlined, that
Political psychology has a special place during reviewing various themes within this chapter. Thus,
since politics, including foreign policy, is the work of human beings, it is very important to analyze the
motives by which they are guided.

In the tenth chapter, “The Branding of Political Leaders: Hamid Karzai as a Political Brand and His
Matrix of Brand Awareness and Positive Image,” some political marketing aspects, based on using PR
technologies on the International level are being discussed and considered. Separately is presented the
policy of former President of Afghanistan Hamid Karzai.

In the eleventh chapter, “The Interplay Between Territorial Control and the Violent Non-State Ac-
tors (VNSAs): A Theoretical Perspective on the Middle East and Africa,” the author observed different
theoretical and practical aspects related to the weakness of the states and situation in such important
geopolitical regions of the world as the Middle East and African continent.

Most probably, the special attention deserves the twelfth chapter of the book, “Benefits and Risks
of Digital Diplomacy: Is Traditional Diplomacy in Decline?” It is interrelated with the fact, that the
influence of digital technology in diplomacy and world politics, in general, is gradually increasing. Par-
ticularly, this chapter analyzes the main characteristics of digital diplomacy as well as its opportunities
and challenges, compares digital and traditional diplomacy, and aims to determine whether traditional
diplomacy is in decline. The author argues that traditional diplomacy is not antiquated and traditional
and digital diplomacy complements each other. Diplomats will need to function in a hybrid regime, both
in offline and online environments.

In the case of the thirteenth chapter with the title “Economic Component of the World Politics and
Main Global Social and Economic Problems,” there are being discussed such important problems of the
socio-economic character as North-South gap, life expectancy, problems of poverty, illiteracy, health
protection, unemployment, water, and energy resources consumption, etc.

As it is known, food and proper nutrition are crucial inputs into performance and well-being on the
global level. Thus, many development programs, projects, and policies, therefore, include food and nu-
trition security objectives. Food and nutrition are crucial inputs for the well-performing of the world
economy. Taking into account this factor, the major objectives of Chapter 14, “Food and Nutrition Se-
curity: A Global Perspective,” are to assess food and nutrition security and their link with food politics
from a global perspective.

The fifteenth chapter, “Information-Cyberspace Operations in Real-World Politics,” explores the
concept of information and cyber operations. It identifies the role of cyberspace operations in the mod-
ern world and addresses strategic approaches of using cyberspace as an emerging platform of modern
warfighting. Since the end of the twentieth century, the world entered the information age in which,
distribution of power is mostly dependent on the amount of information a state owns and knowledge
of tools and tricks how to use it. Information superiority is a powerful element and vulnerability at the
same time. Because ‘military power alone is insufficient to achieve sustainable political objectives’,
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information operations and employment of information capabilities, have been included at all stages of
modern military operations.

In general, many meanings and approaches, which were worked out in the various countries and
which become there as primary (for example, level of analysis, international political economy, theory
of hegemonic stability theory, etc.), do not always be the same in the sciences of the other countries.
Even in the modern epoch of the rapid development of communicational and information technologies,
it is needed time for its introduction with the readers in many different countries.

For a second, the novelty of the research subject causes the introduction of new meanings, but it is
clear that to do it should be very careful. It can be considered that one of such categories represents the
understanding - a political system of the world, which means the approach to politics from the holistic
positions, does not divide it into the internal and external ones. The world political system permits
analysis of the political institutes and processes of the global level; to show how this level determines
the functioning of lower political levels — regional, national and local.

Third, world politics is especially a dynamically developing discipline. It requires attention to the
daily facts and events and permanent interest in the news. Due to it, even the most ideal handbook cannot
be the only book during the study process. Scientific articles, monographs, and news of the information
agencies permit permanently to match new events with those interpretations, which existed before. We
can only approach to finding the mystery, to do our prognosis on the future and see how they justify
themselves. But, political development permanently and by accelerated speed goes forward, presenting
before us more and more new scientific and practical questions. Here is the great attractive power of
world politics and its study.

Taking into consideration the above-mentioned factors, it should be pointed out that the novelty of
the book and its contribution to the development of the academic disciplines World Politics and Inter-
national Relations is connected with the fact, that in the book “World Politics and the Challenges for
International Security” for the first time have been presented the combination of the topics, related to
the modern development of the world (for example topics on globalization, role, and place of the states,
etc.) and different, particularly - political, military, security, information, socio-economic, environmen-
tal, etc. threats and challenges before the international security and ways for those problems resolution.
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Chapter 1

The States as the Main
Actors of the World Politics

Irakli Kervalishvili

Georgian Technical University, Georgia

ABSTRACT

The main purpose of the research is analysis of the states as main participants of world politics. In
this regard, there are presented dates about the number of the states, their classification according to
the socio-economic development (based on the GDP per capita and index of development), forms of
governance (republican — presidential, semi-presidential, parliamentary, Monarchies — absolute and
constitutional), administrative-territorial division (unitary and federal states), size of the territories,
number of populations, geographical location, etc. Thus, it can be assumed that based on the geographic,
political, socio-economic, legal, etc. factors, states differ from each other, which determines the differ-
ences in their foreign policy and national security priorities.

INTRODUCTION

During the founding of the Westphalian system, the state became the main actor - the creator of the
system and, in fact, the only element of the new world order. It is clear that in the earlier historic periods
states function, however, along with the signing of the Peace of Westphalia, the state, or rather the nation-
state, acquires new characteristics - national sovereignty and its involvement in the system of relations
with other, the same nation-states. On this basis, social and political practice is constructed: according
to international law, all states are independent and are equal to each other and before the international
law. At the same time, many political scientists joke, based on the famous phrase of George Orwell: “All
animals are equal, but some animals are more” equal “than others” (Orwell, 1949).

Most of the states that exist in the modern world were founded in the twentieth century. The most
intense process of state formation took place in the 1960s, as a result of the collapse of the colonial
system. At the end of the twentieth century, newly independent states arose as a result of the collapse of
the former socialist countries (USSR, Yugoslavia, Czechoslovakia).
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Figure 1. Political map of world with country flags
Source: https://www.123rf.com/photo_23540827_political-map-of-world-with-country-flags.html

After the ending of the “Cold War”, more than 20 countries appeared on the political map of the
world. Today, many national entities in the world intend to obtain the status of a state - so it seems that
this process is not complete (Chitadze, 2017).

It is interesting!

During the foundation of the United Nations in 1945, their members were 51 states, in 1991, (before
the disintegration of the USSR) — 166, in 2000, their number gained 189 and in 2021, there are already
193 plenipotentiary members of the United Nations. In general, the number of states has been increased
three times from the beginning of the XX Century (United Nations, 2021)

Role of the States on the International arena

Nation-states are very heterogeneous and differ from each other in many ways, including political influence,
military power, economic potential, size of the territory, geographic location, type of government, etc.

During the Cold War, it was acceptable to point about superpowers (USA and USSR), Big states
(France, Canada, etc.), Small countries (Morocco, Liechtenstein).

After the end of the Cold War, this type of classification lost its significance, and economic factors,
on the contrary, turned out to be politically formative, and therefore one of the leading ones. In the first
decade of the 21st century, the World Bank identified three main categories of states in terms of GDP
per capita for one year:

° Countries with Law income;
e  Countries with Medium income - this group is very often divided into two subgroups;
e  Countries with high income.
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Approximately 40% of states with a population of more than 55% of the total population of our planet
are included in the first category, while the percentage of states with a high level of income does not
prevail 15% (Maksakovski, 2009). Most economically rich countries are members of the International
Organization - Organization for Economic Cooperation and Development - OECD, the so-called “wealth
club”. High-income countries, in most cases, use economic methods to determine the directions of po-
litical development. The grouping of states by socio-economic development will be analyzed in more
detail in the following subsections.

Some states, even though they are independent, are very weak. For them, this factor is characterized by
the collapse of political institutions, the legal system, the existence of internal conflicts between various
ethnic groups and societies, ethnic nationalism, etc. There are examples such as Somalia, Afghanistan,
Rwanda, etc. In the literature, such states are called failed states (Stewart, 2007). Being weak, they pose
a threat to stability for others, being real or potential sources of conflict, terrorism, drug distribution,
etc. There are illegal arms formations on their territories etc.

Over the last decades, there has been intense discussion of topics related to what to do with these
states. What is the effectiveness of influencing them from the outside to facilitate state-building in these
countries, for example, organizing elections, formatting the government, creating other institutions of
power, etc?

This is another group of countries that the United States is usually referred to as the so-called rogue
states. When discussing this terminology itself, as well as which states belong to this group, based on
the position of the US administration, the problem is related to the fact that the modern world is seri-
ously considering the possibilities to fight against certain dictatorships. One of the main threats for the
international community from those countries is the problem of obtaining weapons of mass destruc-
tion, nuclear technologies, etc. It is clear that there are mechanisms and procedures, especially within
the framework of the UN, which make it possible to exert pressure on such states, but at the same time,
the danger of their actions being uncontrollable by the international community remains (Blum, 2006).

There are many changes within economically developed states. Many authors draw attention to the
fact that the modern state is not capable of acting alone effectively to solve such global problems as
environmental protection, socio-economic development, and other areas. Together with states, other
international actors should be involved in solving these problems, among which, first of all, should be
pointed out about international intergovernmental and non-governmental organizations, various types
of social movements, etc. In the modern period, they play a more significant role in resolving these
problems in the international arena, influencing the international environment, limiting and controlling
the actions of states, especially in the field of defense and security.

In this regard, in the early 90s, several authors started talking about the loss of some of their power
by states, the limitation of the meaning of sovereignty, and even the disappearance of the state as such in
the form in which we are used to seeing it. ... This point of view was expressed by L.D. Howell (1998).
And, although such positions are not completely new (Marxists wrote about the death of the state), an
opposite point of view was formulated to contradict this concept. According to these views, the state
continues to retain its form, because state borders exist; the number of states becomes not less but more;
states expanded their functions in the economic and social spheres; The possibilities of influencing one’s
citizens using electronic means have been expanded; The states themselves are actively creating inter-
national institutions and regimes. In other words, nothing comparatively happens regarding the change
in the functions of the state. This position was defended by representatives of different realistic trends.
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Subsequently, the extreme points of view softened. The existence of the changes began to be recog-
nized by the majority, but, at the same time, the illusions associated with a change in the possibility of
replacing the state with some “supranational” - an international organization or a “global government”
remained. This position is used even by those researchers, who work within the framework of the neo-
liberal concept and especially emphasize the increased multiplicity of the number of participants in the
relationship in the international arena. Thus, Y. Ferguson and R. Mansbach write that a sovereign state
continues to exist, despite all the challenges they face as a result of how the political structure can mobi-
lize material and human resources. Since the founding of the Westphalian model of the world, the state
has promoted the development of trade, collected taxes, and ensured the safety of its citizens (Ferguson,
Mansbach, 2007). According to scholars, due to its effectiveness, this form of political organization has
spread from Europe to other continents, including the existing norms of political organization.

At the same time, there are ongoing discussions related to what is happening with the state, by what
parameters it is changing, and how serious it is. First of all, the problem of state sovereignty is discussed
in a practical and theoretical context. In the modern world, states are increasingly forced to take into
account, on the one hand, the positions of international organizations and institutions (as a result, there
is a restriction of sovereignty “from above”), and on the other, from their side - internal regions, mega
polices and municipalities within the state, which today are actively involved in the process within the
international arena, developing trade, cultural and other relations (limiting sovereignty “from below”).
In addition, states are forced to take into account the needs and interests of other participants in political
processes - transnational corporations, non-governmental organizations, etc.

In this regard, it should be noted that the capabilities of the state in modern conditions are limited
“in all spheres of its activity™:

e  in ensuring national security in the traditional sense of this terminology;

e  in creating conditions for economic security and sustainable development of the economy;

e  In maintaining internal order, which is undermined by terrorism, crime, corruption, illegal migra-
tion, etc.
in ensuring civil rights and human freedoms;
In protecting the environment in favor of environmental safety.

This list can be continued to include other areas that have traditionally been “under the control” of
the state, including healthcare, education, etc.

The American researcher S. D. Krasner suggested discussing not only the change in sovereignty but
also the change in Westphalian sovereignty (or sovereignty in its classical sense), that is, political orga-
nizations based on a problem that external actors cannot influence domestic politics (Krasner, 2009).
But these processes did not begin today. The famous English diplomat and scientist H. Nicholson, while
analyzing the consequences of the First World War, wrote that during this period “the content of the
understanding of sovereignty (the understanding of sovereign power) has changed” (Lebedeva, 2007).

Discussion of Westphalian sovereignty in the modern world does not mean its disappearance as such
but means the actual transfer of some of the functions that previously belonged to the state and other
actors. At the same time, the state received additional opportunities that were not available before. For
example, using modern technologies (plastic cards, cell phones, etc.), the State can relatively easily
control the movement of citizens.
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Along with the change in the content of sovereignty, differences appear in the norms and principles
of international law - one of the components that should stabilize world development. In practice, these
norms and principles contrast more clearly with each other. For example, the right of a nation for self-
determination on the one hand and respect for territorial integrity on the other; the principles of non-
interference in internal affairs and the provision of humanitarian assistance; protection of human rights
and military intervention in the conflict to ensure peace (UN Charter, Chapter VII), as well as the problem
of the nature of this intervention (the presence of UN sanctions, the possibility of using the Air Force
or the Marine Corps), such actions as the fight against armed formations, ensuring the transportation
of humanitarian supplies, “forcing peace”, etc. The clearest examples of the existence of such and other
contradictions are military intervention in internal conflicts in the late 20th and early 21st centuries,
the NATO operation in Kosovo, the US intervention in Iraq, and Russia’s military aggression against
Georgia in 2008 and against Ukraine in 2014

The change in national sovereignty had serious consequences not only from a legal but also from
a psychological point of view - the problem of the state and national identity arose. The Romanian re-
searcher M. Malitsa noted that the peace signed in Europe after the Thirty Years’ War, which laid the
foundation for the system of nation-states, brought something new into life, namely, a sense of belonging
to a concrete state (Chitadze, 2016). In the era of the undivided rule of the nation-state, the identification
factor was largely based on the understanding of belonging to a particular state (Club of Rome Publica-
tions). At the end of the twentieth century. there was an erosion of state identity. The English researcher
S. Strange pointed out that the state is no longer capable of demanding more loyalty of citizens to itself;
in the place of the state citizens’ feelings, their attitude towards the family, company, etc. have appeared
(Strange, 1991). Her point of view is shared by the French researchers A. Dickhoff and C. Jaffrelot; there
are also discussions about the reduction of citizens’ ties with their state (Dieckhoff, Jaffrelot, 2006).

The weakening of national-state identity is very often accompanied by the formation of another
identity - often of a religious or national character. As a result, xenophobia appears, some fascist orga-
nizations and movements are created, and the next steps are open conflicts on ethnic grounds. It is no
coincidence that many of the conflicts that arose in the 1990s were called identity conflicts. In the most
striking form, the conflict of identity, where the basis of identity is belonging to a particular civilization,
is described in the hypothetical scenarios of S. Huntington (Huntington, 1993).

In other cases, the identity is “blurred”, a new identity appears, which at the psychological level
leads people to uncertainty and doubts. American writer A. Frank writes in this regard that “our men-
tal and even our body is more and more based on a divided self-identification. In our soul, there is a
struggle between various aspects of loyalty: to the family, ethnic group, nations, church, transnational
corporations, to a specific organization, most likely to institutions that are based on the general ideals
of humanism. “(Lebedeva, 2007).

However, this multi-identity has its positive aspects. That due to the choice of self-identification,
the same person is simultaneously in several “intersecting” communities, which sometimes are not in
conflict situations with each other. In any case, there is no open conflict. Ultimately, multiple identities
can lead us to a higher level of identification that includes all these communities, to some kind of global
or cosmopolitan self-identification.

However, in the modern period, cosmopolitan identity, that is, a sense of belonging to humanity as a
whole, does not spread. According to a sociological survey by L. Heilmann and P. Esther in the United
States, the largest percentage of people in the US, who felt they were “citizens of our planet” in the first
decade of the 21st century was only 15.4% (Lebedeva, 2007).
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Faced with the problem of “erosion” of state identity, weakening of state sovereignty in some areas,
the authorities intend to somehow resist this process, trying to respond to the challenges and find new
methods and opportunities to preserve their powers, because, from the point of view of any state, the
disappearance of national borders, loss of national sovereignty is very undesirable. In such conditions,
demands arose to resist the loss of sovereignty by establishing a dictatorship. As a result, it is possible to
create corrupt regimes and quasi-states, which, using the legal guarantees obtained through the principle
of sovereignty, try by all means to support the authorities, sometimes creating sources of terrorism and
instability.

Thus, at the beginning of the 21st century, the state remained the main form of organization of po-
litical society, the main actor in the world arena. But at the same time, they change and develop, adapt
to new conditions, and attract these realities to themselves. It does not disappear, but only changes the
meaning of “national-state sovereignty.” These processes are proceeding in a complex manner. As a
result, the world collides on the one hand with different state and quasi-state formations, which for one
reason or another are included from the negative side in international relations, on the other hand, the
state as such collides earlier. New challenges, which are because in modern conditions state’s functions
are changing, countries are forced to be in interconnection with other transnational actors, including
non-state entities in the international arena.

Classification and Typology of Countries Based on Some Geographic Factors

Many political scientists and international relations specialists wrote in their works that, for all its
originality - natural, economic, cultural, and political - the country is the main object of research in
international relations and world politics, and political geography. However, with so many countries
in the world, there is a need for some classification (grouping) and typology of the states according to
geographic principles. The difference between the two of these terms is that the classification is usually
based on different quantitative indicators, while the typology is based on more significant qualitative
characteristics.

Classification of the countries, often based on the size of the territory, the population, and geographic
and geopolitical location.

According to the size of the territory, the countries of the world are divided into very large (giant
countries), large, medium, small, and very small (micro-states) formations. Undoubtedly, every geog-
rapher and political scientist should have information about the top ten largest countries in the world.
Those countries together occupy 55% of the territory of the ground part of the world and it is difficult to
expect any changes - no significant changes are foreseen in the future (Goldstein, Pevehouse. 2010-2011).

The largest country in the world - Russia is located in both Europe and Asia. The table below shows
that three Asian countries, two North American and two South American, and one in Africa and one in
Oceania are among the largest.

The concept of “large country” has its regional specifics. To be more specific, for Europe a large
country is a state with an area of more than 500 km?2 (France, Spain, Ukraine), while in Africa, for
example, the area is more than 1 million km2 (Sudan, Algeria, Libya, Ethiopia, etc.) (Goldstein, J.
Pevehouse, S. 2010-2011).

Such regional differences also exist for the medium and small states. As far as microstates are con-
cerned, this concept is again more or less identical for different regions.
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Table 1. Ten biggest countries by territory

Jownloaded

Address

Country Area, Million Km? Share of the area in the World %
Russia 17,1 12,7
Canada 10,0 7.4
China 9,6 72
USA 9,6 72
Brazil 8.5 6,4
Australia 7,7 57
India 33 2,5
Argentina 2.8 2,1
Kazakhstan 2,7 2,0
Algeria 2,3 1.9

Source: https://www.listofcountriesoftheworld.com/area-land.html

Classic examples of microstates are Andorra, Liechtenstein, San Marino, Monaco, and the Vatican in
Western Europe. The largest of them - Andorra has an area of 468 km2, and the smallest Vatican - only
0.44 km?2. Microstates, mainly islands, are also common in other regions of the world - for example,
in the Caribbean (Grenada, Barbados, Antigua and Barbuda, Saint Kitts and Nevis), Oceania (Nauru,
Tuvalu, Marshall Islands), and the Indian Ocean (Maldives and Seychelles). They are all smaller in area
than Andorra (United Nations. 2005).

By the number of population, the same gradation of countries is possible. Obviously, unlike the area,
this figure is much more dynamic and may need constant updating. First of all, this applies to the most
densely populated countries, which together account for about 3/5 of the world’s population. They can
also be called - attributed to giant countries.

As you might expect, the list of ten countries in terms of population is dominated by Asian states.
North America is represented by the United States and Mexico, while South America, Africa, Europe,

Table 2. Ten biggest countries according to the number of populations

Country Population, million people (April, 2020)
1. China 1,439,323,776
2. India 1,380,004,385
3. USA 331,002,651
4. Indonesia 273,523,615
5. Pakistan 220,892,340
6. Brazil 212,559,417
7. Nigeria 206, 139, 589
8. Bangladesh 164,689,383
9. Russia 145,934,462
10. Mexico 128,932,753

Sources: Worldometer. https://www.worldometers.info/world-population/population-by-country/
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and Asia are represented by Brazil, Nigeria, and Russia, respectively. If you add Japan, Ethiopia, the
Philippines, and Egypt to this list, it will cover all countries with a population of over 100 million. In
most of the countries presented on this table, the number of people continues to grow rapidly. To be
more specific, in India the annual population growth at the beginning of the 21st century was 15 million
people (which is comparable to the total population of Kazakhstan), while in China, Pakistan, the United
States, and Nigeria - 8 million, 3.5 million and 3 million people, respectively (Maksakovsky, 2009).
Roughly the same situation is observed in the second decade of the 21st century. On the other hand, the
population of Japan has approximately stabilized, but the country has moved from 10th to 11th place, and
only Russia remains a country with a constantly shrinking population. Therefore, back in 1998, Pakistan
overtook it in the top ten, moving up to the seventh place, and in 2005 this Asian country eventually
ousted Russia to ninth place, and Brazil - to sixth. Due to the rapid population growth of Bangladesh,
this small country was ranked 8th (Worldometer, 2020).

Populations from 50 to 100 million people are registered only in the following countries: Germany,
France, Great Britain, Italy and Turkey in Europe, Vietnam, Thailand, Myanmar and Iran in Asia, the
Democratic Republic of the Congo in Africa. At the beginning of the second decade of the 21st century,
53 countries had populations ranging from 10 to 50 million, most of whom lived in Africa, followed by
Asia, Europe, and Latin America. The population of most of the countries of the world (60) ranges from
1 to 10 million people, with Africa and Europe occupying the leading positions. More than 40 countries
have less than one million inhabitants (United Nations Department of Economic and Social Affairs, 2013).

Among them are the countries of the world with the smallest population. To be more specific, the
two microstates are Tuvalu, with a population of 11,000, Nauru (13,000), Palau (20,000) in Oceania, San
Marino (28,000), and Liechtenstein (33,000) in Europe. The Vatican is no exception, with a population
of less than 1,000 (UN Department of Economic and Social Affairs. 2013).

Countries According to Geographic and Geopolitical Positions

Depending on the importance of geographic and geopolitical position, political geographers usually
distinguish between coastal and landlocked countries. The number of Landlocked countries - 42, from
them 15 are located in Africa, 15 in Europe, 10 in Asia (not counting the outlets to the inland Caspian
and Aral Seas), and 2 in Latin America. As you know, the lack of access to the oceans should be consid-
ered as a very unfavorable feature of the geographical position, which negatively affects socio-economic
development. The countries of tropical Africa are the most striking examples of this.

Landlocked countries can also be divided into islands (e.g. Iceland, Ireland, Sri Lanka, Madagascar,
Cuba, New Zealand, etc.), peninsulas (e.g. Spain, Portugal, Italy, Turkey, Saudi Arabia, Vietnam), and
the countries of the archipelago. By the way, there are not so few archipelagic countries on the political
map of the world as it might seem at first glance - there are quite a lot of archipelagic countries on the
political map of the world. For example, Japan, the Philippines, and Indonesia, located on more than
4,000, 7,000, and 17,500 islands, respectively, are striking examples of such countries (Chitadze, 2017).
However, the archipelagic states in Oceania should not be overlooked here. The number of islands there
may be small, but they occupy vast expanses of water within the official boundaries. For example, the
population of the Republic of Kiribati is about 100 thousand people on five million square kilometers!
(Maksakovsky, 2009).

The number of neighboring countries directly bordering on each specific one affects the geographi-
cal, or rather the political and geographical position. Accordingly, Russia and China (bordering with 14
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Table 3. Countries of the world, which have no exit to the Sea

Regions Countries

Andorra, Armenia, Austria, Azerbaijan, Check Republic,
Belorussia, Hungary, Lichtenstein, Luxemburg, Macedonia,

Europe Moldova, San-
Marino, Slovakia, Switzerland, Vatican.
Asia Afghanistan, Bhutan, Laos, Mongolia, Nepal, Kazakhstan,

Kyrgyzstan, Tajikistan, Turkmenistan, Uzbekistan.

Botswana, Burkina-Faso, Burundi, Central African Republic,
Africa Chad, Ethiopia, Zambia, Zimbabwe, Lesotho, Malawi, Mali, Niger,
Ruanda, Swaziland, Uganda.

Latin America Bolivia, Paraguay

http://www.worldmapsonline.com/classic_colors_world_political_map_wall_mural.htm

countries) share the first and second places, followed by Brazil (10), Germany, Sudan and the Democratic
Republic of the Congo (9), France, Austria, Turkey, Tanzania (8) (Davitashvili, Elizbarashvili, 2012).
As for the countries with the longest borders, the land borders of Russia and China exceed 20 thousand
kilometers, while Brazil, India, the United States, and the Democratic Republic of the Congo have 10
thousand kilometers (Chitadze, 2017).

COUNTRIES ACCORDING TO SOCIO-ECONOMIC DEVELOPMENT

The question of country typology from a socio-economic point of view is much more complex. Although
usually the basis for adopting such a typology is determined by the political orientation and the level of
their socio-economic development, the specific types and subtypes proposed by international organiza-
tions and individual scientists can vary quite significantly. Speaking about international organizations,
the UN, the World Bank and the International Monetary Fund (IMF) should be mentioned first of all.

As discussed above, despite the discrepancies, the three main types of groupings of the states in
the modern world from an economic point of view can be considered the most appropriate method of
dividing countries. Until the early 90s of the twentieth century, these three types of countries were: 1)
capitalist countries of the “first world”, 2) communist countries of the “second world”, 3) developing
countries, countries of the “third world” (A. Heywood. 2007).

After the collapse of the world communist system, political scientists, economists, geographers, etc.
presented the new typology of the countries, with all countries divided into 1) economically developed,
2) developing countries, 3) countries with economies in transition. (However, a binomial typology has
also been adopted, e.g. developed - developing countries).

These three types are discussed in more detail below.

About 60 states in the modern world that have reached a higher level of socio-economic development,
especially compared to developing countries, belong to the type of economically developed countries,
as the name suggests (Chitadze, 2017).

Recently, however, a somewhat narrower interpretation of this important concept related to - eco-
nomically developed countries has appeared. International organizations include more than 40 countries
and territories around the world in this category, including 35, 7, 2, 2, and 1 in Europe, Asia, America,
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Australia and Oceania, and Africa, respectively (Chitadze, 2017). All these countries have a highly
developed market economy with a predominance of services and production, as well as significant
scientific and technological potential, and are characterized by a high level of quality and standard of
living of the population under, of course, a democratic political regime. ... They produce most of the
world’s industrial and agricultural products and various services.

Nevertheless, such countries differ quite noticeably in their internal heterogeneity, which makes it
possible to distinguish four subtypes.

First, the main countries with developed market economies - the United States, Japan, Germany,
France, Great Britain, Italy, and Canada, which make up the “big seven” leading countries in the world
from a political and economic point of view. These seven countries account for about half of the gross
national product (GNP) and industrial production, agricultural production (Chitadze, 2017). Their place
in world politics cannot be quantified.

Secondly, small Western European countries, such as Austria, Belgium, Denmark, the Netherlands,
Norway, Switzerland, Sweden, which have also reached a very high level of socio-economic develop-
ment and are much more specialized in the international geographical division of labor and, therefore,
are very active participants in it. The role of these countries in world politics is also very noticeable. In
this regard, it is also worth mentioning that several UN offices and specialized agencies are located in
Vienna and Geneva, while Brussels is the capital of NATO and the European Union.

Third, non-European countries such as Australia, New Zealand, South Africa, and Israel. The first
three of these countries are former resettlement colonies (dominions) of Great Britain, which did not
pass through the stages of feudalism, and today have a kind of political and economic development. To
a large extent, Israel can also be called a country of resettlement. In fact, from a typological point of
view, Canada also belongs to the former colony of settlers. However, it must be admitted that his current
rating as a member of the G7 is much higher.

Fourth, it is a subtype of countries and territories representing innovative highly industrialized coun-
tries and territories. We are talking about the Republic of Korea, Singapore, Hong Kong, and Taiwan,
which in the mid-90s were classified as economically developed countries by the International Monetary
Fund. Cyprus was added to this list at the beginning of the 21st century.

About 150 countries and territories belonging to the type of developing countries, which together
occupy more than half of the Earth’s land area and where more than four-fifths of the world’s population
is concentrated (Chitadze, 2017). They form a vast belt on the political map of the world, stretching to
Asia, Africa, Latin America, and Oceania to the north and even more to the south of the equator. Some
of these countries (Iraq, Thailand, Ethiopia, Egypt, most Latin American countries) gained political
independence even before World War II. However, among the developing countries, the so-called newly
liberated countries predominate.

This type of state is characterized by a slowdown in economic growth, an economy based on agri-
culture and raw materials, and dependence on international assistance.

Therefore, it would be more correct to call these countries economically underdeveloped. However,
instead of this “offensive” term, the UN initially chose the more optimistic term - developing countries.
While this is not entirely true: some countries of this type are developing rapidly, many remain under-
developed for decades.

Developing countries are inherently more heterogeneous than economically highly developed coun-
tries. There are also several subtypes.

10
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The first of them forms the so-called core countries - China, India, Brazil, and Mexico, which have
very important natural, human and economic potential and in many ways serve as the leading countries
of the developing world. For example, four of these countries produce more industrial products than all
other developing countries.

The second subtype includes those developing countries of the upper tier, which have also reached a
sufficiently high level of socio-economic development. As a rule, these are countries that gained politi-
cal independence a long time ago and, thus, have significant experience in self-development. Argentina,
Venezuela, Uruguay, Chile are examples of such states.

New industrial economies (NIS) belong to the third subtype. These are primarily Asian countries,
which made such a leap in their development in the 80s and 90s that they began to be called “tigers”
and “dragons”. To the greatest extent, this concerns the previously mentioned Republic of Korea, Sin-
gapore, Hong Kong, and Taiwan, which, as already noted, were transferred to the group of economically
developed countries. Today we can talk about the “second wave” of Asian NIS - Malaysia, Thailand,
Indonesia, and the Philippines. Some other countries are sometimes also referred to as this subtype.

Oil-exporting countries form a fourth subtype, which, thanks to oil exports and the constant flow
of petrodollars, are far richer than any other country in the developing world. The leading countries of
the Persian Gulf are Saudi Arabia, Kuwait, the United Arab Emirates (UAE), Qatar, Bahrain. But this
subtype also includes Libya and Brunei.

Classical underdeveloped countries that are still lagging in their socio-economic development belong
to the fifth subtype. So, this includes many developing countries. Sri Lanka in Asia, Ghana, Guinea,
Zimbabwe in Africa, Bolivia, Guyana, Honduras in Latin America are examples (Sullivan, Sheffrin 2003).

The sixth subtype of the country deserves special attention. According to UN terminology, these are
the least developed countries, the list of which is updated annually according to three main factors: low
income, backward agriculture, and a high level of illiteracy among the adult population. Now there are
about 50 such countries on the UN list. Most of them are in Africa (34) and Asia (9) (Chitadze, 2017).
The list of the least developed countries is contained in various manuals. Sometimes these countries
are referred to as countries of the “fourth world” and, according to many scientists, these countries “lag
forever.”

The third type of country, as already noted, refers to countries with economies in transition. Many
post-socialist countries are included, that is, several countries that were formerly part of the Soviet
Union, and the former socialist countries of Central and Eastern Europe. Some of them in the late 1980s
and early 1990s began the transition from an old, largely authoritarian political system to a democratic
one, based on civil society, a multiparty system, and respect for human rights. No fewer revolutionary
changes have taken place in the economic sphere, where the transition from the old command system
and central planning to a market economy has already taken place.

China, Vietnam, North Korea, and Cuba must belong to a special subtype of countries that, follow-
ing their constitutions and the programs of the ruling parties, continue to follow the communist path of
development.

The economic level, which is measured by gross domestic product (GDP) per capita, serves as the main
indicator based on which the typology of countries is determined. It is calculated using either the official
exchange rate or purchasing power parity (PPP), and the second method is often used in international
statistics. In most industrialized countries, GDP per capita is more than $ 20 thousand, or even $ 40-50
thousand (or more). Some countries with economies in transition, as well as some key developing ones,
newly industrialized and oil-exporting countries are in the range of 5-10 thousand and 10-20 thousand

11
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US dollars (OECD tax database for 2013). Most developing countries fall into the group, where GDP
per capita is between $ 1,000 to $ 5,000, and many least developed countries fall into the group, where
GDP per capita is under $ 1,000. It turns out that Burundi, Somalia, Sierra Leone, Malawi, where GDP
per capita and GDP - even by PPP is about $ 600, are by 100 times inferior to Luxembourg! It should
be borne in mind that the calculation of the official exchange rate for countries with economies in tran-
sition and developing countries is much less favorable: in this case, the PPP of Burundi compared to
Luxembourg is more than 500 times less! (OECD Tax Database 2017).

It is important to note that the UN and other international organizations are looking for a new, more
universal indicator to determine the level of socio-economic development of the modern world. As a
result, their typology can now use the so-called Human Development Index (HDI). This index is cal-
culated based on the following three components: 1) average life expectancy; 2) education; 3) the real
value of the average income of the population. Based on these criteria, UN experts divide all countries
into three groups (Human Development Concept. UNDP. 2012).

The first group includes countries with a high HDI exceeding 0.800 (Maximum evaluation is 1.000
score). In the first decade of the 21st century, there were 55 such countries, with Norway, Sweden, Aus-
tralia, Canada, and the Netherlands (0.942-0.956) topping the list. 86 countries belonged to the second
group of medium - HDI (from 0.500 to 0.800) and 36 countries - to the third group with a low HDI (less
than 0.500), most of them belong to the least developed countries. At the same time, two of them - Niger
and Sierra Leone - have HDI below 0.300. (Human Development Report 2014).

Completing the description of the modern political map of the world, we can take into account the
following two other categories of territorial formations. The first unites self-proclaimed territories,
which in most cases exist, but are not legally recognized or have been recognized by several states, and
not by the international community.

In Europe, there are some foreign breakaway territories (e.g., Kosovo) that have been de facto sepa-
rated from Serbia. In Asia, these are the Turkish Republic of Northern Cyprus, Azad Kashmir (“Free
Kashmir”), and, in fact, Taiwan, where the Republic of China was proclaimed in 1949, but communist
China (and the international community) considers Taiwan to be its province. In Africa, it is the Sahara
Arab Democratic Republic (SADR). All these self-proclaimed territories, together with the occupied ones
(for example Abkhazia and Tskhinvali region, illegally occupied by Russia, are two historical regions of
Georgia) represents a source of international tension.

Non-self-governing territories belong to the second group on the political map. There is some variation
here, but the remaining colonies, which do not have political or economic independence, still make up
the bulk of these territories. The UN list of dependent territories includes 16 such territories, which are
still under the control of Great Britain, France, the United States, Australia, Denmark, the Netherlands,
and New Zealand. But their share in the area of the globe is only 0.2%, while the share of its population
is 0.00016%. These figures can serve as yet another confirmation of the conclusion about the complete
disintegration of the colonial system (15th session of the UN General Assembly).

FORMS OF POLITICAL REGIMES IN THE WORLD

When studying the political map of the world, undoubtedly, the question of the forms of governance of the
states should be included. In turn, this issue includes three components - forms of political regimes, forms
of government, and forms of administrative-territorial structure. Let’s take a look at these components.

12
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To begin with, according to the specifics of the political regime, all countries of the world can be
divided into democratic and anti-democratic. In the West, there are non-governmental organizations that
determine the “democracy index” of countries based mainly on the nature of legislative elections and the
rule of law. The results of these calculations are easy to predict: Western countries usually get the highest
score (10 points), and the lowest rate is the countries of Southwest Asia and North Africa. Nevertheless,
the total number of states consistently supporting the adoption of the 1948 Universal Declaration of Hu-
man Rights is constantly increasing (Weiss, Forsythe, Coate. 1997). According to authoritative Western
sources, if after the First World War democratic regimes were established in almost 30 countries, then
during the Second World War only 12 democratic states remained. In the 1960s, there were 37 of them
(Rondeli, 2003). In the mid-70s of the twentieth century, less than 1/3 of all countries in the world were
included in the list of democratic states, while in 2019 the number of free and partially free countries
was about 90 and 60, respectively (Freedom House in the World. 2019).

As for the number of non-free countries with authoritarian political regimes on the political map of
the world, there are about 45 states (Freedom House in the World. 2019). It can be argued that among
these modes, two varieties also appear. By an authoritarian regime, we mean a complete or partial ab-
sence of democratic freedoms, limited activities of political parties and public organizations, persecution
of the opposition, the absence of a clear separation of the legislative, executive, and judicial powers
(Mkurnalidze, Khamkhadze, 2000). In the modern world, authoritarian regimes are mainly located in
Asia, Africa, and the Middle East (in Latin America authoritarian regimes existed during the “cold war”
period, wherein some cases they had the character of a military dictatorship). Until 2011, an example
of such a country was Libya, which was officially called the Jamahiriya, that is, when in 1969 under the
mass support, revolutionary dictatorship under the leadership of Muammar Gaddafi was established,
while many governmental institutions were abolished. On the one hand, the emergence of such political
regimes can be explained by internal factors - the legacy of feudalism and colonialism, socio-economic
backwardness, low cultural level, tribalism (from the Latin Tribus - tribe), i. e. manifestations of clashes
between tribes, while, with, on the other hand, external factors should be considered, and above all also
the confrontation between the two world systems that existed until the 90s.

When it comes to a totalitarian regime, it implies a special form of authoritarianism, in which the
state establishes complete control over the public life of the state as a whole and concerning each citizen.
It destroys constitutional norms and rights and takes tough measures against opposition and dissidents.

Political scientists have identified two types of totalitarianism - right and left. Examples of the first
of these are the fascist regimes in Germany, Italy, Spain under General Franco, based on the ideology
of National Socialism. The second type is based on the ideology of Marxism-Leninism, which took
place in the Soviet Union under Stalin, China under Mao Zedong, in North Korea under Kim I Sung
(Mkurnalidze, Khamkhadze, 2000). In the second half of the 70s. In the twentieth century, a totalitar-
ian regime that led to genocide, thus, to the extermination of its people, was established by the Khmer
Rouge led by Paul Teng in Cambodia, and Saddam Hussein’s regime in Iraq, which lasted until 2003,
was too totalitarian.

CLASSIFICATION OF THE STATES BY THE FORMS OF GOVERNANCE

Let’s start with a description of the forms of governance of the states, which, in principle, are the only
two main types - republican and monarchical.
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The republican form of government originated in antiquity but has become extremely popular in our
time. It is important to note that during the collapse of the colonial system, the vast majority of the newly
independent countries adopted a republican form of government. The republics were proclaimed in such
countries of the millennial monarchy as Egypt, Ethiopia, Iran, Afghanistan, Tunisia, Libya, etc. As a
result, in 1990 there were already 127 republics in the world, and after the collapse of the Soviet Union,
Yugoslavia and Czechoslovakia, the total number approached 150. This means that the republican form
of government has 4/5 of all independent states of the modern world (Chitadze, 2017).

In a republican system, legislative power is usually vested in parliament, which is elected by the
entire population, and executive power is under government control. The system distinguishes between
presidential, semi-presidential, and parliamentary republics.

In presidential republics, the president, who is the head of state, and in many cases the head of
government, has high powers. There are more than 100 such republics. Most of them are in Africa - 45
(for example Egypt, Algeria, Nigeria, Zimbabwe, South Africa) and Latin America - 22 (for example,
Mexico, Brazil, Venezuela, Argentina) (Maksakovsky, 2009). There are significantly fewer presidential
republics in Asia (for example, Syria, Iran, Pakistan, Indonesia, the Philippines). The United States can
be seen as the most prominent example of a typical presidential republic, where the president is the head
of state and government (A. Heywood. 2007).

In Europe, there are several countries with a semi-presidential system of government (for example,
France, Poland, Ukraine, Croatia). In this case, along with the institution of the president with high
power, there is also the institution of the prime minister, which coordinates the work of the government
(A. Heywood. 2007).

A parliamentary republic is based on the formal principle of the supremacy of parliament, to which
the executive (government) power is accountable. The role of the president in these republics is much
less, and the prime minister is the main political figure. Parliamentary republics are most typical for
Europe (for example, Germany, Italy, Austria, Estonia, Latvia), but they also exist in Asia (for example,
India, Israel) (A. Heywood. 2007).

As mentioned above, the monarchical system of government arose in the era of the ancient world,
but it became more widespread in the Middle Ages and in modern times. The number of monarchies
remains stable; there are only 30 of them (Neidze, 2004).

The facts of the formation of new monarchies in our time are very rare. In recent decades, only two
have been observed. First, in Spain, where the monarchy was overthrown in 1931 and restored in 1975
after the death of the head of the Spanish government (caudillo) Franco (Raymond Carr. 1982). Secondly,
in Cambodia, where, after a 23-year exile, Norodom Sihanouk again became king in 1993 (UN, 2005).
The power of the monarch is usually exercised based on heredity, but in Malaysia and the United Arab
Emirates, the monarch is elected every five years from among the local sheiks and sultans.

As it is shown from the table, most of the monarchies are in Asia (14) and Europe (12), only 3
in Africa and 1 in Oceania and, secondly, there are monarchies such as empires, kingdoms, duchies,
principalities, sultanates, emirates. But more often they are divided into constitutional or limited and
absolute monarchies.

Most currently existing monarchies belong to constitutional (limited) monarchies, where the real leg-
islative and executive power belongs to the parliament and government, respectively, while the monarch,
according to many experts, “rules but does not rule.” “The system of monarchy is preserved as a specific
type of government and is sometimes based on millennial traditions, often reminiscent of the former
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Table 4. Countries in the world with a monarchical form of government

Countries Forms of Governance Countries Forms of Governance
Europe
Andorra Principality Lichtenstein Principality
Belgium Kingdom Luxemburg Great Principality
Vatican Theocratic Monarchy Monaco Principality
Denmark Kingdom Netherlands Kingdom
Spain Kingdom Norway Kingdom
United Kingdom Kingdom Sweden Kingdom
Asia
Bahrain Emirate United Arab Emirates Emirate
Brunei Sultanate Saudi Arabia Kingdom
Bhutan Kingdom Thailand Kingdom
Jordan Kingdom Japan Empire
Cambodia Kingdom Nepal Kingdom
Qatar Emirate Malaysia Sultanate
Kuwait Emirate
Africa Oceania
Lesotho Kingdom Tonga Kingdom
Morocco Kingdom
Swaziland Kingdom

Source: http://m.ranker.com/list/countries-ruled-by-monarchy/reference

greatness of the “crown.” All monarchies in Europe and Africa and most Asian monarchies belong to
the constitution. Britain is considered a classic example of such a form of monarchy.

Queen Elizabeth II of Britain has “ruled but not ruled” since 1952. Citizens of this country very often
come across monarchical symbols. The country is governed by “Her Majesty’s Government” and laws
are promulgated “in the name of the Queen.* Banknotes are printed by the Royal Mint and the Royal
Mail delivers letters. The first toast at dinner parties usually goes to the queen, the English anthem begins
with the sentence “God save the queen,” and her silhouette is depicted on any postage stamp. The British
Queen has considerable political power. She convenes and dissolves parliament, appoints and dismisses
the prime minister, approves laws passed by parliament, awards honors and awards, and announces
pardons (Dyer, Clare. 2003). However, in all these cases, he is guided by the advice and decisions of
parliament and government. In addition, Queen Elizabeth II is one of the richest people in the country.

Given the political realities, many monarchs do not know how to “marry for love.” In principle, this
is true, because dynastic marriages in Europe are usually based on mutual consent, not love.

However, there are exceptions. For example, King Edward VIII, who ascended the British throne
in 1936 after the death of George V, married for love to an American actress, who was twice divorced
before. But after that, due to the crisis of the palace, he had to abdicate in favor of his younger brother.
So, George VI - the father of Elizabeth II became king of Great Britain. It turns out that if this incident
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hadn’t happened, Elizabeth would not have been queen, and the whole post-war history of England could
have been different.

Japan is another example of how a monarch “is monarch but does not rule” in a constitutional mon-
archy, where, according to the constitution, the monarch (emperor) is a symbol of the state and the unity
of the nation, the guarantor of people’s freedoms. But he does not participate directly in the political life
of the country, and his role is largely limited to the implementation of protocol functions.

Interestingly, in Japan, several systems of chronology are considered, and one of them is recorded
during the reign of the next emperor. So, a special chronology was established for the reign of Emperor
Hirohito, which lasted from 1926 to 1989 and from 1989 is the countdown to the reign of his son Em-
peror Akihito. This era was called “Heisei”, which can be translated as “the establishment of universal
peace on earth and in heaven.”

In addition, the literature related to the constitutional monarchies contains materials about Great
Britain, Sweden, Denmark, Norway, Spain, Japan and their comparison with the presidential republics in
Latin America and Africa, especially at the level of democracy. It turns out that the level of democracy in
constitutional monarchies is often much higher. Therefore, it can be considered a big mistake to consider
that, in comparison with the monarchical form of government, the Republican one is always progressive.

However, along with most democratic constitutional monarchies, there are several absolute monar-
chies on the political map of the world that cannot be considered as countries with democratic political
regimes. All these monarchies (Saudi Arabia, Oman, UAE, Qatar), except for Brunei, are located on the
Arabian Peninsula. In Saudi Arabia, the head of state (king) exercises legislative and executive power. He
is the Prime Minister, Commander-in-Chief of the Armed Forces, and Chief Justice. State structures are
mainly formed from members of the royal family, which in total numbers are several thousand people.
In Oman, all legislative and executive power also belongs to the Sultan as the head of state. The Sultan
is the prime minister, minister of defense, foreign affairs, finance, and the supreme commander of the
armed forces. There is no Constitution in this country. The United Arab Emirates consists of seven emir-
ates, each of which is an absolute monarchy. In Qatar, too, all power belongs to the local emir.

A kind of absolute monarchy is theocratic monarchy (from the Greek. Teos - God and Kratos - power).
In such a monarchy, the head of state is also a religious leader. The Kingdom of Saudi Arabia and the
Sultanate of Brunei also belong to theocratic monarchies, and in Iran, despite the presidency, the head of
state is the spiritual leader - the Ayatollah. The Vatican is undoubtedly a classic example of a theocratic
monarchy. It is a city-state in which the highest legislative, executive and judicial power is in the hands
of the Pope, who is elected by the College of Cardinals for the rest of his life. From 1997 to 2005, this
post was held by the 264th Pope John Paul II. After his death, Pope Boniface XVI became a pontiff, that
is, the head of the Roman Catholic Church, who later resigned from his post. Today Pope Francis is the
head of state of the Vatican. He was born Jorge Mario Bergoglio in Buenos Aires, Argentina, who was
elected to office on March 13, 2013.

In conclusion of the description of the forms of government, it is worth mentioning once again the
Commonwealth, led by Great Britain. Most of its members have one of two traditional forms of govern-
ment - a republic or a monarchy. However, 16 of these countries (e.g., Canada, Australia, New Zealand,
many small island states in the Caribbean) are neither republics nor monarchies, but simply recognize
the head of state, Queen Elizabeth II (Commonwealth Secretariat. 2008).
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Figure 2. Border of the states of the continental part of U.S. A. Borders of the states: by the rivers; by

the mountain ranges, along with the meridians and parallels.
Source: https://www.50states.com/us.htm
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Now let’s consider the forms of the administrative-territorial structure of the countries of the world.
Such a structure, which is expressed primarily in the grids of administrative-territorial Division (ATD),
can be formed under the influence of several factors or approaches, the main of which is historical and
ethnocultural. The countries of Western Europe serve as an example of a historical approach, where
historical regions and provinces form the basis of ADT, which in the Middle Ages and the modern period
of history were independent states, such as Saxony, Thuringia, Bavaria, Baden-Wiirttemberg in Germany
or Lombardy, Tuscany, Piedmont in Italy. The ethnocultural approach is mainly common in multinational
countries. For example, in India, state boundaries have focused on ethnic boundaries. This principle was
widely used in the formation of ADT in the former USSR. In practice, the historical and ethnocultural
approaches often coincide, combining, in turn, with natural boundaries (river, mountain, etc.).

Parallels and meridians also marked administrative boundaries. The United States serves as an ex-
ample of this kind of ATD.

The countries of the world differ greatly from each other in the degree of detail in their ADTs. In
France (22 districts and 96 departments, including 4 overseas), Russia (86 subjects of the federation,
including 21 republics), ADTs are very partial. USA (50 states), Spain (50 provinces), Japan (47 prefec-
tures), India (28 states and 7 union territories), Germany after unification - 16 federal states, Austria - 8
states, Australia - 6 states and 2 territories (Chitadze, 2017) - countries with an average level of ADT
detail. Some countries have recently launched policies to reduce their ADTs (e.g., India), while others,
on the contrary, have begun to expand (e.g., Russia).

Thus, we can distinguish two main forms of the administrative-territorial division of the world -
unitary and federal.

A unitary state (from Lat. Unitas - unity) is a form of administrative-territorial division, in which
the country has one constitution, there is a common legislative, executive, and judicial branch and its
constituent administrative units do not use any significant local governments. Most of the countries of
the world are unitary states. This applies to Europe, where Great Britain, France, Italy, Sweden, Poland
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serve as examples of such states. In Asia, 33 independent states out of 38 have a unitary administrative-
territorial structure (Chitadze, 2017). Unitary states also predominate in Africa and Latin America.

A federal state (from the Latin Federatio - union, association) is a form of administrative-territorial
structure in which, along with federal authorities and laws, there are more or less self-governing admin-
istrative units - republics, states, provinces, lands, cantons, territories, federal districts, which have their
own legislative and executive bodies of power, although they are “in the second-order” in comparison
with federal institutions. In the United States, each state has its legislature (legislature) and executive
(governor) bodies, the structure, and competence of which are determined by the constitution of that
particular state. The legislation in different states can also vary quite a lot. In most federal states, the
parliament consists of two chambers, one of which provides a representation of republics, states, prov-
inces, etc. For example, in the United States it is the Senate, in Germany - the Bundesrat, in India - the
Parliament, in Russia - the Federation Council.

The total number of federal states on the modern political map of the world is small - there are only 24
of them (Chitadze, 2017). Moreover, this number is relatively stable. However, there are also examples
of new federal states: Belgium became a federation in 1993 and Ethiopia in 1998.

This table clearly shows how the federal states are distributed across the major regions of the world.
It can also be noted that the federal structure is reflected in the official names of many of these countries.

Some representatives of political geography are working on the issue of developing a typology of
federal states. For example, it is proposed to distinguish Western European, North American, Latin
American, Afro-Asian, Nigerian, and island types of federations. But we will not consider them in
detail. We can confine ourselves to the statement that the federal form of ATD is characteristic primar-
ily of multinational or, at least, bi-national states. Examples of this are Russia, Switzerland, Belgium,
India, Nigeria, Canada. Nevertheless, in most of the currently existing federations, there are countries
with a more or less homogeneous national (ethnic) composition of the population. Consequently, the
emergence of these federations reflects the historical and geographical features of their development,
and not national and ethnic factors.

In addition, one of the types of the federation is a confederation, whose members retain formal sover-
eignty and the right to withdraw from this voluntary association. There are several such confederations
in the world today. But at the beginning of the 21st century, the official name of a confederation was
preserved only in Switzerland (De-facto this country is Federation). By the way, the first three cantons
of the country united into a confederation long ago, in particular, in 1291 (Fleiner, Topperwien. 2009).

It is also worth noting that in federal states with a complex national and ethnic composition, everyday
conflict situations are more common, which are reflected on the political map of the world.

COUNTRIES ACCORDING TO FOREIGN POLICY COURSE

Many countries in the modern world are united in various military, political or economic organizations.
At present, there are three major military-political unions on a global scale. One of them is NATO (North
Atlantic Treaty Organization), which was created in 1949 to defend itself from the Soviet Union and
today unites 30 states from North America (2 states) and Europe and is responsible for ensuring security
in the Euro-Atlantic space. The second organization is the CIS Collective Security Treaty Organization,
which was established in 1992 by the initiative of Russia and includes several post-Soviet republics.
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Table 5. Countries of the world with a federal administrative-territorial division

Countries by the Region

Europe

Austria

Belgium

Bosnia and Herzegovina

Federal Republic of Germany

Russian Federation

Switzerland

Asia

India

Malaysia

Myanmar

United Arab Emirates

Islamic Republic of Pakistan

Africa

Federal Islamic Republic of Camorra Islands

Nigeria

Federal Democratic Republic Ethiopia

South African Republic

Latin America

Argentina

Brazil

Venezuela

Mexico

Federation of Sent-Kits and Nevis

Australia and Oceania

Australian Union

Federal States of Micronesia

Source: https://www.answers.com/Q/List_of_federal_countries_in_the_world

The Third Military Union - ANZUS was formed in September 1951 in San Francisco by the initiative
of the United States, comprising the three countries - The United States, Australia, and New Zealand.
The main purpose of this military bloc is to ensure collective defense security in the Pacific basin. It is
noteworthy that in 1978 the organization expanded its area ofoperation to the Indian Ocean basin.

In the post-World War II period, there were also several other military organizations in the world,
such as ANZUK (Australia, Great Britain, Malaysia, New Zealand, and Singapore), SEATO - Southeast
Asia Treaty Organization (Australia, Great Britain, New Zealand, Pakistan, USA, Thailand, Philippines,
and France), based on the Manila Declaration in 1954, and the SENTO - Central Treaty Organization
(UK, Iraq, Iran, Pakistan, and Turkey, with the US as observer status), based on the 1959 Baghdad Pact.
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As for the communist camp states, in 1955, by the initiative of the USSR, the Warsaw Pact was
established, which included several Central and Eastern European states along with the Soviet Empire.

All the countries that are united in this or that military-political alliance are called bloc states.

Regarding the neutral states, traditionally, there have been two forms of neutrality: permanent and
eventual. In addition to renouncing military blocs and actions in the event of permanent neutrality, there
should also be no troops or military bases of warring countries on the territory of the country. The country
takes the position of eventual neutrality during a certain military-political situation. For example, during
the First or Second World Wars, several states declared neutrality and therefore did not engage in either
war. The most “experienced” countries in terms of neutrality are Sweden (since 1814), Switzerland (since
1815), and San Marino (since 1862). Finland, Austria, Ireland became neutral countries after World War
IT and Moldova and Turkmenistan after the collapse of the Soviet Union.

Most of the countries in the world are called United in the non-aligned movement. The main prior-
ity of their foreign policy is non-participation and non-alignment in the military blocs. Unlike neutral
countries, they believe that a military solution to a foreign problem is permissible. The Non-Aligned
Movement was founded in 1961 in Belgrade. The “Group-77" - Union of Non-Aligned Countries was also
established. At present, about 150 countries around the world are united in the non-aligned movement.

DEPENDENT AND NEUTRAL TERRITORIES ON THE WORLD POLITICAL MAP

As for the so-called Depending territories, their number is about 30. The island of Greenland is the
largest area depending on the size of the area, with an area of more than 2 million square kilometers and
belongs to Denmark. The Faroe Islands belong to the same country. Territories in different regions of the
world are also owned by the USA (e.g., Puerto Rico, Eastern Samoa, etc.), Great Britain (e.g., Bermuda,
St. Helena Island), France (e.g., New Caledonia, Reunion), as well as the Netherlands, Australia, New
Zealand, etc. As it was already mentioned, dependent territories account for only 0.2% of the world area
and 0.00016% of the world population.

It is also noteworthy that the international community has defined the legal status of Antarctica - it
is an international territory that does not belong to any state. Unlike the Arctic, it is a continent whose
geographical center is the South Pole, which includes the South Polar Area, surrounding islands, shelf
ice, as well as parts of the Atlantic, India, and Pacific Oceans.

The international legal regime of Antarctica was established by an international treaty signed on De-
cember 1, 1959, in Washington, DC, which entered into force in 1961. According to the agreement, the
use of these territories for military purposes (deployment of military bases, testing of military weapons,
and conducting military maneuvers) is prohibited in the region. Its ecological pollution is also prohibited.
The agreement allows for the conducting of scientific research in Antarctica for peaceful purposes and
the development of scientific cooperation between the states on the continent (Aleksidze, 2004).

CONCLUSION

Nation-states are traditionally the object of political research, which deals with topics related to the
political systems of states, political changes, political culture, and political ideology. For more than 350
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years, the nation-state has undergone significant changes: it has complicated its political organization,
expanded its sphere of responsibility and activity.

Its fact, which state system exists and how the state functions, largely determine its behavior in for-
eign policy, relations with other states. Almost all scientists agree with this thesis. The problem is how
long this connection will last.
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KEY TERMS AND DEFINITIONS

Alliances: Coalitions that form when two or more states combine their military capabilities and
promise to coordinate their policies to increase mutual security.

Armed Aggression: Combat between the military forces of two or more states or groups.

Balance of Power: The theory that peace and stability are most likely to be maintained when military
power is distributed to prevent a single superpower hegemon or bloc from controlling the world.

Bilateral Agreements: Exchange between two states, such as arms control agreements, negotiated
cooperatively to set ceilings on military force levels.

Collective Security: A security regime agreed to by the great powers that set rules for keeping peace,
guided by the principle that an act of aggression by any state will be met by a collective response from
the rest.

Democratic Peace: The theory that although democratic states sometimes wage wars against non-
democratic states, they do not fight one another.

Ethnic Groups: People whose identity is primarily defined by their sense of sharing a common
ancestral nationality, language, cultural heritage, and kinship.

Ethnic Nationalism: Devotion to a cultural, ethnic or linguistic community.

Failed States: Countries whose governments have so mismanaged policy that their citizens in rebel-
lion, threaten revolution to divide the country into separate independent states.

Great Powers: The most powerful countries, military, and economically in the global system.

Group of 77 (G-77): The coalition of Third World countries that sponsored the 1963 Joint Declara-
tion of Developing Countries calling for reform to allow greater equality in North-South trade.

Long Peace: Long-lasting periods of peace between any of the military strongest great powers.

Nation: A collectively whose people see themselves as members of the same group because they
share the same ethnicity, culture, or language.

National Interest: The goals that states pursue to maximize what they perceive to be selfishly best
for their country.

National Security: A country’s psychological freedom from fears that the state will be unable to
resist threats to its survival and national values emanating from abroad or at home.

Neutrality: The legal doctrine that provides rights for the state to remain nonaligned with adversar-
ies waging war against each other.

Non-Aligned Movement (NAM): A group of more than one hundred newly independent mostly less
developed states that joined together as a group of neutrals to avoid entanglement with the superpow-
ers competing alliances in the Cold War and to advance the Global South primary interest in economic
cooperation and growth.

Non-Aligned States: Countries that do not form alliances with opposed great-powers and practice
neutrality on issues that divide great powers.

Small Powers: Countries with limited political military economic capabilities and influence.

Third World: A Cold War term to describe the less-developed countries of Africa, Asia, The Carib-
bean and Latin America.
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Chapter 2

Global Security and Political
Problems of the 21st Century

Nika Chitadze

International Black Sea University, Georgia

ABSTRACT

The purpose of this research is consideration and analysis of the main security and political problems
of the world, which are connected with the arms race and arms control; problems of the proliferation
the weapons of mass destruction; protection of human rights; failed states; the nuclear potential of the
different countries; existence of the nuclear-weapons-free zones in the different regions of the world;
problems related to the reduction of the conventional arms, arms supplies, arms trade, problems of or-
ganized crime, international terrorism in the framework of which there are discussed the different types
of terrorism, the methods that are used by terrorist organizations for the implementation their activi-
ties, problems related to the enlargement of democracy and violation of the fundamental principles of
human rights, etc.

INTRODUCTION - THE NATURE AND TYPOLOGY OF THE GLOBAL PROBLEMS

At the beginning of the XXI century, one of the most important topics for world politics represents the
resolution of global problems. The term itself “global problems” in the scientific and political literature
has appeared in the 60th of the XX Century. For the first time the discussions about global problems of
humanity have started within the non-governmental organization “Club of Rome” (Club of Rome, 2021).

This influential organization unites the representatives of the political, finance, the cultural, scientific
elite of the World.

During the discussions at the events of the “Club of Rome,” it was pointed out that global problems
represent such issues, for the resolving of which is dependent on the future and in some cases the exis-
tence of whole humanity.

From its turn, those topics, there were and still are the different positions and points of views among
the scientists and political and civil activists — to concretely for which problems should be given global,
regional or local importance. The part of the world intellectual elite in the modern world considering that
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there are in general three or four problems of the global level, but according to others, that the number
of global problems prevails a few dozen.

In the current stage is accepted the dividing of the problems with global character into three groups.

To the first group, there are those global problems, which exist as a result of a confrontation between
society and nature, particularly: ecological, energetic, problems of the exhausting of natural resources,
food problems.

To the second group, there are belonged the contradictions — which are the result of the society
development: demographic issues, the problems related to the fighting against epidemic and pandemic
spreading, the socio-economic problems of the countries from the “third world” — related to misery,
unemployment, the existence of internal and international conflicts, problems of the weapons of mass
destruction, international terrorism, international organized crime, illegal trade of drugs, etc.

To the third group are the problems which have emerged on the base of the first and second group
of problems, particularly, it is a problem of searching for alternative sources of energy, exploitation of
the cosmic space, consumption of the resources of the world ocean, etc.

The whole list of the demographic problems is not limited only to the above-mentioned categories.
Their number can be even more. From one side, together with the global ecological problems very often
are pointed out the problem of global climate change. On the other side, it is being discussed about the
dilemma related to the exhausting the global energy and natural resources, because the issue of energy
problems is connected with the fact, that in the modern period the humanity consumes such energy, as
oil, coal, natural gas, which represent the Exhaustive resources.

All global problems are interconnected with each other: very often one problem emerges from the
other one etc. For example, the demographic problem, which is reflected in the rapid growth of the world
population, strengthens the problem of the population’s food supply. Within the last fifty years, within
the scientific circles and world political elite, at the first line, the different actual global problems were
presented. “Club of Rome”, one of the main tasks considered was increasing the public awareness of
the international society toward the global problems.

Based on the above-mentioned facts, it should be pointed out, that one of the most important global
problems are related to the security and political problems

MAIN ASPECTS RELATED TO DEFENSE AND SECURITY ISSUES

Security Problems are classical in the Westphalian political system of the world. The state from the
moment of the emergence cared for maintaining sovereignty, i. e. the national security was understood
initially first of all as prevention of external aggression. In modern conditions, this concept also includes
the questions connected with the danger of internal destabilization. Due to the growth of interdependence
of the world the problem receives further development within regional security and international security.

All three terms characterize state and Interstate relations. They are more often used in realistic and
neo-realistic concepts.

At the same time as a starting point served situation according to which the power of the state neces-
sary for the realization of national interests and influence on the international situation was defined first
of all based on its military force, or, by analogy with computer terminology, on a base of “hard power”,
but not based on culture, the strength of the authority on the world scene and some type of “soft power”.
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As aresult, the problem of military strengths was central in international relations from both, practical
and the research point of view.

The situation changed at the end of the XX century. Experts in the field of economy and finance and
also environment were some of the first who have paid attention to nonmilitary threats to security. The
first group has started talking about an economic component of safety, the second that ecological disrup-
tion by pollution poses a huge threat to mankind on the national and global level. However, a controversy
was caused by the fact, in which cases the ecological problems are caused by human activity and when
the objective reasons. Also, how this problem can be resolved.

A Revolution in the field of new technologies became another factor that has influenced reconsidera-
tion of security concerns. As a result, non-state actors were capable of playing a huge role in the field
of safety which they didn’t have earlier. This has brought to the understanding that it isn’t enough to
build concepts of security, to be based on the fact that the threat can proceed only from other states or
groups of states. With special evidence, it was shown by events of September 11, 2001, when the planes
skyjacked by terrorists crashed into buildings of the World Trade Center in New York and the Pentagon
in Washington, explosions of the train in Madrid and London, etc. Even though the defeat targets have
remained the same, as well as were assumed by strategic doctrines of the leading states: the large cit-
ies, the central ministries, departments - the source of threats was extremely amorphous and uncertain.

At the end of the XX century many researchers including adhering to realistic views, for whom the
emphasis on military aspects and interstate relations is characterized, have begun to speak about such
factors in ensuring national security as education, development of the modern technologies, growth
of economic power, drug trafficking, AIDS, etc. Within neo-realism one of the most important works
within such direction represented research of B. Buzan “People, states, fear” which appeared in 1983,
and where the limitations of the traditional understanding of security are shown (Buzan, 1983). Except
for this author, the so-called “broad” definition of security concerns including not only military aspects,
is connected with the names of several European researchers, in particular U. Beck (Beck, 1998). Along
with the work of B. Buzan, in the same year in the journal “International Security,” the article of the
American researcher R. Ullman was published. The author wrote that the emphasis on military security
problems leads to the fact that other threats are overlooked, including the threats, which are coming from
the inside of the state (Ullman, 1983).

In the modern period, the discussions concerning a ratio of military-political factors, from one hand,
and social and economic, ecological, information, and technological from another continue. Supporters
of a “wide” approach to security problems point to the amplifying role of economic and other factors.
Their opponent’s object: in this case a security problem “is blurring” by many other aspects which exist
in international relations and world politics.

One more important question in the theoretical plan - a ratio of regional, international and global
security. The last term sometimes is used to emphasize that a security concern has not only internal but
interstate measurement. There also is no unambiguous decision.

In this regard, the problems about the ways of the harmonization of the national interests of the
states — the content of the concept of regional, international and global security cannot be limited only
by taking into account the national interests of the states. The coincidence of the national interests of the
group of the states causes different types of regional and international unions, which are guided by the
determined views (concepts) about the ways of the harmonization and protecting their group interests
as a balance between each other, also in the relations with the third countries.
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In connection with it, all those questions of International and regional security, are closely connected
with the problems of International Organizations. Under modern conditions among the institutes, which
are engaged in providing international security, first of all, should be pointed out about the United Nations.
The significant role in security issues also plays several regional institutions, especially in Europe, where
they have rather accurate functions and responsibilities. First of all, OSCE, NATO. The main problems
which are intensively discussed now, reforming of the UN, that to make its activity in the field of provid-
ing security and peacemaking, peacekeeping, and peacebuilding more effective and also to fix the place
and role of NATO in the European structures related to defense and security, taking into account the fact
that this organization has been formed in the years of the Cold War with definite purposes and tasks.

THE ARMS RACE AND ARMS CONTROL

The problem of the arms race and disarmament especially existed in the years of the Cold War. During this
period expenses of the states on arms have reached a record point (the peak is considered 1985). Releas-
ing the important funds on defense is going on today at quite a high level even though after the ending
of the cold war, the comparative share to GDP of the leading European countries has been decreased.

The military power of the states is defined not only by the facts, how much the state spends on the
military needs but also by the fact, what type of weapon is possessed by the concrete country. The Char-
acter and quantity of arms were the decisive factors in the world arena during the cold war period. The
sides were constantly increasing military power, which led to the arms race.

It is Interesting!

According to several estimates, the share of the budget, which was going for the military needs during
the cold war, was for the USA from about 5 to 10%, and for the USSR was reaching 20%.

In 1999, the Military expenditures in the whole world were about 745 billion USD (Kegley, Wittkopf,
2011).

Within the first decade of the XXI Century, World military spending was about 1 trillion every year
(Joshua S. Goldstein. Jon C. Pevehouse. 2007).

About the second decade of the XXI Century, World military expenditure is estimated to have been
$1 822 billion in 2018, accounting for 2.1 percent of world gross domestic product (GDP) or $239 per
person. Total expenditure grew for the second consecutive year and exceeded $1.8 trillion for the first
time; it was 2.6 percent higher than in 2017 and 5.4 percent higher than in 2009 (SIPRI, 2019).

With the advent of nuclear weapons in 1945 and its use by the United States of America against Japan
in August 1945, the new —nuclear era in the history of humanity has come. Nuclear weapon becomes one
of the leading, if not the first factors in international relations. There are two types of nuclear weapons:
Atomic (A-bomb), which is based on nuclear fission, and thermonuclear, or hydrogen (H-bomb), with
thermonuclear synthesis as a base. The first type is simpler and less expensive, but at the same time has
less potential.

Nuclear weapons are the Weapon of Mass Destruction (WMD), with the purpose of the large-scale
defeat of the enemy and do not act selectively — only against Armed Forces, but cover the civil popula-
tion too. In comparison with the other types of weapons, it possesses the most destructive power and
long-term consequences. Due to those factors, special attention is paid to nuclear weapons.
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Figure 1.

Source: https://www.icanw.org/ican_releases_2019_nuclear_weapons_spending_research
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“Official” members of the “nuclear club”, or the states, which own nuclear weapons (Nuclear Weapon
State, NWS), are all five permanent members of the UN Security Council — United Kingdom, China,
USA, France, Russian Federation. Concretely to those states, which till January 1, 1967, produced and
exploded nuclear weapons or other nuclear devices, according to article IX.3 of them which was signed
in 1968, the status of the nuclear power was fixed (Aleksidze, 2012). The biggest nuclear potential is
the USA and Russian Federation.

Besides the above-mentioned countries, several other states also possess nuclear weapons. India,
for example, in 1974 carried out nuclear tests and in 1998 the nuclear testaments were implemented by
India and Pakistan. It is assumed that India possesses a few dozen warheads, and Pakistan more than
ten (Lebedeva, 2007).

In 1980th, the nuclear test was carried out by the South African Republic, which later abolished its
nuclear program and destroyed not only devices but also capacities for its production. According to many
specialists’ estimations, nuclear weapons are owned by Israel. North Korea in 1994 agreed to freeze its
nuclear program instead of humanitarian aid, but there are no absolute dates on this issue. There are
some concerns about the nuclear program of Iran, at the same time, during the last years this country
has been under special attention from the international community (Goldstein, 2011).

Some countries, by having resources - necessary for the acquisition of nuclear weapons, have vol-
untarily refused this purpose. After the collapse of the USSR in 1991, several former Soviet republics
became owners of nuclear weapons. However, all of them later voluntarily refused it. The only post-soviet
republic which possesses nuclear weapons is Russian Federation.

A new report has found nuclear-armed states spent a record $73 billion on nuclear weapons in 2019,
a $7.1 billion increase from 2018 expenditures (ICAN, 2019).

Chemical and bacteriological weapons as well as nuclear, being weapons of mass destruction, also
causes concern in the modern world. A chemical weapon is calculated for the use of the different toxic
substances during the fighting against enemy Binary weapon assumes to use the low-toxic reagents
which at interaction with each other during military operations form a highly poisoning toxic agent.
The bacteriological weapon is based on the using bacteria, viruses, and products of their life activity.
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In comparison with nuclear technologies, the production of chemical and bacteriological weapons
is rather cheap and accessible. Due to it, these types of weapons have received the name of “weapon
for the poor”. At the same time, it has a considerable striking effect. The special alarm concerning the
possibility of their use is determined by the existence of the politically unstable countries, with the au-
thoritative forms of government and also the terrorist organizations.

In the history of military operations, chemical weapons were seldom used. For the first time, it has
occurred during World War I in April of 1915, when yperite has been used (US National Library of
Medicine, 2021). Concern about the possibility of the use of chemical weapons has caused the result,
thatin 1925 during the conducting of multilateral negotiations by 37 states, in Geneva in 1925, “Protocol
for the Prohibition of the Use in War of Asphyxiating, Poisonous or Other Gases, and of Bacteriologi-
cal Methods of Warfare” was signed. As to 2019, to this protocol, there are joined more than 100 states
(UN, 2021). During World War 2, Germany and the USSR possessed chemical weapons but did not use
them. In 1980th this type of weapon was used by Iraq against Iran (Fassihi, 2002).

The protocol of 1925 provided non-use of chemical weapons but didn’t raise the questions of its
production and storage. The problem is that it is quite difficult to detect because a similar process is
possible also for peace purposes. However, there were many cases, when this or another country was
accused of the production of chemical weapons. The USA had similar suspicions, for example, in the
1990s concerning Libya, Sudan, or Iraq.

InJanuary 1993 after several years of negotiations in Paris, the Chemical Weapons Convention (CWC)
related to the prohibition of production, accumulation, and use of chemical weapons and their destruction
was signed. At the beginning of 2019, the participants of this convention were more than 145 states, but
among those states, there are not Libya and North Korea (CWC, 2020). The convention provides the
ban on the production of chemical weapons and also strict sanctions concerning those countries, who
violate these agreements, including the states, which are not members of the Convention.

Bacteriological weapons have several similar characteristics with chemical ones related to production,
use, and control. However, in comparison to chemical weapons, this type of weapon was not used in
droves, except in the case of it being used by Japan in several villages of China during World War 2. In
1972 the Convention on the prohibition of the development, production, and accumulation of stocks of
bacteriological (biological) and weapon and their destruction was signed (Aleksidze, 2012). The official
name of the convention is the Biological and Toxin Weapons Convention, BWC. To this convention, as
of the beginning of 2019 more than 140 states have been signed (UNODA, 2021).

The weapons of mass destruction demand delivery systems. Their existence defines the military-
political position of the state, not to a lesser extent, than the fact of possession of nuclear weapons and
technologies of its production. Delivery systems are subdivided into two types: Strategic and Tactical.

The strategic delivery systems aiming to strike the opponent in its territory assume the overcoming
of enough huge distances (for example, between Russia and the USA). The main among them are bal-
listic missiles. They differ by the distance which they can overcome, the accuracy of hit, and what type
of charge they own. Ballistic missiles can be stationary or to be on mobile platforms. In the latter case,
they become less vulnerable to the opponent.

The greatest range of action has intercontinental ballistic missiles (ICBMs). This type of weapon is
mostly owned by the USA and Russian Federation. Significantly a smaller number of ICBMs have other
nuclear countries. Medium-range missiles are in the arms of France, Great Britain, and China. Russia and
the USA have them also. Their range of action is from 1000 to 5500 km. Deployment on the European
continent of medium-range missiles by the last two countries was limited by the agreement, which was
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Table 1. World nuclear forces

It is Important!

‘World Nuclear Forces, 2018
Deployed Warheads Other Total
Country Warheads Warheads Inventory

USA 175044356185
Russia 1 600 4 900 6 500

UK 120 80 200

France 280 20 300

China — 290 290

India — 130-140 130-140
Pakistan — 150-160 150-160
Israel — 80-90 80-90

North Korea — (20-30) (20-30)
Total 3750 10 115 13 865

Source: SIPRI (2019)

signed in 1987. Rockets of smaller range, short-range ballistic missiles with the range from 500 to 1000
km have, as a rule, the bigger accuracy of hit (NATO, 2006). They can be used also for the delivery of
usual warheads as it was, in particular, during the war in the Persian Gulf.

As delivery systems also, cruise missiles can be used. They represent the small pilotless shells
equipped with their propulsion system. Cruise missiles possess the high-precision system of targeting
for the defeat of the purpose and can bear as a nuclear charge (such cruise missiles possess Russia and
the USA) also usual.

Except for rockets, the strategic delivery systems of weapons, first of all nuclear, are represented
by the bombers and submarines (equipped with rockets and nuclear torpedoes too). These three types
can make a so-called strategic triad, therefore at negotiations on disarmament and arms limitation, they
usually are considered complex.

Tactical nuclear weapons have the purpose to be used concretely in the theatre of conducting military
operations. It is delivered using nuclear warheads for tactical missiles, artillery charges, fighting surface
ships, multi-purpose submarines, aviation, nuclear min.

When developing nuclear strategy originally American experts were based on the fact that the opponent
had to be destroyed. In this regard, among the military and political analysts the term “mutually assured
destruction, MAD” has appeared. It has characterized a hypothetical situation, which can be emerged
as a result of nuclear opposition and assumed extermination of the opponent in case of nuclear attack.

Later, when it became clear the senseless idea of “mutual destruction”, and it especially was shown
during the Cuban Crisis, American military strategy became oriented on the principle of adequate retali-
ation. Its meaning is that the reply must correspond to the damage caused.

During the years of the Cold War, the doctrine of nuclear deterrence, which was also logically con-
nected with the developed nuclear strategies, has appeared. This was based on the fact that the possibility
of using nuclear weapons keeps the enemy from aggression.

This doctrine is based on a principle, that participants of the international relations try to behave
exclusively rationally to avoid destructive consequences of the use of nuclear weapons and according
to it, the state has to be sure that such threat, not just of a word, the nuclear weapon can be used in case
of aggression.
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This doctrine had also opponents. Their argumentation was based on the fact that first, the logic
itself of the gradual development of the conflict can lead to the nuclear collision as a result. Secondly,
random error is also possible, which will be interpreted by the opposite side as a nuclear attack that will
cause a fatal result.

There were developments in the field of nuclear defense. Thus, the US was involved in the develop-
ment of the Strategic Defense Initiative, SDI, so-called “Star Wars. It gained development in the 1980-
the years when the US President was R. Reagan and the essence consisted in attempts of the creation
of a defensive shield for the USA in case of the nuclear threat. However, on the practical level, this idea
hasn’t been realized.

One of the most important issues in a military-political sphere is the problem of the non-proliferation
of weapons of mass destruction, first of all, nuclear and also means of its delivery. Usually, there is
distinguished so-called horizontal proliferation of weapons, when it is increasing the number of the
countries which have this type of weapons and vertical proliferation, which means capacity building.
However, when it is mentioned about the non-proliferation of nuclear weapons, first of all, experts mean
concretely the horizontal option.

There are various approaches to a non-proliferation problem. The authors, who are focused on the
realistic tradition of research in the field of international relations, in general, have a calmer attitude to
this issue, by not seeing any special danger in proliferation, as they believe that the states will behave
rationally and not apply for the use of nuclear weapons. In this regard, it is important the point of view
of K. Waltz, who recognizes that the expansion of “nuclear club” will even help to preserve the peace,
as here the deterrence factor restraining the military confrontation of the parties plays the decisive role
(Waltz, 1979).

The opposite position is taken by researchers and analysts, who share different theoretical views. The
problem of non-proliferation is extremely important for them as in the proliferation of weapons of mass
destruction they see one of the main threats to international peace. At the same time, they not without
justification emphasize that the states, and first of all their leaders, cannot always behave rationally.
Besides, in modern conditions, there is a danger of falling into the hands of terrorist groups, weapons
of mass destruction, and also the danger of technogenic accidents connected with the storage of this
weapon, a human mistake, etc.

The states having nuclear weapons are also quite sensitive to the questions of its non-proliferation.
They try to limit a circle of the participants, who have nuclear technologies and appropriate technolo-
gies. However, this problem also has another part. The matter is that technologies that can be used for
the production of a nuclear weapon, are closely intertwined with the technologies which are used in the
field of nuclear energy, which is produced for peaceful purposes.

The existence of delivery systems of nuclear weapons is more difficult to control than possession
of nuclear weapons. At the beginning of the XXI Century, the intermediate and shorter-range missiles
were developed by Iraq, Iran, Israel, Saudi Arabia, India, Pakistan, North Korea, and also, perhaps,
Brazil and Argentina.

During the Cold War, the country saved up a huge arsenal of weapons. As a result, questions of
disarmament and arms control remain and today represent one of the key points in world politics. Arms
control is understood as efforts of two or more countries on the regulation of the relations in this area.

The Cuban (Caribbean) crisis of 1962, when the threat of the nuclear missile conflict became obvi-
ous, was a significant impulse for negotiating disarmament. Soon after the crisis, in August 1963, in
Moscow representatives of the USSR, USA, and Great Britain signed the agreement on the prohibition
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of nuclear weapons testaments in the atmosphere, space, and underwater. This agreement became known
as the Limited Test Ban Treaty. It has termless character and has been open for signing (more than 100
states have joined it subsequently) (Aleksidze, 2004).

In 1968 was signed an agreement on the non-proliferation of nuclear weapons, which became known
as the Non-Proliferation Treaty, NPT. Those agreements received the continuation on March 5, 1970.
Later, 187 countries joined the treaty (Aleksidze, 2004).

Distinguish two categories of member countries of the agreement about non-proliferation of nuclear
weapons - those who were possessing this type of weapon for January 1, 1967 (Great Britain, China,
USSR, USA, France) and those who had not those types of weapons. The non-nuclear countries took
the responsibility not to purchase nuclear weapons and completely followed normative provisions of
the International Atomic Energy Agency, IAEA which is engaged in monitoring the development and
distribution of nuclear technologies. In 1993 North Korea left the IAEA. However, as it was noted, later
this country has held negotiations and has undertaken the responsibility to freeze the nuclear programs
in exchange for rendering economic aid. In September 2002 North Korea declared again about its aspira-
tion to continue the nuclear program (Goldstein, 2011).

In general, it is being discussed the issue of nuclear non-proliferation. Under this regime it can be
understood the totality of international agreements and organizations with participation as nuclear, also
non-nuclear states, and also internal legislation of the member states, the purpose of which is the preven-
tion the gaining of nuclear status by those countries, which had not it before 1967.

Several important arrangements in the field of disarmament and arms control were reached in the
1970s. Among them, first of all, it is necessary to mention the agreement on the limitation of the systems
of anti-missile defense — Antiballistic Missile Treaty, ABM, which was signed in 1972. It limits the
capabilities of each of the parties - USA and USSR/Russia - to use anti-missile defense for reflection
of nuclear attack. At the beginning of the 2000th, the USA started to plan the creation of the national
missile defense system and the withdrawal from the Missile Defense Treaty of 1972 (UN, 2005). The
argument was based that the agreement of the thirty-year prescription doesn’t reply to modern realities.
In the XXI century, according to official American statements, the threat proceeded not from Russia,
but from the terrorist organizations that was especially accurately shown by the events of September
11, 2001. Besides, it was supposed, though wasn’t advertised, that the new system would become an
incentive to develop new technologies in the USA.

The American side, together with European partners, have tried several times to assure the Russian
side that this type of defense shield was not directed against Russia. In 2001, during several meetings of
the president of Russia and the USA, agreements on carrying out consultations in the field of national
missile defense were reached. Nevertheless, positions remained various. And at the end of 2001, the USA
officially notified Russia about withdrawal from the treaty of 1972, and in June 2002 left it (Chitadze,
2019). The consequent years, after the military aggression of Russia against Georgia and Ukraine, proved
the necessity of the creation of a new system of anti-missile defense by the American side in Europe,
which should be positively reflected on European Security.

Other important documents during the period of the cold war in the field of arms limitation were
Strategic Arms Limitations Treaties, Salt-1, and Salt — 2, which were signed accordingly in 1972 and
1979 which have gained further development in the Treaties of 1990th and the first decade of the 21-st
century. Particularly, Strategic Arms Limitation Treaties — START 1 and START 2, which were signed
in 1991 and 2010. According to the agreement, the USA and Russia had to limit their strategic arsenals
by approximately 30%. It is interesting to point out that the START2 agreement was signed in 1993,
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which was ratified by Russia 8 years later. It offered the reduction of the remaining armaments for 50%,
in accordance to which the USA would possess 3000 nuclear warheads, USA- 3500. However, it was
not ratified by the American side. Thus, a new agreement was signed in 2010 and later ratified by the
legislative bodies of both countries (Chitadze, 2019).

One of the most important USA-USSR agreements in the field of defense and security was The
Intermediate-Range Nuclear Forces Treaty (INF Treaty, formally Treaty Between the United States of
America and the Union of Soviet Socialist Republics on the Elimination of Their Intermediate-Range
and Shorter-Range Missiles is an Arms Control Treaty between the United States and the Soviet Union
(and its successor state, the Russian Federation). U.S. President Ronald Reagan and Soviet General
Secretary Mikhail Gorbachev signed the treaty on 8 December 1987. The United States Senate approved
the treaty on 27 May 1988, and Reagan and Gorbachev changed the ratified documents on 1 June 1988
(Chitadze, 2019).

The INF Treaty eliminated all of the two nations’ land-based ballistic missiles, cruise missiles,
and missile launchers with ranges of 500-1,000 kilometers (310-620 mi) (short medium-range) and
1,000-5,500 km (620-3,420 mi) (intermediate-range). The treaty did not apply to air- or sea-launched
missiles (Garthoff, 1994).

During the “Cold War” in the 1970s and 1980s, there was going on a dangerous race in Europe be-
tween the USSR and the US for nuclear weapon production. The Soviet Union began to deploy SS-20s
and SS-18s medium and small range intercontinental ballistic missiles in Hungary, Czechoslovakia, and
the German Democratic Republic, which threatened the Western European countries of NATO. The
Alliance responded by deploying ballistic missiles and ground-based cruise missiles of medium-range
“Pershing 2” in Britain, Italy, and Germany (Kramer, 2019).

Around 250 small and mid-range missile complexes were installed in Europe by both sides and in
case of the starting the nuclear war, the whole European continent could be destroyed. By the way,
small-range ballistic missiles were located by both sides accordingly on the territories of Turkey and
Georgia (Resonance, 2019).

“According to the agreement, the Soviet side removed from the operative duty and destroyed the
following type of missiles, including mobile: P-10 (SS-20), P-12 (SS-4 for NATO classification), P-14
(SS-5), cruise missiles PK-55, short-range missiles - OTP-22 (SS-12), OTP-23 (SS-23). On the other
hand, the American side has destroyed the average interstellar rockets “Persing 2”, ground-based winged
missiles “VGM” (Tomahawk), and a small rangeland bases “Pershing-1a” (they were deployed in West-
ern Europe, mainly in Italy, Great Britain and Germany) and “Pursing-2b” missiles (Resonance, 2019).

Within the 36 months after signing the treaty, both sides have destroyed 898 already deployed and
700 non-deployed medium interstellar missiles, and a small range of 1096 missiles. 56% of these mis-
siles were coming on the part of the Soviet Union. Thus, withdrawal from the treaty by both sides can
transfer Europe to a more dangerous region.

By May 1991, the nations had eliminated 2,692 missiles, followed by 10 years of on-site verification
inspections (SIPRI, 2007).

President Donald Trump announced on 20 October 2018 that the US was withdrawing from the treaty,
accusing Russia of non-compliance with the conditions of the agreement. The U.S. formally suspended
the treaty on 1 February 2019, and Russia did so the following day in response to the U.S. withdrawal.

An important element in the field of control over the nuclear threats during the “Cold War” period
represented the creation of a Nuclear-weapon-free-zone, NWFZ.
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A nuclear-weapons-free zone (NWFZ) is defined by the United Nations as an agreement which a
group of states has freely established by treaty or convention that bans the use, development, or deploy-
ment of nuclear weapons in a given area, that has mechanisms of verification and control to enforce
its obligations, and that is recognized as such by the General Assembly of the United Nations. NWFZs
have a similar purpose but are distinct from, the Treaty on the Non-Proliferation of Nuclear Weapons
to which most countries including five nuclear weapons states are a party. Another term, nuclear-free
zone, often means an area that has banned both nuclear power and nuclear weapons, and sometimes
nuclear waste and nuclear propulsion, and usually does not mean an UN-acknowledged international
treaty (Arms Control Association, 2021).

Today five zones are covering continental or subcontinental groups of countries (including their
territorial waters and airspace), and three govern Antarctica, the seabed, and outer space which are not
part of any state. The Antarctic, seabed, and space zones preceded all but one of the zones on national
territories. Most of the Earth’s oceans above the seabed are not covered by NWFZs since freedom of the
seas restricts restrictions in international waters. The UN has also recognized one additional country,
Mongolia, as having nuclear-weapon-free status.

NWFZs do not cover international waters (where there is freedom of the seas) or the transit of nuclear
missiles through space (as opposed to the deployment of nuclear weapons in space).

As of 15 July 2009 when the African NWFZ came into force, the six land zones cover 56% of the
Earth’s land area of 149 million square kilometers and 60% of the 195 states on Earth, up from 34%
and 30% of the previous year; however, only 39% of the world’s population lives in NWFZs, while the
nine nuclear weapons states have 28% of the world’s land area and 46% of the world population (Arms
Control Association, 2021).

The Antarctic, Latin American, and South Pacific zones are defined by lines of latitude and longitude,
except for the northwestern boundary of the South Pacific zone which follows the limit of Australian
territorial waters, and these three zones form a contiguous area, though treaty provisions do not apply to
international waters within that area. In contrast, the Southeast Asian zone is defined as the territories
of its members including their Exclusive Economic Zones, and the African zone is also defined as the
countries and territories considered part of Africa by the OAU (now the African Union) which include
islands close to Africa and Madagascar. An AU member, Mauritius, claims the British Indian Ocean
Territory where Diego Garcia is currently a US military base.

In general, as a result of the diplomatic efforts and activities of the different International Organiza-
tions, there have been agreements about four non-nuclear zones — in Antarctica, Latino America, South
Pacific, Latino America, South-East Asia, and Africa. Particularly:

The Antarctic Treaty and related agreements, collectively known as the Antarctic Treaty System
(ATS), regulate international relations concerning Antarctica, Earth’s only continent without a native
human population. For the treaty system, Antarctica is defined as all of the land and ice shelves south
of 60°S latitude. The treaty entered into force in 1961 and currently has 54 parties. The treaty sets aside
Antarctica as a scientific preserve, establishes freedom of scientific investigation, and bans military
activity on the continent. The treaty was the first arms control agreement established during the Cold
War. Since September 2004, the Antarctic Treaty Secretariat headquarters has been located in Buenos
Aires, Argentina.

The main treaty was opened for signature on December 1, 1959, and officially entered into force on
June 23, 1961. The original signatories were the 12 countries active in Antarctica during the International
Geophysical Year (IGY) of 1957-58. The twelve countries that had significant interests in Antarctica
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at the time were: Argentina, Australia, Belgium, Chile, France, Japan, New Zealand, Norway, South
Africa, the Soviet Union, the United Kingdom, and the United States. These countries had established
over 55 Antarctic stations for the IGY. The treaty was a diplomatic expression of the operational and
scientific cooperation that had been achieved “on the ice” (Secretariat of the Antarctic Treaty, 1959).

The Treaty of Tlatelolco, which is the conventional name given to the Treaty for the Prohibition
of Nuclear Weapons in Latin America and the Caribbean. It is embodied in the OPANAL (Spanish:
Organismo para la Proscripcion de las Armas Nucleares en la América Latina y el Caribe, English: the
Agency for the Prohibition of Nuclear Weapons in Latin America and the Caribbean). Signed in 1967, it
was the first treaty of its kind covering a populated area of the world, but now around 40% of the world’s
population live in a Nuclear-weapon-free zone (Arms Control Association, 2021).

The second agreement concerned the Southern part of the Pacific Ocean — Rarotonga Treaty — The
Treaty of Rarotonga is the common name for the South Pacific Nuclear Free Zone Treaty, which
formalizes a Nuclear-Weapon-Free Zone in the South Pacific. The treaty bans the use, testing, and pos-
session of nuclear weapons within the borders of the zone.

It was signed by the South Pacific nations of Australia, the Cook Islands, Fiji, Kiribati, Nauru, New
Zealand, Niue, Papua New Guinea, the Solomon Islands, Tonga, Tuvalu, Vanuatu, and Western Samoa
on the island of Rarotonga (where the capital of the Cook Islands is located) on 6 August 1985, came
into force on 11 December 1986 with the 8th ratification and has since been ratified by all of those
states (UN, 2005).

The Southeast Asian Nuclear-Weapon-Free Zone Treaty (SEANWFZ) or the Bangkok Treaty
of 1995, is a nuclear weapons moratorium treaty between 10 Southeast Asian member-states under the
auspices of the ASEAN: Brunei, Cambodia, Indonesia, Laos, Malaysia, Myanmar, Philippines, Singapore,
Thailand, and Vietnam. It was opened for signature at the treaty conference in Bangkok, Thailand, on
15 December 1995 and it entered into force on March 28, 1997, and obliges its members not to develop,
manufacture, or otherwise acquire, possess, or have control over nuclear weapons.

The Zone is the area comprising the territories of the states and their respective continental shelves
and Exclusive Economic Zones (EEZ); “Territory” means the land territory, internal waters, territorial
sea, archipelagic waters, the seabed and the subsoil thereof, and the airspace above them.

The treaty includes a protocol under which the five nuclear-weapon states recognized by the Treaty
on the Non-Proliferation of Nuclear Weapons (NPT), namely China, the United States, France, Russia
and the United Kingdom (who are also the five permanent members of the United Nations Security
Council) undertake to respect the Treaty and do not contribute to a violation of it by State parties. None
of the nuclear-weapon states have signed this protocol (UNODA, 2021).

Concerning Africa, The African Nuclear Weapon Free Zone Treaty, also known as the Treaty
of Pelindaba (named after South Africa’s main Nuclear Research Centre, run by The South African
Nuclear Energy Corporation and was the location where South Africa’s atomic bombs of the 1970s were
developed, constructed and subsequently stored) established a Nuclear-Weapon-Free Zone in Africa. The
treaty was signed in 1996 and came into effect with the 28th ratification on 15 July 2009. The Treaty
prohibits the research, development, manufacture, stockpiling, acquisition, testing, possession, control,
or stationing of nuclear explosive devices in the territory of parties to the Treaty and the dumping of
radioactive wastes in the African zone by Treaty parties. The Treaty also prohibits any attack against
nuclear installations in the zone by Treaty parties and requires them to maintain the highest standards
of physical protection of nuclear material, facilities, and equipment, which are to be used exclusively
for peaceful purposes. The Treaty requires all parties to apply full-scope International Atomic Energy
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Agency safeguards to all their peaceful nuclear activities. A mechanism to verify compliance, including
the establishment of the African Commission on Nuclear Energy, has been established by the Treaty.
Its office will be in South Africa. The Treaty affirms the right of each party to decide for itself whether
to allow visits by foreign ships and aircraft to its ports and airfields, explicitly upholds the freedom of
navigation on the high seas, and does not affect rights to passage through territorial waters guaranteed
by international law (Arms Control Association, 2021).

There are also other regions, in which it is possible the appearance of the non-nuclear zones, particu-
larly the Korean peninsula, Central Asia, etc.

In 1996, by the initiative of the developing countries, by 129 votes against three (Great Britain, USA,
France) and by 38 states who abstained, the resolution of UN 51/45 about declaration the southern
hemisphere as a zone — free from the nuclear weapon (UN Security Council Report, 2000).

At the same time, the Conference on Disarmament (CD) began its substantive negotiations on a
comprehensive nuclear-test-ban treaty in January 1994 within the framework of an Ad Hoc Commit-
tee established for that purpose. Although the CD had long been involved with the issue of a test ban,
only in 1982 did it establish a subsidiary body on the item. Disagreement over a mandate for that body
blocked tangible progress for years.

After more than two years of intensive negotiations, the Chairman of the Ad Hoc Committee, Am-
bassador Jaap Ramaker of the Netherlands, presented a final draft treaty to the CD in June 1996. An
overwhelming majority of Member States of the CD expressed their readiness to support the draft treaty.
India, for its part, stated that it could not go along with a consensus on the draft text and its transmittal
to the United Nations General Assembly. The main reasons for such a decision, as India pointed out,
were related to its strong misgivings about the provision for the entry-into-force of the treaty, which is
considered unprecedented in multilateral practice and running contrary to customary international law,
and the failure of the treaty to include a commitment by the nuclear-weapon States to eliminate nuclear
weapons within a time-bound framework.

As aresult, Australia, on 22 August 1996, requested that the General Assembly resume the consid-
eration of agenda item 65, entitled “Comprehensive Nuclear-Test-Ban Treaty” as provided for in resolu-
tion 50/65 of 12 December 1995. For that purpose, it also submitted the draft CTBT, identical to that
negotiated in the CD, for adoption by the General Assembly. On 10 September, the General Assembly
by resolution (A/RES/50/245) adopted the Comprehensive Nuclear-Test-Ban Treaty and requested the
Secretary-General of the United Nations, in his capacity as Depositary of the Treaty, to open it for sig-
nature at the earliest possible date. The Treaty was opened for signature in September 1996 (UN, 2005).

On 29 May 2009, the Secretary-General launched “Securing our Common Future: An Agenda for
Disarmament.” The agenda highlights the norm against testing nuclear weapons of a measure that serves
both disarmament and non-proliferation objectives (Chitadze, 2016). In that context, the Secretary-General
appealed to all remaining States whose ratifications are required for the Comprehensive Nuclear-Test-
Ban Treaty (CTBT) to enter into force to commit to signing the Treaty at an early date if they have not
already done so and to accelerate the completion of their ratification processes.

Conventional arms also are at the center of attention of politicians and the public. They are widely
used in modern conflicts. For example, they were used by Iraq in the Persian Gulf in the early 1990th
of the XX Century for the occupation of Kuwait and missile attacks against Israel. Conventional arms
were used in the former Yugoslavia and other regional conflicts during the 1990th and the beginning
of the 2000th years.
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Based on the above-mentioned problems, The original Treaty on Conventional Armed Forces
in Europe (CFE) was negotiated and concluded during the last years of the Cold War, particularly in
1990, and established comprehensive limits on key categories of conventional military equipment in
Europe (from the Atlantic to the Urals) and mandated the destruction of excess weaponry. The treaty
proposed equal limits for the two “groups of states-parties”, the North Atlantic Treaty Organization
(NATO) and the Warsaw Pact (UN, 2005). In 2007, Russia “suspended” its participation in the treaty,
and on 10 March 2015, citing NATO’s de facto breach of the Treaty, Russia formally announced it was
“completely” halting its participation in it as of the next day (Chitadze, 2016).

CFE and Troop Ceilings

The CFE Treaty set equal ceilings for each bloc (NATO and the Warsaw Treaty Organization), from the
Atlantic to the Urals, on key armaments essential for conducting surprise attacks and initiating large-scale
offensive operations. Collectively, the treaty participants agreed that neither side could have more than:

- 20,000 tanks;

- 20,000 artillery pieces;

- 30,000 armored combat vehicles (ACVs);
- 6,800 combat aircraft; and

- 2,000 attack helicopters.

To further limit the readiness of armed forces, the treaty set equal ceilings on equipment that could
be deployed with active units. Other ground equipment had to be placed in designated permanent storage
sites. The limits for equipment each side could have inactive units were:

- 16,500 tanks;
- 17,000 artillery pieces; and
- 27,300 armored combat vehicles (ACVs);

The treaty further limited the proportion of armaments that could be held by any one country in
Europe to about one-third of the total for all countries in Europe - the “sufficiency” rule.

All sea-based Naval forces were excluded from CFE Treaty accountability (US Department of State,
1992).

A serious Political problem, especially because of the existence of the internal conflicts, is the use
of antipersonnel mines which are installed to establish control over the concrete territory. Minefields in
Afghanistan, Bosnia, Angola, and other conflicts have resulted in a large number of victims among civil-
ians, and their number continues to increase also after the end of the conflict. So, according to J. Accord-
ing to Goldstein’s data, about 25 thousand people annually are victims of those mines, a third of which
are children (Goldstein, 2011). In the late nineties, several non-governmental organizations supported
the idea of the prohibition of antipersonnel mines, for which the organizer of this campaign J. Williams
was granted the Nobel prize award in 1997 (The Nobel Peace Prize, 1997). Within the same year, more
than one hundred states have signed the agreement on the prohibition of the use of antipersonnel mines.

On the way of arms control and disarmament, there are many barriers. First of all, it is necessary to
consider that violations of arrangements by any country are possible. For this reason, much attention is
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Figure 2. Heads of state sign treaty on conventional armed forces in Europe
Source: https://www.osce.org/node/58665

paid to various procedures of inspection, for example, on-site inspection. Often agreements provide such
an opportunity. However, not all questions are possible to be resolved: the states delay the carrying out
the inspections, object on the personal list of the inspection team, as it was, in particular, with inspections
of the UN in Iraq in the 1990s. Besides, if the countries for which those procedures are organized - actu-
ally refuse to cooperate, then similar inspections are ineffective. Other ways of observation consist of
the use of national technical means, NTM — spacecraft, seismic stations, etc. But with their help not all
objects can be detected: for example, it is difficult to define how many charges are carried by one rocket.

The serious problem represents the constant improvement of armament with the introduction of new
scientific and technological developments. As a result, negotiations and the agreements concluded on
their results practically are always late about the real situation. For example, the emergence of rockets
with the divided warheads — multiple independently targetable reentry vehicles, MIRVs, has sharply
increased the possibility of striking blows on different objects at the same quantity of rockets.

There Exist many internal political barriers on the way of disarmament. Several analysts, in particular,
recognize that disarmament doesn’t lead to tension reduction at all. From these positions, they act at the
political institutes of their states, and it influences the adoption of political decisions. The representa-
tives of the military-industrial complex, military-industrial complex who are economically interested in
an increase in military orders. And still in general, despite difficulties, the process of disarmament and
arms control has a forward focus.

ARMS SUPPLIES AND ARMS TRADE

The volume of the arms trade in the modern world is very impressive. So, by official American estima-
tions, if their cumulative sale in the world was estimated in 1964 with an approximate sum of 4 billion
US dollars, then in 1987 it has already consisted of 82,4 billion. And now, despite the end of the Cold
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Figure 3. Arms sales in 2017
Source: SIPRI, 2018
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War, traffic in arms hasn’t stopped. Its main deliveries go to developing countries. Exactly there the most
unstable political and economic situation is often observed.

The total amount from deliveries of arms to the period from 1991 to 1998, according to R. Grim-
mett, has exceeded 250 billion dollars, and three-quarters of those arms were acquired by developing
countries. The leading role of the arms market is taken by the Middle East. As it is mentioned by R.
Wittkopf and Ch. W. Kegley, if in 1967 deliveries of arms to the Middle East made 11% of a total number
of deliveries, then during the period from 1991 to 1994 this figure had increased to 77%. However, with
the appearance of the new “hot places,” the situation has changed. In 2019, the volume of arms sales in
the world reached US$ 361 Billion (SIPRI, 2019).

From 1995 till 1998, according to R. Grimmett, the world structure of armament had the following
structure: USA —28,3%; main western European states — 31,2%; Russia — 18,4%; China — 3,6%; all other
states — 18,5% (Lebedeva, 2007).

About the second decade of the 21-st century, the volume of international transfers of major arms
grew by 7.8 percent between 2009—-13 and 2014-18, reaching its highest level since the end of the cold
war. This growth is a continuation of the steady upward trend that began in the early 2000s. The five
largest suppliers in 2014—18 were the United States, Russia, France, Germany, and China, and they ac-
counted for 75 percent of the total global volume of exports (SIPRI, 2019).

The USA and the USSR were the main exporters of arms during the Cold War. Their share was
coming from 50 to 75% of all armament markets. After the end of the Cold War, the USA began to
dominate obviously. So, by official American sources, they possessed more than 40% of the export of
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arms. Even though through the late nineties - the beginning of the 2000th years Russia became more
active in deliveries of arms the USA continues to be the leader in this market. As for 2018, the share of
the USA was about 60% of the total arms sales in the world (SIPRI, 2019).

Income from the sale of weapons goes on the further development of the military-industrial complex.
However, the motive of these deliveries is not only economic but also political goals abroad can serve
as a fact, that was especially characterized for the eras of the Cold War. For example, by estimations,
which gives M. Klara, the USA in the 1980s supplied with weapons 59 countries, the USSR - 42. As for
2020, the USA was exporting military weapons to 60 countries of the world (Statista, 2020).

Deliveries and traffic with arms cause vigilance as it is obvious that, along with positive economic
and political reasons for weapon suppliers, it is characterized also by a set of negative moments. So,
increasing the number of weapons in a concrete region can lead to escalation of the conflict, especially
in case of instability of the mode which receives it. By estimates of several researchers, in particular to
M. Klara, L. Lyumpa, A. Hashim (And. Hashim), and some others, exists a direct correlation between
traffic in arms and armed conflicts. It is in many respects caused by the fact that the purchase of weapons
by one of the conflicting parties involves similar actions by the other side in the conflict. And sometimes
weapons are purchased by both parties from the same state supplier.

It is necessary to mention also trade in the production of dual purposes, i.e., that which can be used
by both sides in the conflict for peace and military purposes (for example, several chemical compounds).

Recently the increasing alarm is caused by uncontrollable arms supplies to the states which conflict
with the neighbors and also the insurgent movements and various terrorist organizations. By different
estimations, more than 10% of all trade is coming on illegal operations in the framework of the arms
market.

PART 2. PROBLEMS OF ORGANIZED CRIME

At the end of the XX century, security concern goes more and more beyond interstate cooperation and
disarmament issues. With the development of the globalization process, organized crime sharply became
a more actual topic. According to several estimates, since the 1980s the number of criminal acts, having
been carried out within organized crime, has increased by 5% annually (Chitadze, 2020).

Members of organized criminal groups gain huge income. By estimates, which were presented in
1999 the total amount of so-called dirty money in the world was from 500 to 1500 billion dollars per
year, which was equal to 5% of the world GDP during this period (Lebedeva, 2007). In 2009 it was esti-
mated to generate $870 billion - an amount equal to 1.5 percent of global GDP for this period (UNODC,
2010). As of 2016, Transnational Crime was a $1.6 trillion to $2.2 trillion Annual “Business” (Global
Financial Integrity, 2017).

One of the fields of activity of organized crime is caused by the fact that several goods are not taxed.
The illegal transfer of these goods from one country to another brings considerable revenue to the mem-
bers of the groups of organized crime. Other areas of organized crime are connected with illegal arms
supplies, illegal activity in the conflict zones, including recruitment of mercenaries, etc. Processes of
privatization in the countries of Central and Eastern Europe have also drawn attention.

This problem already holds a specific place because of the scale but has received an additional boost
in connection with globalization and the openness of borders generated by it. Considerable streams of
drugs go via post-soviet space from Asia, the USA faces the same problem from Colombia and some other
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Figure 4. Typical activities of organized crime
Source: https://www.crimemuseum.org/crime-library/organized-crime/typical-activities-of-organized-crime/

countries in Latin America. In general drug trafficking within the second decade of the XXI Century,
by different estimates, has increased tens of times, giving more than 500% of profit (Chitadze, 2016).

Fighting against drug distribution has become one of the global problems of the contemporary pe-
riod. At the same time, their main production is arranged in countries with badly developed economies
and a set of internal conflicts, with the military and quasi-military regime. The chief suppliers of opium
poppy on the market today are Afghanistan and Burma today. By the estimates given by J. Goldstein, the
production of opium from 1998 to 1999 has increased in Afghanistan twice and has made three-quarters
of the world’s production. More and more synthetic drugs which don’t demand vegetable raw materials
are widely adopted (Goldstein, 2011).

APPROACHES FOR DETERMINATIONS OF ORGANIZED CRIME

Approaches to the determination of organized criminality are an extremely complex phenomenon, given
which there are many different approaches to the fixation of its basic meaningful elements in the norma-
tive and doctrinal determinations.

Historically, in the USA, the first attempts to determine the concept of “organized criminality”, as
they indicated by D.L.Herbertand, X.Tritt, were made in the 1950-1960th years, “when the committees
of Congress began to reveal the proofs of the existence of secret criminal society or cartel by the name
of ,,the Mafia* or “the goat of nostra* (FBA, 2021).

During the Oyster Bay conferences, in 1965 and 1966, which were dedicated to the issue of the fight-
ing with an organized crime the following definition was formulated: “Organized crime is the product of
a self-perpetuating criminal conspiracy to wring exorbitant profits from our society by any means - fair
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and foul, legal and illegal. Despite personnel changes, the conspiratorial entity continues” (Oyster Bay
Conferences, 1965/66).

The US Law of 1968 Omnibus Crime Control and Safe Streets Act gives the other definition:

“Organized crime’ means the unlawful activities of the members of a highly organized, disciplined
association engaged in supplying illegal goods and services, including but not limited to gambling,
prostitution, loan sharking, narcotics, labor racketeering, and other unlawful activities of members of
such organizations” (National Institute of Justice, 2011).

In general, organized crime — this is the form of criminality, which is characterized by the steady
criminal activity, achieved by the criminal organizations (organized groups and criminal associations),
which have the hierarchical structure, material, and financial base, and connections with the state structures,
based on the corruption mechanisms. The first main reasons for the development of organized crime can
belong to the following processes: the inosculation of leaders and active participants in the organized
criminal formations with the representatives of the legislative, executive, and judicial branches of the
authority, business, commerce, mass media, and culture; the incapacity of the state to protect several
basic constitutional rights and interests of citizens and society; the cultivation of the ideas of market and
private property without the proper legal guarantee; the unjustified delay of the adoption of the basic
laws, which ensure normal passage to the market, first of all, related to the fighting with organized crime
and corruption; Impoverishment and the legal nihilism of the majority of the population of the country;
the lobbying of the interests of separate groups by responsible officials for mercenary purposes. The
conditions of criminality - this is the totality of the phenomena, which by themselves cannot create the
criminality, but they serve as the circumstances, which facilitate its appearance and existence.

ORGANIZED CRIMINAL FORMATIONS

The organized criminal formations differ from each other, they have both geographical and national
specific character and they are distinguished according to the degree of globalization: they can act within
the limits of one city, country and even exceed the borders of individual states, becoming transnational.
It should be mentioned, that under the common name “organized criminal formations” in the literature
are united two types of collective criminal subjects:

oCriminal organization—all forms of the associations of the persons, directly directed toward to the
committing of a crime, conducting the criminal activity: the organized criminal groups, gangs,
Illegal Armed Formations and so forth;

oCriminal community (association)—forming, which unites the first type of organizations, which orga-
nizes, coordinates, and guides their activity, ensures the interests of the criminal association; also
it can fulfill the functions of “criminal trade union”, ensuring the social protection of its members.
As arule, such associations are not directly involved in criminal activities, turning these functions
to smaller organizations, which are under their influence.
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PREVALENCE OF THE ORGANIZED CRIMINALITY

The scale of the activity of organized criminality is extremely high and damage from it is enormous. In
the report of national reconnaissance Intelligence Council of USA “Global trend of development of hu-
manity until 2015” is mentioned: “Accessible to us data show, that they early incomes from the organized
criminal activity comprise: 100-300 billion of dollars from the trade-in narcotics; 10-12 billion of dollars
from the flood of toxic and other dangerous withdrawals; 9 billion of dollars from the embezzlements
of vehicles in the USA and Europe; 7 billion of dollars from the displacement through the boundaries
of illegal migrants; about Billions of dollars from the violation of rights to intellectual property by the
illegal copying of video films, computer programs, and other goods” (Intelligence Council of USA,
2015). Harm from corruption is approximately 500 billion dollars, which is about 1% of the world GNP.
This damage is the consequence of retarding economic growth, a decrease in foreign investments, and
a reduction in profits. For example, according to the data of the European Bank for Reconstruction and
the Developments, firms, which carry out business in Russia, spend from 4 to 8 percent of their annual
earnings on bribes (Dolgovaya, 2005).

TRANSNATIONAL CRIMINAL ORGANIZATIONS

The organized criminality sufficiently frequently established international contacts; however, during the

centuries these connections were irregular and usually short-term till the middle of XX. Their bloom

began only after the internationalization of the economy and the propagation of trade by the illegal goods

(narcotics, weapons, etc.) that led to significant income growth from the trans-border criminal operations.
Following basic transnational criminal organizations can be listed:

e [talian Mafia, which is the union of several criminal organizations: “Ndrangheta” from Calabria.
In the article “Move over, Cosa Nostra”, published by The Guardian, on 8 June 2006, within this
period this group included approximately 100 families, totaling between 4,000 and 5,000 mem-
bers in Reggio Calabria. Other estimates mention 6,000-7,000 men; worldwide there might be
some 10,000 members. In the FBI report under the name “Italian Organized Crime”, there are
the following dates about other criminal groups in Italy: “Kamorra” from Naples Consists of 111
families and totals more than 6 700 members. “Nuova Sacra Corona Unita” from Puglia consists
of about 50 clans with approximately 2,000 members and finally the Mafia “Cosa Nostra” of
Sicily 25,000 members total, with 250,000 affiliates worldwide. There are more than 3,000 mem-
bers and affiliates in the U.S., scattered mostly throughout the major cities in the Northeast, the
Midwest, California, and the South. Their largest presence centers around New York, southern
New Jersey, and Philadelphia (Chitadze, 2015).

The basic source of income for the Italian Mafia is the trade of narcotics; however, it is occupied by
other illegal operations too. Particularly: Smuggling of weapons, alcohol, tobacco, taking hostages, and
so forth. In the ‘90s of the XX century, the influence of the Italian Mafia because of the matched efforts
of the law-enforcement agencies of Italy was somewhat reduced, however, it continues to preserve one
of the leading places in the list of the criminal organizations in the World.
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Figure 5. Al Capone and his mafia members
Source: https://www.pinterest.com/drigol/italian-mafia/

In the article of the journal LE MONDE: “Atlas der Globalisierung - Die Welt von morgen”: Krimi-

nalititohne Grenzen is pointed out about number and activities of the Chinese, Japanese, Columbian
and Nigerian criminal groups, particularly:
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Chinese “triads” mostly operate in the territory of Hong Kong and Taiwan; there are about 50
different organizations, which relate to this group, whose number counts according to the dif-
ferent estimations from 160 to 300 thousand people. Despite the rigid hierarchical structure, the
components of triads, which directly accomplish the criminal operations, are part of the flexible
net system, capable of changing their structure, being adjusted slightly under the ambient condi-
tions. Triads are occupied by extortion, drug trafficking, prostitution, gambling, are the important
suppliers of heroin in the USA.

Japanese”yakudza” also known as gokudd, are members of transnational organized crime syn-
dicates originating in Japan. The Japanese police, and media by request of the police, call them
boryokudan (“violent groups”), while the yakuza call themselves “ninkyddantai” (“chivalrous
organizations”). It also consists of several self-contained organizations, from which the largest
is Yamaguchi -Gumi, which counts more than 26000 members, then comes Inagava-kay (8600
members) and Sumiesi-kay (more than 7000 members). These organizations conduct fights be-
tween themselves; however, it is also implemented as a matched activity for the involvement in
corruption of the government officials and criminalization of the economy. Besides, the interfer-
ence in the internal economic processes (by yakudza is controlled the film industry, entertain-
ment industry, professional sport, lottery, the financial sphere, and the sphere of the real estate),
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Figure 6. Neo-paramilitary group “Los Uraberios” has taken the majority stake in Colombia’s drug

trafficking business
Source: https://colombiareports.com/how-the-urabenos-beat-los-rastrojos/

it achieves the smuggling of sea products and stealing the motor transport, narcotics (including
methamphetamine) and weapon (L.e Monde, 2007).

Colombian drug cartels are occupied practically exclusively by the drug trafficking business, be-
ing basic suppliers on the World Market of cocaine (to 80%). The two most known cartels existed
in the cities of Medellin and Cali. The Medellin cartel was founded by the families of Pablo
Eskobar and Ochao, and Cali's - by the families of Santacruz and Rodriguez Orikhuella. The
leading level of the cartels is built according to a rigid hierarchical diagram, and various cells are
separated at the lower level, each of which is occupied by the specific form of criminal activity and
itis not informed about the other operations of the cartel. At the end of the 1990’s years, the opera-
tion of the Colombian police and law-enforcement agencies of other countries led to a significant
decrease in the volume of the operations which were carried out by cartels; however, the liberated
places have been taken by the smaller criminal organizations.

Nigerian criminal organizations appeared at the beginning of the 1980’s years as a result of the
crisis of the economy of Nigeria, connected with a drop in the prices of oil. These criminal or-
ganizations specialize in drug trafficking, and also in the knavish operations including the use of
new financial instruments and extortion. As a rule, the majority of operations are small, but this is
compensated by their large number (Chitadze, 2016).

Criminal Organizations in Europe

In the report of the European Union about the situation in the sphere of organized criminality in 2004
(European Union Organized Crime Report 2004) and the subsequent years ((European Organized Crime
Threat Assessment (OCTA) 2007)) are listed the basic international criminal organizations, which act
in the territory of Europe. To this number most dangerous of them are referred Albanian (occupying by

45

2022 2:33:58 FM

188.121.219.135



Diana Khomeriki (dianakhomerikii@gmail.com yownloaded: 33072022 2-33°58 FL
|G| Global Platform

Global Security and Political Problems of the 21st Century

trade in narcotics and by people, and also being approached the establishment of control of the criminal
markets, including by forced methods) and Russian (economic crimes, extortion, illegal immigration).

Furthermore, it is indicated the action of other ethnic groups: Turkish (trade in narcotics and weapon,
money laundering, racket), Nigerian (trade in narcotics and by people, swindle), Moroccan (trade by
narcotics and smuggling), Colombian (trade-in cocaine), Chinese (illegal migration), Vietnamese (smug-
gling, illegal migration, other criminal services).

According to the article, presented by the journal LE MONDE: “Atlas der Globalisierung - Die Welt
von morgen”: Kriminalitdtohne Grenzen, one of the most dangerous criminal activities in Europe, fulfills
Russian Mafia. It includes about 160 000 members and 12 000 groups.

Based on the research, prepared by Chris Matthews under the name: “The biggest organized crime
groups in the world” on the first place was located the Russian Organized Criminal Organization “Solnt-
sevskaya Bratva” (Solntsevo is the district in Moscow), the revenue of which was estimated $8,5 billion
in 2014 (Matthews, 2014).

THE INTERNATIONAL EXPERIENCE OF FIGHTING AGAINST
THE TRANSNATIONAL ORGANIZED CRIME

Understanding with the International community of the seriousness of threats, which emanate from
narcotics trafficking, Money laundering, corruption, and other crimes began only in the XX century as
the result of the understanding of the increasing of the scales of these challenges, which emerge beyond
the framework of individual state and in connection with their negative influence on sociopolitical,
economic spheres, National Security and person. The leading role in the legal regulation of the efforts
of states and the International Community for the combating transnational organized crime belongs
to the UN; in the recent decades, when it became obvious, that the ability of states to separately resist
the spreading of international criminality does not correspond to the scales of crimes, under the aegis
of the UN many universal documents on the resistance to Transnational Organized Crime (TOC) were
adopted, and the work of the world community in this direction acquire sever more system nature. The
first international experience of the fighting with the criminal challenges of the international nature was
connected with the signing of intergovernmental agreements, including against the slave trade (Viennese
convention of 1815), the propagation of pornography (Parisian convention of 1910), forgery of monetary
terms (convention of 1929).

At the beginning of the XX century, the international nature of several crimes did not make it pos-
sible to carry them exclusively to the scope of one state, and an appropriate situation was emerging,
when international collaboration in this field became necessary. In 1927, in Warsaw took place the first
International Conference on the unification of the criminal legislation, where the number of crimes of
international nature was related to piracy, slave trade, narcotics trafficking, trade of pornography materi-
als, the forgery of monetary terms. A number of the legal norms in the sphere of combating international
criminality, which was reflected in the international-legal documents were worked out, particularly: The
international convention about the fight with the acts of nuclear terrorism (2005), Convention of the
UN against the transnational organized criminality (2000), convention of the United Nations against
corruption (2003), convention of the UN in the fight against the illegal circulation of narcotic drugs
and psychotropic substances (1988), Convention of the Council of Europe about washing up, revealing,
withdrawal and confiscation of incomes from criminal activity (1990) (Chitadze, 2016).
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In the framework of the Council of Europe were adopted 9 conventions in the field of a fight with
the international criminality. Among them —the European convention about compensation to the victims
of crimes (1998), protocol to the convention about cyber terrorism (2003), and others. Furthermore, as
a rule, many international agreements contain positions about the collaboration in the fight with one or
another form of international criminality.

About the European Union, it is important to discuss the EU’s ‘solidarity clause’, Article 222 of the
Lisbon Treaty (TFEU), which means the mutual assistance and common fighting of the EU member
states against terrorism, including the terrorism prevention by EU member states (Parkes, 2015).

The UN since the beginning of its existence was involved with the problems of warning and sup-
pression of the crimes: under the aegis of the UN adopted several international conventions, the General
Assembly of UN regularly considers resolutions with the recommendations regarding the combating
of separate types of crimes of international nature. Since 1955, every five years the congress of the UN
for warning of criminality and rotation with the lawbreakers is organized. XI Congress of the UN on
warning of criminality and criminal justice took place in Bangkok in April 2005. Based on the results,
the Bangkok declaration “Synergies and Responses:

Strategic Alliances in Crime Prevention and Criminal Justice” was adopted (UN Congress on Crime
Prevention, 2005).

At the beginning of the 1990s, within the framework of the UN was undertaken several major steps,
directed toward an increase the effectiveness of the coordination of member states in the fight with the
TOC. In 1990, the General Assembly of the UN approved the model standard agreements (in the spheres
of criminal justice, extradition, etc.) and the program of the UN in the field of warning of criminality
and criminal justice was adopted in 1991. The basic purpose of the program—organize assistance to
member nations in a matter of warning crimes and criminal justice.

A Ministerial conference on the fight with transnational organized criminality took place in Naples in
November 1994. In the work conference were the representatives of 142 countries; Based on the results,
the General Assembly of the UN adopted the Global Action Plan against Transnational organized crime.
In 1997, at the sixth session of the commission for warning of crime and criminal justice, a working
group was created on the performance of the Naples Declaration (Chitadze, 2016). The working over
the determination of the organized crime became a central question in the framework of the working
group: as the compromise version was designated the key elements, which characterize the phenomenon
of the organized crime—the presence of organization, a constant nature, division of labor inside the
group, violence, and deference, the hierarchy, tendency toward obtaining the profit, influence on the
society, media means and political structures. In 1998, for developing the text of convention-related the
resistance to transnational crime, the commission created the intergovernmental committee of ad hoc,
which was opened for the participation of all states, including the states, which were not the members
of the UN (Chitadze, 2016). In the operation of the committee, important role-played individual states,
which focused attention on the problems, which they directly encountered as most closely. In particular,
Austria and Italy raised a question about the illegal migration, Argentina—to trade by children, Japan
and Canada offered the inclusion in the text of the future convention a new tool on the fight with the
illegal production and trade of firearms.

The signing in 2000 of the convention of the United Nations against transnational organized crime
and also three protocols to it became a watershed in the fight with a transnational crime within the
framework of the UN. The convention of the UN against transnational organized crime adapts concern-
ing the crimes of transnational nature, perfected with the participation of the organized criminal group.
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Organized crime is understood through characteristics of the organized criminal groups, the seriousness
of the violence accomplished by them (UN, 2000). The convention defines the organized criminal group
as “the structurally designed group in the composition of three or more persons, that exists during the
specific period and acting in concord to commit of one or several serious crime or crimes, acknowledged
as the same following the present convention, to obtain, directly or indirectly, financial or another mate-
rial benefit” (article.2).

So, fighting against organized crime is a much more complex problem, than fighting with the dif-
ferent types of individual criminality. Effective fighting with organized crime is impossible without the
measures, directed toward the sanitation of society as a whole, called to give the legal alternative* to
the social services” of the criminal society: the state must ensure to population the availability for the
necessary goods and services, employment of the population, normal functioning of ideological and
educational institutes, availability of the lawful means of the resolution the social conflicts.

Which of the enumerated measures will prove to be more effective—it depends on the model, on
which is built the activity of the organized criminality under the specific social conditions.

The specialist on organized crime issues, Jay Albanese, in his report “The Use of Models in the
Study of Organized Crime” presented at the 2003 conference of the European Consortium for Political
Research (ECPR), (Marburg, Germany, 19 September 2003), separated three types of these models:

e  Traditional model of the large-scale criminal conspiracy, controlled by a small group of leaders. In
that case, the most effective will be the measures, directed toward the neutralization of the leaders
via their arrest or by another method, which will lead to the collapse of the Arrangement.

e  Model of the local organized ethnic groups. In this case, since no centralized organization exists,
the neutralization of leaders will not give the desired result, since they will be replaced by new
ones. In this case, the basic directions of the fight can become the measures of financial, social,
and other control, and also other steps, directed toward the removal of financial flows from the
shady (“black”) sector of the economy.

e  The model of enterprise, according to which organized crime is characterized by the informal
decentralized structure and appears under the specified social and economic conditions, when
the legal mechanisms of the guarantee of the needs of the population are ineffective. To deal with
this type it is necessary to, first of all, eliminate the reasons, which created the results of crime,
stabilizing and after making transparent social and economic processes.

Furthermore, the law-enforcement agencies could reach significant results in the fighting with orga-
nized crime, were necessary the special normative-legal and material and technical base of their activity,
allowing taking the necessary measures for the prevention of commission of a crime as the organized
groups, to disorganize their activity, not to allow members of the organized criminal associations the fallen
in the field of the sight of the organs of the protection of law to leave from the criminal responsibility.

PART 3. PROBLEMS OF TERRORISM IN THE MODERN WORLD

The general point of view on terrorism as a rare and relatively remote threat was challenged by the tragic
events of September 11, 2001. The terrible incidents, visited on the World Trade Center, the Pentagon,
and the crash victims in Pennsylvania forced the International Community to confront a grim new reality:
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Terrorist Organizations had an appropriate resource for executing catastrophic attacks almost in each
region of the World, even without an arsenal of sophisticated weapons.

9/11 became the first turning point for the whole world to focus on the issues of national as well
international security.

As for the most recent developments show terrorism is assumed to be the most significant “enemy”
of the 21-st century.

The US State Department listed 44 terrorist organizations in 2008 (Joshua S. Goldstein. Jon C. Pe-
vehouse. 2010).

Today"s Boko Haram, Tamil Tigers, Al-Qaeda, Hezbollah play very significant roles even in deciding
the scope of the foreign policy of leading superpowers.

It is necessary to add, about the existence of states on the World political map, that fund and supports
different terrorist groups and illegal armed formations in the different regions of the World. United Na-
tions, by Resolution 39/159 “Inadmissibility of the policy of State terrorism and any actions by States
aimed at undermining the socio-political system in other sovereign States”, condemns any actions of
state-terrorism (UN, 1984).

In general, Terrorism represents one of the most serious problems which not only has become aggra-
vated at the end of the 20th and the beginning of the 21st century but also has appeared, in fact, among
the main threats to security especially in its new forms, which have several new directions. It is caused,
first of all, by the level of technological development and possibilities to impact the world, therefore
large-scale terrorist attacks can be conducted by small groups of people or even by one person. Sec-
ondly, in the modern world, the potential range of terrorist organizations (national and cultural symbols,
government buildings, places of big congestion of people, etc.) and also types of weapons which can
be used are various. The third, modern terrorists, or, by U. Lakyyuer’s definition, terrorists of an era of
postmodernism, together with other criminal structures, look for allies in public institutions that lead to
corruption. The considerable sums are spent on bribery of officials and also the intelligence agencies,
which are designed to prevent illegal activity.

Terrorism by itself is not a new phenomenon. It has been known since Ancient Greece and Ancient
Rome. In the 19th century, terrorism is connected with anarchical and also some nationalist organizations.
By estimates of a number of authors, for example, R. Kidder, terrorism becomes a really international
problem since 1960th years. In the 1970-1980th years, the world faced a surge in terrorist operations in
Europe (Lebedeva, 2007).

Despite the centuries-old existence of a terrorism phenomenon, in the theoretical plan, this problem
is quite difficult to give in to definition. The matter is that the same actions are considered at the same
time by the different parties as terrorism from one side and freedom fighting from the other side. For this
reason, the attempts to define terrorism within the UN (and various criteria were offered by the USA,
Great Britain, other countries) in general have not been crowned with success.

However, the fact that, first, it is politically motivated violent acts or their threat is undoubtedly impor-
tant in terrorism definition, secondly, they are directed against civilians, and not just directly concerning
the power. Concerning them, terrorist attacks for the purpose of realization of these or those political
goals are conducted. Terrorism is substantially focused on the achievement of a psychological effect.
Therefore, terrorists are, as a rule, interested in that their acts have found as much as possible extended
coverage in mass media. The psychological effect has multiple focuses, including drawing attention to
the organization and its purposes, demonstration of opportunities, population or its certain groups, etc.
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Figure 7. Most brutal terrorist attacks. New York, USA, September 11, 2001.
Source: https://zeenews.india.com/world/9/1 1-attacks-new-york-marks-19th-anniversary-of-the-dreadful-terror-attack-2308932.
html

Another important feature when determining terrorism is in what is carried out by the non-state ac-
tors. Therefore, any armed actions, let unjustified and illegal (for example, capture by Iraq of Kuwait in
the early nineties), don’t get under terrorism definitions. At the same time, the state can give anyway,
support to the terrorist organizations (including financial or in the form of granting the territory for
the terrorist bases, refusal of delivering terrorists to the other states, approvals of their actions, etc.). In
this regard, there has appeared a term “State Terrorism”. The USA, for example, calls even the states
which, according to them, get to this category. However, the state in such cases practically never takes
the responsibility for recognition in the assistance to terrorism, and to prove the state’s participation in
the terrorist act is quite difficult.

The period of the beginning of the 21st century when the political structure of the world is in process
of cardinal changes represents itself the convenient base for terrorism development. In modern condi-
tions of globalization terrorists often act out of national borders. Therefore, it is being discussed about
international terrorism, or transnational terrorism (that is more precise), which means the use of the
territory or involvement of the citizens in terrorist actions in more than one country. And despite the
fact that it is quite difficult to outline borders between internal and international terrorism as practically
all rather large terrorist organizations have links outside national borders, nevertheless feature of the
first is the fact that the challenge is thrown down not to the concrete state or group of the states, but to
the model of development of the world. Construction of transnational terrorist structures to the network
principle and finding the structural division in many states of the world strongly complicates the fight
against this threat.

Terrorist actions not seldom are included in an arsenal of the means of fighting by various ethnic,
religious, and other groups, factually being as a form of the political struggle and favorable business.
Among the differentterrorist group’s good connections, including military and commercial are established.
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Some interact with the criminal structures, in particular, which are connected with the drug business.
Incomes from the sale of drugs quite often go for the financing of acts of terrorism.

Special concern is caused by a possibility of access by the terrorist organizations to the modern types
of weapons and weapons of mass destruction. So, in March 1995, the Japanese religious sect Aum Shin-
rikyo has conducted a terrorist attack with the use of nervously-paralytic gas in the subway, as a result
of which 10 people have been killed and about 5000 have been forced to ask for medical care. However,
one of the biggest shocks was the actions of terrorists on September 11, 2001, when in the USA several
planes, which were captured by terrorists have were directed to the buildings of the World Trade Center
in New York and also to the Pentagon. One more plane has been crashed with passengers, but in this
case, at least it was succeeded to avoid the much bigger victims. Results of the attack were comparable
with the destructive effect during the missile attack.

This act of terrorism has raised many security issues differently. Earlier many estimates have been
brought out of the calculation of the time of flight of ballistic missiles. Now, this indicator is insuf-
ficient. The second moment is connected with the definition of a source of aggression. If before in
strategic concepts one or several states’ main threats were coming from the foreign states, then today
to the list of potential attackers are included, terrorist groups. The international terrorists, on the one
hand, have bases, as a rule, in various countries, with another directly and openly isn’t connected with
government institutions (if to exclude a possibility of creation of corruption). As it was noted, terrorists
act as independent actors on the world scene. At last, threats are extremely certain: poisoning of water
of the megalopolis or the gas attack in the subway can be done by civilian airliners, tomorrow. At last,
the last major moment connected with lessons on September 11, 2001, and the governments of certain
countries (even such powerful as the USA) and the international community, in general, were not ready
to adequate answer. The tragic events in Beslan on September 1, 2004, connected with the taking of
hostages in the school, have once again confirmed new parameters of modern threats: surprise (several
minutes are absent even for preparation for reflection of the attacks), plurality, and heterogeneity of ter-
rorist acts and also means of attack.

The USA, for example, even the states which, according to them, get to this category. However, the
state in such cases practically never takes the responsibility for recognition in the assistance to terrorism,
and to prove the state’s participation in the terrorist act is quite difficult.

Another sphere of modern terrorism - cyberterrorism, including information attacks, is connected
with a possibility of destabilization of work of computer systems and networks. Considering the role
of such systems in the modern world, it is easy to imagine the consequences of the large failures in the
work of transport, communication, power supply, governmental and municipal structures - so-called
“Critical infrastructures” of modern society. The feature of cyberterrorism consists of the fact, that the
threat of information terrorism is realized quite well by different international actors. According to one
of the computer magazines (information Week), viruses and actions of hackers cost large businesses
about 1,6 billion dollars in 2000. In May of the same year in Paris, the meeting at the level of computer
terrorism experts has taken place. They expressed opinions that the threat of cyberterrorism constitutes
a danger for mankind, comparable with nuclear, chemical, bacteriological wars.

All this also induces the states to coordinate the actions in the fight against terrorism. A number of
the international agreements, in particular, on providing safe civil avia transportation and shipping (The
international conventions 1963, 1970, 1988) have been adopted, for example; on the fight against taking
of hostages (1979); to the protection of nuclear materials (1980). International terrorism has received
condemnation in 1985 on the UN General Assembly where the relevant Resolution has been adopted
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(Aleksidze, 2005). The question of the fight against terrorism was repeatedly raised at meetings of heads
of states, including members of the G7.

Special divisions in the fight against terrorism exist in many countries. Coordination of national ef-
forts is on the practical level carried out by different international institutes, including Interpol.

INTERNATIONAL TERRORISM - THE MAIN THREAT TO
THE WORLD COMMUNITY IN THE XXI CENTURY

Definition and History of the Notion and its Evolution through the Centuries

Terrorism is not a new phenomenon and even though it has been used since the beginning of recorded
history, it can be relatively hard to make the exact definition of terrorism. Terrorism has been analyzed
variously as both a tactic and strategy; a crime and a “liberation movement”. Obviously, it very much
depends on whose position and opinion are being represented. Terrorism has often been an effective
tactic for the weaker side in a conflict. As an asymmetric form of the conflict, it confers coercive power
with many of the advantages of military force at a fraction of the cost. Taking into account the secretive
nature and small size of the terrorist organizations, those groups do not offer to their opponents any clear
structure. Because of this, preemption is being considered to be so significant. In some cases, terrorism
has been a means to continue a conflict without the adversary realizing the nature of the threat, mistak-
ing terrorism for criminal activity. Taking into consideration these characteristics, terrorism has become
increasingly common among those pursuing extreme purposes throughout our planet. But despite its
popularity, terrorism can be a nebulous concept.

Even in the case of the U.S. Government, state agencies responsible for different functions in the
ongoing combating terrorism activities, use various definitions. With regard to the free online diction-
ary, terrorism is defined as “The unlawful use or threatened use of force or violence by a person or an
organized group against people or property with the intention of intimidating or coercing societies or
governments, often for ideological or political reasons” (Free Dictionary, 2020).

Discussing this definition, there are three main factors - violence, fear, and intimidation and each ele-
ment produces terror in its victims. The FBI uses this type of determination: “Terrorism is the unlawful
use of force and violence against persons or property to intimidate or coerce a government, the civilian
population, or any segment thereof, in furtherance of political or social objectives.” (Atrain Education,
2021) The U.S. Department of State, based on the title 22 of the U.S. Code, Section 2656f(d), defines
“terrorism” to be “premeditated politically-motivated violence perpetrated against non-combatant targets
by sub-national groups or clandestine agents, usually intended to influence an audience” (US Depart-
ment of State, 2007).

Besides the determination from the United States Government's side, there are greater variations in
what features of terrorism are emphasized in definitions. One of the leading experts on Combating Ter-
rorism issues, Prof. Alex Schmid presented his definition, which is the following: “An anxiety-inspiring
method of repeated violent action, employed by (semi-) clandestine individual, group or state actors, for
idiosyncratic, criminal or political reasons, whereby - in contrast to assassination - the direct targets of
violence are not the main targets”(NATO, 2007) The most recently distributed academic determination
is added to the above-mentioned definition. Two more sentences include 77 words in general; contain-
ing such verbose concepts as “message generators” and “violence” based communication processes.”
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Less specific and considerably less verbose, the British Government definition of 1974 is”...the use of
violence for political ends, and includes any use of violence for the purpose of putting the public, or any
section of the public, in fear (Cambridge, 2017).”

In general, Terrorism is a criminal act that influences an audience beyond the immediate victim. The
strategy of terrorists is to commit acts of violence that draw the attention of the local population, the
government, and the world to their cause. During the planning of the terrorist attack, the main purpose
of terrorists is to obtain the greatest publicity, choosing targets that symbolize what they oppose. The
effectiveness of the terrorist act lies not in the act itself, but in the public’s or government’s reaction to
the act. For example, in 1972, during the Olympic Games in Munich, 11 members of the Israeli delega-
tion were killed by the Black September Organization. The Israelis were the immediate victims, but the
real target was the estimated 1 billion people watching the televised event.

The organization — ,,Black September* used the high visibility of the Olympic games to publicize its
views on the problems of the Palestinian refugees. Besides, in October 1983, terrorists from the Middle
East Region committed a terrorist act at the Marine Battalion Landing Team Headquarters at Beirut
International Airport. Their immediate victims were the 241 U.S. military personnel who were killed
and over 100 others who were wounded. The direct target of those terrorists was the American people
and the government. This one act of violence influenced the United States’ decision to withdraw the
Marines from Beirut and was therefore considered a successful result for the terrorists. There are three
targets of terrorism: the terrorists, the victims, and the general public. The phrase “one man’s terrorist is
another man’s freedom fighter” is a view terrorists themselves would accept. Terrorists do not consider
themselves criminals. They are sure that they are legitimate combatants, fighting for the protection of
their ideas by any possible means. A victim of a terrorist act and the majority of society sees the terrorist
as evil with no regard for human life. The general public’s view is the most unstable. The terrorists do
their best to create the image of “Robin Hood” with the hope to find additional supporters among the
members of society. This sympathetic view of terrorism has become an integral part of their psychologi-
cal warfare and needs to be countered vigorously.

SEVERAL HISTORIC ASPECTS OF TERRORIST ACTIVITIES

Terrorism and terrorist groups have the deep roots since the ancient period. The first known organization
that exhibited aspects of a modern terrorist organization was the Zealots of Judea. Known to the Romans
as Sicarii, or dagger-men, they committed an underground campaign of murdering Roman occupation
forces, as well as any Jews, whom they considered to be allies of Romans and who were serving to the
Roman authorities. The motive of those groups was an uncompromising belief that they could not remain
faithful to the dictates of Judaism while living under pressure from the Roman Empire. Eventually, the
Zealot rebel movement became open and they were finally besieged and were forced to commit mass
suicide at the fortification of Masada (Hoffman, 1988).

Several centuries later, the Assassins were the next group, whose activities were interrelated with
the modern standards of terrorism. A breakaway faction of Shia Islam called the Nizari Ismailis worked
out the tactic of the assassination of enemy leaders because the cult’s limited manpower prevented open
combat. The head of this group, Hassam-I Sabbah, based the cult in the mountains of Northern Iran.
Their tactic of sending a lone assassin to successfully kill a key enemy leader at the certain sacrifice of
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Figure 8. 2019 global terrorism index

Source: https://impakter.com/global-terrorism-in-continuous-downfall/
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his own life (the killers waited next to their victims to be killed or captured) inspired fearful awe in their
enemies (Hoffman, 1988).

Despite the fact that Zealots and the Assassins were involved in terrorist activities a long time ago, they
are relevant nowadays: First as forerunners of modern terrorists in aspects of motivation, organization,
targeting, and goals. Secondly, although both were ultimate failures, the fact that they are remembered
hundreds of years later demonstrates the deep psychological impact they caused.

From the period of the Assassin’s (late 13th century) activities to the beginning of the 18th Century,
terror and barbarism were widely used in warfare and conflict, but key ingredients for terrorism were
lacking. After the ending of the 30-year war and the signing of the Treaty of Westphalia in 1648, when
the modern nation-states were founded, the sort of central authority and cohesive society that terrorism
attempts to influence barely existed. Communications were inadequate and controlled, and the causes
that could inspire terrorism (religious schism, insurrection, ethnic strife) movements typically led to open
military operations. By the time kingdoms and principalities became nations, they had an appropriate
resource to enforce their power and prevent such activities, as terrorism.

The Revolution in France provided the first uses of the meaning “Terrorist” and “Terrorism”. Using
this terminology - “terrorism” began in 1795 in reference to the Reign of Terror initiated by the Revolu-
tionary government of France against supporters of the monarchy. The representatives of the Committee
of Public Safety and the National Convention that enforced the policies of “The Terror” were referred
to as ‘Terrorists” (Palmer, 2014). The Revolutionary processes in France within the period 1789-1793
created the precedent for the other states in oppressing their populations in the future. It also inspired
a reaction by royalists and other opponents of the Revolution who was involved in the implementation
of terrorist tactics such as assassination and intimidation in resistance to the Revolutionary agents. The
Parisian mobs played a decisive role at key points before, during, and after the Revolution. Such extra-
radical activities as murder prominent officials and aristocrats in gruesome spectacles started long before
the invention of the first time guillotine.
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At the end of the 19th century, the development of the political theories, which were based on the
principles of radicalism and improvements in the technology of producing the weapons, spurred the
formation of small groups of revolutionaries who were involved in the effective attack of the state insti-
tutions. Anarchists espousing belief in the “propaganda of the deed” produced some striking successes,
killing heads of the states from Russia, France, Spain, Italy, and the United States. However, their weak
organizational structure and ignorance of the cooperation with the other social groups and movements
in political efforts rendered anarchists ineffective as a political ideology and movement. In contrast,
Communism’s role as an ideological basis, based on the radical theory of Marxism, found the convenient
way for political terrorism. At the beginning of the XX Century, it was just activating and finally became
much more influential in the first half of the last century.

Another tendency in the late 19th century, when many territories of our planet were under the colo-
nial rules of the leading powers, was the increasing wave of nationalism in the different regions of the
world, in which the nation (the identity of a people) and the political state were combined. As nations
started to protect their national identities - language, religion, cultural heritage, etc. people that had been
conquered or colonized could, like the Jews at the times of the Zealots, opt for assimilation or struggle.
One of the most known ethnic and religious conflicts in Europe from this time is still not finally resolved
- the multi-century struggle of Irish nationalism which is combined with the protection of the principles
of Catholicism in Northern Ireland. The anti-colonial type of Nationalism, like communism, became a
much greater ideological force in the 20th century.

The terrorist group from this period that is represented as a model of many directions of the terrorist
activities was the Russian Narodnya Volya (Peoples Will). Taking into account the strategy and tactics of
this group, it should be mentioned that it differed in some ways from modern terrorists, especially in that
they would sometimes call off attacks that might endanger individuals other than their intended target.
Other than this quirk, it can be noticed many of the traits of terrorism here for the first time; clandestine,
cellular organization; impatience and inability for the task of organizing the constituents they claim to
represent; and a tendency to increase the level of violence as pressures on the group mount.

The first half of the 20th century was characterized by the two events that influenced the nature of the
conflict to the present day. The effects of two World Wars inflamed passions and hopes of nationalists
throughout the world, and severely damaged the legitimacy of the international order and governments.
The activation of the nationalism movement became more intensified during the early 20th century
throughout the world. It transferred to an especially powerful force in the subject peoples of various
colonial empires. Although dissent and resistance were common in many colonial possessions, and
sometimes resulted in open warfare, national identities became a focal point for these actions (Goldstein,
Pevehouse. 2010).

Gradually, as peoples and nations became closely connected with the concepts of race and ethnicity,
international political developments began to support such approaches. Members of ethnic groups whose
territories had been occupied by the other states or had ceased to exist as independent nations considered
the new opportunities to realize their nationalist ambitions. Several of these ethnic and religious groups
chose terror as a method to conduct their struggle and make their situation known to the international
community, they hoped would be sympathetic. In Europe, both the Irish and the Basks separatist groups
were involved in the terrorist campaigns as part of their ongoing struggle for independence but had to
initiate bloody uprisings to further their cause. Both were partially successful.

Further development of Terrorism is interrelated with the Cold War period. The bipolar international
system of the Cold War changed the perception of conflicts in the world. Relatively, minor confrontations
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took on significance as arenas where the superpowers could compete without risking escalation to full
nuclear war. Warfare between the East and the West, between two economic and political systems, and
between two ideologies took place on the peripheries and was limited in scope to prevent escalation.
During the immediate postwar period, terrorism was more of a tactical choice by leaders of national-
ist insurgencies and revolutions. National-Liberation movements for independence from colonial rule
occurred throughout the world and many employed terrorisms as a supporting tactic. In several cases,
terrorism was used within the framework of larger movements and coordinated with political, social, and
military actions. Even when terrorism came to dominate the other aspects of a nationalist struggle, such
as the Palestinian campaign against Israel, it was (and is) combined with other activities (Chitadze, 2011).

TERRORIST ACTIONS OR THE THREAT OF SUCH TYPES OF
ACTIVITIES HAVE BEEN IN EXISTENCE FOR MILLENNIA.

Despite the fact, that the history of the terrorism movement prevails over the history of the modern
nation-state, the implementation of the terrorist acts by the different groups or even by some state institu-
tions and those that contest their power remains hardly researched. From one side, the term - terror itself
1s more or less clear, when it is associated with acts and actors in the real world it becomes confused.
Party it is determined by the fact — using terror strategies and tactics by organizers at all levels in the
social and political environment. Who is the person, who uses an appropriate military and another kind
of equipment for the explosion of the various civil and military objects, a criminal? Or a member of any
revolutionary movement? (UN, 2008).

Is it possible, that some people to be compared to the French revolutionary governments who used
the term terrorism by justification the systematic state terror against this part of the population of France
in the 1790s, which was considered as opposition to the new government by killing tens of thousands?
Are either they the same as revolutionary terrorist groups such as the Baader-Meinhof Gang of West
Germany or the Weather Underground in the United States?

So, it can be noticed that distinction of size and political legitimacy of the actors using terror raise
questions as to which action can be considered a terrorist act and which not. The concept related to
moral equivalency is very often used as an argument to broaden and blur the definition of terrorism as
well. This approach argues that the outcome of an action is what matters, not the intent. Collateral or
unintended damage to civilians from an attack by illegal paramilitary forces on a legitimate military
target is the same as a terrorist bomb directed deliberately at the civilian target with the purpose of creat-
ing that damage. Simply put, a car bomb on a city street and a jet fighter dropping a bomb on a tank are
both acts of violence that produce death and terror. Therefore (at the extreme end of this argument) any
illegal activities with the use of weapons are simply terrorism with its different interpretation. This is the
reasoning behind the famous phrase “One man’s terrorist is another man’s freedom fighter” (UN, 2008).
It is also a legacy of legitimizing the use of terror by successful revolutionary movements after the fact.

The very flexibility and adaptability of terror during the long period of time have contributed to the
confusion. Those seeking to disrupt, reorder or destroy the status quo have continuously sought new
and creative ways to achieve their goals. Some changes in the strategy and tactics and development of
techniques by terrorists have been significant, but even more significant is the increase in the number of
causes and social contexts where terrorist acts are committed. During the past 20 years, terrorists have
implemented extremely violent acts for alleged political or religious reasons. Political ideology, on which
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terrorists are based, ranges from the extreme left to the extreme right. For example, the leftist groups
can be represented by such terrorist organizations as Marxists and Leninists who propose a revolution
of workers led by the revolutionary elite. On the contrary, right-wing-oriented groups are based on the
typical belief in a merging of state and business leadership. Nationalism is the devotion to the interests or
culture of a group of people or a nation. Typically, nationalists share a common ethnic background and
desire to establish an independent state. Religious extremists often ignore the power of secular authori-
ties and consider legal systems that are not based on their religious beliefs as illegitimate. They often
reject all types of modernization efforts, which they view as corrupting influences on traditional culture.
Special interest groups include people on the radical fringe of many legitimate causes; e.g., groups of the
people, who commiit terrorist acts to uphold antiabortion views, animal rights, radical environmentalism.
These people strongly believe that violence is morally justifiable to achieve their purposes.

TERRORIST INCIDENTS AND TECHNIQUES-TERRORIST
GROUPS AND TERRORIST BEHAVIOR

These are the most common terrorist incidents include:
Bombings

It is already proved, that improvised explosive devices are not expensive and easy to produce. Modern
devices have smaller shapes and are harder to detect. Those devices include very destructive capabili-
ties; for example, on August 7, 1998, two American diplomatic representations, in Africa, particularly
in Kenya and Tanzania were under the bomb attack terrorist acts claimed the lives of over 200 people,
including 12 innocent American citizens, and injured over 5,000 civilians (US Department of State, 2018).
Terrorists can also use materials that are readily available to the average consumer to construct a bomb.

Kidnappings and Hostage-Takings

One of the main policies of the terrorist groups represents kidnapping and hostage-taking. Terrorists
implement this type of action for the establishment of a bargaining position and to elicit publicity (Davi-
tashvili, Elizbarashvili, 2012). Kidnapping is one of the most difficult acts for a terrorist organization to
fulfill, but, if in case of the successful implementation of the operation, terrorists obtain an opportunity
to attract more financial resources, which later they can use for the releasing of the jailed comrades,
and publicity for an extended period. Hostage-taking involves the seizure of a facility or location and
the taking of hostages. Unlike a kidnapping, hostage-taking provokes a confrontation with authorities.
It determines the positions of the governments of the various countries related to choosing the concrete
strategy - either to make dramatic decisions or to conduct negotiations with terrorists and listen to their
position. It is overt and designed to attract and hold media attention. The terrorists’ intended target is
the audience affected by the hostage’s confinement, not the hostage.

The legal definition of kidnapping is the taking away of a person by force, threat, or deceit, with
intent to detain that person against his will. Kidnapping can be implemented with the request for ran-
som (economic reasons) or for political or other purposes, for example requiring the releasing of the
members of the terrorist group from the prison or changing the official policy of the government related
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Figure 9. Rescue workers evacuating the bodies of victims of a terrorist train bombing near Atocha
Station, Madrid, March 11, 2004

Source: https://www.britannica.com/topic/terrorism

to the internal and external policy of the country. In history, under common law, kidnapping was only
a misdemeanor, but in different parts of the world as in most states of the United States, the practice is
now punishable by death or life imprisonment (TRAC, 2013).

Armed Attacks and Assassinations

Armed attacks include raids and ambushes. Assassinations are the killing of a selected victim, usually
by the use of special explosive equipment or small arms. Drive-by shootings are a common technique
employed by unsophisticated or loosely organized terrorist groups. From the historic point of view, it
can be assumed, that terrorists have murdered specific persons for psychological effect (Chitadze, 2014).

Arsons and Fire Bombings
Incendiary devices are cheap and easy to hide. Arson and fire-bombings are easily conducted by terror-
ist organizations, that may not be as well-organized, equipped, or trained as a major terrorist group. An

arson or firebombing against a utility, hotel, government building, or industrial center portrays an image
that the ruling government is incapable of maintaining order (Chitadze, 2014).
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Hijackings and Skyjackings

Hijacking is the seizure by using the force of a surface vehicle, passengers, who are inside, and/or its
cargo. Skyjacking represents the occupation of an aircraft, which creates a mobile, hostage barricade
situation. It provides terrorists with hostages from many nations and draws heavy media attention. Sky-
jacking also provides mobility for the terrorists to relocate the aircraft to a country that supports their
cause and provides them with a human shield, making retaliation to be complicated (Chitadze, 2014).

Other Types of Terrorist Incidents

In addition to the above-mentioned types of terrorist acts and acts of violence, there are also numerous
other methods of violence that can exist under the framework of terrorism. Terrorist organizations con-
duct violence against their own people also by implementing robberies and extortion when they need
additional financial resources for the continuation of their activities and when they don’t have other
sources of funding.

Cyber-terrorism is a new type of terrorism activity that is ever-increasing taking into account that
humanity relies on computer networks to obtain a different kinds of important information and provide
connectivity to today’s modern and fast-paced world. Cyber-terrorism gives an opportunity to the terror-
ist groups to fulfill their operations with little or almost no risk to themselves. It also provides terrorists
a resource to disrupt or destroy networks and computer systems. The main purpose is the interruption
of the functioning of the leading governmental institutions or business companies. This type of terror-
ism isn’t as high profile as other types of terrorist attacks, but its impact is just as destructive (Canetti,
2017). Historically, terrorist actions by using nuclear, biological, and chemical (NBC) weapons are
not held very often. Taking into account the extremely high number of victims that NBC weapons pro-
duce, they are also considered as weapons of mass destruction (WMD). However, most of the countries
are involved in arms races with neighboring countries because they view the development of WMD
as a key deterrent of attack by hostile neighbors. The increased development of WMD also raises the
chance for terrorist groups to obtain access to WMD. Some experts consider the issue that in the future
terrorists will have more opportunities to purchase the WMD, because some states with a high level of
corruption and un-stability may fail to protect their stockpiles of WMD from accidental losses, illicit
sales, or outright theft or seizure. Determined terrorist groups can also gain access to WMD through
covert independent research efforts or by hiring technically skilled professionals to construct the WMD
(Goldstein, Pevehouse. 2010).

TYPES AND FORMS OF TERRORISM

The main types of terrorism include:

Political terrorism in the broadest sense encompasses all forms of terrorism aimed at changing the
social order. In a narrow sense, political terrorism refers to the issue, aimed at making (or preventing) a
decision related to the arrangement of the state.

Social terrorism is formed on the basis of internal socio-political confrontation and is mainly pre-
sented in two forms: left-wing and right-wing terrorism. Left-wing terrorism is based on any left-wing
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ideological doctrine (Marxism, Leninism, Trotskyism, Maoism, anarchism, etc.), while right-wing ter-
rorism is based on trans nationalist, conservative values and is directed against the left.

Nationalist terrorism operates on ethnic grounds. It singles out separatist terrorism carried out by
nationalist-political groups of ethnic minorities with the aim of achieving independence or broad au-
tonomy; Repressive nationalist terrorism perpetrated by the nationalist groups of the dominant nation
against ethnic minorities

Worldview terrorism is formed on the basis of contradictory contradictions with prevailing values
and norms. The most common form of such terrorism is religious terrorism, which in turn is divided
into fundamentalist and sectarian terrorism. The types of worldview terrorism are ecological terrorism,
feminist terrorism, and others.

Criminal terrorism is a conditional concept because any terror is a crime. But in a narrow sense,
criminal terrorism refers to terrorism that is not related to political, social, nationalist, or worldview goals
and is used by ordinary criminals, criminals, to achieve their criminal goals. Therefore, many think that
such an act is a common criminal offense and does not fit the classical definition of terrorism.

The main forms of carrying out terrorist acts are sabotage, kidnapping, assault and murder, robbery
(expropriation); Hijacking (seizure of vehicles and taking hostages).

A new form of terrorism is cyber terrorism, or hacking of computer networks, which can cause great
damage to a country’s defense and security system (Davitashvili, Elizbarashvili, 2012).

STATE TERRORISM
Definition

As it was mentioned, there is neither an academic nor an international legal consensus regarding the
proper definition of the word “terrorism” (Williamson, 2009). Some scholars believe the actions of gov-
ernments can be labeled “terrorism” (Nairn, 2005). Using the term ‘terrorism’ to mean violent action
used with the predominant intention of causing terror, Paul James and Jonathan Friedman distinguish
between state terrorism against non-combatants and state terrorism against combatants, including ‘shock
and awe’ tactics:

Shock and Awe” as a subcategory of “rapid dominance” is the name given to massive intervention
designed to strike terror into the minds of the enemy. It is a form of state terrorism. The concept was
however developed long before the Second Gulf War by Harlan Ullman as chair of a forum of retired
military personnel (James, 2006).

However, others, including governments, international organizations, private institutions, and schol-
ars, believe the term is applicable only to the actions of violent non-state actors. Historically, the term
terrorism was used to refer to actions taken by governments against their own citizens whereas now it is
more often perceived as targeting of non-combatants as part of a strategy directed against governments
(Williamson, 2009).

Historian Henry Commager wrote that “Even when definitions of terrorism allow for state terrorism,
state actions in this area tend to be seen through the prism of war or national self-defense, not terror”’(Hor,
2005). While states may accuse other states of state-sponsored terrorism when they support insurgencies,
individuals who accuse their governments of terrorism are seen as radicals, because actions by legitimate
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governments are not generally seen as illegitimate. Academic writing tends to follow the definitions
accepted by states. Most states use the term “terrorism” for non-state actors only (Schmid, 2011).

The Encyclopedia Britannica Online defines terrorism generally as “the systematic use of violence
to create a general climate of fear in a population and thereby to bring about a particular political objec-
tive”, and states that “terrorism is not legally defined in all jurisdictions.” The encyclopedia adds that
“establishment terrorism, often called state or state-sponsored terrorism, is employed by governments—or
more often by factions within governments—against that government’s citizens, against factions within
the government, or against foreign governments or groups” (Britannica, 2020).

While the most common modern usage of the word terrorism refers to civilian-victimizing political
violence by insurgents or conspirators (Purkitt, 1984), several scholars make a broader interpretation of
the nature of terrorism that encompasses the concepts of state terrorism and state-sponsored terrorism.
Michael Stohl argues, “The use of terror tactics is common in international relations and the state has
been and remains a more likely employer of terrorism within the international system than insurgents.
Stohl clarifies, however, that “not all acts of state violence are terrorism. It is important to understand
that in terrorism the violence threatened or perpetrated, has purposes broader than simple physical harm
to a victim. The audience of the act or threat of violence is more important than the immediate victim”
(Stohl, 1988).

Scholar Gus Martin describes state terrorism as terrorism “committed by governments and quasi-
governmental agencies and personnel against perceived threats”, which can be directed against both
domestic and foreign targets (Martin, 2006). Noam Chomsky defines state terrorism as “terrorism
practiced by states (or governments) and their agents and allies”(Chomsky, 2002).

Stohl and George A. Lopez have designated three categories of state terrorism, based on the open-
ness/secrecy with which the alleged terrorist acts are performed, and whether states directly perform the
acts, support them, or acquiesce in them (Stohl & Lopez, 1988).

History of the State Terrorism

Aristotle wrote critically of terror employed by tyrants against their subjects (The Claremont Institute,
2001). The earliest use of the word terrorism identified by the Oxford English Dictionary is a 1795
reference to tyrannical state behavior, the “reign of terrorism” in France (Oxford Dictionary, 2002). In
that same year, Edmund Burke decried the “thousands of those hell-hounds called terrorists” who he
believed threatened Europe (Laqueur, 2007). During the Reign of Terror, the Jacobin government and
other factions of the French Revolution used the apparatus of the state to kill and intimidate political
opponents, and the Oxford English Dictionary includes as one definition of terrorism “Government by
intimidation carried out by the party in power in France between 1789-1794” (Teichman). The original
general meaning of terrorism was terrorism by the state, as reflected in the 1798 supplement of the
Dictionnaire of the Académie francaise, which described terrorism as a system, regime de la terreur
(Laquer, 2007). Myra Williamson wrote:

“The meaning of “terrorism” has undergone a transformation. During the Reign of Terror, a regime
or system of terrorism was used as an instrument of governance, wielded by a recently established
revolutionary state against the enemies of the people. Now the term “terrorism” is commonly used to
describe terrorist acts committed by non-state or subnational entities against a state” (Williamson, 2009).

Later examples of state terrorism include the police state measures employed by the Soviet Union
beginning in the 1930s, and by Germany’s Nazi regime in the 1930s and 1940s (Primoratz, 2007). Ac-
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cording to Igor Primoratz, “Both (the Nazis and the Soviets) sought to impose total political control on
society. Such a radical aim could be pursued only by a similarly radical method: by terrorism directed
by extremely powerful political police at an atomized and defenseless population. Its success was due
largely to its arbitrary character—to the unpredictability of its choice of victims. In both countries, the
regime first suppressed all opposition; when it no longer had any opposition to speak of, political police
took to persecuting ‘potential’ and ‘objective opponents’. In the Soviet Union, it was eventually unleashed
on victims chosen at random.” (Primoratz, 2007).

Military actions primarily directed against non-combatant targets have also been referred to as state
terrorism. For example, the bombing of Guernica has been called an act of terrorism (Goodin, 2006).
Other examples of state terrorism may include the World War II bombings of Pearl Harbor, London,
Dresden, Chongqing, and Hiroshima (Stohl, 1984).

In the modern period, state terrorism can be considered the military operation of Russia in Chechnya
during the two wars on the territory of this North Caucasian Republic at the end of the XX century and
the beginning of the XXI Century. As a result of those wars, more than 200 thousand people, first of all,
a peaceful population, have been killed by Russian militaries (Modebadze, 2016).

The second example of state terrorism is supported by Kremlin separatist and terrorist movements
on the territories of Georgia and Ukraine. For example, at the beginning of the 90th of the 20th Cen-
tury, Russia supplied military equipment and financed the activities of the so-called “ Confederation of
Mountain Peoples of the Caucasus “. This group included the terrorist formations from the North Cau-
casus, who themselves supported the separatist movements in Abkhazia and the former South Ossetian
Autonomous District on the territory of Georgia. Those illegal formations committed ethnic cleansing
against the Georgian population of Abkhazia. As a result, more than 300 thousand ethnic Georgians and
representatives of other nationalities were forced to be exiled from their native places (Chitadze, 2016).

Later, after the occupation of Crimea, Russia supported illegal armed formations in the eastern part
of Ukraine.

9/11 Events and a New Determination of Terrorism

September 11, 2001, a date when the most brutal in the history of terrorism attack was made on the
twin-towers - World Trade Center in New York. As a result of this action, almost 3000 individuals died
at the WTC complex. United States Authorities attributed responsibility for the attack to Osama bin
Laden and the Al Qaeda organization.

The American nation and the whole International community were mobilized; combating terrorism
and crippling Al Qaeda and other terrorist groups, together with those regimes, which were supporting
terrorism became top national and international priorities. Preemptive use of Armed Forces against
foreign terrorist organizations and infrastructure gained increasing acceptance in Administration policy
circles. A full-scale campaign was launched, using all aspects of national and international resources,
to go after Al Qaeda and its affiliates and support structures. The anti-terrorism campaign included ral-
lying the international community, especially law enforcement and intelligence units with the purpose
of destroying Al Qaeda cells and financial networks.

As a result, the Taliban, which supported terrorism on the territory of Afghanistan, was removed
from power with the support of US and British forces of the “Northern Alliance” (paramilitary group,
which was opposing the Taliban in the Northern part of Afghanistan), all known Al Qaeda training sites
were destroyed, and a number of Taliban and Al Qaeda leaders were killed. Since then, according to
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President Bush in his address to the nation on May 1, 2003, nearly half of the known Al Qaeda leadership
has been captured or killed. As it is known, later, top Al Qaeda leaders Osama bin Laden and Ayman
al Zawabhiri also were eliminated.

In the post-9/11 world, threats are defined more by the fault lines within societies than by the ter-
ritorial boundaries between them. From terrorism to global disease or environmental degradation, the
challenges have become transnational rather than international. That is the defining quality of world
politics in the twenty-first century. Terrorism became a large-scale threat to all.

During the making an analysis on International Terrorism issues, it can be listed several aspects,
based on which the research is conducted. Those issues can be the analytical approach of terrorism, its
international character, the stages of its evolution and development, the tactics and strategies used by
terrorist groups, and the new dimensional character of international terrorism.

Through the definition seems to be clear, terrorism still proves to be the notion hardly identifiable.
What the International society possesses right now are the constant threat and tools to confront the evil
of terrorism. Terror has its biases from a very ancient period of history. It is considered a way of con-
duct in the constant war epoch as a constituent part of the rebellion of non-compliance. It is still hard to
believe that in the modern world when the process of democratic enlargement is going on, the existence
of terrorism creates constant awareness of counter actions and war against the war. The historical line
witnesses are even more strengthening of the position and the terrorist ideologies. The eternal evil in
humankind always finds the reason to kill and even has the approval.

The suppressed minority takes the flour in the new dimension of terrorism which emerged in the
second half of the 20th century. Nowadays, terrorist organizations are better equipped and significantly
developed from psychological and financial points of view. The strengthening of the “Al-Qaeda”,
“Hamas” etc., and other leading terrorist organizations and the foundation of the new training centers
for potential terrorists took place during the 80s and 90s of the last century. The global threat that comes
from those countries, which were or are involved in the state-sponsored terrorism activities, posed the
rest world astonished.

The tactic and equipment usage by terrorists of the modern era cannot be compared to that of the
early centuries. Because of vast financial support, such terrorist groups as the Taliban and al Qaeda
established their self-destructive roots in the development of terrorism worldwide. All the tactics and
the training results can be seen in the planning of terrorist attacks. So, as the evil became sophisticatedly
highly dangerous it is the task of each state to confront it.

The world was stunned and put aside when the time brought the tragedy of 11 September of 2001.
The terrorists went too far and dug their death graves. Now the war to be declared and the elimination of
terrorism in the world is a moral obligation of each human wishing a peaceful world without terrorism.
The terrorist groups were weakened and a good number of their leaders have been destroyed. Terrorism
possesses the everlasting dilemma of every society in the world. The world is fighting to heal its torn
and suffered organism from cancer plaguing it. The human sufferings are of human invention and the
further future of the planet is of our creation. The only message is to do the best to make the world a bit
better than it was yesterday, a decade earlier, a century and millennia ago.
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Figure 10. ISIS Fighters shown in propaganda video produced by the group
Source: https://upfront.scholastic.com/issues/2017-18/100917/are-we-winning-the-war-against-isis.html
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“THE ISLAMIC STATE” AND THE IRAQI REBEL MOVEMENT

Within the second decade of the XXI Century, the main threat within the terrorist activities was the “Is-
lamic State” or ISIS. Its activity represented the new form of terrorism, when this terrorist group, which
controlled huge territories, even oil fields of Iraq and Syria, established de facto state formation of the
Islamic Caliphate. In August 2014, the Syrian Observatory for Human Rights claimed that the number
of fighters in the group had increased to 50,000 in Syria and 30,000 in Iraq, while the CIA estimated in
September 2014 that in both countries it had between 20,000 and 31,500 fighters (Janus, 2015).

Thus, the principal actor in the crisis beginning in June 2014 was the Sunni radical movement, the
so-called Islamic State of Iraq and al-Sham. Approximately a month after the commencement of the
crisis, the organization announced the establishment of a caliphate subsequently concisely referring to
itself as “the Islamic State” and, has named its leader, Abu Bakr al-Baghdadi, Caliph Ibrahim. On July 5,
a video recording emerged, where the latter calls upon Muslims in all countries to declare subservience
to the newly elected Caliph and combat infidels and traitors to strengthen and expand the Caliphate.
The battle should especially intensify during the holy month of Ramadan, which began on June 28. The
aforementioned organization has already been described as the most influential, well-organized, well-
funded, and well-armed in the region. It has been noted that the organization is distinguished by its brutal
methods of fighting and treatment of opponents. The organization was founded in 2003, when, after
the replacement of Saddam Hussein’s regime, an insurgent movement began against the Americans and
the Shiite government. Initially, the group was called Tawhid and Jihad (Jama’at al-Tawhid Wal-Jihad),
headed by the Jordanian Abu Musab al-Zargawi, who soon became “enemy number one” for the US. In
2004, the organization associated itself with al-Qaeda and became known as Al-Qaeda in Iraq (AQI). In
2006, after the death of al-Zarqawi, the organization was renamed the “Islamic State of Iraq”, with Abu
Omar al-Baghdadi as its new leader. Following al-Baghdadi’s death in 2010, Abu Bakr al-Baghdadi,
referred to as the Caliph by the members of the organization, was named the leader of the group. During
his leadership, the organization declared its international claims, even though its reputation was initially
based on its Iraqi origins unlike its predecessors, who, due to their so-called ‘foreignness’, we’re unable
to attain a similar degree of trust among the insurgents, which was also reflected on the authority of
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the organization. In 2011, the organization became involved in the Syrian conflict as it took part in the
establishment of the Syrian radical group, the Al-Nusra Front. The leader of the Front, Abu Mohammad
al-Jawlani was sent to Syria by al-Baghdadi himself. At a later stage, there was an altercation between
them. Al-Nusra remained affiliated to al-Qaeda, while al-Baghdadi’s group openly opposed Ayman al-
Zawabhiri, al-Qaeda’s leader.

Later, Al-Nusra Front was under a fair amount of persecution, and the situation on insurgent terri-
tory in Syria was controlled by the Iraqi group. As mentioned above, the group was rather well-armed.
Moreover, in late July 2014, the organization conducted a so-called military parade in the Syrian city
of Ar-Raqqah, where it deployed its heavy machinery, which it had acquired as a result of fighting
against government forces. As is well known, upon taking control over Mosul and Tikrit, the Iraqi state
troops abandoned military equipment and weaponry. Iraq’s government has already confirmed that the
group had control over the former Iraqi chemical weapons base, where thousands of warheads loaded
with the Sarin nerve agent were being prepared for destruction. Even though, given the condition of the
substances and weapons, the US and Iraqi specialists ruled out the possibility that the chemical weap-
ons would be employed. According to specialists, the “Islamic State” had a financial system superior
to all similar organizations. They had imposed taxes on areas controlled by them. They controlled oil
extraction plants in Iraq and Syria. A portion of their income was constituted by ransom received from
kidnappings. According to some experts view, upon capturing Mosul, the organization managed to obtain
approximately half a billion US dollars from banks in the city. There was also talk of donations from
the Sunni states of the Persian Gulf, although, according to experts, this amount was no more than 5%
of the organization’s income. By unofficial reports, their assets exceeded USD 2 billion. In a relatively
short period, they managed to occupy a fairly large territory in Iraq and Syria. Their control was so
commanding that al Baghdadi did not shy away from holding worship services at the mosque. All of a
sudden, he has become a public figure. His address did not resemble the customary speeches of insur-
gent leaders issued from clandestine locations; on the contrary, he addressed Muslims from a particular
place, the Grand Mosque of Mosul, which was significant to underscore his stature as Caliph, rather
than simply a combatant leader. He was a political and religious leader, who was also able to conduct
worship services. The proclamation of the Caliphate also signified a certain opposition with all other
radical and non-radical Islamic unions. Al-Baghdadi called on all Muslims to obey him as Caliph, and
also, as a politician should encourage them to criticize him. To broadcast its activities, the organization
effectively utilized social media (Chitadze, 2016).

PART 4. DEMOCRATIZATION OF THE WORLD
The Concept of Democratization and Democratic “Wave”

Various authors indicate democratization as a tendency of modern world development. At the same
time, the concept itself in political science is mainly used in two meanings. The democratization, firstly,
is understood as the indication of raising the number of democratic states; secondly, strengthening and
developing democratic institutions and processes in different countries. The latter has special value for
states that are in the process of transition to building a democratic state i.e., democratic transition. G.
O’Donnel and Ph. Schmitter distinguishes the following steps in democratic transition: Liberalization,
democratization, and consolidation (Schmitter, 2017).
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And yet, in world politics, in contrast to political science, the notion of “democratization” is more
often used in the first sense, as an increase in the number of democratic states. A more understanding
of the democratization of the modern world is possible — as an expansion of the circle of participants in
international cooperation. However, this approach is not yet well established in world politics.

There are different views and procedures for assessing which countries can be considered democratic.
Disputes are often caused related to the states who are in the transition period, in which several signs
of democratic development are present, while some other signs are not evident. However, in the most
general form, according to the data of American researcher D. Caldwell, in 1941 approximately 25% of
the states could be considered as democratic, and in 1996 their number already reached 40%, and in the
second decade of the XXI Century — about 50%. If we take into account countries that are in the process
of democratic transition, then this figure, according to the American institute Freedom House, which
analyses democratic development in the world, can reach about 75% in the third and fourth decade of
the XXI century (Freedom House, 2019).

American researcher and editor-in-chief of Foreign Affairs, F. Zakaria, was writing that at the be-
ginning of the 21-st century, 118 countries were democratic (Zakaria, 2003). In any case, no matter
what specific figures will be taken as a basis, almost all authors agree with the fact that the number of
democratic countries in the world is increasing. In this case, however, many researchers have several
doubts, which will be discussed later.

The emergence of democratic states in the world was not linear. S. Huntington published in the
“Journal of Democracy” an article called “Democracy’s Third Wave”, as well as a book “The Third
Wave: Democratization in the Late of Twentieth Century”, distinguishing periods in world history, as-
sociated with the development of democratization processes (Waves of Democratization), and peculiar
democratic backsliding (Huntington, 1991). Some authors, such as R. Dix, pushing away from some
specific events, indicate slightly different dates for the development of waves of democratization than
S. Huntington. Or the events of late 1989 — early 1991 in Eastern Europe are distinguished in another
fourth separate wave of democratization, for example by Ph. Schmitter (Schmitter, 1991). Nevertheless,
in general, if we do not take into account the differences in approaches of various researchers, we can
distinguish the following waves, or stages, of democratization.

The first wave of democratization is the longest, it lasted for a century and dates back to S. Hunting-
ton 1820-1920. During this “wave” more than 20 democratic states were formed (29 — according to S.
Huntington and 21 — according to R. Dix) (Chitadze, 2016). These countries were characterized by par-
liamentary and party systems with wide voting rights. The first “wave” was followed by a “backsliding”
from the main road of democratic development, which lasted from the second half of the 1920s through
the first half of the 1940s. and is associated with the advent of fascism in several countries around the
world (Huntington, 1991).

The second “wave” (mid-1940 — early 1960s) was caused by the defeat of fascism in the Second
World War and the collapse of the colonial system after it comes, according to S. Huntington, a new
regressive wave, during which several military and authoritarian regimes were formed (including in 1967
in Greece and 1973 — in Chile). In general, the second backsliding lasts from the early 1960s through
the early 1970s (Huntington, 1991).

Finally, a new, third “wave” begins in the first half of the 1970s. democratic processes grip the Wester
Europe (Greece — 1974, Portugal — 1975, Spain — 1977); Latin America (Dominican Republic — 1975,
Honduras — 1982, Brazil — 1985, Peru — 1988, Chile — 1990 and others); Asia (Turkey — 1988, Philip-
pines — 1986, South Korea — 1988); Eastern Europe (Hungary — 1989, Czechoslovakia — 1989, Poland
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— 1989, Bulgaria — 1989 Baltic states in 1991, etc.); Africa (In South Africa the first general elections
were held in 1994) (Chitadze, 2016).

What causes the democratization processes? Different authors give different answers to the question
about the cases contributing to this. Political scientists usually consider two groups of factors, variables:

- Structural (independent variables) — the level of economic and social development, social—class pro-
cesses, dominant values in society, etc.
- Procedural (dependent variables) — accepted decisions, personal characteristics of politicians, etc.

A detailed analysis of these two groups of factors is conducted by the researcher A. Y. Melville. Modi-
fied in the “funnel of causality” model, which was proposed by American author D. Campbell and his
colleagues to analyze the behavior of the voter, he used it to study transition problems. At the same time
in the very process of democratic transition A., Y. Melville highlighted the phases of the establishment
and consolidation of democracy (Chitadze, 2016). Further, in the study of factors influencing the insti-
tution of democracy, he proposes “a gradual transition from predominantly structural to predominantly
procedural analysis”, and while studying the second phase - from micro to macro factors.

In political science, the external environment, the trends of world development are usually consid-
ered as one of the structural variables of the democratization process: how much does it contribute (or
not) to this process? However, in the modern world, with an ever-closer interweaving of foreign and
domestic policy, the international environment can act as a structural and procedural variable. And the
latter seems to be more and more significant. Decision-making (which is a procedural variable) by the
world community about this or that country can lead to the development of democratic processes in
them. The UN has repeatedly adopted resolutions regarding the apartheid regime in South Africa, as
well as the decision on sanctions, which was the factor influencing the country’s refusal from the policy
of apartheid and the holding of democratic elections in 1994.

The end of the twentieth century, which coincided with the third “wave” of democratization, which
by several states, and by the degree of their involvement in democratic processes, is, perhaps, particu-
larly turbulent, brought with its other trend of world development — globalization and integration of the
world. All these processes strengthen each other. Following democratic principles and traditions for the
big number of participants is a vital example. Staying out of the world “democratic club” in the modern
globalizing world means to be a kind of an outcast. This encourages more and more new associations
to be guided by democratic values.

To deny the democratic path of development, state leaders are deliberately going, opposing their
country to the rest of the world. In this context, one can view the process of democratic transformation
at the end of the twentieth century precisely as a tendency of the political development of the world, in
the implementation of which the non - endogenous (internal) factors are becoming more important (level
of social-economic development, political processes in society, etc.) and exogenous regarding this state,
i.e. international environment. Exactly this encourages democratic transformation.

The democratization of the late twentieth century gave the foundation to F. Fukuyama to talk about
the end of history. In the sense that the historical development of humanity has made its choice in favor
of democracy enlargement. His article has been criticized a lot. Objections were made by such statements
as the forecast about the ending of the conflicts in the world in connection with the ending of ideological
confrontation between East and West, linearity and uniformity of historical development, etc. however,
the thesis about the processes of democratization as a common tendency, perhaps, was least contested.
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Figure 11. Democracy index, 2019

Source: https://blog.pressreader.com/public-libraries-have-an-important-role-in-sustaining-democracy

Chart 1: Democracy Index 2019, global map by regime type
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Indeed, if at the beginning of the twentieth century, a relatively small number of states could be con-
sidered as democratic, they not always take responsibility for the electoral and other rights (in several
countries the rights of women and national minorities, also people without property were limited) in the
start of the twenty-first century these problems turned out to be if not solve, solvable (Fukuyama, 1989).

However, it should be emphasized that democratization is not an unambiguous process. With particu-
lar clarity, this appeared as a result of the last “wave” of democratization, when illiberal democracies,
hybrid regimes, and imitation of democracies were formed. Their essence lies in the fact that democratic
institutions and processes in various states are used as an external form, sometimes used as a way to cover
the undemocratic mechanisms for the realization of power. Perhaps, the term “illiberal democracies” has
received the greatest distribution due to the work of F. Zakaria, published in 1997, in “Foreign Policy”
journal. F. Zakaria pushes away the statement of R. Holbrooke, who in 1996, offered to imagine the
example, that during free democratic elections in the country the candidate who openly confesses racist,
fascists or separatists’ views and opposes a peaceful solution of the conflict, particularly in Yugoslavia
is elected by population (Holbrooke, 1998). This leader democratically comes to power, but he professes
undemocratic views and pursues a corresponding policy. F. Zakaria breaks this logic of reasoning and
draws attention to the fact that the emergence of the so-called illiberal democracies is possible i.e., those
who took only external attributes of democratic transformation. In addition, the number of these kinds
of countries, as he wrote, had been increasing. In 1990 they were 22% of the total number of democratic
states, and in 1997 — already 35% (Zakaria, 1997).
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THEORY OF THE DEMOCRATIC PEACE

The special interestin world politics as a scientific discipline is the analysis of the interaction of democratic
states, which is reflected in the theory of the democratic world, which was mentioned when considering
the theories of international relations. The origins of this theory go back to the thesis of Immanuel Kant
about “perpetual peace.” The philosopher put forward the hypothesis that democratic states will behave
differently than non-democratic states in the international arena. Focusing on better moral principles,
these countries will establish peace with each other (Kant, 1795). The idea of I. Kant was developed in
the twentieth century, has emerged as a theory of a democratic world. First, several authors engaged in
studying the problems of the world drew attention to the fact that developed democracies are not at war
with each other, confirming this based on statistical analysis. But immediately began to raise objections.
In general, they boiled down to the following provisions.

1. The history of the interaction of democracies is too small to draw general conclusions based on
statistical data.

2. There is no clear definition of which states can be called developed democratic, and it is not always
clear what does it mean, “they do not fight with each other.”

Discussing within the framework of these two main arguments, opponents of the theory of a demo-
cratic world cite historical examples, which, in their opinion, contradict the thesis that “democracies
do not fight each other.” For example, during the Second World War, Great Britain declared war on
Finland, although there was no armed action. Is it possible to consider this fact of declaring war as its
actual conduct? There is no answer to this question.

Germany, during the outbreak of the First World War, is often referred to as another historical ex-
ample of hostilities between democracies. The question here is how far Germany can be viewed as a
democratic state if we take into account such features of its government as the de facto independent role
of the Kaiser in decision-making. There are other examples too.

In all cases, supporters and opponents of the theory of democratic peace put forward their arguments
and counterarguments. In general, at least as a general pattern with possible exceptions, the theory of
the democratic world justifies itself. Therefore, discussions are of greater interest not as to whether this
is the case and what the exceptions maybe, but why developed democracies do not enter into war with
each other.

In general, the analysis of the theory of the democratic world can be presented in full detail by giving
a comparative analysis of two main concepts - M. Doyle and B. Russet. The first, based on the ideas of
I. Kant, argues that in foreign policy, developed democracies rely on the same principles as in internal
ones (Doyle, 1983). Governments of democratic countries, including when entering a war, must justify
themselves in front of their citizens. The presence of common principles and values among democratic
countries forms their “peaceful union” and at the same time aggressive behavior towards autocracies.
B. Russet offers a different explanation of the phenomenon of a democratic world. It comes from the
cultural and structural features of democratic states and argues that citizens in democratic countries see
themselves as free people who are accustomed to respecting the rights of others (Russet, 1998). The
openness of borders, the free exchange of information in democratic states reinforce this perception.
These cultural characteristics, which are absorbed by man since childhood, limit the manifestation of
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aggression against other humans. In addition, people in democratic countries are used to resolving con-
flicts peacefully - through negotiations, agreements, judicial procedures.

The second factor explaining the phenomenon of a democratic world, according to B. Russet, is the
principle of decision-making in democratic countries, including the beginning of the war. War-oriented
leaders must conduct these decisions through appropriate legitimate procedures. In the event of a con-
flict, democratic countries are forced to spend more on making decisions about the start of hostilities.
As a result, a “cooling” period arises, allowing to pay off the first emotional reactions and look for a
rational way out of the conflict.

In principle, both concepts do not contradict each other. Rather, the latter is only a more developed
approach. Nevertheless, many questions remain. For example, why is the aggression of democratic
countries towards non-democratic states possible? Is there always a response, or defensive, reaction? If
so, what is perceived as a threat? Why did democratic countries wage imperialist wars? If these were
not mature democracies, then where is the maturity criterion?

MAIN ASPECTS OF THE PROVIDING THE PROTECTION OF
HUMAN RIGHTS AND PROMOTION OF DEMOCRACY ON THE
GLOBAL LEVEL. PESSIMISTIC AND OPTIMISTIC SCENARIOS
AND WAYS FOR THE RESOLUTION OF THE PROBLEM.

Main principles of Human Rights and Democracy

Human rights represent the moral and legal principles or norms, which determine the concrete standards
of human action and are regularly recognized as legal rights in internal municipal and international law
(Nickel, Pogge, Smith, Wenar, 2013). They are commonly understood as inalienable fundamental rights
“to which a person is inherently entitled simply because she or he is a human being,” and which are
“inherent in all human beings” (Weston, 2014) regardless of their nation, location, language, religion,
ethnic origin or any other status (The United Nations, Office of the High Commissioner of Human Rights,
2014). They are applicable everywhere and at every time in the sense of being universal, and they are
egalitarian in the sense of being the same for everyone. They are regarded as requiring empathy and the
rule of law Bass (book reviewer), Samuel Moyn, 2010) and imposing an obligation on persons to respect
the human rights of others, and it is generally considered that they should not be taken away except as a
result of due process based on specific circumstances; for example, human rights may include freedom
from unlawful imprisonment, torture, and execution (Merriam-Webster dictionary, 2010).

The concept of human rights has been highly influential within international public law, also within
the International Intergovernmental and non-governmental organizations. The policy of the countries
and different governmental or non-governmental institutions form the public policy on the global level.
The idea of human rights suggests that “if the public discourse of peacetime global society can be said
to have a common moral language, it is that of human rights” (Beitz 2009).

Many principles and concepts were formulated by the human rights movement after the Second World
War. Within the UN, in 1946 the Human Rights Commission was established, which implemented huge
work for the adoption of the Universal Declaration of Human Rights in Paris by the United Nations Gen-
eral Assembly in 1948. It was followed by the adoption of new International conventions, particularly,
the “International Covenant on Economic, Social and Cultural Rights” and “the International Covenant
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Figure 12. UN adopts a universal declaration on human rights
Source: https://www.theguardian.com/law/from-the-archive-blog/2018/nov/28/un-adopts-universal-declaration-human-rights-
paris-1948

on Civil and Political Rights” were adopted by UN General Assembly in 1966, “The Convention on the
Prevention and Punishment of the Crime of Genocide” (1948), “The Convention Relating to the Status of
Refugees” (1951), “The International Convention on the Elimination of all Forms of Racial Discrimina-
tion” (1966), “The Convention on the Elimination of all forms of discrimination against Women” (1979),
“The Convention against Torture and Other Inhuman or Degrading Treatment or Punishment” (1984,
“The Convention on the Rights of the Child” (1989), etc. (UN, 2005).

Democracy: Demokriatiya (other - Greek. dnpokpatioc —“government by the people”, from dfjpog
—*“people” and kpdrog — “authority””) — represents the political regime, main principles of which
includes the method of collective decision, which is implemented with the equal action of participants
on the final result of the concrete process

(Hyland, 1995) or on its essential stages (Christiano, 2006).

Although this method applies to any public structure, the state today is the most important institu-
tion, since it possesses large authority. In this case, the determination of democracy usually narrows to
one of the following signs:

- The election of leaders by the people as a result of the free and fair elections (Huntington, 2003);

- People is a singularly legitimate source of power;
- Society achieves self-governance for the satisfaction the common interests (Aristotle)
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Public governance requires the guarantee of several rights for each member of society. With democracy
are connected several values: legality, political and social equality, freedom, right to self-determination,
human rights, and others.

Since the ideal democracy is not easily attainable and is the subject of different interpretations, there
were proposed sets of practical models. Until the X VIII century, the most known model was direct de-
mocracy, where the citizens achieved their right by the adoption of the political decisions directly, due to
the reaching of the consensus or with the assistance of the procedures of the subordination of the minority
to the majority. In a representative democracy, the citizens achieve the same right through the elected
by the deputies and other officials by delegation to them the part of their rights. At the same time, the
elected leaders make decisions by taking into account the preferences of their voters (Shumpeter, 1995).

One of the basic purposes of democracy is the limitation of arbitrariness and abuses of power. This
purpose frequently could not be reached in those countries, where human rights and other democratic
values were not universally recognized or they did not have effective protection from the legal system's
side. Today, in many countries democracy is identified with liberal democracy, where, in the frame-
work of the fair, periodic and general election, the candidates, for the attraction of the voter’s votes, are
involved in the free competition, which also includes the supremacy of law, separation of the branches
of powers and constitutional limitations of the rule of the majority via the guarantees of the specific
person or group freedoms.

On the other side, prominent economists, and also such representatives of the Western political elite
as the former President of the USA Barack Obama, the Executive Director of the IMF (International
Monetary Fund) Christine Lagarde, and another assert, that the realization of the right of the adoption
of political decisions, the influence of citizens on the policy of the country will be impossible without
the guarantee of social rights, equality of opportunities and with the presence of low level of social and
economic inequality.

Several authoritarian regimes had the external signs of democratic administration; however, in those
states, the power was possessed only by one party and the conducted policy did not depend on the prefer-
ences of voters. During the last quarter of the XX Century, the World was characterized by the tendency
of democracy enlargement.

To the number of comparatively new problems related to the development of the democratic institu-
tions are belonged separatism, terrorism, the migration of population, increasing political and social
inequality. The international organizations, such as the UN, OSCE, and European Union, assume that
the control over the internal affairs of the state, including questions of democracy and observance of
human rights, parts must be in the sphere of the influence of the international community.

ENLARGEMENT OF DEMOCRACY IN THE MODERN TIMES

After the ending of the “Cold War” and disintegration of the communist system, the convenient base for
the enlargement of democracy and promotion of peaceful co-existence among the states has been created.
While discussing the democratization of the World, it should be pointed out that it is a comparatively
new process, which was characterized for the second of the XX and beginning of the XXI Century. For
example, if after World War I, democratic regimes were established in almost 30 countries, during period
World War 11, only 12 Democratic states have been remained (Rondeli, 2003) In the 60s of previous
century, the number of liberal countries was 37, in the mid of 70s of the twentieth century, to the list of
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democratic states were belonged less than 1/3 of all countries in the world. After the collapse of the USSR
and the failure of the communist ideology, the new wave of democratization has started. As a result, in
2012 the number of Free countries in the World was 90, and 83 in 2020 (Freedom House, 2020) In the
modern world, the wealth is concentrated in the democratic states. As it is known, in the countries with
a strong market economy, as a result of the socio-economic development, the middle class is becoming
much stronger, the level of education is increasing and the population expresses its interest in peace when
it will be possible to continue the enlargement of the business, trade and accordingly, attraction of more
profit. Due to it, the society in the democratic states considers the importance of peace and international
cooperation. At the same time, in the democratic state, the process of decision-making does not promote
the introduction of the chauvinistic or imperialistic policy and dominance of the militaristic ideas in the
foreign policy. It especially concerns the relations among the democratic states and those relations are
based on each other’s respect and deeper economic and cultural cooperation. Even more, democratic
states create a so-called “zone of peace”, which is gradually enlarging. However, there are many obstacles
in the way of the enlargement of democracy and providing the protection of human rights in the World.
In this regard, it should be mentioned about the following negative factors

MAIN OBSTACLES, RELATED TO THE DEMOCRACY ENLARGEMENT

However, there are many obstacles in the way of the enlargement of democracy and providing the protection
of human rights in the World. In this regard should be mentioned about the following negative factors:

Absence of Democracy in Most of the Countries of the World: Despite the increasing number of
democratic states in the World after the ending of the cold war, according to the Freedom House Report
in 2020: “Democracy and pluralism are under assault. Dictators are toiling to stamp out the last vestiges
of domestic dissent and spread their harmful influence to new corners of the world. At the same time,
many freely elected leaders are dramatically narrowing their concerns to a blinkered interpretation of
the national interest. As a result of these and other trends, Freedom House found that 2019 was the 14th
consecutive year of decline in global freedom. The gap between setbacks and gains widened compared
with 2018, as individuals in 64 countries experienced deterioration in their political rights and civil
liberties while those in just 37 experienced improvements”.

Thus, according to the above-mentioned report, there were only 63 partly Free and 64 non-free
countries and territories with authoritarian political regimes.

For example, if we take into consideration the most populated part of the World, Asia - where the
population in 2021 prevails to 4 Billion 670 Million people (Worldometer, 2021), there are only 3 free
countries and one territory (Taiwan), accordingly, it can be assumed, that more than 4 billion people
in Asia live in the counties with authoritarian and semi-authoritarian regimes. About Africa, there are
only 5 free countries among those 54 states, which are located on the political map of this continent.

Problems of Education Related to Democracy and Human Rights: It can be assumed that one
of the main reasons for the weaknesses of the democratic institutions represents the educational factors.
First of all, there is a lack of information in the Societies of the different countries regarding knowledge
by citizens of their own civil, political, economic, social, and cultural rights. In this regard it is necessary
to point out the following issues:

73



Diana Khomeriki (dianakhomerikii@gmail.com Jownloaded: 3/30/2027 2°33°658 P
|G| Global Platform

Global Security and Political Problems of the 21st Century

- Lack of information about main principles of Human Rights Protection and models of Democracy in
International society, particularly among the Scientific circles, representatives of the governmental
agencies, students, NGO-s, representatives of the different regions, etc.

In this case, the following factors are worthy of mentioning:

- Even though today practically in all countries of the World many educational Institutions — Schools,
Universities, Colleges, Institutes are registered, there is a lack of Institutes, where discipline-Human
Rights Law/Democracy or other directly related to Human rights protection subject is taught. The
subjects related to Human Rights are not taught at the Faculties of Political Sciences and law even
in the leading Universities of many countries.

- There are no reference literature-for example books about Human Rights Law and Models of Democ-
racy in official state languages of many countries, and if we take into consideration the fact, that
according to the data for 2012, approximately no more than 1,5 Billion people speaks the first In-
ternational language - English (native language for about 400 Million people and second language
for about 1,1 Billion) (N. Elizbarashvili, Z. Davitashvili, N. Beruchashvili. 2012) and in most of
the schools and Institutes lectures are given in native languages, it is very difficult for many school
pupils and students to study Human Rights and democracy issues (for example various International
conventions on Human Rights issues) and Democracy in official languages of the different states;

- Shortage of materials about Human rights and Democratic standards can also be observed in central
and local governmental agencies. Besides, if we take into consideration the fact, that in most of the
regions of the world majority of the population does not speak English on which the Information
about Human Rights legislation-first of all International Conventions and Principles of Democ-
racy can be obtained and more than 50% of the world population has no access to the internet
(for example the number of internet users worldwide was 3.17 billion in 2015 (Chitadze, 2017),
it is clear that majority of the population in the World has no or limited information about main
principles of democracy;

- -There are a deficit of qualified NGO-s in the different regions of our planet specialized in Human
Rights and Democracy studies issues;

- There are a lack of analytical journals on Human Rights protection issues;

- -Limited information about models of democracy and legislation in the sphere of human rights protec-
tion is presented by television and other mass-media means in many countries;

- -Only a limited number of journalists are familiar with the Human rights and Democracy issues. Thus,
there are few qualified opinions on this matter in the mass media of many countries.

PART 5. ROLE OF HYBRID WAR IN WORLD POLITICS

Nowadays, hybrid war and its role in world politics is a very important and actual issue. In this subchapter,
there will be a discussion of what hybrid war means in general, how it was formed and used throughout
the time, its effectiveness, hybrid warfare as a new type of global competition, also hybrid war as an old
concept, which acquired new techniques during the time.
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Definition of Hybrid War

While talking about the role of hybrid war in world politics, it is significant to understand what hybrid
war means in general. Hybrid War is a military strategy that employs political warfare and blends con-
ventional warfare, irregular warfare, and cyber warfare with other influencing methods, such as fake
news, violation of the conducting diplomatic methods, and foreign electoral intervention (Deep, 2015).
By combining kinetic operations with subversive efforts, the aggressor intends to avoid attribution or
retribution. Hybrid warfare can be used to describe the flexible and complex dynamics of the battlespace
requiring a highly adaptable and resilient response. There are a variety of terms used to refer to the hybrid
war concept: hybrid war, hybrid threats, hybrid influencing or hybrid adversary (as well as non-linear
war, non-traditional war, or special war). It should be mentioned that there is no universally accepted
definition of hybrid warfare which leads to some debate whether the term is useful at all. Some argue
that the term is too abstract and only the latest term to refer to irregular methods to counter a conven-
tionally superior force. The abstractness of the term means that it is often used as a catch-all term for
all non-linear threats.

History

Nowadays, hybrid warfare has its definition, but it is interesting to know the history of the development of
hybrid warfare as a military strategy. The combination of conventional and irregular methods is not new
and has been used throughout history. Some historians find the origins of the concept in the campaigns
waged in ancient Hispania by the Lusitanian leader Viriathus or the renegade general Sertorius against the
forces of the Roman Republic in the 2nd and 3rd centuries B.C. respectively. Elements of hybrid warfare
are also seen in the concept of la petite guerre, a sort of reconnaissance in force practiced by troops with
light armaments in European armies during the 17th and 18th centuries. A few examples of this type of
combat are found in the American Revolution (a combination of Washington’s Continental Army with
militia forces) and Napoleonic Wars (British regulars cooperated with Spanish guerrillas). One can also
find examples of hybrid warfare in smaller conflicts during the nineteenth century. For instance, between
1837 and 1840 Rafael Carrera, a Conservative peasant rebel leader in Guatemala, waged a successful
military campaign against the Liberals and the Federal government of Central America utilizing a strat-
egy that combined classical guerrilla tactics with conventional operations. Carrera’s hybrid approach to
warfare gave him the edge over his numerically superior and better-armed enemies.

It is worth noting that the end of the Cold War caused the creation of a new kind of system of hybrid
war. The end of the Cold War created a unipolar system with a preponderant American military power,
and though this has tempered traditional conflicts, regional conflicts and threats that leverage the weak-
nesses of the conventional military structure are becoming more frequent.

At the same time, the sophistication and lethality of non-state actors increased. These actors are well
armed with technologically advanced weapons that are now available at low prices. Similarly, commer-
cial technologies such as cell phones and digital networks are adapted to the battlefield. Another new
element is the ability of non-state actors to persist within the modern system.

The Vietnam War saw hybrid warfare tactics on both sides, with the US using the CIA to support
civil war parties in Laos and the Cambodian Civil War as well as ethnic groups inside Vietnam for their
cause, while the USSR supported the Viet Cong militia (Greg, 2008).
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Figure 13. Hybrid warfare and the concept of interfaces
Source: https://www.maanpuolustus-lehti.fi/the-hybrid-face-of-warfare-in-the-21st-century/
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Traditional militaries find it hard to respond to hybrid warfare. Collective defense security organizations
such as NATO might find it hard to agree on the source of the conflict making the response difficult.
To discuss the issue, “What Is Hybrid Warfare?” It should be compared to the notion of hybrid war-
fare to the Russian concept of “non-linear” warfare. It defines non-linear warfare as the deployment of
“conventional and irregular military forces in conjunction with psychological, economic, political, and
cyber assaults” (Chitadze, 2020). This approach partially attributes this difficulty to the “rigid” or static
military taxonomy used by NATO to define the concept of warfare. Also, to counter a hybrid threat, hard
power is often insufficient. Often the conflict evolves under the radar and even a “rapid” response turns
out to be too late. Overwhelming force is an insufficient deterrent. Many traditional militaries lack the
flexibility to shift tactics, priorities, and objectives constantly.

76

A0 AT 3T ED DR

Diana Khomeriki (dianakhomerikii@gmail.com) Jownloaded: 3/3

158 PM

188.121.21

9,135



Diana Khomeriki (dianakhomerikii@gmail.com Jownloaded: 3/30/2027 233158 PM

1G1 Global Flatiorm |F Address: 188.121.219.135

Global Security and Political Problems of the 21st Century

Figure 14. Elements of hybrid war
Source: https://www.researchgate.net/figure/Elements-of-hybrid-war_fig2_311517571
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Hybrid Warfare — New Face of Global Competition

Hybrid Warfare can be perceived as the new face of global competition. It is alternatively called “grey
zone” conflict and is in the news almost daily. Yet the main focus to date of “hybrid warfare” — which
uses non-military means to achieve warlike ends — has predominantly been on tactical methods such
as cyber-attacks, fake news campaigns, and espionage. But understanding hybrid warfare’s strategic
context equips political and business leaders better to address it. In simplest terms, hybrid warfare uses
capabilities not normally associated with war to coerce or subvert. Such techniques are intended to delay
the recognition that an attack is underway, paralyze decision-making through confusion and discourage
the victim from responding forcefully due to the absence of “legitimate” military targets. China, Russia
(and to lesser degrees Iran and North Korea) is involved in the processes inside of democratic states and
hoping to re-make the international political, economic, and trade systems through a coordinated hybrid
effort that is taking place largely outside the traditional military or diplomatic spheres.

Hybrid War: Old Concept, New Techniques

Another very important point, which should be discussed is that hybrid war is old as a concept but ac-
quired with new techniques in the modern world. While how state and non-state actors conduct hybrid
war today have changed, the fundamental principle of utilizing a combination of conventional and ir-
regular methods to achieve a political objective is consistent with older forms of conflict. This blending
has historic examples in the American Revolution with George Washington’s Continental Army and
robust militia forces; the Napoleonic Wars where British regulars challenged French control of major
Spanish cities, while Spanish guerrillas attacked their lines of communication; and the Arab Revolt
where the British Army combined conventional operations in Palestine with irregular forces under British
operational control. However, despite having its roots in history, modern hybrid war has the potential to
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transform the strategic calculations of potential belligerents due to the rise of non-state actors, informa-
tion technology, and the proliferation of advanced weapons systems (Deep, 2015).

The unipolar system that has persisted since the fall of the Soviet Union has givenrise to an international
system in which unconventional challenges to the idea of traditional state-on-state war are increasingly
prevalent. The preponderance of American military power has tempered conflicts in Southeast Asia,
the Indian subcontinent, and the South China Sea, but has given rise to a method of war that attempts to
leverage the weaknesses of the conventional military structure. Where wars traditionally have regular and
irregular components in different areas of operation, modern hybrid war tends to combine these aspects.
Modern hybrid war practitioners apply “conventional capabilities, irregular tactics and formations, and
terrorist acts including indiscriminate violence, coercion, and criminal activity” simultaneously. Under
this model, war takes place in a variety of operating environments, has synchronous effects across multiple
battlefields, and is marked by asymmetric tactics and techniques. These tactics are difficult to defeat for
militaries that lack the flexibility to shift mindsets constantly, especially since the interconnected nature
of modern society is such that hybrid war takes place on three distinct battlefields: the conventional
battlefield, the indigenous population of the conflict zone, and the international community.

Major Powers have historically sponsored irregular fighters and non-state actors in the execution of
broader military campaigns, and modern examples such as Iranian support to Hezbollah and other Shia
militant groups are continuations of these policies. The Israel-Hezbollah War of 2006 showed that al-
though the concept of hybrid war in this fashion is not a novelty, some of the sophistication and lethality
of non-state actors, along with their ability to persist within the modern state system, is a new occurrence.

Hybrid organizations such as Hezbollah are well armed and equipped due to the availability of
technologically advanced weapon systems at low prices and pre-existing commercial technologies such
as cell phones and digital networks. During the Isracl-Hezbollah War of 2006, decentralized cells com-
posed of guerrillas and regular troops armed with precision-guided missiles, short and medium-range
rockets, armed unmanned aerial vehicles, and advanced improvised explosive devices executed an ir-
regular urban campaign against a conventional Israeli opponent. With Iranian Quds Force operatives
as mentors and suppliers of advanced systems, Hezbollah cells downed Israeli helicopters, damaged
Merkava IV tanks, communicated with encrypted cell phones, and monitored Israeli troops’ movements
with night vision and thermal imaging devices. Hezbollah leveraged information technology as fighters
immediately uploaded and distributed battlefield pictures and videos in near real-time, dominating the
battle of perception throughout the operation. The Israeli military did not lose the war in 2006 on the
conventional battlefield, but did little to alter the strategic environment in Southern Lebanon and lost
the information campaign as the overwhelming perception within the international community was of
Israeli military defeat from Hezbollah.

Apart from the increased effectiveness of non-state actors within hybrid war, the symbiotic relation-
ship between sponsor and client is another variable that differentiates modern hybrid war from traditional
forms of conflict. The Syrian Civil War and strengthening of the Islamic State (ISIS) presents a complex
strategic challenge for Iran and Hezbollah as modern hybrid war practitioners. Iran cannot afford to lose
its link with its non-state proxy in Lebanon as its means to implement the foreign policy goals. At the
same time, Hezbollah cannot afford to lose that same link to its principal supporter, otherwise, it forfeits
its ability to remain relevant as a pseudo-state in Lebanon. Therefore, while Iran has been supplying
advisors, weapons, and equipment to Shia groups in Syria, it also compelled Hezbollah to send 2,000
fighters into the conflict zone as it simultaneously orchestrates a modern hybrid war in Syria.

78



Diana Khomeriki (dianakhomerikii@gmail.com Jownloaded: 3/30/2027 233158 PM

1G1 Global Flatiorm |F Address: 188.121.219.135

Global Security and Political Problems of the 21st Century

The Israel-Hezbollah War and the Syrian Civil War also show how modern hybrid war increasingly
focuses on non-state entities within the state system. Just as Clausewitz assumed that the belligerents in
war are hierarchically organized states, the dominant force within traditional hybrid war examples has
been the state.

However, non-state and sub-state actors are the focal points in modern hybrid wars as proxies for
state sponsors at certain times, but also executing their independent policies. It was the policy of Has-
san Nasrullah, rather than Iran, of kidnapping Israeli troops that led Israel to war with a non-state actor.
Furthermore, the spread of IS to Iraq was initially a non-state executing a hybrid war against a conven-
tional Iraqi military. However, this has transformed to the state of Iraq executing its version of hybrid
war utilizing non-state, sub-state, and international actors to counter ISIS advances (Deep, 2015).

A modern hybrid war that simultaneously combines conventional, irregular, and terrorist components
is a complex challenge that requires an adaptable and versatile military to overcome. The United States
has increasingly focused on counterinsurgency doctrine in the wake of its wars in Iraq and Afghanistan.
However, insurgency alone is not the singular challenge against which the United States must structure
its military. Clausewitz stated, “Every age has its kind of war, its limiting conditions, and its peculiar
preconceptions.” (Clausewitz, 1989) It is important that the United States, and other global powers,
do not focus on insurgency as the war of the post-Cold War era. On the contrary, the commander of a
military fighting a hybrid war will need to leverage a wide range of capabilities including conventional
high-intensity conflict units, decentralized special operations forces, and sophisticated information op-
erations and technology platforms. The concept of hybrid war is not new, but its means are increasingly
sophisticated and deadly and require a response in kind.

Russian Activities in the 2010s as an Example of Hybrid War

The Russian government’s widely used in conflicts such as in Syria and in Ukraine the private military
contractors such as those of the Wagner Group was in 2018 singled out by experts as a key part of Rus-
sia’s strategy of hybrid warfare to advance her interests while obfuscating her involvement and role.

In respect of Russia, Janis Bérzins, director of the Center for Security and Strategic Research, has
widely published arguing that using the term Hybrid to characterize the Russian strategy is misleading
since the Russian has their definitions and concepts. Accordingly, to him, “the word “hybrid” is catchy
since it can represent a mix of anything. However, its basic framework differs from the one developed
by the Russians due to the former being a military concept and the result of American military thought.
Moreover, the concept of New Generation Warfare includes conventional operations. In other words,
Hybrid Warfare might be part of New Generation Warfare but cannot define it. Michael Kofman, a senior
research scientist at CNA and a fellow at the Wilson Center’s Kennan Institute, noted that the West's
frequent references to hybrid warfare were in effect “an unintelligible Western reaction, after decades
of wars of choice against paltry adversaries, to confrontation with another power that is capable across
the full spectrum of conflict” (Kofman, 2016).

To conclude, it can be said that Hybrid warfare involves the synchronized use of military and non-
military means against specific vulnerabilities to create effects against its opponent. Its instruments can
be ratcheted up and down simultaneously, using different tools against different targets, across the whole
of society. In this respect, hybrid warfare expands the battlefield. Moreover, it increases the possibility of
a hybrid warfare actor inflicting significant damage on its opponent before that opponent can respond to,
or possibly even detect, a hybrid warfare attack. This strong and fluid element of ambiguity within hybrid
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warfare adds a new dimension to how coercion, aggression, conflict, and war are to be understood. In
this respect, new geostrategic contexts, new applications of technologies, and new organizational forms
suggest the likelihood that this form of warfare will persist and continue to evolve into the future. The
Analytical Framework model developed here provides a practical guide for understanding and counter-
ing this hybrid warfare threat at the national and multinational levels.

FAKE NEWS AND BATTLING MISINFORMATION IN THE
MODERN WORLD AS A PART OF HYBRID WAR

The use of information is regarded as a foundation stone in an era of the information society. The impact
of particular information may be crucial for society in a historic perspective, as it also concerns political
life, economy, education, and level of democracy. Nowadays it is extremely difficult to reveal truthful
and objective news in a huge ocean of facts, opinions, descriptions, calculations, etc. where false infor-
mation is distributed via technology and people’s trust. Hence, the pressing issues of fake news, which a
priori possess detrimental components, and their identities are as ever as today. The talks on fake news’
importance were exacerbated during the 2016 presidential elections in the US, thus acquiring security
and strategic significance for modern states. Nevertheless, humankind managed to conduct methods
that facilitate fake news detection processes like “automatic deception detection”. Methods, described in
this sub-chapter, involve the use of linguistics and information technology aimed to prevent the spread
of fake news through systematic scientific mechanisms based on automatic detection of untruthfulness
(Tufekci, 2016).

So, this part of the book will be addressed toward the issues relating to the history and essence of
such terms as “fake news” as well as “weapons”, created to combat this phenomenon. Importantly, it is
worth saying that it is necessary to understand what stands behind the title of “fake news”. Therefore, the
description of the history of emergence, further occurrences throughout the ages, and proper definition
of fake news are indispensable while investigating the ontological component of the paper’s core matter.

Historical Background

According to several sources, the history of fake news started with the spread of anti-Semitic blood libels
in XV century Italy, noting the simultaneous character of the emergence of both news and fake news:
“Fake news took off at the same time that news began to circulate widely after Johannes Gutenberg in-
vented the printing press in 1439. “Real” news was hard to verify in that era. There were plenty of news
sources—from official publications by political and religious authorities to eyewitness accounts from
sailors and merchants—but no concept of journalistic ethics or objectivity. Readers in search of facts had
to pay close attention.” So, people did not have enough resources and technologies to efficiently distin-
guish truthful information from lies. Even historical progress, entailing the age of Enlightenment with
its inherent rationalism was powerless facing the constant flow of fake news: “For example, in the years
preceding the French Revolution, a cascade of pamphlets appeared in Paris exposing for the first time the
details of the near-bankrupt government’s spectacular budget deficit. Each came from a separate political
camp, and each contradicted the other with different numbers, blaming the deficit on different finance
ministers” (Soll, 2016). Fortunately, after-war period the American press emphasized the importance of
source reputability. However, it was not until the advent of the information society, in which, with the
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help of the Net, the size of information increased astronomically. Newsfeeds are not required to publish
objective verified information, which gives certain people a huge arena for information manipulation in
most sophisticated manners, that have not been known before the invention of the Internet.

Classification

Wardle in 2017 studied the phenomenon of fake news and dissemination mechanisms and eventually
elaborated classification of fake news, which shows seven types, each possessing its specific features,
different means and objectives: satire or parody (‘“no intention to cause harm but has potential to fool”),
false connection (“when headlines, visuals or captions don’t support the content”), misleading content
(“misleading use of information to frame an issue or an individual”),

False context (“when genuine content is shared with false contextual information”) impostor content
(“when genuine sources are impersonated” with false, made-up sources), manipulated content (“when
genuine information or imagery is manipulated to deceive”, as with a “doctored” photo), fabricated
content (“new content is 100% false, designed to deceive and do harm”)”.

Technology

Two variables guarantee an enabling environment for effective distribution for fake news: technology and
trust. Firstly, the Internet and especially social media are regarded as decent channels for false informa-
tion circulation and distribution (Warwick & Lewis, 2017). Various social network feeds, and wikis are
robust tools through which fake news can be spread. For example, Facebook became a huge platform
for posting news in lots of countries and a source of receiving them (Kalsnes, 2018). Moreover, Face-
book was involved in debatable 2016 presidential elections, entailing accusations against Zuckerberg,
who eventually admitted that Facebook has to face bigger responsibilities than a regular tech company:
“Facebook works directly with candidates, campaigns, and political parties via our political outreach
teams to provide information on potential online risks and ways our users can stay safe on our platform
and others. Additionally, our peers are making similar efforts to increase community resources around
security” (Weedon, Nuland & Stamos, 2017).

Elements of Trust

Secondly, if people are unable to differentiate between what is verified or false, whether one can trust
the news or not, it makes people confused about the state of affairs, particularly during an election when
voters need reliable information to make unimportant political decisions. But low trust in information and
news media can also make it more likely for people to spread fake news and disinformation. As argued
by some researchers, the declining trust in mainstream media could be both a cause and consequence of
fake news gaining more traction (Kalsnes, 2018). Besides, social networks lack transparency, which is
demonstrated in the creation of special algorithms based on tracking of users’ preferences: “Importantly,
the provision of information through opaque technologies disrupts the layer of organizational credibility
and reputational trust established in the process of professional reporting. This lack of transparency is
also problematic in the sense that information literacy, defined as the ability to “recognize when infor-
mation is needed and have the ability to locate, evaluate, and use [it]” (American Library Association,
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2000) is less useful when the mechanisms used to “locate” and “evaluate” the information (e.g., topical
search results) are not fully known” (Albright, 2017).

Figure 15. Warning fake news

Source: https://www.idginsiderpro.com/article/3528792/only-ai-can-us-from-a-world-of-fakes-a-world-ai-is-also-creating. html

METHODS FOR FINDING FAKE NEWS: LINGUISTIC APPROACHES

Most liars use their language strategically to avoid being caught. Despite the attempt to control what
they are saying, language “leakage” occurs with certain verbal aspects that are hard to monitor such as
frequencies and patterns of pronoun, conjunction, and negative emotion word usage. The goal in the
linguistic approach is to look for such instances of leakage or, so-called “predictive deception cues” found
in the content of a message (Conroy, Rubin & Chen, 2015). Analysis of word use is often not enough
in predicting deception. Deeper language structures (syntax) have been analyzed to predict instances of
deception. “Deep syntax analysis is implemented through Probability Context-Free Grammars (PCFG).
Sentences are transformed to a set of rewrite rules (a parse tree) to describe syntax structure, for example,
noun and verb phrases, which are in turn rewritten by their syntactic constituent parts” (Feng, Banerjee
& Choi, 2012) Sentiment classification by Pang & Lee (2013) is based on the fundamental presump-
tion that deceivers use unintended emotional contact, judgment, or effective state appraisal (Hancock,
Woodworth, & Porter, 2011). Similarly, syntactic patterns can be used by associating learned patterns
in argumentation style groups to differentiate feelings from fact-based arguments.
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Network Approaches

Innovative and varied, using network properties and behavior are the ways to complement content-based
approaches thatrely on deceptive language and leakage cues to predict deception. As real-time content on
current events is increasingly proliferated through micro-blogging applications such as Twitter, deception
analysis tools are all the more important (Conroy, Rubin & Chen, 2015). Technology can be used as a
systematic mechanism against fake news by at least reducing the capacity of the spread of detrimental
information: “In connection with crises or emergencies, such as shootings or riots, we always see a lot
of false information on social media. This means there is a lot of noise disturbing those trying to help.
Here, the technology can filter rumors and false information, so that organizations better prioritize
aid” (Arildsen, 2019). Using information networks can be a major step towards automated methods of
computational fact-checking. False “factual statements” can be a form of deception for certain data as
they can be collected and tested alongside findable statements about the known world. This approach
leverages an existing body of collective human knowledge to assess the truth of new statements. The
method depends on querying existing knowledge networks, or publicly available structured data, such
as the Google Relation Extraction Corpus (GREC). The principle of trust is central to the verification of
identity on social media. The abundance of news through mass media such as micro-blogs in the form
of current events encourages ways to determine the difference between false and legitimate content. The
use of metadata and telltale behavior of questionable sources are outside the

Fake News - Study of Content

Centering resonance analysis, a network-based text analysis method, describes the output of broad text
sets by defining the most important words in the network that connect other words. Combining opinion
and behavior research has shown the argument that emotion-focused comments by singleton users have
a significant impact on the online ranking (Wu, Greene, Smyth & Cunningham, 2010), and that this is
an example of “shilling” or posting fake reviews to falsely skew a rating.

To sum up, it can be argued that the world society must give timely responses to the problem of
fake news since false information can be very dangerous for society and even the state’s security. The
manipulation of news can cause serious damage to the resilience of statehood, democracy, and level of
education. And modern linguistic and network battling methods, in their turn, are aimed to filter infor-
mation through detecting potential lies in mass media.

CONCLUSION

The global security problem in the modern world is revealed in two ways: in the aspect of the security
of the world community and the aspect of the personal security of a person.

The problem of the security of the world community includes the issues of preserving and maintaining
peace, the international policy of preventing the escalation of conflicts and the growth of local wars, the
reduction of weapons of mass destruction and conventional weapons, the prohibition of certain types of
weapons and the complete elimination of their stocks, etc.

The problem of human security in the modern global world includes the provision of such conditions as:
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Personal freedom;

Observance and protection of her rights and freedoms;

The possibility of human participation in public policy and local self-government processes;
State and international guarantees of peace, access to life support resources (including work,
health care, and education services);

Environment favorable for life and reproduction.

The problematic nature of the international, national, public and personal security for people in the

modern global world creates risks and threats of various scales and nature.

At the global level, these are:

- International political tension and the state of the “cold war” between geopolitical antagonists;
- The arms race and the failure to fully comply with decisions on international programs to reduce stra-

tegic stockpiles of arms;

- Interethnic, religious, and intercultural conflicts;

- International terrorism;

- Activity of illegitimate political regimes;

- A gap in the levels of socio-economic development of regions and countries of the world as a desta-

bilizing factor.

At the personal level, a person’s safety in the modern global world is threatened by:

- Factors of socio-economic instability;

- Intrastate interethnic, religious, and intercultural conflicts;

- Crime (primarily organized crime);

- Corruption in all spheres of public life;

- Violations of human rights and restrictions on her democratic and personal freedoms;
- Inaccessibility of vital resources and funds;

- Unsatisfactory social and environmental conditions of life.

- International peace and security activities within the existing practice include:

- international agreements and programs on arms reduction;

- arms production control and trade restrictions programs;

- armed intervention of international peacekeeping forces in interstate conflicts;

- diplomatic mediation in negotiations between warring parties;

- a ban on the sale of weapons, as well as an embargo on the export or import of countries participating

in conflicts;

- provision of humanitarian and financial assistance on certain conditions.

- Activities to protect and ensure the safety of the human person generally include:
- law enforcement activities of the state;

- human rights activities of civil society institutions;

- activities in the field of health care and disease prevention;

- functioning of systems of social and political socialization and participation.
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In different societies and cultures, these institutions and mechanisms operate in different volumes
and with different indicators of effectiveness.

Over the past few years, the problem of global security has again taken a priority place among other
global problems, because of the large-scale and acute manifestation of its signs (geopolitical tension
between nuclear powers; local armed conflicts and civil wars; the activity of terrorists and illegal armed
groups; the emergence and illegal functioning illegitimate political regimes; non-compliance with in-
ternational agreements in the field of weapons of mass destruction and conventional weapons, etc.).
Proposals for solving the problem of global security are again more relevant today than ever.
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KEY TERMS AND DEFINITIONS

Actor: An individual, group, state, or organization that plays a major role in world politics.

Agency: The capacity of actors to harness the power to achieve objectives.

Alliances: Coalitions form when two or more states combine their military capabilities and promise
to coordinate their policies to increase mutual security.

Anarchy: A condition in which the units in the global system are subjected to few if any overarching
institutions to regulate their conduct.

Antipersonnel Landmines (APLs): Weapons buried below the surface of the soil that explodes on
contact with any person-soldier or citizen-stepping on them.

Armed Aggression: Combat between the military forces of two or more states or groups.

Arms Control: Multilateral or bilateral agreements to contain arms races by setting limits on the
number and types of weapons states are permitted.

Arms Race: The buildup of weapons and armed forces by two or more states that threaten each other,
with the competition driven by the conviction that gaining a lead is necessary for security.

Asymmetric Warfare: Armed conflict between belligerents of vastly unequal military strength, in
which the weaker side is often a nonstate actor that relies on unconventional tactics.

Balance of Power: The theory that peace and stability are most likely to be maintained when military
power is distributed to prevent a single superpower hegemon or bloc from controlling the world.

Bandwagoning: The tendency for weak states to seek an alliance with the strongest power, irrespec-
tive of that power’s ideology or type of government, to increase their security.

Bilateral: Interactions between two transnational actors, such as treaties they have accepted to govern
their future relationship.

Bilateral Agreements: Exchange between two states, such as arms control agreements, negotiated
cooperatively to set ceilings on military force levels.

Bush Doctrine: The unilateral policies of the George W. Bush administration proclaiming that the
United States will make decisions only to meet America’s perceived national interests, not to concede
to other countries’ complaints or to gain their acceptance.

Civil Wars: Wars between opposing groups within the same country or by rebels against the gov-
ernment.

Clash of Civilizations: Political scientist Samuel Huntington’s controversial thesis that in the twenty-
first century the globe’s major civilizations will conflict with one another, leading to anarchy and warfare
similar to that resulting from conflicts between states over the past five hundred years.
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Coercive Diplomacy: The use of threats or limited armed force to persuade an adversary to alter its
foreign and/or domestic policies.

Cold War: The 42-year (1949-1991) rivalry between the United States and the Soviet Union, as
well as their competing coalitions, which sought to contain each other’s expansion and win worldwide
predominance.

Collective Security: A security regime agreed to by the great powers that set rules for keeping the
peace, guided by the principle that an act of aggression by any state will be met by a collective response
from the rest.

Conciliation: A conflict-resolution procedure in which a third party assists both parties in a dispute
but does not propose a solution.

Conflict: Discord, often arising in international relations over perceived incompatibilities of interest.

Consequentialism: An approach to evaluating moral choices based on the results of the action taken.

Coup d’etat: A sudden, forcible takeover of government by a small group within that country, typi-
cally carried out by violent or illegal means intending to install their leadership in power.

Crimes Against Humanity: A category of activities, made illegal at the Nuremberg war crime trials,
condemning states that abuse human rights.

Crisis: A situation in which the threat of escalation to warfare is high and the time available for mak-
ing decisions and reaching compromised solutions in negotiation is compressed.

Cyberspace: A metaphor used to describe the global electronic web of people, ideas, and interactions
on the Internet, which is unencumbered by the borders of the geopolitical world.

Democratic Peace: The theory that although democratic states sometimes wage wars against non-
democratic states, they do not fight one another.

Détente: In general, a strategy of seeking to relax tensions between adversaries to reduce the pos-
sibility of war.

Diplomacy: Communication and negotiation between global actors that is not dependent upon the
use of force and seeks a cooperative solution.

Disarmament: Agreements to reduce or destroy weapons or other means of attack.

Diversionary Theory of War: The hypothesis that leaders sometimes initiate conflict abroad as a way
of increasing national public attention away from controversial domestic issues and internal problems.

Doctrines: The guidelines that a great power or an alliance embraces as a strategy to specify the
conditions under which it will use military power and armed force for political purposes abroad.

Ethnic Cleansing: The extermination of an ethnic minority group by a state.

Ethnic Groups: People whose identity is primarily defined by their sense of sharing a common
ancestral nationality, language, cultural heritage, and kinship.

Ethnic Nationalism: Devotion to a cultural, ethnic, or linguistic community.

Failed States: Countries whose governments have so mismanaged policy that their citizens in rebel-
lion, threaten revolution to divide the country into separate independent states.

Fascism: A far-right ideology that promotes extreme nationalism and the establishment of an au-
thoritarian society built around a single party with dictatorial leadership.

Genocide: The attempt to eliminate in whole or in part, an ethnic, racial religious, or national mi-
nority group.

Geopolitics: The relationship between geography and politics and their consequences for states’
national interests and relative power.
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Global North: A term used to refer to the world's wealthy, industrialized countries located primarily
in the Northern hemisphere.

Global South: A term now often used instead of the Third World to designate the less developed
countries located primarily in the Southern Hemisphere.

Good Offices: The provision by a third party to offer a place for negotiation among disputants but
does not serve as a mediator in the actual negotiations.

Great Powers: The most powerful countries, military, and economically in the global system.

Group of 77 (G-77): The coalition of Third World countries that sponsored the 1963 Joint Declara-
tion of Developing Countries calling for reform to allow greater equality in North-South trade.

Hard Power: The ability to exercise international influence utilizing a country’s military capabilities.

Hegemon: A preponderant state capable of dominating the conduct of international political and
economic relations.

Hegemonic Stability Theory: A body of theory that maintains that the establishment of hegemony
for the global dominance by a single great power is a necessary condition for global order in commercial
transactions and international military security.

Hegemony: The ability of one state to lead in world politics by promoting its worldview and ruling
over arrangements governing international economics and politics.

High Politics: Geostrategic issues of national and international security that pertain to matters of
war and peace.

Horizontal Nuclear Proliferation: An increase in the number of states that possess nuclear weapons.

Humanitarian Intervention: The use of peacekeeping troops by foreign states or international or-
ganizations to protect endangered people from gross violations of their human rights and mass murder.

Imperialism: The policy of expanding state power through the conquest and or military domination
of foreign territory.

Info War-Tactics: Attacks on an adversary’s telecommunications and computer networks to pen-
etrate and degrade an enemy whose defense capabilities depend heavily on these technological systems.

Information Warfare: Attacks on an adversary’s telecommunications and computer networks to
degrade the technological systems vital to its defense and economic well-being.

Intergovernmental Organizations (IGOs): Institutions created and joined by state governments that
give them authority to make collective decisions to manage particular problems on the global agenda.

Intermediate-Range Nuclear Forces (INF) Treaty: The U.S-Russian agreement to eliminate an
entire class of nuclear weapons by removing all intermediate and short-range ground-based missiles and
launchers with ranges between 300 and 3.500 miles from Europe.

International Aggression: Killing others that are not members of one’s species.

International Court of Justice (ICJ): The primary court established by the United Nations for
resolving legal disputes between states and providing advisory opinions to international agencies and
the UN General Assembly.

International Criminal Court (ICC): A court established by the UN for indicting and administering
justice to people committing war crimes.

International Criminal Tribunals: Special tribunals established by the UN prosecute those respon-
sible for wartime atrocities and genocide bring justice to victims and deter such crimes.

International Terrorism: The threat or use of violence as a tactic of terrorism against targets in
other countries.
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Irredentism: A movement by an ethnic-national group to recover control of lost territory by force
so that the new state boundaries will no longer divide the group.

Jus ad Bellum: A component of just a war doctrine that establishes criteria under which a just war
may be initiated.

Jus in Bello: A component of just war doctrine that sets limits on the acceptable use of force.

Just War Doctrine: The moral criteria identifying when a war may be undertaken and how it should
be fought once it begins.

Just War Theory: The theoretical criteria under which it is morally permissible or just for a state to
go to war and the methods by which a just war might be fought.

Kellogg-Briand Pact: A multilateral treaty negotiated in 1928 that outlawed war as a method for
settling interstate conflicts.

Long Cycle Theory: A theory that focuses on the rise and fall of the leading global power as the
central political process of the modern world system.

Long Peace: Long-lasting periods of peace between any of the military strongest great powers.

Massive Retaliation: The Eisenhower administration’s policy doctrine for containing Soviet Com-
munism By pledging to respond to any act of aggression with the most destructive capabilities available
including nuclear weapons.

Mediation: A conflict-solution procedure in which a third party proposes a nonbinding solution to
the disputants.

Militant Religious Movements: Politically active organizations whose members are fanatically
devoted to the global promotion of their religious beliefs.

Military Intervention: Over or covert use of force by one or more countries to affect the target
counties government and policies.

Military Necessity: The legal principle that violation of the rules of warfare may be excused for
defensive purposes during periods of extreme emergency.

Military-Industrial Complex: A combination of defense establishments, contractors who supply
arms for them, and government agencies that benefit from high military spending which act as a lob-
bying coalition to pressure governments to appropriate large expenditures for military preparedness.

Multilateral Agreements: Cooperative compacts among many states to ensure thata concerted policy
is implemented toward alleviating a common problem such as levels of future weapons capabilities.

Multilateralism: Cooperative approaches to managing shared problems through collective and
coordinated actions.

Nation: A collective whose people see themselves as members of the same group because they share
the same ethnicity, culture, or language.

National Interest: The goals that states pursue to maximize what they perceive to be selfishly best
for their country.

National Security: A country’s psychological freedom from fears that the state will be unable to
resist threats to its survival and national values emanating from abroad or at home.

Negotiation: Diplomatic dialogue and discussion between two or more parties to resolve through
give-and-take bargaining perceived differences of interests and the conflict they cause.

Neocolonialism (Neo-Imperialism): The economic rather than military domination of foreign countries.

Neutrality: The legal doctrine that provides rights for the state to remain nonaligned with adversar-
ies waging war against each other.
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Non-Aligned Movement (NAM): A group of more than one hundred newly independent mostly less
developed states that joined together as a group of neutrals to avoid entanglement with the superpow-
ers competing alliances in the Cold War and to advance the Global South primary interest in economic
cooperation and growth.

Non-Aligned States: Countries that do not form alliances with opposed great powers and practice
neutrality on issues that divide great powers.

Nonalignment: A foreign policy posture that rejects participating in military alliances with the rival
blocs for fear that formal alignment will entangle the state in an unnecessary involvement in the war.

Noncombatant Immunity: The legal principle that military force should not be used against in-
nocent civilians.

Nonlethal Weapons: The wide array of soft kill low- intensify methods of incapacitating an en-
emy’s people, vehicles, communications system, or entire cities without killing either combatants or
non - combatants.

Nonproliferation Regime: Rules to contain arms races so that weapons or technology do not spread
to states that do not have them.

North Atlantic Treaty Organization: A military alliance created in 1949 to deter a Soviet attack
on Western Europe that since has expanded and redefined its missions to emphasize not only the main-
tenance of peace but also the promotion of democracy.

Pacifism: The liberal idealist school of ethical thought that recognizes no conditions that justify the
taking of another human’s life even when authorized by a head of state.

Peace Enforcement: The application of military force to warring parties or the threat of it normally
according to international authorization to compel compliance with resolutions or with sanctions designed
to maintain or restore peace and order.

Peace Operations: A general category encompassing both peacekeeping and peace enforcement
operations undertaken to establish and maintain peace between disputants.

Peaceful Coexistence: Soviet leader Nikita Khrushchev's 1956 doctrine that war between capitalist
and communist states is not inevitable and that inter-block competition could be peaceful.

Peacebuilding: Post-conflict actions predominantly diplomatic and economic that strengthen and
rebuild governmental infrastructure and institutions to avoid renewed recourse to armed conflict.

Peacemaking: The process of democracy mediation negotiation or other forms of peaceful settlement
that arranges an end to a dispute and resolves the issues that led to conflict.

Polarity: The degree to which military and economic capabilities are concentrated in the global
system that determines the number of centers of power or poles.

Polarization: The formation of competition coalitions or blocs composed of allies that align with
one of the major competing poles of centers of power.

Policy Agenda: The changing list of problems or issues to which governments pay special attention
at any given moment.

Policy Networks: Leaders and organized interests (such as lobbies) that form temporary alliances to
influence a particular foreign policy decision.

Politics: To Harold Lasswell the study of who gets what when and how.

Preemptive War: A quick first strike attack that seeks to defeat an adversary before it can organize
an initial attack or a retaliatory response.

Preventive Diplomacy: Diplomatic actions taken in advance of a predictable crisis to prevent or
limit violence.
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Proliferation: The spread of weapon capabilities from a few too many states in a chain reaction so
that an increasing number of states gain the ability to launch an attack on other states with devastating
weapons.

Rapprochement: Diplomacy is a policy seeking to reestablish normal cordial relations between
enemies.

Realism: A paradigm based on the premise that world politics is essentially and unchangeably a
struggle among self-interest states for power and position under anarchy, with each competing state
pursuing its national interest.

Realpolitik: The theoretical outlook prescribing that countries should increase their power and wealth
to compete with and domestic other countries.

Retorsion: Retaliatory acts (such as economic sanctions) against a target’s behavior that is regarded
as objectionable but legal such as trade restrictions to punish the target with the measures that are legal
under international law.

Sanctions: Punitive actions by one global actor against another to retaliate for its previous objection-
able behavior.

Second-Strike Capability: A state’s capacity to retaliate after absorbing an adversary’s first-strike
attack with weapons of mass destruction.

Security Regime: Norms and rules for interaction agreed to by a set of states to increase security.

Small Powers: Countries with limited political military economic capabilities and influence.

Smart Bombs: Precision-guided military technology that enables a bomb to search for its target and
detonate at the precise time it can do the most damage.

Terrorism: Premeditated violence perpetrated against non-combat targets by subnational or trans-
national groups or clandestine agents usually intended to influence an audience.

Third World: A Cold War term to describe the less-developed countries of Africa, Asia, The Carib-
bean, and Latin America.

Uni-Multipolar: A global system where there is a single dominant power but the settlement of key
international issues always requires action by the dominant power in combination with that of other
great powers.

Unilateralism: An approach that relies on self-help independent strategies in foreign policy.

Unipolarity: A condition in which the global system has a single dominant power or hegemon capable
of prevailing over all other states.

Vertical Nuclear Proliferation: The expansion of the capabilities of existing nuclear powers to
inflict increasing destruction with their nuclear weapons.

World Politics: The study of how global actors’ activities entail the exercise of influence to achieve
and defend their goals and ideas and how it affects the world at large.

World-System Theory: A body of theory that treats the capitalistic world economy originating in
the sixteenth century as an interconnected unit of analysis encompassing the entire globe.

Xenophobia: The suspicious dislike disrespect, and disregard for members of a foreign nationality
ethnic, or linguistic group.

Yalta Conference: The 1945 summit meeting of the Allied victors to resolve postwar territorial is-
sues and to establish voting procedures in the UN to collectively manage world order.

Zero-Sum: An exchange in a purely conflictual relationship in which what is gained by one com-
petitor is lost by another.

95



Diana Khomeriki (dianakhomerikii@gmail.com Jownloaded: 3/30/2027 233158 PM

1G1 Global Flatiorm |F Address: 188.121.219.135

96

Chapter 3

Recent Trends in

Global Security:
Challenges and Opportunities

Kannadhasan S.
https://orcid.org/0000-0001-6443-9993
Cheran College of Engineering, India

Nagarajan R.
Gnanamani College of Technology, India

Shanmuganantham M.
Tamilnadu Government Polytechnic College, India

ABSTRACT

With the emergence of the digital economy and an ever-increasing percentage of consumers conducting
their business mostly from online or mobile devices, electronic shopping, or e-commerce, is fast being
recognized as the way to go global at the click of a button. As a consequence, any modern company’s
ability to create a viable e-commerce model is becoming extremely significant. To secure themselves and
their clients, an organization must overcome current security issues to ensure that the highest levels of
e-commerce security are maintained. Failure to follow stringent ecommerce security procedures will
result in the destruction of data, the compromise of transaction documents, and the leak of the customer’s
financial information. This will lead to legal and financial repercussions, as well as a negative image
for the company. Cloud networking, web computing, e-commerce, net banking, and other cutting-edge
technology also need a high degree of protection. Since these instruments hold personal information
regarding a human, their security has become a top priority.

INTRODUCTION

One of the most important problems faced by e-commerce is the flow of expertise from business to
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business, inside the same business, and from business to consumers. When dealing with various parties
and exchanging with them, companies are confronted with a growing number of different data types,
connectivity needs, and process specifications. As a result, security concerns and threats must be ad-
dressed first, rather than secondarily, and must be treated seriously. Businesses must be able to respond
to the demands of their partners in a prompt, reliable, and secure manner or risk losing out on a strong
and global sector. In order to gain and sustain consumer loyalty and confidence in this new type of
economy, they must conform to security standards and disciplines. (Barskar & Deen, 2010; Evdokimov
et al., 2011; Minerva et al., 2015; Vermesan & Friess, 2014; Yazdanifard & Al-Huda Edres, 2011).

Protection guidelines for applications and networks can be read and applied by the workers in charge
of e-commerce sites. Client-side Trojan horse programs, on the other hand, represent the greatest threat to
e-commerce since they will bypass or subvert the bulk of the authentication and authorization protocols
used in an e-commerce transaction. The most convenient way to operate these applications on a remote
computer is through email attachments. As E-commerce advances at a rapid rate, people’s attention is
attracted to security issues. One of the most critical facets of E-commerce development is transaction
security. The security problems of Ecommerce operations necessitated a solution approach based on two
factors: technology and framework, in order to improve the environment for E-commerce development
and promote further progress. Travel and tourism have often necessitated heightened security and privacy.

However, it is undeniable that in the last two decades, protection and security considerations have
become much more relevant in the tourism industry. The world has changed dramatically in the past two
decades. Security has deteriorated dramatically as a result of violent attacks, local conflicts, environ-
mental hazards, epidemics, and pandemics that we have seen. These incidents had a detrimental effect
on the travel and tourism industries, which could not be avoided. Furthermore, some of these incidents
demonstrated the tourism industry’s weakness on both a national and regional scale. As a result, analysis
and review of the relationship between security concerns and tourism is needed, as is the establishment
of a modern, up-to-date description of the term security and protection in tourism. The tourism industry
has realized the importance of researching protection and security issues. Tourism and hospitality sci-
ence and education could discuss emerging issues of health and safety in tourism in order to educate
future tourism practitioners by incorporating latest study results into university curricula. This may be
achieved by either introducing additional subjects (such as risk assessment in tourism) or supplementing
the quality of existing subjects with new security and safety skills (e.g. marketing, Consumer Relations,
Tourism Destination Management). Is it ridiculous to believe that in the future, Safety Sells in Tourism
could become a popular mantra in the travel and tourism industry. The Internet has rapidly become the
primary commerce and networking medium for virtually every industry, large or small. (Ladan, 2010;
Moftah, 2012; Rane & Meshram, 2012; Stergiou et al., 2018; Yoon et al., 2015).

E-commerce is rapidly being recognized as the way to go global at the click of a button as a result of
the Emerging Economy’s emergence. In addition, the Internet has made it easy to link to a large network
of people and businesses at a low cost. This convergence of low-cost hardware and ubiquitous Internet
connectivity lays the groundwork for a dramatic shift in how everybody does business. E-commerce
refers to the buying and selling of products and services over the Internet. E-commerce allows for the
integration of external and internal systems as well as the reduction of transaction costs, resulting in
the expansion of retail networks and an increase in revenue and earnings. E-commerce can be used in a
wide spectrum of sectors. The two main industries where it is used are business-to-business (B2B) and
business-to-consumer (B2C) (Al Hinai & Singh, 2017; Banerjee et al., 2018; Mahdavinejad et al., 2018;
Saarikko et al., 2017; Sudeendra et al., 2017).
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E-COMMERCE

E-commerce has not been able to hit its maximum potential due to a spike in media alerts regarding
protection and privacy violations such as identity theft and financial fraud, as well as increased concern
among online shoppers about the risks of conducting purchases online. Many consumers fail to conduct
online purchases due to a sense of confidence or concern about the security of their personal details. E-
commerce provides great opportunities for the banking sector, but it also introduces additional challenges
and vulnerabilities, such as security threats. As a result, information protection is a critical management
and technological necessity for all safe and profitable internet payment processing activities. Nonethe-
less, due to constant technological and market shift, defining it is a difficult task that necessitates an
organized match of algorithm and strategic solutions. The impact of security, privacy, and confidence
on customers, as well as attitudes, is critical in the adoption of e-commerce. Furthermore, critical data
may be stored in parallel with data flowing from external ecommerce purchases, allowing for robust and
accurate alignment into operational processes.

Consumers must clearly reveal a vast volume of confidential personal details to the seller during an
online sale, putting themselves at considerable risk. Understanding customer confidence is critical to
e-continued commerce’s development. The new advancements in Internet and Web Technology have
had a major impact on almost all aspects of industry and trade. It entails more than just moving exist-
ing company activities to a different platform. Redefining market strategies, evolving organizational
culture, and establishing dependable customer support are all part of the equation. It must also confront
and solve a wide range of obstacles. E-commerce is a relatively modern medium of marketing that is
expected to expand rapidly in the coming years. It can be described as conducting business over the
Internet or exchanging products and services. The development and success of e-commerce has been
fueled by rapid advancements in mobile computing, networking technology, e-payment systems, and
other emerging technologies. New security threats and challenges, on the other hand, are the key road-
blocks to e-commerce development. While any e-commerce framework may use a variety of defense
techniques to greatly minimize the likelihood of assault and breach, new attack strategies and weaknesses
are only discovered and exploited after an attacker has discovered and exploited them. Furthermore, as
technological expertise grows and becomes more widely available on the internet, offenders become
more sophisticated and professional in the kinds of attacks they may carry out. The exponential growth
in e-commerce has coincided with a spike in the amount and types of security attacks and threats. These
attacks target a variety of weaknesses, including loopholes in third-party components used by websites,
such as shopping cart applications, as well as SQL injection, cross-site scripting, knowledge leakage,
session capture, message manipulation, buffer overflows, and others, as described in the previous parts.
Securing an e-Commerce infrastructure is a complex process in which new threats emerge every day.

As a result, careful preparation is required to remain safe from potential new security threats while
maintaining consumer confidence in the system. To summarize, e-commerce is increasingly expanding,
and a variety of innovations have converged to aid in the spread of e-commerce programs. However, in
terms of the protection vulnerabilities that these devices would avoid, they face a difficult future. With
technologies evolving at such a fast pace, no e-commerce system will ever claim to be completely safe.
Security concerns are critical to any system’s sustainability, and as a result, they must be continually
assessed and addressed. Furthermore, protection concerns and interventions must be prioritized rather
than afterthoughts, and they must be treated seriously. Companies should adopt protection guidelines and
disciplines to achieve and maintain customer interest and loyalty in this emerging form of economy if
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they choose to look forward to the bright and exciting future of e-commerce with optimism. Employees
who operate on e-commerce devices can read and obey the guidelines for securing apps and networks.
Consumer education on protection issues is still in its infancy, but it can prove to be a critical component
of the e-commerce security ecosystem.

CYBER SECURITY

Protecting privacy is one of the most daunting challenges in today’s world. The first thing that comes
to mind when we think about cyber security is “cyber threats,” which are on the increase at an unprec-
edented pace. Various governments and businesses are taking a variety of steps to combat cybercrime.
After different initiatives, data protection remains a major issue for many people. This paper reflects on
the problems that data protection faces in the modern era. It also covers the most recent developments of
network protection tactics, ethics, and patterns that are altering the face of cyber security. With the click
of a button, today’s man will send and receive info, whether it’s an e-mail, an audio or video file, but has
he ever noticed how safely his data is shared or transmitted to the other party without any information
being leaked? The answer is cyber security. The Internet is the fastest-growing infrastructure in today’s
world. In today’s technological landscape, several new technologies are changing the face of mankind.
However, as a result of these latest technologies, we are unable to secure our sensitive information as
well as we would want, and cybercrime is on the increase. Since more than 70% of all commercial
transactions are now conducted electronically, this area necessitated a high level of protection to ensure
transparent and efficient transactions. As a result, data defense has been a hot topic. The reach of cyber
protection extends beyond protecting knowledge in the I'T sector to include a variety of other areas such
as cyber space.

To avoid being a victim of these crimes, one should always use a safer browser, particularly during
important transactions. Both independent, medium, and big businesses are gradually embracing cloud
technology these days. Under other terms, the world is gradually approaching the clouds. Since traffic
will bypass conventional points of inspection, this new development poses a significant challenge for
cyber security. In order to avoid the loss of valuable knowledge, policy controls for web apps and cloud
servers would need to change as the amount of applications accessible in the cloud increases. Despite
the fact that cloud providers are building their own models, security concerns continue to be raised.
While the cloud offers many advantages, it is important to remember that when the cloud grows, so do
the security challenges. APT (Advanced Persistent Threat) is a modern kind of cybercrime software. For
years, network protection features like site filtering and intrusion prevention systems (IPS) have been
critical in detecting such targeted attacks (mostly after the initial compromise). In order to detect threats,
network defense must integrate with other security services as perpetrators get increasingly daring and
use more ambiguous techniques.

We can now communicate with everyone in every part of the planet. However, stability is a major
problem for these cell networks. Firewalls and other protection mechanisms are getting more porous
as users utilize more gadgets such as laptops, computers, PCs, and other devices, many of which need
additional security measures in addition to those provided by the apps. We must still keep the stability
of these cell networks in mind. Furthermore, since cell networks are so vulnerable to cybercrime, extra
caution must be exercised in the event of a security breach. IPv6 is a modern Internet protocol that would
replace IPv4 (the previous version), which has served as the foundation of our networks and the Internet
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in general. It’s not just a matter of porting [Pv4 capability to IPv6. Though IPv6 is a complete substitute
for IPv4 in terms of increasing the number of valid IP addresses, there are several fundamental modifica-
tions to the protocol that must be included in security policy. As a result, it is still preferable to upgrade
to IPv6 as soon as possible to reduce the chance of cybercrime. Encryption is the method of encoding
messages (or information) in such a way that it cannot be interpreted by eavesdroppers or hackers. An
encryption scheme converts a letter or knowledge into unreadable cipher text by encrypting it using an
encryption algorithm. This is typically accomplished by the use of an encryption key, which determines
the message’s encoding method. In the most basic stage, encryption safeguards data protection and
honesty. However, more encryption means more electronic protection issues. Encryption is often used
to encrypt data in transit, such as data sent via networks (e.g., the Internet, e-commerce), cell phones,
wireless microphones, and wireless intercoms, among other things. As a result, by encrypting the file,
one may determine whether or not information has been leaked.

Companies must develop innovative strategies to secure sensitive details as we grow more interactive
in an increasingly linked environment. Social networking has a significant impact on internet protec-
tion which can play a significant role in personal cyber attacks. The use of social media by employees
is on the rise, as is the possibility of an assault. Since most of us use social media or social networking
platforms on a daily basis, it has become a major forum for cyber criminals to access private informa-
tion and steal sensitive data. Companies must ensure that they are just as able to detect risks, react in
real time, and prevent some sort of compromise in an environment where we are quick to offer up our
personal details. Since these social networking sites draw people quickly, hackers use them as traps to
obtain the knowledge and data they need. As a result, people must take adequate precautions, especially
while engaging with social media, to avoid losing their data. The desire of people to exchange insights
with a global audience is at the forefront of the social networking dilemma that companies face. In ad-
dition to allowing someone to disseminate economically confidential details, social networking often
allows anyone to disseminate fake information, which may be almost as harmful.

Despite the fact that social networking may be used for cybercrime, these businesses cannot afford to
avoid doing it because it is an integral part of their public relations strategy. Instead, they need solutions
that can alert them to the danger so that they can react before any significant harm is done. Companies,
on the other hand, should consider this and recognize the value of analyzing data, especially in social
conversations, and providing adequate security strategies to avoid risks. Certain laws and technologies
must be used to manage social networking. The benefits of information and communication technology,
especially the Internet, have become an inextricable part of daily life. Are we, as people, countries, or the
international community, adequately informed of and equipped for the challenges posed by cyberspace,
or for the denial of access to that dimension of connectivity, trade, and even warfare.

Specifically, considering its increasing user base, the Internet remains unregulated or unregulated. It
is exactly the environment in which hostile activity in cyberspace may be planned and carried out. There
are security challenges in cyberspace that pose amodern-day security danger and threat. The advancement
and deployment of knowledge and communication technologies has ushered in a modern era of conflict.
Cyber warfare poses a unique threat to foreign security. In the twenty-first century, cyber defense would
have a major impact on foreign affairs. This paper provides an outline of the definitions and values of
cyber challenges that concern international protection and security. Terror and cyber engineering have
no boundaries. Since such attacks may be carried out from everywhere in a very short time using current
knowledge and messaging networks, action in cyberspace necessitates the dismissal of traditional ideas
about time and space. Globalization dynamics also had an effect not only on humanity’s successes, but
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also on the emergence of modern challenges to society. Terrorism and national security challenges have
evolved as a result of the globalization transition and the Internet information movement. Intelligence
and expertise are now the primary sources of strategic benefit, rather than military force or geographic
position. For successful cyber threat prevention, international collaboration and information sharing
are needed.

VARIOUS SECTOR OF GLOBAL SECURITY

The Internet plays a vital position in our everyday lives. It is a one-of-a-kind and interconnected mecha-
nism that enables computers all over the world to interact using a set of communication protocols.
Previously, the Internet was confined to browsing set websites and encouraging users to interact with
one another through e-mail. A plethora of modern Internet technologies have appeared at this period.
Intelligent computers, which can contact different information remotely at any moment, are becoming
an extremely significant part of our daily lives. Since the number of linked smart devices increases
growing every day, the Internet of Things (IoT) is the best solution for controlling and monitoring them.
The “Internet of Stuff” is a phrase that defines the mechanism of connecting multiple artifacts to the
Internet. Using an intelligent terminal, physical components may communicate with each other without
the need for human interaction. The philosophical framework is used to express the meaning of the
Internet of Things. The gradual translation of human existence into intelligence relies heavily on the
evolution of Internet content. IoT technology is used in many smart systems, including smart houses,
hospital monitoring, road preparation, building management, and smart cities. The Internet of Things
(IoT) is the vital future of the Internet world. As a consequence, protection features like encryption and
authentication are important for digital technology to enjoy the advantages of the Internet of Things. In
addition, the Internet of Things is a great forum for economic growth and a better life. It does, however,
pose significant security risks, especially if these devices are compromised or become vulnerable to
cyber-attacks. As a consequence, a thorough and fast IoT implementation necessitates the use of suf-
ficient security and authentication techniques.

One of the primary motives for this analysis is to monitor the spread and growth of IoT applications
in different fields, considering the fact that IoT implementation will contribute to a slew of security
problems and issues. The aim of this paper is to define the basic security specifications, risks, and short-
comings that affect the implementation of IoT technology. In this study, IoT architectures were classified
into five layers. The most critical aspects of the IoT security guidelines that must be followed have been
addressed. Furthermore, vulnerability flaws correlated with IoT devices, as well as general 10T security
problems, have been investigated. This paper has paved the way for potential research in this area. We
believe that this study is essential and that it will assist researchers in the creation of IoT defenses. For
future research, a number of possible security issues, such as glitches, risks, and practical approaches to
resolve IoT security threats, must be considered. Cyber-attacks on cellular data networks are very popu-
lar. Wireless networking networks are widely utilized in the military, manufacturing, clinics, retail, and
transportation. These networks could be wired, cellular, or ad hoc in nature. Wireless sensor networks,
actuator networks, and vehicular networks have received a lot of attention in the society and business. In
recent years, the Internet of Things (IoT) has gained a lot of scholarly attention. The Internet of Things
(IoT) is thought to be the future of the internet. In the future, the Internet of Things will play a vital role
in changing our habits, beliefs, and business models. The use of IoT in different applications is expected
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to skyrocket in the coming years. The Internet of Things (IoT) helps billions of machines, consumers,
and services to exchange knowledge and connect with one another. IoT networks are susceptible to a
number of security risks as a consequence of the increased usage of IoT devices. Efficient security and
privacy protocols, among other aspects, are essential in IoT networks for maintaining secrecy, authen-
tication, access control, and integrity. This paper explores the security and privacy challenges that exist
in IoT networks in depth.

In recent years, the Internet of Things (IoT') has attracted a lot of attention. In 1999, Kevin Ashton was
the first to propose the Internet of Things concept. Thanks to rapid advancements in mobile networking,
Wireless Sensor Networks (WSN), Radio Frequency Identification (RFID), and cloud computing, com-
munication between IoT devices has become more simple than ever before. The Internet of Things (IoT)
has the power to connect with one another. The Internet of Things also includes smart phones, mobile
computers, PDAs, notebooks, ipads, and other hand-held mobile devices (IoT). IoT devices depend on
low-cost sensors and wireless connectivity networks to communicate with one another and relay useful
data to the centralized computer. Until being shipped to the targeted users, data from IoT devices is con-
solidated and processed in a single location. Our daily routines are being constantly based on a fictitious
parallel world, thanks to rapid advancements in connectivity and internet technology. In the network’s
virtual universe, people will function, shop, speak, and keep pets and plants, but people must live in the
real world. As a consequence, replacing all human activities with fully digital life is exceedingly chal-
lenging. There is a fictitious space bounding limit that restricts the internet’s future development for
better services. The Internet of Things has succeeded in bringing the fictional and real worlds together
on a single network. One of the key aims of IoT is to build a digital environment and self-aware indepen-
dent goods, such as smart life, smart stuff, smart health, and smart cities. With a growing abundance of
devices connected to the internet, the adoption rate of IoT devices is now quite large. In the future, the
Internet of Things would radically change our lives and economic systems. People and devices would
be able to communicate at any time, from any place, from any machine, under optimal circumstances,
through any network, and with any operation. The Internet of Things’ main goal is to provide a better
future world for humanity. Unfortunately, the majority of these devices and applications aren’t set up
to handle security and privacy risks, leading to a slew of security and privacy issues in IoT networks,
including confidentiality, authentication, data confidentiality, access control, and confidentiality. Every
day, hackers and intruders pose a danger to IoT computers.

An authorized person will trace the current location and progress of a vehicle in an intelligent IoT
transportation scheme. The authorised consumer may even forecast its future location and traffic. The
phrase “Internet of Things” was historically used to refer to the usage of RFID to identify special ob-
jects. According to the researchers, the Internet of Things (IoT) is now synonymous with sensors, GPS
networks, mobile computers, and actuators. Data privacy and identification authentication are crucial
for the adoption and services of new IoI technologies. Since the Internet of Things requires anything
to be linked, tracked, and monitored, valuable information and personal information can be collected
automatically. Because of the large number of assaults on IoT, privacy protection is a bigger issue in the
IoT environment than it is in traditional networks. In healthcare environments, IoT instruments are more
often used for patient monitoring and assessment. To monitor a patient’s medical condition, personal
medical devices (PMDs) are often inserted in the patient’s body or attach to the patient’s body externally.
Personal Mobile Devices (PMDs) are lightweight electronic devices that are gaining in popularity. In
the Smart House, the Internet of Things (IoT) Internet Protocol (IP) addresses make it simple for digital
devices to communicate with one another, and IoT smart home networks are growing in popularity.
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Both mobile home systems are related to the internet in the smart home environment. Malware attacks
become more likely as the amount of sensors in the smart home increases. Since smart home devices are
operated independently, malicious attacks are less possible. Smart home devices can now be activated
through the internet at any time and from anywhere. As a consequence, malicious attempts on these
networks are more likely. The four elements of a smart home are the service portal, mobile equipment,
home gateway, and home network. In a smart home, several devices are linked, and information is intel-
ligently transmitted through a home network. As a consequence, a home gateway has been developed
to handle data transfer between smart devices linked to the internet. To deliver different utilities to the
home network, the utility portal allows use of service provider networks.

A more comprehensive and secure policy is needed in the fight against cybercrime. Given that techni-
cal technologies alone cannot prevent any crime, it is critical that law enforcement agencies be provided
with the resources they need to investigate and prosecute cybercrime effectively. Many countries and
jurisdictions are already enacting stringent electronic security legislation in order to avoid the destruction
of sensitive data. Every citizen must be educated on cyber protection in order to protect themselves from
the growing number of cyber crimes. Attacks on web apps to steal data or spread malicious code are also
a concern. Malicious code is distributed by cyber criminals via legal web servers that have been hacked.
However, data-stealing threats, many of which garner public coverage, are still a significant concern.
We must now place a stronger focus on the security of web servers and web apps. The most serious
thing in IoT is reliability. In IoT implementations, industrial, company, consumer, or personal data can
be used. The data in this program must be held confidential and safe from hacking and tampering. For
example, IoT apps may save the results of a patient’s health or shopping store. The Internet of Things
increases device networking, but scalability, affordability, and reaction time remain issues. Security is a
concern when data is securely exchanged over the internet. The most pressing IoT protection concerns are
outlined below. The Internet of Things is susceptible to a range of attacks, both active and passive, that
can effectively interrupt its functioning and make its services useless. In a passive assault, the intruder
merely senses the node or extracts the information without attacking physically. Active attacks, on the
other side, cause the effects to be physically disrupted. Internal attacks and external attacks are the two
types of active attacks. Computers would be unable to communicate intelligently as a consequence of
such vulnerable assaults. As a consequence, security measures must be implemented to prevent ransom
ware assaults on machines.

The easiest platform for these computer criminals to steal data is via web servers. The use of new
technology and networking mediums, as well as information transfer from business to industry, are
both examples of this enterprise to customers, and within the organization, also created new protection
problems. This paper describes the various technological and philosophical elements of e-commerce in
general, as well as the various forms of protection threats that e-commerce companies face in particular.

Both machines and people are joined together in the Internet of Things to provide resources at any
time and in any place. Most internet-connected devices ignore reliable security controls, leaving them
vulnerable to a variety of privacy and security issues, including confidentiality, honesty, and authentic-
ity. Any IoT security requirements must be fulfilled in order to secure the network against malicious
assaults. Here are a few of the most significant characteristics of a secure network. If the system fails
when transmitting data, it should be able to recover. In a multiuser setting, for example, a server must
be intelligent and efficient enough to protect the network from intruders and eavesdroppers. When it
goes down, it will immediately come back up without warning users. The data and relevant information
must be verified. An authentication protocol allows only authenticated devices to send data. Only those
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who have been issued approval have access to the scheme. To ensure that different users have access
to just the necessary sections of the database or resources, the server administrator must control the
users’ usernames and passwords, as well as their access rights. The records and knowledge should be
held secure. Personal information can only be accessed by licensed individuals in order to preserve the
rights of customers. It means that no other customer or unauthorized individual from the framework has
access to the client’s personal information. As a consequence of the Internet of Things age, our lives
have changed. While the Internet of Things has a lot of benefits, it is susceptible to a number of security
risks in our daily lives. Data loss and operation interruption account for the plurality of security threats.
Security risks in IoT have a significant impact on physical security. The Internet of Things (IoT) is made
up of a number of different devices and networks, each with its own collection of credentials and protec-
tion specifications. Since a lot of confidential data is shared between various types of devices, the user’s
privacy is also quite important. As a consequence, a secure infrastructure is needed to protect sensitive
information. Furthermore, there are a number of devices that connect through different networks for IoT
services. It means that there are multiple customer privacy and network layer security issues. A variety
of approaches may be used to learn about a user’s privacy.

Smart home services may remain susceptible to cyber-attacks since the bulk of service providers do
not accept security standards at an early stage. In a smart house, eavesdropping, Distributed Denial of
Service (DDoS) attacks, and information leakage are all possible security threats. Unauthorized access
to smart home networks is an issue. Security is one of the key aims of a smart house. As a consequence,
a number of sensors are used for a variety of uses, including fire prevention, kid monitoring, and house-
breaking. If these devices are compromised, intruders would be able to monitor the home and access
classified information. To combat this danger, data encryption between the gateway and the sensors is
necessary, or user authentication may be used to recognize unwelcome guests. Attackers could obtain
entry to the smart home network and send mass messages to smart devices using protocols including
Clear To Send (CTS) and Request To Send (RTS) (RTS). They’ll often use malicious code to harass a
certain user in order to execute DoS attacks on other connected smart home gadgets. Smart devices are
unable to perform their tasks adequately as a result of the draining of resources incurred by such assaults.
To combat this threat, it’s crucial to use authentication to avoid and monitor unauthorized access. The
attacker can gather packets by changing the gateway’s routing table as smart home devices connect with
the application portal, as seen in An attacker can be able to get through the forged credential through
the usage of SSL (secure socket layer). As a consequence, the attacker could misrepresent the data’s
contents or jeopardize data confidentiality. To secure the smart home network from this attack, an SSL
technique with a proper authentication protocol should be used. It’s also important to keep unauthorized
devices away from your smart home network. The Internet of Things (IoT) is a futuristic term in which
internet-connected physical items communicate with one another and describe themselves to other de-
vices. The Internet of Things includes, among other things, smart objects, laptops, iPads, and autonomous
machines. RFID, Quick Response (QR) codes, and wireless devices are used for such devices to connect
with different computers. The Internet of Things aided human-to-human, human-to-physical-object, and
physical-object-to-physical-object relationships.
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Table.1. Number of papers published in global security

Year Number of Papers Published
Web of Science Scopus Google Scholar
2010 56 80 50
2011 80 90 60
2012 92 88 70
2013 102 120 50
2014 105 140 80
2015 100 180 90
2016 88 198 150
2017 58 220 180
2018 80 250 200
2019 100 225 210
2020 50 200 250

Figure 1. Comparison chart paper published in 2010-2020
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CONCLUSION

The main aim of this paper was to highlight major IoT security issues, with a focus on security risks
and countermeasures. Owing to a lack of security measures, IoT' devices often become weak targets,
and the users are unaware that they have been breached. This article discusses security principles such
as confidentiality, honesty, and authentication. In this survey, 12 distinct forms of attacks are addressed,
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including low-level attacks, medium-level attacks, high-level attacks, and extremely high-level attacks,
as well as their nature/behavior and proposed countermeasures. Installing security protocols in IoT de-
vices and communication networks is important, considering the significance of safety in IoT systems.
To protect against intruders or security attacks, it is also recommended not to use default passwords for
devices and to read the security specs for devices before using them for the first time. Disabling non-
operational roles may help to reduce the possibility of security breaches. It’s also crucial to study the
different security protocols used in IoT applications and networks.
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ABSTRACT

The central problem of the theory of international relations is the problem of international conflicts.
And this is quite justified, if we bear in mind the goal that has been objectively facing all of humanity in
recent decades — this is survival, the prevention of a global thermonuclear catastrophe. Since any armed
clash is only an extreme expression of a political conflict, its highest stage, insofar as the study of the
causes of conflicts and methods of their settlement, especially at those stages when it is still relatively
easy to carry out, has not only theoretical but also great practical importance. An international conflict
is a direct or indirect clash of interests of two or more parties (states, groups of states, peoples, politi-
cal movements) based on the contradictions of an objective or subjective nature between them. By their
origin, these contradictions and the problems they generate in relations between states can be territorial,
national, religious, economic, military-strategic, scientific and technical, etc.

INTRODUCTION

International conflict can be viewed as arelatively independent phenomenon in the system of international
relations. The subjects of an international conflict can be states, interstate associations, international
organizations, including the UN, organizationally formed socio-political forces within the state or in
the international arena. In the course of a conflict, the degree and even the nature of the parties’ interest
in the conflict can change, the place of the conflict in the hierarchy of goals of each of the participants
can change, the number of participants can expand or decrease, and some direct or indirect parties can
be replaced by others.

The study of the development of an international conflict makes it possible to establish many of its
significant historical and cause-and-effect aspects for analysis, and the study of its system and structure
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reveals mainly the structural and functional aspects of the conflict. These aspects of international conflicts
cannot be perceived in isolation from each other. Analysis of the successively changing phases of the de-
velopment of the conflict allows us to consider it as a single process with different, but interrelated sides.

The phases of development of an international conflict are not arbitrary, abstract periods in which
a given conflict develops, they are real, determined by historical and social reasons. These reasons are
manifested in specific signs related to changes in the internal characteristics of the states parties to the
conflict, general political and specific interests, goals, means, external alliances and obligations of the
parties to the conflict, the scale and intensity of the development of the conflict itself, the involvement
of new participants with their inherent and applied in a given conflict using struggle, alliances, and
obligations, the international context in which the conflict develops.

FEATURES OF CONFLICT AT THE END OF THE
XX - BEGINNING OF THE XXI CENTURY

It is no exaggeration to say that conflicts are as old as the world. They were before the signing of the
Westphalian peace treaty - the time taken for the birth point of the system of national States. Conflict
situations and disputes will not disappear in the future, because, according to the aphoristic statement of
one of the researchers R. Lee, a society without conflicts is a dead society (Chitadze, 2016). Moreover,
many authors, particularly L. Coser, emphasizes that the contradictions that underline conflicts, have
several positive functions: attract attention to the problem, be forced to seek the ways out of the situation,
warn of stagnation - and thereby contribute to global development (Coser, 1957). Indeed, Conflicts are
unlikely to be avoided at all.

It is another matter in what form they should be resolved - through dialogue and search for mutually
acceptable solutions or armed confrontation. Speaking about the conflicts of the late XX-early XXI
century, we should focus on two important issues that are not only theoretical but also practical. Whether
the changing nature of conflicts? How can armed forms of conflict be prevented and regulated under
modern conditions? The answers to these questions are directly related to the definition of the character
of the modern political system and the possibility of its impact. Immediately after the end of the cold
war, there were feelings that the world was on the threshold of a conflict-free era of existence. In aca-
demic circles, this position was most clearly expressed By F. Fukuyama, when he declared the end of
history (Fukuyama, 1989). This position was sufficiently strongly supported by the official community,
including the United States, despite the fact, the Republican party was in power at the beginning of the
1990s, as it is known, this party was less likely, compared to Democrats, to share the neo-liberal views.

Despite the fact, that after the end of the confrontation between the two systems and the ending of the
“cold war”, the number of conflicts has somehow decreased. For example, through negotiations became
possible to find a solution to conflicts in Southeast Asia (Cambodia), in Africa (Namibia, Angola), Latin
America (Nicaragua, El Salvador), etc. Nevertheless, regional and local conflicts at the beginning of the
XXI century continue to threaten international security and democratization. In addition, many of them
can generate a kind of terrorist wave and spread them sometimes far beyond the conflict zones. Shortly
we can assume, that without understanding the nature of the conflict, it is impossible to fully understand
how the protection of the fundamental principles of human rights on the global level should be provided.
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About the issue - about the number of conflicts, in this case, if we trust the most authoritative data
of the special institute for the study of conflict, which is located in Heidelberg (Germany), in 2013 the
total number of conflicts in the different Regions of the World reached 414! (Heidelberg Institute, 2014).

According to the statistical data of the same institute for 2020, there were observed a total of 359
conflicts worldwide. About 60 percent, 220, were fought violently, while 139 were on a non-violent
level. Compared to 2019, the overall number of full-scale wars increased from 15 to 21. The number of
limited wars decreased from 23 to 19 (Heidelberg Institute, 2021).

Two World Wars, about 200 wars, local armed conflicts, terror, armed fighting for power, all those
types of conflicts, killed within the previous Century about 300 million people (A. Antsupov. A. Shipo-
lov. 2008).

As aresult of the conflicts, it was violated the human rights of more than 20 million people, when at
the beginning of the XXI Century, some 5,8 million people were displaced within their own countries
and 14,8 million people had become refugees by fleering across international borders (United Nations.
2004). As the year 2020 dawned, according to the latest report of the UN High Commissioner on Refu-
gees, “some 79.5 million people had been forced from their homes due to persecution, conflict, and
human rights violations.” That number includes 29.6 million refugees, 4.2 million asylum seekers, as
well as 45.7 million internally displaced people (IDPs) (UNHCR, 2021).

So, President J. Bush, speaking of the conflict in the Persian Gulf, said, that “he interrupted a brief
moment of hope, and anyway the international society is witnessing the birth of a new world free of terror
” (Nye, 1992). Events in the world began to develop in such a way that the number of local and regional
conflicts with violence in the world immediately after the end of the cold war has been increased. This
is evidenced by the data of the Stockholm International Peace Research Institute (SIPRI), one of the
leading international centers for conflict analysis. According to the Center, most conflicts were either
in the developing countries or in the territory of the former USSR or former Yugoslavia (SIPRI, 2016).
Only on the post-Soviet space, according to the estimates of the author V. N. Lysenko, in the 1990s, there
were about 170 conflict zones, in 30 of which the conflicts were inactive form and 10 has become pos-
sible to the use of force (Lebedeva, 2007). In connection with the development of conflicts immediately
after the end of the cold war and their appearance on the territory of Europe, which was a relatively safe
continent after the Second world war, several researchers began to put forward various theories related
to the growth of conflict potential in the world politics. One of the most striking representatives of this
direction was S. Huntington with his hypothesis about the clash of civilizations (Huntington, 1993).
However, in the second half of the 1990s, the number of conflicts, as well as conflict zones in the world,
according to SIPRI, began to decrease. Thus, in 1995 there were 30 major armed conflicts in 25 coun-
tries, in 1999 - 27 in the 25 points of the globe, while in 1989 there were 36 in 32 zones (SIPRI, 2016).

It should be noted that the data on conflicts may differ depending on the source since there are no
clear criteria for what should be the “level of violence” (the number of killed and injured in the conflict,
its duration, the nature of relations between the conflicting parties, etc.) to be considered as a conflict,
not an incident, criminal disassembly or terrorist acts. For example, Swedish researchers M. Sollenberg
and P. Wallensteen define a major armed conflict as “a prolonged confrontation between the armed
forces of two or more countries, or one government and at least one organized armed group, resulting
in military action to the death of at least 1000 people, the authors call the figure of 100 and even 500
dead (Wallensteen, Sollenberg, 2001).

In general, if we talk about the general trend in the development of conflicts on the planet, most
researchers agree that after a certain period, the number of conflicts in the late 1980s and early 1990s
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began to decrease, and in the mid-1990s it continues to fluctuate by about one level. Nevertheless,
modern conflicts pose a very serious threat to humanity due to their possible expansion in the context of
globalization, the development of environmental disasters (for example, just remember the arson of oil
fields in the Persian Gulf during the occupation of Kuwait by Iraq), serious humanitarian consequences
associated with a large number refugees among the civilian population, etc. The emergence of armed
conflict in Europe at the end of the 20th century - a region where two world wars erupted and where the
density is extremely high population and where many chemical and other products are concentrated, the
destruction of which during military operations can lead to man-made disasters.

What are the causes of modern conflicts? Various factors contributed to their development. Thus,
the problems associated with the proliferation of weapons, their uncontrolled use, and the complex rela-
tions between industrial and commodity countries, while increasing their interdependence, have made
themselves felt. To this should be added the development of urbanization and migration to the cities and
many States, in particular Africa, were unprepared to those processes, the growth of nationalism and
fundamentalism as a sharpness for the development of globalization processes. It turned out to be sig-
nificant that during the cold war the global confrontation between the East and the West to some extent
“removed” the conflicts to a lower level. These conflicts have often been used by the superpowers during
their military and political confrontation, although they have tried to keep them under control, realizing
that otherwise regional conflicts could be escalated into a global war. Therefore, in the most dangerous
cases, the leaders of the bipolar world, despite the fierce confrontation between themselves, coordinated
actions to reduce tension to avoid a direct collision. Several times during the cold war such a danger, for
example, arose during the development of the Arab-Israeli conflict. Then each of the superpowers exerted
influence on “their” ally to reduce the intensity of conflict relations. After the collapse of the bipolar
structure, regional and local conflicts largely “lived by their lives”. And yet, among the large number of
factors affecting the development of conflicts in recent years, it is particularly necessary to highlight the
restructuring of the world political system, its “departure” from the Westphalian model that prevailed
for a long time. This process of transformation is associated with the nodal points in world political
development. Under the new conditions, conflicts have acquired a qualitatively different character. First
of all, the “classical” interstate conflicts, which were typical for the heyday of the state-centrist political
model of the world, practically disappeared from the world arena. Thus, according to the researchers
M. Sollenberg and P. Wallenstein, among the 94 conflicts that existed in the world during the period
1989-1994, only four could be considered as interstate (Sollenberg, Wallenstein, 2001).

In 1999, according to another author of the SIPRI Yearbook, T. B. Seybolt, only 2 conflicts among
27 were interstate (Seybolt, 2008). About the SIPRI report for 2019, “Active armed conflicts occurred
in at least 32 states in 2019: 2 in the Americas, 7 in Asia and Oceania, 1 in Europe, 7 in the Middle East
and North Africa and 15 in sub-Saharan Africa. As in preceding years, most took place within a single
country (intrastate), between government forces and one or more armed non-state group(s). Three were
major armed conflicts (with more than 10 000 conflict-related deaths in the year): Afghanistan, Ye-
men, and Syria. Fifteen were high-intensity armed conflicts (with 1000-9999 conflict-related deaths):
Mexico, Nigeria, Somalia, the Democratic Republic of the Congo (DRC), Iraq, Burkina Faso, Libya,
Mali, South Sudan, the Philippines, India, Myanmar, Cameroon, Pakistan, and Egypt. The others were
low-intensity armed conflicts (with 25-999 conflict-related deaths). The only one-armed conflict was
fought between states (border clashes between India and Pakistan), and two were fought between state
forces and armed groups that aspired to statehood (between Israel and Palestinian groups and between
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Turkey and Kurdish groups). All three major armed conflicts and most of the high-intensity armed
conflicts were internationalized”(SIPRI, 2020).

In General, according to some sources, the number of interstate conflicts has been declining for quite
a long period. However, a caveat should be made here: it is being discussed about “classic” interstate
conflicts when both sides recognize each other’s status as a state. This is also recognized by other States
and leading international organizations. In several contemporary conflicts aimed for the separation of
the territorial entity and the proclamation of a new state, one of the parties, declaring its independence,
insists on the interstate nature of the conflict, although it is not recognized as a state by the international
community. Three groups can be distinguished among them: conflicts between Central authorities and
ethnic/religious groups (groups); between different ethnic or religious groups; between state/States and
nongovernmental structure. Internal conflicts of the 1990s were called “identity conflicts” because they
were connected with the problem of self-identification. At the end of XX century - beginning of XXI
century identification is based primarily not on the state basis, and on the other, mainly ethnic and religious
factors. By the opinion of the American author J.L. Rasmussen, two-thirds of the conflicts in 1993 could
be defined as “conflicts of identity” (Yaacov, 2004). At the same time, according to the famous American
politician S. Talbott, less than 10% of the countries of the modern world are ethnically homogeneous.
This means that the emergence of the problems in more than 90% of States can be expected only on an
ethnic basis (Der Spiegel, 2008). Of course, the expressed opinion is an exaggeration, but the problem
of national self-determination, national identification remains one of the most significant. Another sig-
nificant parameter of identification is the religious factor or, more broadly, what S. Huntington called
civilizational. It includes, in addition to religion, historical aspects, cultural traditions, etc.

In General, the changing the function of the state, its inability in some cases to guarantee security and
at the same time the identification of an individual, to the extent that it was previously in the heyday of
the state - centrist model of the world, entails an increase the uncertainty, the development of protracted
conflicts that are fading, then erupt again. At the same time, the internal conflicts involve not so much the
interests of the parties but the values (religious, ethnic). For them, it is impossible to reach a compromise.

The intrastate nature of contemporary conflicts is often accompanied by a process involving at the
same time several actors (different movements, formations, etc.). And each of the participants often
comes up with their requirements. This makes conflict management extremely difficult, as it involves
the agreement of several individuals and movements. The greater the area of convergence of interests,
the greater the possibilities for finding a mutually acceptable solution. As the number of sides increases,
this area narrows. However, this does not mean that there is less interest in reaching an agreement. For
example, the presence of a global threat can lead to differences of interest becoming insignificant.

In addition to the “internal” participants, the conflict situation is affected by many external actors -
state and non-state. The latter include, for example, organizations engaged in humanitarian assistance for
the searching the missing persons in the conflict, as well as business, the media, and others. The impact
of these actors on the conflict often adds an element of unpredictability to its development. Because of
its diversity, it acquires the character of a “multi-headed Hydra” and, as a consequence, leads to an even
greater weakening of state control. In this regard, several researchers, in particular A. Minc, R. Kaplan,
K. Booth, R. Harvey, began to compare the end of the XX century with medieval fragmentation, talking
about the “new middle ages”, the coming “chaos” (Chitadze, 2016). According to such ideas, the usual
interstate contradictions are added today also due to differences in culture, values, General degradation
of behavior. States are too weak to cope with all these problems.
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The decrease in conflict management is determined by other processes too, which are going on
the level of the state, in which the conflict emerges. Regular forces, which are trained for the military
actions during interstate conflicts, are not good prepared from the military and psychological point of
view (first of all due to the conducting military operations on own territory) for the solution of internal
conflicts by force. In this case, the army is very often demoralized. In its turn, the general weakening
of the state leads to the deterioration of the financing the regular forces, which from itself includes the
danger of losing the state control over the processes, which are going on in the state, as a result of which,
the conflict region becomes somehow the “model of behavior”.

It is important to mention, that under the conditions of the internal — especially protracted conflict, it
is often is weakening not only control over the situation from the center’s side but also from the periphery
too. Leaders of the different types of movements often are not able to support during a long time the
discipline among their supporters, and field commanders go out of control, by acting the independent
actions and operations. The Armed Forces are divided into several groups, which often have a conflict
with each other. Forces, which are involved in the internal conflicts, are often disposed of by the extreme
way, which is accompanied “to go to the end by all means” for the getting the purposes through the not
necessary victims. The extreme form of extremism and fanatism leads to the using of terrorist means,
taking the hostages. Those phenomena are more often and often be accompanied the different concrete
conflicts.

Modern conflicts acquire a certain political and geographical orientation. They arise in the regions
that are more likely to be developing or in the process of transition from authoritarian regimes of state
management. Even in economically developed Europe, conflicts broke out in countries that were less
developed. Generally speaking, modern armed conflicts are concentrated primarily in Africa and Asia
and in the post-soviet space.

The emergence of large numbers of refugees is another factor complicating the situation in the con-
flict area. So, in connection with the conflict in Rwanda in 1994, this country has left about 2 million
people seemed in Tanzania, Zaire, Burundi (UN, 2005). None of these countries were able to cope with
the flow of refugees and provide them with the Essentials.

The change like conflicts from interstate to internal does not mean that their international significance
is diminished. On the contrary, as a result of the processes of globalization and the problems, inherent
in the conflicts of the late twentieth and early twenty-first centuries, the emergence of a large number of
refugees in other countries, as well as the involvement of many States and international organizations in
their settlement, or on the contrary by the involvement in the internal affairs of the independent states
to encourage the tensions, (examples are Russian policy in Georgia and Ukraine) intrastate conflicts are
becoming increasingly international.

One of the most important questions in the analysis of conflicts: why are some of them regulated
by peaceful means, while others develop into an armed confrontation? In practical terms, the answer
is extremely important. However, methodologically, the discovery of the factors in the escalation of
conflict into armed form is far to be simple. Anyway, the researchers, who try to answer this question,
usually consider two groups of factors:

° Structural factors, or, as they are often called in conflict studies, independent variables (structure
of the society, the level of economic development, etc.);

e  Procedural factors, or dependent variables (politics, which is carried out as by the conflict partici-
pants, as by the third side; the personal characteristics of the political activists, etc.).
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Structural factors are often referred to as objective and procedural factors are subjective. Here there
is a clear analogy in political science with others, in particular with the analysis of the problems of
democratization.

There are usually several phases in the conflict. American researchers D. Pruitt and J. Rubin compare
the life cycle of the conflict with the development of the plot in a play of three actions (Pruitt, Rubin,
2003). In the first, the essence of the conflict is determined; in the second, it reaches its maximum, and
then the stalemate or denouement; finally, in the third act, there is a decline in conflict relations. Pre-
liminary studies suggest the reason to suppose, that in the first phase of the conflict structural factors
“set” a certain ” threshold”, which is critical in the development of conflict relations. The presence of
this group of factors is necessary both for the development of the conflict in General and for the imple-
mentation of its armed form. At the same time, the more structural factors are expressed and more of
them are “involved”, the more likely the development of armed conflict (from here in the literature on
conflict studies very often the armed forms of the conflict development is associated with its escala-
tion) and everything is already becoming a possible field of activity of politicians (procedural factors).
In other words, structural factors determine the potential for armed conflict development. It is highly
doubtful that the conflict, and even more the armed one, arose “from scratch” without objective reasons.

Inthe second (culmination) phase, a special role is played by predominantly procedural factors, such as
the orientation of political leaders on unilateral (conflictual) or joint (negotiation) with the opposite side
of the action for overcoming the conflict. The influence of these factors (i. e. political solutions related
to the negotiations or further development of the conflict) is quite clearly manifested, for example, when
comparing the culmination points of the conflict situations in Chechnya and Tatarstan in the Russian
Federation, where the actions of political leaders in 1994 led to the armed development of the conflict
in the first case, and in the second - a peaceful way of its settlement.

Thus, in a fairly generalized form, it can be mentioned, that when studying the process of formation
of a conflict situation, first of all, structural factors should be analyzed, and when identifying the form
of its resolution - procedural.

REGIONAL AND LOCAL CONFLICTS IN THE MODERN WORLD POLITICAL MAP

In the era of the bipolar world and the “cold war”, numerous regional and local conflicts served as one
of the main sources of instability in the world, which the communist and capitalist systems tried to use
according to their interests. These conflicts led to enormous damage to the economy, social and political
development of many countries’ deaths of millions of people, especially, in the developing countries.
The establishment of a special section of Political Science - Conflict Studies enabled studying such
conflicts and the direction of the geography of conflicts appeared in the system of political geography.

After the end of the confrontation between the two systems and the ending of the “cold war”, the
number of conflicts has somehow decreased. For example, through negotiations, it became possible to
find a solution to conflicts in Southeast Asia (Cambodia), Africa (Namibia, Angola), and Latin America
(Nicaragua, El Salvador). Nevertheless, regional and local conflicts at the beginning of the XXI century
continue to threaten international security. In addition, many of them can generate a kind of terrorist
wave and spread them sometimes far beyond the conflict zones. Therefore, it can be assumed that without
understanding the nature of the conflict it is impossible to fully understand the modern political map of
the world. Therefore, we consistently consider several related issues.
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All conflicts can be divided into regional and local.

Regional conflicts, which in the modern world are quite a lot, of course, represent the greatest threat
to international security. Not being able to consider all of them, we restrict ourselves by the few examples
of such conflicts. You’ve probably already thought about the Middle East region — The Middle East
region admittedly, plays the role of the “powder keg” throughout the postwar period, which is ready
at any moment to undermine the entire system of international security. It is a sensitive nerve center
of the planet, where historically a very complex interweaving of cultures and religions got formed and
it serves not only the interests of the countries in the region but also many other countries in Europe,
Asia, and America.

At the heart of this regional conflict is the Israeli- Palestinian (and wider - the Israeli- Arab) one,
which has been in progress for more than half a century, remaining throughout this time perhaps the most
complex one attracting the world’s attention. (Mayers, David. 1998) More than one generation of Israelis
and Arabs has grown in an atmosphere of mutual hatred and incessant sharp confrontations, including
six wars between Israel and its Arab neighbors, which lasted for several years of the intifada (Arabic -
rebel). Some substantial changes for the better situation came only in the early 90s when the Palestinian
Autonomy was founded on the part of the State of Israel. But many controversial issues remain so that
a sovereign Palestinian state does not exist on the political map of the world (Gachechiladze. 2008).
This conflict got even more complicated at the beginning of 2006 after the victory at the parliamentary
elections in the Palestinian autonomy by the radical Islamist group Hamas.

Besides this basic conflict in this region, there were others, such as the one between Iraq and Iran,
leading to a bloody long war between them in the 80s between Iraq and Kuwait causing Iraq’s aggression
against Kuwait in 1990. In the remaining part of Asia, there are several regional conflicts. A long-term
conflict in Afghanistan, the stand-off between India and Pakistan in Kashmir, and the conflicts related
to the political reconstruction of the former Yugoslavia in Europe can also be included.

As to the local conflicts, i.e., relatively smaller-scale ones, they are the majority in the modern world.
The fact that very often it is difficult to make a clear distinction between regional and local conflicts
also needs to be taken into account.

The third question is the political status of the conflicts which can be subdivided into external (in-
ternational) and internal (domestic).

The Israeli - Arab conflict, the conflict between India and Pakistan in Kashmir, conflicts in Afghani-
stan and Iraq, former Yugoslavia can serve as obvious examples of the major international conflicts.
But the conflicts on ethnic grounds, for example, in Belgium or Canada, can be attributed to several
domestic ones. At the beginning of the XXI Century, 71 were interstate and 178 intrastate conflicts
(Maksakovsky. 2009).

Question four - to categorize the nature of the conflict. This approach, usually determine the violent
(armed) and non-violent conflict. Admittedly, the first of them poses the greatest threat and international
organizations monitor them carefully (Robert J. Art. Robert Jervis. 2005).

Armed (violence) conflicts, i.e., the actual “hot spots” of our planet are worth noting. The large-scale
armed conflicts are officially considered to be the ones in which the loss exceeds one thousand persons.
For example, during the conflicts in Afghanistan and Rwanda, there were millions of victims and hun-
dreds of thousands of people were killed during the civil war in Bosnia and Herzegovina (1992-1996). In
Africa, already in the post-colonial period, 35 armed conflicts were fixed, which killed a total of about
10 million people (Kegley, Blanton. 2010-2011).
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Figure 1. The state of Israel and the Palestinian autonomy
Source: https://news.antiwar.com/2012/04/23/israeli-policies-making-two-state-solution-impossible-says-palestinian-leader
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According to the Institute in Heidelberg, in 2013 the world had 45 highly violated conflicts, which
were divided into two categories. The first one mainly includes domestic wars whereas outbreaks of
serious crises of violently conflicting parties, or at least the threat of its use, constitute the second cat-
egory, including, one international (between India and Pakistan), and another domestic. The majority
of 45 armed conflicts took place in Africa and Asia, including, the Middle East (Heidelberg Institute
for International Conflict Research, Germany. 2013).

The United Nations plays a crucial role in the prevention and peaceful settlement of armed conflict.
Its main goal is to maintain peace on our planet. UN operations include peacekeeping and diplomatic
measures and the direct intervention of peacekeeping forces of the organization in the events of military
conflicts. During the existence of the UN, such “peace enforcement” action was carried out in several
countries. However, experience in the 90s showed that the mere presence of the “blue helmets” in the
conflict zone is not enough to stop the hostilities. Nevertheless, from 1948 till April 2004, overall, the
UN has established 56 operations out of which 43 have been set up since 1988. As of April 2004, there
were 14 active peacekeeping operations (United Nations, 2004) (in the Sudan and Rwanda, Israel and
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Figure 2. World's worst conflict zones
Source: https://newseu.cgtn.com/news/2021-08-24/War-and-want-How-conflict-drives-poverty-12ZzEMTXETS/index.html
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Palestine, India and Pakistan, Cyprus, Sierra Leone, etc.). At the same time, military-police forces have
been reduced. At present, 90% of them are composed of soldiers and officers from such states as India,
Pakistan, Bangladesh, Nepal rather than Western countries. At the same time, the UN Security Council
approved the concept of active peacekeeping actions, even allowing peacekeepers to use heavy military
equipment. The most ambitious and hardest of such operations have been recently carried out by them
against the rebels in DR of Congo.

It should be taken into consideration that NATO and European Union were engaged in the post-cold
war period in peacemaking and peacekeeping operations. Direct involvement of NATO in the armed
conflicts in former Yugoslavia in (1992-1995 - Bosnia, 1999 - Kosovo) can be considered as an ex-
ample of such actions (NATO Handbook. 2006). Two leading countries of the organization (USA and
UK) have overthrown the ruling of the Afghan movement “Taliban” in 2001-2002. But undoubtedly,
the biggest U.S. and U.K. military action was held in 2003 in Iraq to overthrow the dictatorial regime
of Saddam Hussein.

Additionally, the Organization for Security and Cooperation in Europe (OSCE) also has several
missions to the areas of European and non-European conflicts with military operations taking place in
a relatively recent past. The same applies to the EU, which at present is involved in the peacekeeping
operations in Bosnia, Macedonia, Georgia, etc.

The fact that non-violent conflicts are in majority in our world is to some extent misleading. Indeed,
many of these conflicts used to be “hot spots” and scenes of civil wars and terrorism. That is why they
are sometimes called hidden or smoldering conflicts that are dangerous because here the flames of war
can kindle again at any time of the accidental spark.

Self-proclaimed but unrecognized territories (quasi-) already discussed briefly serve as notable
examples of this kind. According to some estimates, the total number exceeds 120, and even 160, but
these figures are yet highly exaggerated. The formation of such states is often associated with military
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conflicts, civil wars, and occupations, which then reached a temporary, but not a final political settle-
ment (Maksakovsky. 2009).

The fifth question concerns the causes of conflict. Essentially, it is a matter of their typology, which
from the standpoint of social and economic geography, perhaps is the most interesting. Reference litera-
ture gives different opinions about this issue. However, considering it from the standpoint of the most
generalized positions three main causes of the conflict emerge territorial disputes, all sorts of internal
political differences, and the ethnoreligious nature of conflicts.

Conflicts related to territorial disputes exist in all parts of the world. In Europe, the Rock of Gibraltar
- the only remaining region of the colonial possessions serves as an excellent example of this because of
a long-lasting dispute between the UK and Spain. In Asia, there are more than 30 such disputes. There
are long-standing territorial disputes between Israel and Palestine, Turkey and Greece (over Cyprus and
the Aegean islands), Iraq and Kuwait, Iran, Saudi Arabia with several neighboring countries, India and
Pakistan over Kashmir, China, India, Vietnam, DPRK, and Japan over several islands in South-East Asia,
Russia, and Japan because of the Northern Territories (Southern Kuril Islands), etc.

Africa is famous for its territorial disputes as well. In the colonial era, metropolises conducted the
so-called bordering of their colonies without regard to ethnic boundaries. It is estimated that on the pres-
ent political map of Africa 44% of the entire length of the state border runs along with the meridians
and parallels and 30% - on a geometrically correct line (Political Map of Africa. 2013). This applies,
especially, to West Africa, where in XIX century Fulani people were divided between 12 British and
French colonies. But territorial disputes have often led to military conflicts prevailing in North Africa
(e.g., between Morocco and Western Sahara, Mauritania), East Africa (e.g., between Somalia, Ethiopia,
and Eritrea), and South Africa (e.g., between Namibia and South Africa).

In Latin America, there are about 20 territorial disputes (Dominguez. 2003) that have repeatedly led
to military action. It is enough to recall the conflicts between the UK with Argentina over the disputed
Falkland Islands, which Argentina tried to annexin 1982. Territorial disputes are also reported in Aus-
tralia and Oceania.

Let's now turn to internal political conflicts, which mostly are associated with an acute confrontation
between political parties and groups, which causes disruptions not only in the political but also in the
economic and social spheres of life. On the political map of the modern world, there are the countries
with similar political instability and armed conflict fraught can be attributed primarily to many Afri-
can countries, such as Algeria, where local Islamists are fighting with the secular state, Liberia, Ivory
Coast, Central African Republic, DR Congo, Somalia, Uganda. The political map of Asia in this group
of countries torn by internal contradictions includes Afghanistan, Nepal, Laos, and Latin America -
Colombia, Guatemala.

At the same time, many conflicts in the modern world political map take place on the ethnoreligious
ground. They are based, as a rule, on militant nationalism, which finds expression in the increasing trend
towards creating the sovereignty of the large and small ethnic communities to create their independent
states, the growing intolerance towards minorities. These centrifugal tendencies can be expressed using
the concept of separatism (from Lat. Separatus - separate), meaning the desire for isolation, separation,
i.e., obtaining by a part of the country full political independence or at least autonomy. It would be much
more advisable to regard such conflicts as separatist ones based on national-religious grounds (Joseph.
S. Nye. Jr. 2007).

Nowadays separatism has a great destabilizing effect on the entire world’s geopolitical order. This
is not surprising. The book “The Geographic Picture of the World” refers to a map of main sources of

118



Diana Khomeriki (dianakhomerikii@gmail.com Jownloaded: 3/30/2027 233158 PM

1G1 Global Flatiorm |F Address: 188.121.219.135

Conflicts in the Modern World and Their Impact on International Security

separatism, which are only 53 and which together occupy an area of 12.7 million km?2 with a population
of 220 million people (V. Maksakovsky. 2009). Some scientists connect those conflicts with the so-called
“geopolitical fault” or “buffer zones” that are characteristic of the borderland between the world’s ethnic
and cultural civilizations.

When specific countries are concerned, it is obvious that primarily multinational states, which amount
to 60 worldwide, and the states with a more or less significant number of national minorities, serve as
centers of militant nationalism, separatism, and, accordingly, ethnoreligious conflicts. (V. Maksakovsky.
2009). Conflicts in these countries are mostly complex, contradictory, and of long-term nature based on
territorial disputes and historically accumulating grievances related to national oppression, continuous
mutual alienation, and hostility (Robert J. Art. Robert Jervis. 2005).

At the first glance, it may seem odd, but separatist conflicts in the national and religious divisions
exist in the many Western States with economically advanced and democratic regimes. Europe serves
as an excellent example of this, which, for many decades, despite all efforts, has failed to achieve the
complete elimination of conflictin Northern Ireland (Ulster), where the confrontation between Catholics
and Protestants remained at least until mid-2005. A similar tendency occurs in the Basque Country where
extreme nationalists and separatists are fighting for an independent Basque state — the territory between
Spain and France and Belgium where Flemish and Walloons are arguing over the disputed territory.

Separatist conflicts on the national-religious grounds caused by the decay in the former Yugoslavia
undoubtedly occupy a special place in this region. Two of them serve as main ones. First, the conflict
in Bosnia and Herzegovina, whose population are Serbs, Croats, and Muslims and who did not want
to live in one state and after the bloody war finally the Muslim - Croat Federation and the Republika
Srpska were proclaimed, which created the two subjects of federation within one State — Bosnia and
Herzegovina. By the UN mandate, stabilization forces — consisting of 32 thousand people with a core
of NATO troops - were deployed in this country (NATO Handbook. 2006). Second, the autonomous
province of Kosovo and Metohija in the south of Serbia where 90% of the population are Muslim Al-
banians. When Yugoslavia began to disintegrate, Albanians of Kosovo proclaimed the establishment of
the independent Republic of Kosovo, which led to a civil war between the separatist forces and central
government of Serbia and then the establishment of the control on the breakaway republic by NATO
peacekeeping force - KFOR. (NATO Handbook. 2006).

It can be said that in Bosnia and Kosovo the “old peace” is established. Another striking example of
this kind of conflict in the West is a Canadian province with a predominantly French-speaking Quebec
population. This is also a long-standing conflict in which the most radical forces are in favor of the
separation of the French-speaking Quebec from federal Canada.

Developing countries serve as the main arena of conflicts with their often particularly complex ethnic
and religious composition. This primarily relates to Asia and Africa.

In Asia, such conflicts are common to all four of its sub-regions. In Southwest Asia, this is the con-
flict over Kurdistan, which is divided by political borders between Turkey, Iraq, Syria, and Iran, around
Cyprus, around Afghanistan. In South Asia - a whole series of conflicts in the most multi-ethnic coun-
try in the world - India. The conflict between India and Pakistan over Kashmir has been discussed in
connection with territorial disputes but it is an equally separatist conflict too based on ethnic-religious
confrontation with old Hindus and Muslims. Another “conflict” state of India — Punjab, settled by Sikhs
is also worth noting.

Cultural, religious and then political isolation of the Sikh community from Hinduism began in the
first half of the twentieth century. When in the middle of the century, independent states of India and
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Figure 3. Autonomous province of Kosovo and Metohija
Source: http://mapsontheweb.zoom-maps.com/post/114574543300/occupation-zones-in-kosovo
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Pakistan were founded and Punjab became part of India but at the same time, the idea of a sovereign
state Khalistan was put forward which could become a kind of buffer between India and Pakistan. Even
though this plan could not be implemented, Sikh separatists continue to insist on it making discord in
their relationship with the state. It needs to be stated in this connection that in 1984 two Sikh bodyguards

killed the Indian Prime Minister Indira Gandhi (Heywood. 1998).

Armed separatist conflicts based on ethnoreligious factors are characteristic to many other parts of
India as well as Sri Lanka. The Countries of Southeast Asia, Cambodia, Indonesia, Myanmar, and the
Philippines belong to the same list whereas, from East Asia, it is China (Xinjiang Uygur Autonomous

Region, Tibet).

There is no one sub-region on the political map of Africa where such conflicts would not occur.
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In North Africa, Sudan has already become a dangerous source of such conflicts, which is based on
the contradiction between the Nilotic peoples of the south of the country professing Christianity and
the peoples of northern Sudan, who accepted Islam. In West Africa, distinguished by a special ethnic
diversity, conflicts on the ethnoreligious basis are common to many countries, especially, Nigeria, with
a similarly highly unstable political situation. Eritrea, Ethiopia, Somalia, Uganda, Kenya, Rwanda, and
Burundi belong to the list from East Africa, in Central Africa, these are DR Congo, Angola, and in the
Southern part of Africa - South Africa. But the ethnic conflict in Rwanda undoubtedly deserves strong
emphasis. It began in 1994 and led to the genocide, which is comparable to the actions of Nazi Germany
in the occupied countries or the “Khmer Rouge” in Cambodia.

The former Belgian colony of Rwanda gained independence in 1962. However, this did not lead to
the reconciliation between the warring ethnic groups - Tutsi pastoralists and Hutu farmers. Although
Tutsis include only 15% of the population, they took practically all leadership positions in the govern-
ment. This long-running feud escalated into civil war, at the end of which in 1994the Tutsis killed 500
thousand Hutu and forced more than 2 million people to flee from the country the entire civilized world
was shaken by the violence which was accompanied by conflict (United Nations. 2004).

As aresult, we can say that it is Africa, where the name “continent of the conflicts” is firmly estab-
lished. As for the most radical solutions to this complex problem, we did not have time to put forward
proposals to reshape the political map of Africa inherited from the colonial era by creating possible
mono-ethnic states on the continent. In practice, it is quite impossible to implement. Ethnographers have
calculated that in this case, the number of states on the continent would have to increase to 200-300!
(V. Maksakovsky. 2009).

In conclusion, we can add that most of the conflicts in the post-soviet space, which, as we have already
mentioned, are also categorized on a separatist ethnic basis. In most cases, Abkhazia and Tskhinvali
District (Georgia), Transdniestria (Moldova), Karabakh (Azerbaijan) existed and still do so because of
the illegal involvement of Russia in those conflicts. As for Russia itself, North Caucasus has been and
remains the main area of such conflicts. In 2020 the world was a witness of the new war on the post-soviet
space between Azerbaijan and Armenia when Azerbaijan managed to restore control on the almost whole
territory of the country, but Russia was again involved at the last stage of the conflict as “peacekeeper”.

Hopefully, now we have the basic approaches to such a complex problem as regional and local con-
flicts on the modern world political map.

FORMS AND METHODS OF INFLUENCING THE CONFLICT WITH
THE AIM OF ITS PREVENTION AND PEACEFUL SETTLEMENT

Modern approaches to resolving conflicts largely stem from their features. At present, science and social
practice, in principle, have sufficiently developed technologies for this.

Great importance to the procedures and methods of conflict resolution attaches to the UN. The Art.
33 of Chapter VI of the United Nations Charter states: “Parties involved in any dispute, the continua-
tion of which could threaten the maintenance of international peace and security, should, first of all,
try to resolve the dispute through negotiation, examination, mediation, conciliation, arbitration, judicial
proceedings, recourse to regional authorities or agreements or other means of their choice. ”” For active
activities related to peacekeeping, the UN was noted in 1988 by Nobel Prize (UN, 2005).
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In the early 1990s, UN activity in the area of resolving and preventing open forms of conflict was
intensified and the number of its peacekeeping missions was increased. Boutros Ghali, being the UN
Secretary-General, proposed an expanded “Agenda for Peace”, which details various procedures for the
peaceful settlement and prevention of the conflicts. As a whole, in the second half of the 1990s, as well
as in the early 2000s, the UN paid great attention to peacekeeping problems. For the activities in this area,
the UN and its Secretary-General Kofi Annan were awarded the Nobel Peace Prize in 2001 (UN, 2005).

Since conflicts pose a serious threat to regional security, their settlement also lies in the focus of
attention of many regional intergovernmental organizations, including the OSCE, AU, Leagues of the
Arabic States, and others. Non-governmental organizations are also involved in resolving these issues,
for example, “Doctors without Borders” (Médecins Sans Frontieres), “International Red Cross”. Nev-
ertheless, the fact remains that the contemporary political conflicts - especially internal ones, with their
ethnic and religious component, are extremely difficult to influence. They affect the deep value and
emotional structures of the participants, therefore, as a rule, they require a long time for reconciliation.

Conflict resolution and prevention activities, depending on the situation, the nature of the threats,
and the stage of development, include the main focus of activities - from mediation and monitoring the
implementation of the agreement to military operations. Many of these technologies were developed and
introduced into the practical field at the end of the 20th century. In general, the influence to the conflict
for its peaceful end is affected by:

Preventive diplomacy
Peacekeeping
Peacemaking
Peacebuilding

Preventive diplomacy is used to prevent the conflict from entering an armed phase. It includes activi-
ties related to the “restoration of trust” between the conflicting parties: the work of civilian observers
to ascertain the facts of violation of peace, the exchange of information, etc.

Preventive diplomacy began to develop particularly intensively after outbreaks of conflict in the
the late 1980s and early 1990s, most of all in Europe, when voices were increasingly voiced in favor
of the fact that early warning and conflict prevention are most perspectives. This topic was especially
pronounced in the program “Agenda for the World”. The idea of conflict prevention found active sup-
port from politicians.

However, a specific policy regarding conflict situations in many ways remains reactive, i.e. mostly
the actions are adopted after the fact when this or other event was held - only in response to it. There
are several reasons for this.

First, there are problems associated with the Search for indicators for which we can judge potential
conflict areas. Even though the UN monitoring program for potentially hazardous areas have been de-
ployed and is being implemented, there are no clear criteria by which to predict when and where it will
arise, and in what form the next conflict will manifest itself.

Secondly, problems are justifying the need for intervention, making appropriate decisions about what
kind of actions will be taken, obtaining the necessary permits for impacts, and finally, financing of the
adopting actions. When discussing all these issues, purely psychological factors play an essential role,
in particular, the need to prevent a threat that does not yet exist.
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Figure 4. The mixed record of UN peacekeeping in South Sudan
Source: https://odihpn.org/magazine/the-mixed-record-of-un-peacekeeping-in-south-sudan/
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Peacekeeping involves ceasefire measures. This maybe the deployment of missions of military
observers, peacekeeping forces, the creation of buffer zones, as well as zones free from flights, etc.
Peacekeeping forces can be called “emergency”, “temporary”, “protective”, “separation forces” to have
different mandates defining acceptable means of achieving the goal.

Peacekeeping activities for peace protection are oriented not on the peaceful solution of the problem,
but only at reducing the severity of the conflict. It provides the separation between the conflict parties
and the limitation of contacts between them. As a result, the military actions of the participants become
difficult. However, during the underline the analogies with medicine, then peacekeeping efforts are more
focused on alleviating the symptoms of the disease than on its treatment.

There are several other issues and limitations. Thus, peacekeeping forces cannot be brought in without
the permission of the state, on whose territory they should be sent, and the host state, in its turn, may
perceive this as interference in its internal affairs.

Another question is what should be the composition of the forces being introduced for their actions
to be perceived as neutral, rather than supporting one or another side in the conflict. The activity of the
forces being introduced is limited by their mandates. As a rule, they have no right to pursue the attacker.
As a result, peacekeepers themselves often become a kind of target.

Peacemaking involves procedures, related to the organization of the negotiation process and the
implementation of mediation efforts by a third party to find mutually acceptable solutions. Here it is
important that, unlike peacekeeping, peacemaking activities should be directed not only at reducing the
level of the confrontation between the parties but also to solve the problem peacefully, which would
satisfy the conflicting parties.

The result of peacemaking activities is not always the resolution of contradictions. The parties are
sometimes forced to sign agreements, knowing that the continuation of the conflict at this stage becomes
impossible. In this case, one or the other side may not strive to implement them. In this case, guarantees
of the implementation of agreements are often required. The third - party involved in the mediation
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often becomes such a guarantee. For example, within the agreements signed between Israel and Egypt
in 1979, the role of mediator was taken by the United States.

Another problem related to using the measures to influence the conflict in the framework of peace-
making is that all negotiating means are focused on the rational behavior of the conflicting parties. In
real conditions, the participants in the conflict are inclined to be unpredictable, even irrational actions,
up to “suicidal steps” and emotional reactions.

Finally, the problem exists in the fact that actions to preserve peace are aimed at working with the
leaders of the conflicting parties. The level of mass consciousness and behavior is not affected here.
Therefore, after reaching agreements, outbreaks of violence often occur (UN, 2005).

Peacebuilding means the active involvement of a third party in a post-conflict settlement. This may be
an activity aimed at preparing elections, managing territories until full restoration of peaceful life, transfer
of power to local authorities, etc. In the framework of peacebuilding, measures are also being taken to
reconcile the conflicting parties. The great importance has economic development, the development of
the projects involving the cooperation of former adversaries (as was in the case, for example, after the
end of the Second World War in western Europe). In addition, peacebuilding includes educational work,
which is also aimed at reconciling the participants, the formation of tolerant behavior.

In addition to these concepts, in the literature related to the conflicts, one can often encounter others,
including such as “peacekeeping operations” or “peace support operations” or missions. In principle,
all terms are close to each other, although they do not always coincide. For example, the concept of
“peacekeeping operations” is mainly used in NATO documentation (NATO, 2006).

In connection with the intensive development of the practice of influencing the conflicts by the end
of the 20th century, the term “peacekeeping operations of the second generation” has been appeared.
It suggests a wider range of third-party participation in the conflict and using various means, includ-
ing the use of naval forces and aviation. At the same time, military operations began to be carried out
without the consent of the state in which the conflict arose, as was in the case for example, in the former
Yugoslavia. This practice has been called “peace enforcement” and is rather ambiguously perceived by
various states, politicians, movements, etc.

Other terminologies have also been established in the scientific literature, particularly: conflict
prevention of the open-armed forms of conflict, accompanied by violent actions - wars, riots, massive
disorders, etc. conflict management, is aimed at reducing the level of hostility in the relations of the par-
ties, which implies mediation and negotiations procedures: conflict resolution, is focused on eliminating
their causes, the formation of a new level of interrelations between participants.

Two groups of concepts, having been distributed in the scientific research and practice of conflict
resolution and prevention, are two close areas, which M. Lund called the “C-series” and the “P-series”,
respectively, by which the scientific terminology begins with the concept of “conflict “, but in practice,
usually with the “peace” (Lund, 2002). In recent years, both fields have been increasingly influencing
each other. As a result, there is often confusion in terms of terminology.

The practice of conflict resolution at the end of the XX century created also the problem, which is
connected with the humanitarian influence on the conflict situation. In the framework of modern conflicts
suffers first of all civilian population (from 80 till 90%), including the lacking of food, medicines, warm
clothes, housing, etc. (Chitadze, 2016). In this regard, it is often existing the question of the emergence
of a humanitarian catastrophe and the necessity for humanitarian aid.

At the same time, the humanitarian impact on the conflict situation became in some cases to be imple-
mented without the consent of the state in which the conflict arose, which has created a legal problem.
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The essence of the discussions is to review does it represent the interference in the internal affairs of the
state? If the answer is positive, then there are other questions. How to deal with human rights? What
to do if, in a conflict situation, the state violates the rights of the civilian population conducts ethnic
cleansing, and by this way creates problems not only within its own country but also for its neighbors
because of the flood of refugees rushing towards them? In the framework of existing standards, those
problems are solved in an extremely difficult way.

Important in the practice of conflict resolution of 1990-2000 and the beginning of the XXI century
has become the fact, that many participants are simultaneously connected to this process. In traditional
diplomacy, the conflict’s resolution is involved states and intergovernmental organizations — the so-
called first line of diplomacy — Track-I Diplomacy, or official diplomacy.

In addition, non-governmental organizations and individuals (for example, former political activists,
famous writers, scientists) also, take part in resolving the conflicts. This practice of unofficial diplomacy
has gained the name of “second direction of diplomacy” - Track-1I Diplomacy (Chitadze, 2016).

Such multiple impacts correspond to the current realities of varicosity of the conflicts, the multiplic-
ity, and heterogeneity of their participants, as well as the general trend associated with the activation of
non-state actors. It is known that different structures of the conflict require different involvement, and
through many channels: unofficial participants are often more effectively affected by unofficial ones,
and official agents, as a rule, are influenced by official mediators.

The activities of the non — governmental organizations under the conditions of the conflict can be
extremely various. Itincludes the delivery of humanitarian aid concretely to those people, who especially
suffered as a result of the conflict, collection of information about the real situation in the conflict zone,
and mediation in the establishment contacts (both: officials and non-officials) to decrease the tensions
between conflict participants and introduction of the educational programs, the main purpose of which
is the change the orientation of the people — from the conflict behavior toward finding the agreement.
Another activity of the non-governmental organizations is directly connected with the restoration of
the different types of infrastructure, which has been damaged as a result of the military operations,
particularly — the restoration of the communication means and providing the population in the conflict
or within the post-conflict stage with food, water, etc.

Nongovernmental organizations mostly are oriented on making the influence on the mass level,
which is very important for internal conflicts. They usually establish good and close relations with the
various target groups of the local population. At the same time, NGO-s themselves on the level of mass
understanding are considered in many cases as more neutral and independent mediators in comparison
with governmental structures.

Working with the masses, nongovernmental organizations possess rather detailed information from
the conflict places. For the official mediators, due to the smaller number of their representatives and
other reasons are more difficult to collect such type of information.

However, activities in the framework of the second direction of diplomacy have a list of limitations.
Sometimes the advantages, which are possessed by unofficial mediators, turn to weakness.

Thus, to work with the concrete people in the determined region and gain from their information, the
representatives of the non-official diplomacy often cannot see the real picture as a whole. Even more,
the information is not always checked by them out, and in some cases, some information is damaged.

Another limitation of the second direction of diplomacy represents the fact, that its representatives
are not always well-prepared from the professional point of view. The nongovernmental organizations
often go and are involved those people, who really want to help the people but they do not always have
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enough knowledge and skills. For example, the realization of the functions, which are connected with
the psychological rehabilitation of the people in the conflict zones, requires special preparation in the
field of psychology. One NGO-s pays the necessary attention to the professional preparation of their
staff, who are based on the principle of Hippocrates “Do not damage!”, when others ignore it, which
creates difficulties during the involvement of such organizations, and individuals toward the conflict
resolution process.

Causes several difficulties also the multiplicity of participants in this process. One of the main prob-
lems is coherence. Otherwise, activity may even cause an increase of hostile relations or give reason
to new conflicts. The fact is that third parties act in conflict on the basic principles and norms that do
not always coincide and sometimes contradict each other. This entails the development of conflicts,
which is especially characterized by the non-state actors. For example, former Vice-President of the
world’s largest non-governmental organizations “world vision” A.S. Natsios gives an example of the
spread of humanitarian assistance during the conflict (Rwanda 1994) in neighboring villages by various
non-governmental organizations. In one humanitarian aid was provided for everyone while in a nearby
village, another non-governmental organization delivered humanitarian aid only under the condition of
participation in a project to be focused on reducing tensions. As a result, there was a conflict between
the residents of these villages (Natsios, 2012).

A special issue is a relationship of non-governmental organizations with official structures. These
contacts are not always easy to establish. Official authorities often try to limit the activities of non-
governmental organizations in a conflict zone, considering it, if the NGO is international, as interference
in internal affairs. The question of whether non-governmental organizations should be able to remain
neutral in a conflict is far from to be a simple one. With this problem are faced even such famous and
large organizations, as the International Red Cross.

In particular, in the 1960s, the French activist of the organization R. Bernard Kushner, the founder
of the “doctors without borders” movement, spoke out against the principle of the neutrality of non-
governmental organizations in a conflict situation (Chitadze, 2016). His arguments boiled down to the fact
that under conditions of an accomplished genocide, humanist-oriented organizations cannot be neutral.

However, the abandonment of the principle of neutrality by all non-governmental organizations can
generally block access to humanitarian aid through non-governmental channels for those, against whom
the genocide was committed since the official authorities simply will not allow its delivery.

Another problem is the interactions of governmental and non-governmental structures to resolve the
conflict.

Such contacts are necessary. And in this regard, the increasing popularity acquires a new direction
of practice, which receives theoretical understanding as Multi-Truck diplomacy.

This meaning itself proposes the cooperation by the representatives of the official diplomacy with
those, who are involved in the presented activity in the framework of the second direction of diplomacy.
Multidirectional diplomacy represents itself not only the merger of two directions, but only joining to
them the business structures, private persons, research and educational centers, religious activists, lo-
cal activists, lawyers, philanthropic organizations, representatives of the mass-media means, and also
dividing the functions among them.
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CONCLUSION

The emergence and development of an international conflicts are associated not only with the objective
contradictions arising in relations between states but also with such subjective factors as the foreign
policy of the states themselves.

The conflict is provoked, “prepared”, and resolved precisely by the deliberate purposeful the foreign
policy of states, but such a subjective factor as the personal characteristics and qualities of politicians
involved in decision-making cannot be ignored.

Sometimes personal relationships between leaders can have a significant impact on interstate rela-
tions, including the development of conflict situations.

Political science and practice of international relations know different types and types of international
conflicts. However, there is no single typology of international conflicts recognized by all researchers.
The most common classification of international conflicts is their division into symmetric and asym-
metric. Symmetrical conflicts include those that are characterized by approximately equal strength of
the parties involved. Asymmetric conflicts are conflicts with a sharp difference in the potential of the
conflicting parties.
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KEY TERMS AND DEFINITIONS

Alliances: Coalitions that form when two or more states combine their military capabilities and
promise to coordinate their policies to increase mutual security.

Armed Aggression: Combat between the military forces of two or more states or groups.

Arms Control: Multilateral or bilateral agreements to contain arms races by setting limits on the
number and types of weapons states are permitted.

Arms Race: The buildup of weapons and armed forces by two or more states that threaten each other,
with the competition driven by the conviction that gaining a lead is necessary for security.

Bandwagoning: The tendency for weak states to seek alliance with the strongest power, irrespective
of that power’s ideology or type of government, in order to increase their security.

Civil Wars: Wars between opposing groups within the same country or by rebels against the gov-
ernment.

Cold War: The 42-year (1949-1991) rivalry between the United States and the Soviet Union, as
well as their competing coalitions, which sought to contain each other’s expansion and win worldwide
predominance.
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Conciliation: A conflict-resolution procedure in which a third party assists both parties to a dispute
but does not propose a solution.

Conflict: Discord, often arising in international relations over perceived incompatibilities of interest.

Coup d’etat: A sudden, forcible takeover of government by a small group within that country, typi-
cally carried out by violent or illegal means with the goal of installing their own leadership in power.

Covert Operations: Secret activities undertaken by a state outside its borders through clandestine
means to achieve specific political or military goals with respect to another state.

Crimes Against Humanity: A category of activities, made illegal at the Nuremberg war crime trials,
condemning states that abuse human rights.

Crisis: A situation in which the threat of escalation to warfare is high and the time available for mak-
ing decisions and reaching compromised solutions in negotiation is compressed.

Decolonization: The achievement of sovereign independence by countries that were once colonies
of the great powers.

Détente: In general, a strategy of seeking to relax tensions between adversaries to reduce the pos-
sibility of war.

Disarmament: Agreements to reduce or destroy weapons or other means of attack.

Diversionary Theory of War: The hypothesis that leaders sometimes initiate conflict abroad as a way
of increasing national public attention away from controversial domestic issues and internal problems.

Ethnic Cleansing: The extermination of an ethnic minority group by a state.

Ethnic Groups: People whose identity is primarily defined by their sense of sharing a common
ancestral nationality, language, cultural heritage, and kinship.

Ethnic Nationalism: Devotion to a cultural, ethnic, or linguistic community.

Ethnicity: Perceptions of likeness among members of a particular racial grouping leading them to
prejudicially view other nationality groups as outsiders.

Failed States: Countries whose governments have so mismanaged policy that their citizens in rebel-
lion, threaten revolution to divide the country into separate independent states.

Genocide: The attempt to eliminate in whole or in part, an ethnic, racial religious or national minor-
ity group.

Hard Power: The ability to exercise international influence by means of a country’s military capa-
bilities.

Humanitarian Intervention: The use of peacekeeping troops by foreign states or international orga-
nizations to protect endangered people from gross violations of their human rights and from mass murder.

Imperialism: The policy of expanding state power through the conquest and or military domination
of foreign territory.

International Aggression: killing others that are not members of one’s own species.

International Court of Justice (ICJ): The primary court established by the United Nations for
resolving legal disputes between states and providing advisory opinions to international agencies and
the UN General Assembly.

International Criminal Court (ICC): A court established by the UN for indicting and administering
justice to people committing war crimes.

International Criminal Tribunals: Special tribunals established by the UN prosecute those respon-
sible for war time atrocities and genocide bring justice to victims and deter such crimes.

Intraspecific Aggression: Killing members of one’s species.
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Irredentism: A movement by an ethnic national group to recover control of lost territory by force
so that the new state boundaries will no longer divide the group.

Jus in Bello: A component of just war doctrine that sets limits on the acceptable use of force.

Just War Doctrine: The moral criteria identifying when a war may be undertaken and how it should
be fought once it begins.

Just War Theory: The theoretical criteria under which it is morally permissible or just for a state to
go to war and the methods by which a just war might be fought.

Mediation: A conflict-solution procedure in which a third party proposes a nonbinding solution to
the disputants.

Military Intervention: Over or covert use of force by one or more countries in order to affect the
target counties government and policies.

Military-Industrial Complex: A combination of defense establishments, contractors who supply
arms for them and government agencies that benefit from high military spending which act as a lobbying
coalition to pressure governments to appropriate large expenditures for military preparedness.

Nation: A collectively whose people see themselves as members of the same group because they
share the same ethnicity, culture, or language.

National Character: The collective characteristics ascribed to the people within a state.

National Interest: The goals that states pursue to maximize what they perceive to be selfishly best
for their country.

National Security: A country’s psychological freedom from fears that the state will be unable to
resist threats to its survival and national values emanating from abroad or at home.

Nationalism: A mindset glorifying a particular state and the nationality group living in it which sees
the states interest as a supreme value.

Neocolonialism (Neo Imperialism): The economic rather than military domination of foreign countries.

Negotiation: Diplomatic dialogue and discussion between two or more parties with the goal of re-
solving through give- and-take bargaining perceived differences of interests and the conflict they cause.

Neutrality: The legal doctrine that provides rights for the state to remain nonaligned with adversar-
ies waging war against each other.

Non-Aligned States: Countries that do not form alliances with opposed great-powers and practice
neutrality on issues that divide great powers.

Nonlethal Weapons: The wide array of soft kill low- intensify method of incapacitating an enemy’s
people, vehicles, communications system, or entire cities without killing either combatants or non-
combatants.

Nonproliferation Regime: Rules to contain arms races so that weapons or technology do not spread
to states that do not have them.

Pacifism: The liberal idealist school of ethical thought that recognizes no conditions that justify the
taking of another human’s life even when authorized by a head of state.

Peace Building: Post-conflict actions predominantly diplomatic and economic that strengthen and
rebuild governmental infrastructure and institutions in order to avoid renewed recourse to armed conflict.

Peace Enforcement: The application of military force to warring parties or the threat of it normally
pursuant to international authorization to compel compliance with resolutions or with sanctions designed
to maintain or restore peace and order.

Peace Operations: A general category encompassing both peacekeeping and peace enforcement
operations undertaken to establish and maintain peace between disputants.
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Peaceful Coexistence: Soviet leader Nikita Khrushchev's 1956 doctrine that war between capitalist
and communist states is not inevitable and that inter - bloc competition could be peaceful.

Peacemaking: The process of democracy mediation negotiation or other forms of peaceful settlement
that arranges an end to a dispute and resolves the issues that led to conflict.

Preemptive War: A quick first strike attack that seeks to defeat an adversary before it can organize
an initial attack or a retaliatory response.

Realism: A paradigm based on the premise that world politics is essentially and unchangeably a
struggle among self-interest states for power and position under anarchy, with each competing state
pursuing its own national interest.

Refugees: People who flee for safety to another country because of a well-founded fear of political
persecution, environmental degradation, or famine.

Xenophobia: The suspicious dislike disrespect, and disregard for members of a foreign nationality
ethnic or linguistic group.

Zero-Sum: An exchange in a purely conflictual relationship in which what is gained by one com-
petitor is lost by another.
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ABSTRACT

New paradigm and military and hardware variables and political, economic, socio-cultural, and environ-
mental components are considered factors that can act as a threat to the international security. Climate
change is one of the most important and complex international challenges in the age of globalization.
These small changes in global warming could pose a potential risk to global climate change. Our lives
today depend on climate change. In the international arena, the effects of these threats are gradually
observed in the relations between the countries. The Darfur War, for example, can be considered the
first conflict in the field of climate change. In addition to social tensions, these threats will lead to politi-
cal unrest and violent conflicts. This issue is recognized as a threat to international peace and security
beyond the international agendas in the framework of the UN Framework Convention and the Secretary-
General’s follow-up and United Nation Bureau of Climate Change.

INTRODUCTION

The rupture of the ozone layer and the greenhouse problem, one of the most important concerns of govern-
ments in the modern era, is a threat that endangers human health in Korea in the same and comprehensive
way. This issue can no longer be raised in the form of the previous two periods. The study of security in
this regard is equally proposed for all nations. This will result in global warming, including rainforests,
acid rain, and toxic waste from the air, sea, and soil. The 11992 World Summit with the United Nations
in Rio de Janeiro, Brazil, with the participation of 178 countries, endorsed this(Bjornsdoéttir, 2013).
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The summit warned that the environment is a macro-policy in line with the international economy,
national security. The summit helped shift the focus from unilateral security to multilateral security,
meaning that unilateral and uncoordinated actions by countries are relatively useless, meaning that each
country needs the cooperation of others to protect its environment. Two important aspects of environ-
mental security are: 1) Changing natural human habitat, including global warming, ozone depletion, and
the destruction of equatorial rainforests. 2) Pollution, including acid rain, toxic waste, and other air, sea,
and soil pollution forms. The purpose of security here is to preserve the earth’s physical environment
and prevent situations that endanger the survival and quality of human life(Conway, 2010).

Both aspects of environmental security are closely related. Security problems in terms of pollution
are more immediate for governments and their leaders, although in developed countries the issue of pol-
lution is a high priority, the countries of the world are still at risk of another type of pollution.

Human life requires relatively constant climatic conditions. Humans upset the earth’s energy balance
by consuming energy from fossil fuels and over-producing greenhouse gases. Today, most aspects and
areas of human life are affected by the increase of greenhouse gases. This increase has caused the earth’s
temperature to rise over the past century, and we expect to have an increase of 2 to 11.5 Fahrenheit over
the next 100 years(Conca et al., 2017).

These small changes in the earth’s temperature could pose a potential risk to global climate change.
Our lives today depend on climate change. In the international arena, it can be seen that over time, the
effects of these threats on relations between countries can be seen as an example of the Darfur War,
which can be considered as the first conflict in the field of climate change. In addition to social ten-
sions, these threats will lead to political unrest and violent conflict. The combination of this increase in
temperature and the changes that have taken place in the international climate is called climate change.
Therefore, climate change is defined as a change in a place’s climatic conditions and characteristics in
the long run (Conca et al., 2016). Of course, international climate change regimes have different views
on the definition of climate change; On hand; according to Article 2, paragraph 1, of the United Nations
Framework Convention on Climate Change, “Climate change” is a change that directly or indirectly
as a result of human activities, leads to changes in global atmospheric composition. These changes
are different from natural changes in climate that are observed in similar periods. Used when it results
from natural change or human activity (Edenhofer et al., 2011). From this point of view, climate change
has recently emerged as a combined result. Reaching an agreement through ambitious action to tackle
climate change is critical to human progress in the 21st century. Several steps have been taken in this
regard worldwide; In a way, the largest international body, the United Nations and the Security Council,
as its security pillar, has also put this issue on its agenda as a threat to international peace and security.
The emergence of these works and the increasing importance of the subject raises many questions in
mind: can we reduce the risks of these changes? Despite a scientific consensus among scientists, is this
consensus specific to climate change among world politicians? Do the strategies and actions taken by the
United Nations fit the current needs of human societies? What is the main challenge of the UN and the
international community in terms of climate change? Can the Security Council take key steps to reduce
climate change in the future? If, outside the United Nations, states do not take basic measures; Can the
UN and the Security Council force states to comply with global climate change standards?

But the present Chapter seeks to answer the key question: What has the United Nations, as the Inter-
national Peace and Security Agency, done so far in dealing with these threats? In answer to the above
question, we can say that we can hope for the solution to this problem, considering the actions taken by
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the United Nations, including the Secretary-General. But how fruitful these works have been question-
able, and the need for more effective action is felt.

CLIMATE CHANGE IMPACTS
Greenhouse Gas Impact on Global Warming

Greenhouse gases include water vapor, carbon dioxide, ozone, troposphere, methane, nitrogen oxides,
and industrial gases (halocarbons), which are present in the earth’s atmosphere except for industrial
gases and are naturally the result interaction. They create less than one percent of the earth’s atmosphere.
This amount of gas naturally maintains the earth’s temperature under favorable conditions to create a
greenhouse effect. As a result of increasing greenhouse gas emissions and increasing the concentration
of these gases in the earth’s atmosphere over the past 100 years, the sea level has increased by 10 to 20
centimeters (Dodds & Sherman, 2009). This increase is due to the warming of the planet earth. The
earth’s average temperature has warmed by 1.4 degrees Fahrenheit over the past century and is expected
to reach 2 to 11.5 degrees Fahrenheit in the next 100 years.

The earth has also experienced a temperature increase of 0.74°C since 1900 due to an increase in
greenhouse gases, although 70% of this increase occurred during the years 1970 to 2004. This increase
will continue on a large scale for decades to come. According to the International Board of Climate
Change studies, by 2100, the average global temperature will reach from 1.1 °C to 6.6 °C.

(Gupta, 2009). In the meantime, human activities have released large amounts of carbon monoxide
and greenhouse gases into the atmosphere over the past century. These measures have been taken through
fossil fuels for energy supply, deforestation, change of industrial and agricultural practices.

These small changes in global temperature can pose a potential risk to global climate change. Evi-
dence shows. Climate changes accompany temperature changes. Oceans and glaciers have undergone
many changes. The oceans are getting hotter and more acidic, glaciers are melting, and water levels are
rising. Other effects include warmer seawater, more evaporation, and changes in the marine food net-
work. Rising sea levels lead to unforeseen events such as severe hurricanes, submerging many coastal
settlements, especially in island countries. Devastating floods and hurricanes, severe droughts, heavy
rains, mass migration, and huge social and economic damage are other phenomena that global warming
could challenge human society in the future.

Social Effects of Climate Change at the International Level

Climate change has been recognized internationally as one of the most important and complex chal-
lenges of the 21st century. Most aspects and areas of human life have been affected by these changes.
Biodiversity, agriculture, drinking water resources, industry, health, and many other aspects of civilized
human life have been affected by this factor. The increase in greenhouse gas emissions and the impact of
climate change at the international level have raised fundamental questions. Of course, in recent years, the
understanding of these changes has improved globally. Degradation of nature and increasing pressures
on the environment have led to an increase in the formation of relevant conventions and agreements in
climate change. But successive droughts, floods, and hot air, which can be expected to intensify with
climate change, have displaced millions and reduced food supplies(Hagen, 2016).
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Changes in rainfall, humidity, and temperature changes have led to biodiversity, ecosystems and
personal hygiene, and lifestyles.

Other effects of climate change include rising sea levels and global warming, floods, and possible
drowning in low-lying coastal areas, putting countries in the South Pacific and coastal areas of Asia atrisk.

With these changes and the loss of landmass, the forced migration of refugees of climate change will
occur, and the Security Council considers this migration a threat to international peace and security and
considers this issue a prelude to ethnic and civil wars. Climate change is also reducing water resources
and reducing rainfall, affecting agricultural production and creating food poverty. The UN Environment
Program in Sudan’s environmental assessment blames climate change and environmental degradation
for some of the conflicts in Darfur. These changes have led to drought and desertification, which has
also led to conflicts. These threats are increasing day by day and endangering international peace and
security, which is the danger of water war (Sicurelli, 2016).

Another effect is political destabilization, which is likely to result in climate change in neighboring
countries. Especially the negative effects of what we have seen and will happen in the future. These
impacts have been described in urban areas of developing or less developed countries with the highest
population concentrations and high risks. Climate change is also addressed concerning human rights
and the rights of nations and is the basis for the threat of access to drinking water, access to adequate
housing, and the basis for the sovereignty of UN member states (Tayebi & Zarabi, 2018). Among these,
climate change, which is a serious global threat, is of great importance, referred to as “soft threat” (Gupta,
2009), and has transboundary and trans-regional effects, for example, in the Horn of Africa. It is obvious.

Transcontinental influences are also on the rise; for example, these changes have increased migration
from Africa to Europe. Coastal cities are often directly vulnerable to environmental events and pres-
sures, with economic and political consequences at the national level. Although the destructive effects
are immediate, the damage will become apparent over time. Indigenous peoples’ dependence on natural
resources will increase their poverty. Although attention has recently shifted to cities, analysis shows
that we have little information on systems in the process of warming, identifying high-risk areas, recog-
nizing the link between climate change and urban poverty, and formulating and approving action plans.

The effects of climate change are not the same in all parts of the world. The world’s poorest countries
play the least role in greenhouse gas emissions and are paradoxically most affected by this phenomenon.
That is why special funds have been allocated to help developing countries respond to the effects of
this phenomenon. In such a phenomenon, structurally and economically weaker countries have a high
degree of vulnerability(Kendall, 2012).

Evolution of International Debates on Climate Change

Many actions have been taken internationally on climate change in various circles, which we will briefly
mention as: at the first Geneva Conference on Climate Change in 1979, it was pointed out as an absolute
urgency at the international level that it wanted to anticipate climate change in most states. At the same
time, the World Climate Program, in cooperation with the World Meteorological Organization and the
Environment Program of the United Nations, and the International Council of Scientific Unions, was
launched. Several intergovernmental conferences on climate change also followed. In 1988, the 46-nation
Climate Change Conference was held in Toronto, with the need to develop a convention framework to
protect the climate. In 1988, the World Meteorological Organization and the United Nations Environment
Program established the International Climate Change Board to assess the totality and speed of change,
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its effects, and coping strategies. In 1990, the Second World Climate Conference and the International
Atomic Energy Agency requested a treaty on climate change. Subsequently, the General Assembly’s
negotiations on a framework convention began. At the Ground Summit in Rio de Janeiro in 1992, the
United Nations Framework Convention on Climate Change was signed for ratification at the same time
as the United Nations Convention on Biological Diversity and the United Nations Convention to Combat
Desertification. The United Nations Framework Convention on Climate Change was implemented in
1994, and its Secretariat was established to support the Convention. The Kyoto Protocol was formally
adopted in December 1997 and implemented in 2005. Industrialized countries and those with a market
economy (192 countries) are committed to reducing emissions by 2.5 percent during the years 2008-2012
(known as the first period)(Kelsen, 2000).

In 2001, the Morocco Agreement, together with the details of the implementation of the Protocol, was
adopted by the members of the conference, which included the adjustment of new financial instruments
and programs and the establishment of a technology transfer framework.2007 Bali roadmap was set. In
2010, the Cancun Agreements and the 2011 Durban Agreement were adopted. The 2012 amendment
includes two: 1. New commitments were adopted for the annex members to the Kyoto Protocol to agree
on commitments during the commitment period from 2013 to the end of 2020; 2. Members must report
arevised list of greenhouse gases in the second commitment period; 3. Amendments were made to sev-
eral articles of the Protocol relating to the first Commitment Period and those which need to be updated
for the Second Commitment Period. The Warsaw Pact in 2013 and the Lima Summit in Peru in 2014.
In 2015, the Paris Agreement was reached to achieve the Sustainable Development Goals as a roadmap
to reduce greenhouse gas emissions and create flexibility for climate change(Norouzi & Ataei, 2021).

Intergovernmental Panel on Climate Change

The Climate Change Mission was established in 1988 by the United Nations Meteorological Agency and
the United Nations Environment Program. Its main purpose was to study scientific, technical, social, and
economic information related to climate change due to human activity, the potential effects of climate
change, and options for mitigation and adaptation. The board has submitted four evaluation reports,
guidelines for the developed method for the national greenhouse gas inventory, special reports, and techni-
cal articles. The board has three working groups and a special executive force(Norouzi & Ataei, 2021):

e  The first working group that studies the science of climate change.
e  The second working group examines the adaptation, effects, and adaptation to climate change.
e  The third working group examines the reduction of greenhouse gases.

The Special Task Force (TFI) checks the national greenhouse gas inventory.

The Executive Task Force was formed in 1998 by the Climate Change Board for its fourteenth meet-
ing to oversee the GHG inventory program. This program has been carried out since 1991 by the first
working group of the delegation, which worked closely with the Organization for Economic Cooperation
and Development and the International Energy Agency. The objectives of this special force are to develop
and improve the internationally agreed method and software for calculating and reporting the emissions
of national greenhouses and eliminating them. Encourage the widespread use of this method by States
Parties to the UN Security Council and the signatories of the United Nations Framework Convention on
Climate Change in 2007 and implement the UN Joint Action Plan. Gore was awarded the former Vice
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President of the United States. In this regard, the head of the UN Environment Program stated that the
award shows that climate change is very important for international peace and security. He went on to
say in a statement that the Nobel Peace Prize Committee today made it clear that combating climate
change is a fundamental policy for peace and security in the twenty-first century (Pachauri et al., 2014).

UNITED NATIONS ACTIONS
Evolution of the Concept of International Peace and Security

In the past, international security was often defined as military security. Still, after the conclusion of
the Peace and Reconciliation Treaty in 1648 and the formation of the nation-state system, the concept
of national security was introduced in international relations. Bring the arena to life. This issue is now
defined in political, military, economic, and social dimensions.

Due to the limited nature of the concept of peace, the concept of international security was also limited
in the past and did not go far beyond the borders of states, and was based on states’ national security.
Therefore, the independence and national sovereignty of governments were considered the mostimportant
element of international security. From this point of view, governments were considered both the main
source of threat and responsible for establishing security, and the provision of international security was
also dependent on the provision of national security. But with the onset of globalization, international
security gradually lost its Westphalian connotation. They were also considered the source of many threats
to non-state actors and other factors and individuals. The threats also extended from the military to other
political, economic, social, and environmental dimensions. Population growth, uncontrolled migration,
poverty development, environmental degradation, and global warming are among the threat factors in
the contemporary world. In this context, Buzan examines security threats in five dimensions(Saul, 2009):

A) Political threats; According to him, political threats at the domestic level are related to issues such
as lack of democracy and instability of governments. At the international level, the anarchist structure
of the international system is considered to be threatening.

B) economic threats; He believes that poverty and the development of orthodoxy are the most impor-
tant challenges of the economy, which in many cases exacerbates the mismanagement of their domestic
political order.

) social threats; He says social and cultural threats are often rooted in economic factors. Problems such
as illegal immigration, illiteracy, drugs, and organized crime are challenges that can lead to insecurity
and the threat of peace.

D) military threats; Military threats have long been considered a threat to international peace and
security. Today, the production and proliferation of weapons of mass destruction and land disputes be-
tween countries have added to these threats.

R) Environmental threats: According to him, global warming, piercing of the layer of climate change,
the gradual decline of forests, especially rainforests, drought and shortage of fresh water, coal, and alu-
mina, alumina. Many of them are threats that may not be the cause of military threats soon.

Many countries have put these changes on their security agenda and given them a special place in
their foreign policy. In the text of the United States National Security Strategy in 2015, climate change,
among other things, is introduced as one of the new security threats. The High-Level Commission on
Threats, Challenges, and Changes, set up by the UN Secretary-General to redefine the concept of inter-
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national peace and security, also identified environmental erosion and analysis as a potential threat to
international security (Sicurelli, 2016). In the Board Report, climate change was identified as one of the
greatest environmental challenges currently facing the international community. As we have mentioned,
peace is not the same as non-military confrontation, but climate change and other new factors are seen
as a threat to international peace and security. In this view, even interference in the internal affairs of
governments is not only not illegal but is considered a precondition for international peace and security.
Based on such an interpretation of international peace and security, the Security Council has identified
climate change as a threat to international peace and security. In addition, the Security Council has
considered the destruction of the environment, terrorism, and even AIDS as new threats to international
peace and security (Sindico, 2007; Norouzi et al., 2021). In the international arena, it can be seen that
the effects of these threats on relations between countries are gradually being seen. For example, the
Darfur war can be considered as the first conflict in the field of climate change, which was started by
the late UN Secretary-General Ban Ki-moon as: “The root of this drought war is the lack of arable land
and water (Saul, 2009)”.

Security Council and its Authority to Address Climate Change

In carrying out its principal function under Article 24 (1) of the Charter, the Security Council expressly
respects international peace and security maintenance. The special powers conferred on the Security
Council by Chapters 6, 7, 8, and 12 for the performance of the said tasks. The Security Council acts
as a mediator within the framework of Chapter Seven. The drafters of the Charter deliberately did not
define peace violations and threats of peace as aggression and provided the Security Council with the
determination of each of these situations. The practice of the Security Council also confirms that it
considers itself a competent body in determining and identifying threats to peace, breaches of peace
and acts of aggression and considers it it’sright. But in recent years, the Security Council has adopted
a broader interpretation of international peace and security, raising the question of the extent of the
Security Council’s powers. Is this council bound to determine the threat in compliance with the rules
and regulations of international law, or how is there no restriction on the violation of the peace and the
threat to peace? However, according to one view, the Security Council has no restrictions on the per-
formance of its duties under Chapter VII, and the recognition of the Security Council is not bound by
international law (Schachter, 1951).

However, efforts to coordinate peaceful international cooperation between governments are not new.
The tools available to the Security Council are appropriate to improve the effectiveness of climate crisis
intervention. The recent approach of establishing UN agreements, such as the Kyoto Protocol, is inef-
fective in achieving meaningful change and international desirability. The conflict between members of
the Security Council will force other countries to comply with UN agreements.

Representatives of 55 countries attended the first Security Council meeting on climate change on
international peace and security on 17 April 2007. The first achievement of these negotiations was the
holding of this meeting itself because the main purpose of the UK in raising this issue in the Security
Council was to increase the awareness of the world’s countries on this issue. Some have been very cau-
tious in this regard and have explicitly stated that the only reason they agree with the Security Council’s
proposal is that these discussions are not expected to have a direct result or action. These considerations
have led some countries to consider climate change, not within the competence of the Security Council,
and to hold other UN bodies responsible for it(Tayebi & Zarabi, 2018).

138



Diana Khomeriki (dianakhomerikii@gmail.com Jownloaded: 3/30/2027 233158 PM

1G1 Global Flatiorm |F Address: 188.121.219.135

Climate Change as a Common Enemy

Countries that fundamentally agreed to address the security implications of climate change on the
Security Council agenda saw it as part of a conflict prevention policy that is itself a tool for maintaining
international peace and security. Among this group were European countries, small island countries,
and some developing countries that were somehow victims of climate change, such as Bangladesh.
These countries had a relatively broad interpretation of the concept of international peace and security.
However, there is a range of different approaches within this group. Some countries, such as the United
Kingdom, have argued that the main reason for raising this issue in the Security Council, as noted, is to
increase global attention and awareness of the issue of climate change.

The second approach among the countries of this group was based on the principle of prevention.
Germany and France, for example, believed that climate change was part of conflict prevention policy
and should therefore be considered in the broader sense of preventive diplomacy. Thus, while broadly
understanding the concept of international security, the country called for a holistic approach by the
international community. The issue of climate change is directly related to other security issues such as
poverty, water scarcity, or pervasive diseases.

However, the approach of the small island countries, which are more vulnerable to climate change than
others, was that this issue has obvious security dimensions, and the Security Council should not only put
it on its agenda but also Take appropriate measures in this regard as soon as possible (Norouzi, 2020).

Finally, the role played by the Security Council in this area was more of an advisory role than an ac-
tive one, given the council’s focus on prevention and how it deals with civilian threats. It is justifiable.
During this period, climate change was considered the primary factor in conflicts or their accelerating or
intensifying factor. Accordingly, the international community must do everything in its power to prevent
civilian threats such as AIDS or climate change, which may lead to active conflict and a security threat
in the traditional sense.

Role of the Secretary-General of the United Nations

The issue of climate change is of great interest to the Secretary-General of the United Nations, Mr. Ban
Kimon. He called this issue “the problem of our time.” At a rally in New York, he recently, in a crowd
of more than 100,000 people, constantly called for a message to the world. “Now is the time to act,”
he told Euronews, referring to the importance of urgent international attention to climate change. If we
do not act now, we will have to pay more. This is our world, and our planet is burning. For the sake of
prosperity and success, we must adapt the planet to the environment for future generations socially and
economically. This is our world and the world of future generations. We must have moral and political
responsibility ”(Euronews, 2014). Under his leadership, several climate conferences have been held to
address emissions reductions, financial and technology issues, and compatibility.

The first members’ conference was held in Bali, Indonesia, in 2007, Cancun 2010, and Durbanin2011.
He has also organized conferences such as Sustainable Energy for All 2012 and the World Challenge
Without Climate Control, and the UN Sustainable Development Conference (Rio 20) in 2012(Norouzi,
2021).

The Secretary-General also visited Antarctica and Chilean Patagonia in 2007 on climate change and
other parts of the world. The official website of the United Nations, influenced by the instructions of
the Secretary-General on Climate Change, has made the responsibility of each human being known and
calls for action through social sites and the Internet to raise public awareness of the necessary measures
to be taken.
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Paris Conference 2015

Climate change is a global emergency that goes beyond national borders. It is an issue that requires in-
ternational cooperation and coordinated solutions at all levels. To tackle climate change and its negative
impacts, world leaders at the UN Climate Change Conference (COP21) in Paris reached a breakthrough
on 12 December 2015: the historic Paris Agreement. The Agreement sets long-term goals to guide all
nations as substantially reduce global greenhouse gas emissions to limit the global temperature increase
in this century to 2 degrees Celsius while pursuing efforts to limit the increase even further to 1.5 degrees;
review countries’ commitments every five years; provide financing to developing countries to mitigate
climate change, strengthen resilience and enhance abilities to adapt to climate impacts. The Agreement
is a legally binding international treaty. It entered into force on 4 November 2016. Today, 191 Parties
(190 countries plus the European Union) have joined the Paris Agreement. The Agreement includes
commitments from all countries to reduce their emissions and work together to adapt to the impacts
of climate change and calls on countries to strengthen their commitments over time. The Agreement
provides a pathway for developed nations to assist developing nations in their climate mitigation and
adaptation efforts while creating a framework for the transparent monitoring and reporting of coun-
tries’ climate goals. The Paris Agreement provides a durable framework guiding the global effort for
decades to come. It marks the beginning of a shift towards a net-zero emissions world. Implementation
of the Agreement is also essential for the achievement of the Sustainable Development Goals. The Paris
Agreement works on a five-year cycle of increasingly ambitious climate action carried out by countries.
Each country is expected to submit an updated national climate action plan every five years - known as
Nationally Determined Contribution, or NDC. In their NDCs, countries communicate actions to reduce
their greenhouse gas emissions to reach the Paris Agreement’s goals. Countries also communicate in
the NDC'’s actions to build resilience to adapt to the impacts of rising temperatures. To better frame
the efforts towards the long-term goal, the Paris Agreement invites countries to formulate and submit
long-term strategies. Unlike NDCs, they are not mandatory. The operational details for the practical
implementation of the Paris Agreement were agreed on at the UN Climate Change Conference (COP24)
in Katowice, Poland, in December 2018, in what is colloquially called the Paris Rulebook, with a few
unresolved issues(Sicurelli, 2016).

Future and Prospects of Climate Change Prevention Measures

On 28 September 2012, the Presidents of St. Kitts and Nice announced that Pure Energy would be the
also world’s absolute power Emotions are reflected in the Sustainable Energy Session for the General
Assembly’s initiatives (Norouzi & Movahedian, 2021). To prevent the adverse effects of climate change
from progressing, a basic global policy must be adopted and implemented quickly. For example, the
International Climate Change Regime must ensure that greenhouse gas emissions, one of the main
causes of these changes, are reduced by half by the middle of the 21st century to what is seen today.
A change in the power structure must accompany this international policy in the world political order.
An official note from the German government in 2011 outlined how the Security Council would deal
with the assumption of new responsibilities related to the climate change crisis. The blueprint outlined
several scenarios for dealing with the problems: These scenarios were: dealing with the effects of ris-
ing temperatures and rising sea levels, how to deal with displaced persons affected by the change, how
to prevent conflicts in parts of Asia and the east; It will be obvious to identify new problems that the
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council has to face (S/2011/408). Other commentators have reflected these feelings; By making propos-
als such as proper planning, disaster preparedness, developing a public understanding of the particular
dangers to nations, and understanding the international community as a whole. The Security Council
should consider facilitating the creation of international agreements committing governments to reduce
greenhouse gas emissions. Several other proposals have been made to the UN General Assembly in
this regard. Another tool of the United Nations in dealing with this issue is the International Court of
Justice, which can be a solution to this issue by exercising jurisdiction, and Chapter 7 of the Charter can
also be a guarantee for the implementation of votes (Kendall, 2012). The UN Convention on Climate
Change, as one of the most important instruments of international law, calls for the broad cooperation
of countries and international assistance. However, in dealing with climate change, it is better not to
make a military choice because war is inherently harmful; As the Rio Declaration acknowledges, war
is inherently destructive and endangers peace, development, and environmental protection (Sindico,
2007). Therefore, military action to combat climate change is contrary to the principles of protection
of international climate change treaties. Article 42 of the Charter can not be a good solution to combat
this change because the absence of war and military conflict between countries guarantees peace and
security. It is international, and the only restriction that the Security Council must adhere to is the scope
of Article 39 of the Charter.

CONCLUSION

There is a strong consensus in scientific circles that climate change is taking place and that human
activities play a key role in this process. According to the Fifth Interim Board’s evaluation report, this
role accounts for approximately 95%. While there is no difference of opinion among scientists as to the
role of the human factor, international debate seeks to determine how the climate responds to rising
greenhouse gas emissions over time and in different parts of the world. Will. If climate change is rec-
ognized internationally as a threat to international security, it can give hope to the integration of actions
through the establishment and cooperation mechanisms to deal with its destructive effects. Otherwise,
climate change will deepen conflicts and conflicts in the field of international relations and will lead
to the beginning of international conflicts over the distribution of water resources, land and migration
management, or the issue of compensation to the minorities that will be the main culprits of change in
trends and countries affected by its destructive effects.

The formation of international circles and regimes indicates an increase in public awareness and
alarm bells of the effects of climate change worldwide and is gradually recognized by the international
community. However, in addition to the Conference of the Parties to the Framework Convention on
Climate Change, held annually, similar measures have been taken at the United Nations to bring about
normalization and awareness-raising. The severity of the consequences of climate change has been
raised on the Security Council agenda since 2007 as a threat to international peace and security. It seems
that while the Security Council is discussing climate change and issues related to climate stability and
security, the focus of future diplomats should be on the UN Framework Convention on Climate Change
and the Kyoto Protocol.

Contrary to the fact that the countries participating in the Climate Change Negotiations of the Secu-
rity Council have a consensus on the occurrence of climate change as a threat to international peace and
security, but disagree on how to deal with the dangers of such changes. These differences are due to the
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views of these countries. Some see the issue as part of a conflict prevention policy, and others believe
in the principle of climate change prevention. But the third group, which will receive the most impact
in the future and understand the security of the issue, believes in immediate action in this regard. But in
practice, these steps have always faced obstacles. For example, the United Nations Framework Convention
on Climate Change and the Kyoto Protocol, a platform for global action in this area, is largely hampered
by US opposition to the mandatory emission reductions set out in Annex I to the Kyoto Protocol have
been exposed. The Security Council should facilitate the creation of international agreements that com-
mit governments to reduce greenhouse gas emissions. In this regard, it can benefit from the tools of the
Climate Change Framework Convention and even the International Court of Justice.
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KEY TERMS AND DEFINITIONS

Environmental Law: Environmental law is a collective term encompassing aspects of the law that
protect the environment. A related but distinct set of regulatory regimes, now strongly influenced by
environmental legal principles, focuses on managing specific natural resources, such as forests, minerals,
or fisheries. Other areas, such as environmental impact assessment, may not fit neatly into either category
but are nonetheless important components of environmental law. Previous research found that when
environmental law reflects moral values for betterment, legal adoption is more likely to be successful,
usually in well-developed regions. In less-developed states, changes in moral values are necessary for
successful legal implementation when environmental law differs from moral values.

Polluter Pays Principle: The polluter pays principle stands for the idea that “the environmental costs
of economic activities, including the cost of preventing potential harm, should be internalized rather than
imposed upon society at large.” All issues related to responsibility for cost for environmental remediation
and compliance with pollution control regulations involve this principle.

Precautionary Principle: One of the most commonly encountered and controversial principles of
environmental law, the Rio Declaration formulated the precautionary principle as follows, to protect the
environment, States shall widely apply the precautionary approach according to their capabilities. Where
there are threats of serious or irreversible damage, lack of full scientific certainty shall not be used as a
reason for postponing cost-effective measures to prevent environmental degradation. The principle may
play a role in any debate over the need for environmental regulation.

Prevention: The concept of prevention can perhaps better be considered an overarching aim that gives
rise to a multitude of legal mechanisms, including prior assessment of environmental harm, licensing,
or authorization that set out the conditions for operation and the consequences for violation of the con-
ditions, as well as the adoption of strategies and policies. Emission limits and other product or process
standards, the use of best available techniques, and similar techniques can all be seen as applications of
the concept of prevention.

Transboundary Responsibility: Defined in the international law context as an obligation to protect
one’s environment. UNEP considers transboundary responsibility at the international level to prevent
damage to neighboring environments at the international level as a potential limitation on the rights of
the sovereign state. Laws that limit externalities imposed upon human health and the environment may
be assessed against this principle.
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Chapter 6

Negative Effects of Corruption
on the Global Level
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ABSTRACT

Corruption is a form of dishonesty or criminal offense undertaken by a person or organization entrusted
with a position of authority to acquire illicit benefit or abuse power for one’s private gain. Corruption
may include many activities including bribery and embezzlement, though it may also involve practices
that are legal in many countries. Political corruption occurs when an officeholder or other governmental
employee acts in an official capacity for personal gain. Corruption is most commonplace in kleptocra-
cies, oligarchies, narco-states, and mafia states. Corruption can occur on different scales. Corruption
ranges from small favors between a small number of people (petty corruption) to corruption that affects
the government on a large scale (grand corruption) and corruption that is so prevalent that it is part
of the everyday structure of society, including corruption as one of the symptoms of organized crime.

INTRODUCTION: WHAT DOES CORRUPTION MEAN?

Corruption is a form of dishonesty or a criminal offense committed by a person or organization in power
to obtain an illegal gain or abuse of power for personal gain. Corruption can include many activities,
including bribery and theft, although it can also include activities that are legal in many countries (World
Bank, 2015). Political corruption occurs when an official or other civil servant acts in an official capacity
for personal interest. Corruption is most prevalent in kleptocracies, oligarchies, drug states, and mafia
states (Longdom, 2020).

Corruption can be of different dimensions, from small favors between a small number of people (petty
corruption) (Elliott, 2020) to corruption that affects the government on a large scale (large corruption)
and corruption that is so pervasive that it is part of the daily fabric of society, including corruption as
one of the symptoms of organized crime. Corruption and crime are endemic sociological phenomena
that regularly occur in almost all countries on a global scale to varying degrees and proportions. Each
country allocates internal resources to control and regulate corruption and crime. Anti-corruption strate-
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gies are often summarized under the general term “anti-corruption”. In addition, global initiatives such
as the United Nations Sustainable Development Goals also aim to substantially reduce corruption in all
forms (Doss, 2020).

DEFINITION AND SCOPE

Stephen D. Morris, professor of politics, wrote that political corruption is the illegal use of government
power for personal profit (Morris, 1991). Economist Yang the Elder has defined corruption as an act
of (a) secretly providing (b) a good or service to a third party (c) so that he or she can influence certain
actions that (d) benefit a corrupt, third party. or both (e) in which the corrupt agent has power (Senior,
2006). World Bank economist Daniel Kaufmann has expanded the concept to include “legal corruption,”
in which power is abused within the law, as those in power often can legislate to protect themselves.
Corruption in infrastructure leads to increased construction costs and time, reduced quality, and reduced
benefits (Locatelli, 2017).

Corruption can be of different dimensions. Corruption ranges from small services between a small
number of people (petty corruption) (Elliott, 1997) to corruption that affects the government on a large
scale (large corruption) and corruption that is so pervasive that it is part of the day-to-day structure.
society, including corruption as one of the symptoms of organized crime.

Several indicators and tools have been developed to more accurately measure various forms of cor-
ruption (Hamilton, 2017).

Petty Corruption

Petty corruption occurs on a smaller scale and occurs at the end of public service delivery when public

officials meet with the public. For example, in many small locations such as registration offices, police

stations, government licensing commissions, and many other private and public sectors (Mishler, 2020).
Corruption may include many activities including bribery and embezzlement

Great Corruption

Great corruption is defined as corruption that occurs at the highest levels of government and requires
significant disruption of the political, legal, and economic systems. Such corruption is commonly found
in countries with authoritarian governments, but also in countries where corruption is not adequately
controlled (UN Office on Drugs and Crime, 2020). State system in many countries is divided into leg-
islative, executive, and judicial branches of government in an attempt to provide independent services
that are less prone to serious corruption due to their independence from each other (James, 2015).

Systemic Corruption
Systemic corruption (or endemic corruption) is corruption that primarily arises from a weakness in an

organization or process. This can be compared to individual officials or agents who are corrupt in the
system (U4 Anti-Corruption Resource Center, 2011).
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Figure 1.

Source: https://www.gettyimages.com/photos/corruption?phrase=corruption&sort=mostpopular

Factors contributing to systemic corruption include conflicting incentives, discretionary powers;
monopolistic powers; lack of transparency; low salary; and a culture of impunity (Andrade, 2001). Spe-
cific corrupt practices include “bribery, extortion, and waste” in a system where “corruption becomes
the rule, not the exception” (Znoj, 2009). Scientists distinguish between centralized and decentralized
systemic corruption, depending on what level of corruption in the state or government takes place; in
countries such as post-Soviet states, both types are found (Legvord, 2009). Some scholars argue that
Western governments have a negative responsibility to protect underdeveloped governments from sys-
tematic corruption (Merle, 2013).

Corruption has been a major problem in China, where society is highly dependent on personal re-
lationships. Towards the end of the 20th century, this, combined with a renewed lust for wealth, led to
an escalation of corruption. Historian Keith Schoppa says bribery was only one of the tools of Chinese
corruption, which also included “embezzlement, nepotism, smuggling, extortion, nepotism, kickbacks,
deception, fraud, squandering public money, illegal business transactions, stock, and real estate manipula-
tion. fraud. “Given the repeated anti-corruption campaigns, it was prudent to move as much fraudulent
money as possible abroad (Schoppa, 2020).

Causes

According to R. Klitgaard, corruption will take place if the corrupt benefit is greater than the fine mul-
tiplied by the probability of being caught and prosecuted (Klitgaard, 1989):

Corruption benefit> Fine X Probability of being caught and prosecuted

Klitgaard also came up with a metaphorical formula to illustrate how the size of corruption depends
on three variables: monopoly (M) over the supply of a good or service, discretion (D) enjoyed by sup-
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Figure 2.

Source: https://www.corruptionwatch.org.za/can-put-end-corruption/
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pliers, and supplier accountability and transparency (A). others. The amount of corruption (C) can be
expressed as (Klitgaard, 2000)

C=M+D-A.

Since a high degree of monopoly and discretion, combined with a low degree of transparency, does
not automatically lead to corruption, a fourth variable, “morality” or “honesty”, has been introduced by
others. The moral dimension has an internal component and refers to the “problem of mentality”, while
the external component refers to circumstances such as poverty, inadequate remuneration, inappropriate
working conditions, and unworkable or overly complex procedures that demoralize people and allow them
to seek “alternative” solutions (Stefan, 2012). Therefore, the corrected Klitgaard equation has the form

Corruption rate = Monopoly + Discretion - Transparency - Morality

According toa2017 study, the following factors were identified as causes of corruption: (Dimant, 2017)

DIFFERENT TYPES OF CORRUPTION

The greed of money, desires.

Higher levels of market and political monopolization

Low levels of democracy, weak civil participation, and low political transparency
Higher levels of bureaucracy and inefficient administrative structures

Low press freedom

Low economic freedom
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Large ethnic divisions and high levels of in-group favoritism
Gender inequality

Poverty

Political instability

Weak property rights

Contagion from corrupt neighboring countries

Low levels of education

Lack of commitment to society

Extravagant family?

It was noted that when comparing the most corrupt countries with the least corrupt, the first group
includes countries with huge socio-economic inequalities, and the second - countries with a high degree
of social and economic justice.

IN DIFFERENT SECTORS

Corruption can occur in many sectors, be it public or private industry or even NGOs (especially in the
public sector). However, only in democratically controlled institutions is the public (owner) interested
in developing internal mechanisms to combat active or passive corruption, while in the private sector,
as well as in NGOs, there is no public control. Thus, the profits of the owners, “investors” or sponsors
are critical.

Government / public Sector

Government corruption includes corruption in the political process and government bodies such as the
police, as well as corruption in the allocation of public funds for contracts, grants, and recruiting. A
recent World Bank study shows that who makes political decisions (elected officials or bureaucrats)
can be critical in determining the level of corruption due to the incentives faced by various politicians
(Hamilton, 2013).

Inside the Political System

Political corruption is the abuse of government power, office, or resources by elected government officials
for personal gain through extortion, extortion, or offering bribes. It can also take the form of officials
retaining their positions by buying votes through laws that use taxpayer money (SOS, 2013). Evidence
suggests that corruption can have political consequences: citizens who ask for bribes are less likely to
identify with their country or region (Hamilton, 2014).

The political act of bribery (American English) is a well-known and now global form of political
corruption, which is the dishonest and illegal use of power by a politician for personal gain, in which
funds earmarked for public projects are deliberately misdirected to maximize revenue. benefits for the
illegal private interests of corrupt individuals and their friends. In some cases, government agencies are
“re-profiled” or diverted from their official mandate for other, often corrupt purposes (Chipkin, 2018).
See also State Capture.
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The golden toilet suitcase in Kaunas has become a major Lithuanian scandal. In 2009, Kaunas Mu-
nicipality (headed by Mayor Andrius Kupcinskas) ordered the conversion of a transport container into
an outdoor toilet for 500,000 litai (about 150,000 euros). It also required LTL 5,000 (EUR 1,500) as
monthly maintenance costs (Auksinis, 2017). At the same time when Kaunas “Golden Toilet” was built,
Kédainiai Tennis Club acquired a very similar but more perfect solution for 4,500 euros (Auksionis,
2017). Due to the overpriced street toilet, it was nicknamed the “Golden Toilet”. Despite the investment,
the Golden Toilet remained closed due to a malfunction for many years and was the subject of a lengthy
anti-corruption investigation against those who created it, with the local municipality even considering
demolishing the building at some point. The group of civil servants involved in the purchase of the toilet
was sentenced to various prison terms for recklessness, malfeasance, abuse of power, and falsification of
documents in a 2012 trial, but they were cleared of corruption charges and compensated, which increased
the total cost of construction and subsequent associated financial losses up to 352,000 euros.

Various sources cite the Spanish People’s Party - Partido Popular - as the most corrupt party in
Europe, with an annual corruption of around 45 billion euros (Plus de 45 billion euros in a year of cor-
ruption, 2017).

On July 7, 2020, the Global Think Tank of the Carnegie Endowment for International Peace released
a report claiming the Emirati city of Dubai is a contributor to global corruption, crime, and illicit finan-
cial flows. It said that global corrupt and criminal actors operate either through Dubai or out of it. The
city has also been called a trade money-laundering haven as it provides space for free trade zones with
minimal regulatory laws and customs compliance (Carnegie Endowment for International Peace, 2020).

In the Police

Police corruption is a specific form of police misconduct aimed at obtaining a financial gain, personal
gain, promotion for a police officer or officers in exchange for refusing to conduct or selectively conduct
an investigation or arrest or aspects of the thinnest blue line when strength members conspire in lies to
protect others from responsibility. One common form of police corruption is soliciting or accepting bribes
in exchange for refusing to report organized drug trafficking or prostitution or other illegal activities.

Another example is police officers who disregard the police code of conduct to obtain convictions of
suspects, for example, through abuse of surveillance, forced confessions, and/or falsified evidence. Less
commonly, police officers may knowingly and systematically engage in organized crime. Most major
cities have police departments to investigate suspicions of corruption or police misconduct. Similar
structures include the British Independent Police Complaints Commission.

In the Judicial System

Corruption in the judiciary is understood as the misconduct of judges related to corruption by receiving
or giving bribes, improper sentencing of convicted criminals, bias in considering and deciding on argu-
ments, and other similar misconduct. Corruption in the judiciary can also be carried out by prosecutors
and defenders. An example of prosecutorial misconduct would be a politician or crime boss bribing a
prosecutor to investigate and bring charges against an opposing politician or rival crime boss to harm
competition (Drugwarfacts, 2020). An example of lawyer misconduct would be a lawyer’s refusal to
represent a client for political or professional reasons.
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Corruption of the judiciary in government is widespread in many transitions and developing countries,
as the budget is almost entirely controlled by the executive branch. The latter undermines the separa-
tion of powers as it creates a critical financial dependence on the judiciary. The correct distribution of
national wealth, including government spending on the judiciary, depends on constitutional economics.

It is important to distinguish between two methods of corruption in the judiciary: public (through
budget planning and various privileges) and private (Barenboim, 2009). Corruption in the judiciary is
difficult to eradicate, even in developed countries (Pahis, 2009). Corruption in the judiciary also involves
the incumbent government using the judicial branch of government to suppress opposition parties to the
detriment of the state.

In the Army

Corruption in the armed forces refers to the abuse of power by members of the armed forces for pro-
motion or personal gain by a soldier or soldiers. One form of military corruption in the United States
Armed Forces is a military soldier who is promoted or treated by officers better than their counterparts
because of their race, sexual orientation, ethnicity, gender, religion, social class, or personal relationships
with high-ranking officers, despite their merits. In addition to this, there have also been many incidents
of sexual assault by officers in the US military, and in many cases, there have been reports that many
attacks were covered up and victims were silenced by officers of the same rank or rank. higher rank.
Another example of military corruption is a military officer or officers who use the power of their posi-
tion to commit illegal acts, such as collecting logistical items such as food, medicine, fuel, body armor,
or weapons to sell on the local black market. There have also been cases of military officials providing
equipment and combat support to criminal syndicates, private military companies, and terrorist groups
without the approval of their superiors. As a result, many countries have military police forces to ensure
that the military abides by the laws and behavior of their countries, but sometimes the military police
themselves have levels of corruption (UNODC, 2020).

In Healthcare

Corruption, the abuse of entrusted power for personal gain, according to Transparency International,
is systemic in the health sector (Transparency International, 2019). The characteristics of health care
systems, with their concentrated supply of services, the high discretionary power of their members in
control of supply, and low accountability to others, are the exact set of variables described by Klitgaard
on which corruption depends (Klitgaard, 2000).

Corruption in the health sector is more dangerous than in any other sector because it affects health
conditions and is deadly. This is widespread, and yet little has been published on the topic in medical
journals, and as of 2019, there is no data on what can reduce corruption in the health sector (Garcia,
2019). Corruption occurs in the private and public health sectors and can manifest itself as theft, waste,
nepotism, bribery, even extortion, or undue influence (Transparency International Health Initiative,
2019). and occurs anywhere in the sector, be it service delivery, procurement, construction, or recruit-
ment. In 2019, Transparency International described the 6 most common ways of corruption in services
as follows: absenteeism, informal payments from patients, embezzlement, overpricing of services and
service costs, favoritism, and data manipulation (billing for goods and services that never were sent. or
done) (Transparency International Health Initiative, 2019).
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In the Education System

Corruption in education is a worldwide phenomenon. Corruption in admission to universities is tra-
ditionally considered one of the most corrupt areas of the educational sector (Osipyan, 2013). Recent
attempts in some countries, such as Russia and Ukraine, to curb corruption in admission by abolishing
university entrance exams and introducing standardized computerized tests have largely failed (Osipian,
2015). Vouchers for applicants were never received. The cost of corruption is that it impedes sustainable
economic growth.

Widespread corruption in educational institutions leads to the formation of stable corrupt hierarchies
(Osipyan, 2015). While higher education in Russia is characterized by widespread bribery, corrup-
tion in the US and UK is characterized by a significant number of cases of fraud. The United States is
characterized by gray areas and institutional corruption in the higher education sector. Authoritarian
regimes, including those in the former Soviet republics, encourage educational corruption and control
universities, especially during election campaigns. This is typical, in particular, of the regimes of Russia,
Ukraine, and Central Asia. The general public is well aware of the high level of corruption in colleges
and universities, including through the media.

Doctoral studies are no exception: there are dissertations and doctoral degrees on sale, including for
politicians. The Russian parliament is notorious for its “highly educated” deputies. The high level of
corruption is a result of the fact that universities cannot break away from their Stalinist past, bureaucra-
tization, and the apparent lack of university autonomy. Both quantitative and qualitative methodologies
are used to study corruption in education, but this topic remains largely overlooked by academics. In
many societies and international organizations, corruption in education remains taboo. In some countries,
such as some Eastern European countries, some Balkan countries, and some Asian countries, corruption
is common in universities. This can include bribes to circumvent bureaucratic procedures and bribing
teachers to obtain grades. Willingness to engage in corruption, such as accepting bribes in exchange for
grades, is reduced if people perceive such behavior as highly undesirable, that is, a violation of social
norms, and if they fear sanctions in terms of the severity and likelihood of sanctions (Osipian, 2015).

In Religion

The history of religion includes many examples where religious leaders drew attention to the corruption
in religious practices and institutions of their time. The Jewish prophets Isaiah and Amos scold the rab-
binical establishment of Ancient Judea for not meeting the ideals of the Torah. In the New Testament,
Jesus accuses the rabbis of his day of hypocritically following only the ceremonial parts of the Torah
and neglecting the more important elements of justice, mercy, and faithfulness. Corruption was one of
the major issues during the investment controversy. In 1517, Martin Luther accused the Catholic Church
of widespread corruption, including the sale of indulgences.

In 2015, Princeton University professor Kevin M. Cruz advanced the thesis that business leaders in
the 1930s and 1940s collaborated with clerics, including James W. Fyfield, Jr., to develop and promote
a new hermeneutic approach to Holy Scripture, which would not focus on social issues. Gospel and
emphasis on topics such as individual salvation, closer to free enterprise (Kevin, 2015).

Business leaders, of course, have worked for a long time to “sell” themselves through the appropriation
of religion. In organizations such as Spiritual Mobilization, Prayer Breakfast Groups, and the Freedom
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Foundation, they linked capitalism and Christianity while at the same time likening the welfare state to
godless paganism (Kevin, 2015).

In Philosophy

The 19th-century German philosopher Arthur Schopenhauer recognized that scientists, including philoso-
phers, are subject to the same sources of corruption as the society in which they live. He distinguished
the corrupt “university” philosophers, whose “the real concern is to earn an honest livelihood with honor
and ... enjoy a certain prestige in the eyes of the public,” from genuine philosophers whose only motive
is to discover and testify about truth (Schopenhauer, 1974).

To be a philosopher, that is, a lover of wisdom (for wisdom is nothing but the truth), it is not enough
for a person to love truth, since this is compatible with his interests, with the will of a person. his su-
periors, with the dogmas of the church or with the prejudices and tastes of his contemporaries; as long
as he is content with this position, he is only @iAlavtog (loving himself) and not giAdco@og (lover of
wisdom). For this honorary title is well and wisely conceived precisely because it says that you need to
love the truth sincerely and with all your heart, which means, unconditionally and unconditionally, above
all, and, if necessary, despite everything else. The reason for this is that it was previously said that the
intellect has become free, and in this state, it does not even know or understand any other interest than
an interest in truth (Schopenhauer, 1974).

WEAPONS FOR MONEY

Weapons for money can be supplied by either a government-approved arms dealer, a firm or the govern-
ment itself to another party that it considers only a good business partner and not a political relative or
ally, making them no better than conventional arms merchants. Arms smugglers who are already in the
arms trade can work for them locally or with delivery. Money is often laundered and records are often
destroyed. This often violates UN law, national or international law (Lin, 2016). Payment can also occur
in strange or indirect ways, such as weapons paid for in post-war oil contracts, post-war hotel ownership,
conflict diamonds, corporate shares, or long-term post-war promises of super-future contracts between
the parties involved. etc...

Angolagat as an example of the illegal arms trade (Mitterrand-Pasqua case) - The Mitterrand-Pasqua
case, also known informally as Angolagat, was an international political scandal involving the secret and
illegal sale and supply of weapons from Central European countries to the Angolan government by the
French government in 1990 - the years This led to arrests and lawsuits in the 2000s related to the illegal
sale of arms to Angola, despite the UN embargo, with business interests in France and elsewhere, and
the illegal acquisition of a share of Angolan oil revenues. Subsequently, the scandal was associated with
several prominent figures in French politics (Transparency International).

42 people, including Jean-Christophe Mitterrand, Jacques Attali, Charles Pasqua, and Jean-Charles
Marchiani, Pierre Falcone, Arkady Gaidamak, Paul-Loup Sulitzer, a deputy from the Union of Popular
Movements Georges Fenech, Philippe Curroy, son of Francois Mitterrand (former President of France)
and the former Minister of the Interior of France have been indicted, charged, charged or convicted of
the illegal arms trade, tax fraud, embezzlement, money laundering and other crimes (Reuters, 2009).
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Methods

In systemic corruption and large-scale corruption, several corruption methods are used simultaneously
for similar purposes.

Corrupt Practices

Bribery involves the misuse of gifts and favors in exchange for personal gain. It is also known as kick-
backs or, in the Middle East, as baksheesh. This is a common form of corruption. The types of services
provided are varied and may include money, gifts, promotions, sexual favors, company promotions,
entertainment, work, and political gain. The personal gain provided can be anything from actively giving
preferential treatment to ignoring indiscretion or crime (Wang, 2013). Sometimes bribery can be part of
the systemic use of corruption for other purposes, for example, to further commit corruption. Bribery
can make officials more vulnerable to blackmail or extortion.

Embezzlement, Theft, and Fraud

Embezzlement and theft are associated with the fact that someone with access to funds or assets illegally
takes control of them. Fraud involves the use of deception to persuade the owner of funds or assets to
transfer them to an unauthorized party.

Examples include diverting company funds to “‘shadow companies” (and then into the pockets of cor-
rupt employees), withdrawing money from foreign aid, fraud, electoral fraud, and other corrupt activities.

Graft

A political act of bribery is when funds earmarked for government projects are deliberately misdirected
to maximize the benefit to the private interests of corrupt individuals.

Extortion and Blackmail

While bribery is the use of positive incentives for corrupt purposes, extortion and blackmail is centered
around the use of threats. This can be the threat of physical violence or false imprisonment, as well as
the exposure of personal secrets or previous crimes.

This includes behavior such as threatening the influencer to go to the media if they do not receive
urgent medical attention (at the expense of other patients), threatening a public official with their secrets
if they do not vote in a certain way, or demanding money in exchange for the preservation of secrecy.
Another example would be a police officer who was threatened by his superiors to lose their job if they
continued to investigate a high-ranking official.

Influence Trading

Influence trading is the illegal practice of using one’s influence in government or contacts with persons
in positions of authority to obtain services or preferential treatment, usually for a fee.

154



Diana Khomeriki (dianakhomerikii@gmail.com Jownloaded: 3/30/2027 233158 PM

1G1 Global Flatiorm |F Address: 188.121.219.135

Negative Effects of Corruption on the Global Level

Networks

Networking (both business and personal) can be an effective way for job seekers to gain a competitive
edge over others in the job market. The idea is to develop personal relationships with potential employ-
ers, selection committee members, and others in the hope that these personal attachments will influence
future hiring decisions. This form of networking has been described as an attempt to distort the formal
recruitment process, whereby all candidates are given an equal opportunity to demonstrate their merits
to the recruiter. The networker is accused of seeking a non-meritocratic advantage over other candidates;
an advantage based on personal sympathy rather than any objective assessment of which candidate is
most suitable for the position (Dobos, 2015).

Abuse of Discretion

Abuse of margin of appreciation means abuse of one’s authority and decision-making power. Examples
include a judge unlawfully dismissing a criminal case or a customs official using his discretion to bring
a prohibited substance through a port.

Favoritism, Nepotism, and Clientelism

Favoritism, nepotism, and clientelism involve giving preference not to the perpetrator of corruption, but to
someone related to him, such as a friend, family member, or member of an association. Examples might
include hiring or promoting a family member or employee for a position to which they are not eligible,
who belongs to the same political party as you, regardless of merit (Santa Clara, 2017).

Some states do not prohibit these forms of corruption.

LINK TO ECONOMIC GROWTH

Corruption is strongly negatively associated with the share of private investment and, therefore, reduces
the rate of economic growth.

Corruption reduces the return on productive activities. If the return on production falls faster than
the return on corruption and rent-seeking activities, resources will eventually flow from productive
activity to corruption. This will lead to a reduction in productive resources, such as human capital, in
corrupt countries.

Corruption creates opportunities for increasing inequality, reduces the return on productive activities,
and therefore makes rent-seeking and corruption more attractive. This opportunity for increased inequality
not only creates psychological frustration among the disadvantaged but also reduces productivity growth,
investment, and employment opportunities (Journal of Comparative Economics, 2001).

PREVENTION

According to the revised Klitgaard equation (Stephan, 2012), limited monopoly and regulatory discretion
by individuals and a high degree of transparency through independent oversight by non-governmental
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organizations (NGOs) and the media, as well as public access to reliable information, can reduce the
problem. ... Dyankov and other researchers independently examined the role of information in the fight
against corruption, using data from both developing and developed countries (Rohini, 2012). Public
disclosure of the financial information of civil servants is associated with improved institutional account-
ability and the elimination of misconduct such as vote-buying. The effect is especially noticeable when
disclosures concern sources of income, liabilities, and the level of assets of politicians, and not just the
level of income. Any external aspects that could reduce morality must be eliminated. In addition, the
country must establish a culture of ethical behavior in the community, and the government must set a
good example for enhancing domestic morality.

In 1969, Christian anarchist Dorothy Day argued that God would permit economic abuses such as
corruption. She wrote: “Fortunately, the Papal States were cut off from the Church in the last century,
but there is still the problem of papal investment.” It always pleases me to think that if we have good-
will and we still cannot find a remedy for the economic abuse of our time in our family, our ward, and
the mighty church as a whole, God will take matters into his own hands. and they do this work for us
(Catholic Worker, 1969).

INCREASED PARTICIPATION OF CIVIL SOCIETY

Building bottom-up mechanisms, encouraging citizen participation, and promoting the values of honesty,
accountability and transparency are essential components of the fight against corruption. As of 2012,
the implementation of Advocacy and Legal Advice Centers (ALACS) in Europe has led to a significant
increase in the number of received and documented complaints from citizens about corrupt practices,
as well as to the development of good governance strategies by involving citizens wishing to fight cor-
ruption (SIOR, 2012).

ANTI-CORRUPTION PROGRAMS

The Foreign Corruption Act (FCPA, USA 1977) was the first paradigmatic law for many Western coun-
tries, that is, the industrialized countries of the OECD. There, for the first time, the old principal-agent
approach was carried back, where it was mainly about the victim (society, private or public) and the
passive corrupt member (individual), while the active corrupt part was not in the spotlight. prosecution. It
is unprecedented that the law of an industrial country explicitly condemned active corruption, especially
in international business transactions, which at the time ran counter to the anti-corruption activities of
the World Bank and its subsidiary Transparency International.

Back in 1989, the OECD established an ad hoc working group to study “... the concepts underlying
the crime of corruption and the exercise of national jurisdiction over crimes committed in whole or in
part abroad.” (IMF, 2020) Building on the FCPA concept, the Working Group introduced the then-OECD
Anti-Bribery Recommendation in 1994 as a precursor to the OECD Convention on Combating Bribery
of Foreign Public Officials in International Business Transactions (OECD, 2020), which was signed in
1997 by all member states and finally entered into force in 1999. However, due to ongoing latent cor-
ruption in international transactions, the OECD has since developed several country monitoring tools
(OECD, 2020) to facilitate and evaluate related national anti-corruption activities abroad. One study
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Figure 3. Corruption perception index 2019

Source: https://www.caribbeannewsglobal.com/us-hits-new-low-in-global-corruption-index/
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shows that after the enhanced scrutiny of multinational companies under the convention in 2010, firms
from signatory countries have become less likely to bribery (Jensen, 2017).

In 2013, a document prepared by the Economic Information and Private Sector Support Services and

Applied Knowledge Services document discusses some of the existing anti-corruption practices. They
found (Forgues-Puccio, 2013):

Theories underlying the fight against corruption move from the agent-principal approach to the col-
lective action problem. Chief agent theories seem unsuitable for dealing with systemic corruption.
The role of multilateral institutions has been critical in the fight against corruption. The UNCAC
is a one-stop guide for countries around the world. Both Transparency International and the World
Bank help national governments diagnose and develop anti-corruption policies.

The use of anti-corruption agencies has increased in recent years following the signing of the UN
Convention against Corruption. They did not find convincing evidence of the scale of their contri-
bution or a better way to structure them.

Traditionally, anti-corruption policies have been based on good practices and common sense. In
recent years, attempts have been made to provide a more systematic assessment of the effective-
ness of anti-corruption policies. They found that this literature is still in its infancy.
Anti-corruption policies that can be generally recommended to developing countries may not be
appropriate for post-conflict countries. Anti-corruption policies in fragile states must be carefully
adapted.

Anti-corruption policies can improve the business environment. There is evidence that reducing
corruption can make it easier to do business and improve firm productivity. Rwanda has made
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tremendous progress over the past decade in improving governance and the business environment,
creating a role model for post-conflict countries (Forgues-Puccio, 2013).

- Corruption in popular culture
Legal Corruption

Although corruption is often considered illegal, the concept of legal corruption has been described by Daniel
Kaufmann and Pedro Vicente (Kaufmann, 2011). These can be called corrupt processes, but protected
by a legal (that is, specifically permitted or at least not prohibited by law) structure (Kaufmann, 2011).

Examples: In 1994, the German Parliamentary Finance Commission in Bonn presented a comparative
study of “legal corruption” in industrialized OECD countries. They reported that in most industrialized
countries, foreign corruption is legal and that their foreign corruption practices range from simple to
government subsidies. (tax deduction), to the extreme, as in Germany, where foreign corruption was
encouraged while domestic corruption was prosecuted. The German Parliamentary Finance Commission
rejected an opposition parliamentary proposal that aimed to curb German foreign corruption based on
the US Foreign Corrupt Practices Act (FCPA of 1977), thereby fostering the development of national
export corporations. In 1997, its members signed the relevant OECD Anti-Bribery Convention (OECD,
2020). Only in 1999, after the entry into force of the OECD Anti-Bribery Convention, did Germany
abolish the legalization of foreign corruption (Income Tax Act 1999).

FOREIGN CORRUPT PRACTICES OF INDUSTRIALIZED
COUNTRIES OECD 1994 STUDY

Corruption abroad in industrialized OECD countries, 1994 (study by the Parliamentary Finance Com-
mission, Bonn).

Belgium: Bribes are generally deductible as a business expense if the recipient’s name and address
are disclosed. Under the following conditions, kickbacks in connection with export abroad are allowed
for deduction even without confirmation of the recipient:

Payments must be necessary to survive in the face of foreign competition.

They should be common to the industry.

An application must be submitted to the Treasury every year.

Payments must be adequate

The payer must pay in a lump sum to the tax office, which is established by the Minister of Finance
(at least 20% of the amount paid).

In the absence of the necessary conditions, companies subject to corporate tax that give bribes with-
out confirmation of the recipient are subject to a special tax of 200%. However, this special tax can be
reduced along with the amount of the bribe as operating expenses.

Denmark: Bribes are deducted where there is a clear operational context and its adequacy.

France: Almost all operating expenses can be deducted. However, personnel costs should be com-
mensurate with the work performed and should not be excessive about the operational value. This also
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applies to payments to foreign parties. Here the beneficiary must indicate the name and address if the
total amount of payments to the beneficiary does not exceed 500 FF. If the recipient is not disclosed, the
payments are considered “occult” and are associated with the following disadvantages:

) The deduction of business expenses (from the bribe amount) is excluded.

e  Corporations and other legal entities are subject to a tax penalty of 100% for “occult fees” and 75%
for voluntary declarations by mail.

e A general fine of up to CHF 200 may be imposed per case.

Japan: In Japan, bribes are deducted as business expenses that are justified by the activities of (the
company) if the name and address of the recipient are indicated. This also applies to payments to foreigners.
In case of refusal to indicate the name, the declared expenses are not recognized as operating expenses.

Canada: There is no general rule on the deduction or inability to withhold kickbacks and bribes.
Consequently, there is a rule that the costs necessary to generate income (contract) are deductible. Pay-
ments to civil servants and local justice authorities, officials and employees, as well as to persons col-
lecting fees, entrance fees, etc. to persuade the recipient to violate his official duties cannot be reduced,
since business expenses as well as illegal payments following the Criminal Code.

Luxembourg: Bribes justified by (company) activities are deducted as business expenses. However,
the tax authorities may require the payer to provide the name of the recipient. Otherwise, expenses are
not recognized as operating expenses.

Netherlands: All expenses directly or closely related to the business are deductible. This also applies
to costs outside the scope of actual business transactions if, for good reason, management considers
them to be beneficial to the transaction. Good merchant customs are important. Neither the law nor the
administration has the authority to determine which costs are not operationally justifiable and therefore
not deductible. For the deduction of business expenses, it is not necessary to indicate the recipient. It
is enough to explain to the satisfaction of the tax authorities that payments are made in the interests of
the transaction.

Austria: Bribes justified by (company) activities are deducted as business expenses. However, the tax
authority may require the payer to identify the exact recipient of the withholding payments. If a name is
denied, for example, for reasons of business ethics, the reported expense is not considered an operating
expense. This principle also applies to payments to foreigners.

Switzerland: Bribes are not taxed if the transaction is initiated and the recipient is specified.

USA: (approximate summary: ‘“normally operating expenses are deducted unless they are illegal
under the FCPA”)

UK: Kickbacks and bribes are deducted if they were paid for production purposes. The tax authority
may request the name and address of the recipient.

“Specific” legal corruption: exclusively against foreign countries

Referring to the recommendation of the aforementioned study of the Parliamentary Finance Com-
mission, the then Kohl administration (1991-1994) decided to maintain the legality of corruption against
officials exclusively in foreign transactions and confirmed the possibility of full deduction of bribes, thus
co-financing the specific practice of nationalist corruption (§4 Abs. 5 Nr. 10 EStG, valid until March 19,
1999) contrary to the OECD recommendation 1994 (OECD, 2020). The relevant law was not amended
until the entry into force of the OECD Convention also in Germany (1999) (OECD, 2020). However,
according to a study by the Parliamentary Finance Commission, in 1994, corruption practices in most
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countries were not nationalist and were much more restricted by relevant laws than in Germany (Parlia-
mentary Finance Commission study, 1994).

In particular, not disclosing the name of the recipient of a bribe on tax returns was a powerful tool of
legal corruption in the 1990s for German corporations, allowing them to block foreign legal jurisdictions
that intended to fight corruption in their countries. Consequently, they uncontrollably created a strong
network of clientelism throughout Europe (eg SIEMENS) (HRRS, 2008) along with the formation of a
single European market in the coming European Union and Eurozone. Moreover, to further exacerbate
active corruption, prosecutions for tax evasion have been severely limited during this decade. German
tax authorities have been instructed to refuse to disclose the names of recipients of tax bribes to German
prosecutions (Transparency International, 2020). As a result, German corporations have systematically
increased the size of the informal economy from 1980 to the present to 350 billion euros per year (see
chart on the right), continuously fueling their reserves of black money (Statista, 2015).

CONCLUSION

In general, corruption involves the conduct of public officials, be they political officials or civil servants,
by which they improperly and illegally enrich or enrich their relatives through the abuse of their public
office.

It should be noted that the existence of corruption reduces the degree of trust in society, weakens
democracy, hinders economic development, deepens inequality, significantly increases poverty and so-
cial inequality. Corruption can be eliminated and its negative consequences can be avoided only if the
schemes and systems through which corruption operates are considered.

Corruption can take various forms and include actions such as public officials asking for a certain
amount of money or benefits in exchange for their services; State political officials who abuse the power
in their hands, misappropriate state budget funds, employ them through their influence, occupy various
state positions, family members and relatives, and influence the results of state tenders. Corruption in
itself also includes bribing public officials by corporations to make the desired deal.

Corruption and corrupt practices can take place in any field, be it business, government, the judiciary,
the media, civil society, the healthcare system, or infrastructure and sports. However, corruption can be
related to anyone in the field, be it a politician, a public servant, a businessman, or a public figure. In
most cases, corruption is carried out secretly, with the help of representatives of such spheres as bankers,
lawyers, financial managers, mainly through the creation of opaque financial schemes.

It should be noted that in most cases, states do not directly criminalize corruption, but are held ac-
countable for certain acts through which corrupt acts are committed, such as bribery, misappropriation,
fraud, extortion, etc.

REFERENCES

Alcazar & Raul. (2001). Diagnosis corruption. Academic Press.

Alt, J. (2015). Political and Judicial Checks on Corruption: Evidence from American State Govern-
ments. Projects at Harvard.

160



Diana Khomeriki (dianakhomerikii@gmail.com Jownloaded: 3/30/2027 233158 PM

1G1 Global Flatiorm |F Address: 188.121.219.135

Negative Effects of Corruption on the Global Level

Angolagate: les principaux acteurs de 1’affaire. (2007). Le Figaro.
Barenboim, P. (2009). Defining the rules. Issue 90. The European Lawyer.
Bilefsky, D. (2013). On the Crony Safari, a Tour of a City’s Corruption. The New York Times.

Blavatskyy, P. (2020). Obesity of politicians and corruption in post-Soviet countries. Economics of
Transition and Institutional Change.

Cameron, R. (2014, June 2). Corruption redefined as tourism in Czech Republic. BBC News.

Carney, G. F. A. S. (2016). Czech Republic Has Its Answer to the Beverly Hills Star Tour. Wall Street
Journal.

Chipkin, I., & Swilling, M. (2018). Shadow State: The Politics of State Capture. Wits University Press.

Dimant, E., & Tosato, G. (2017). Causes and Effects of Corruption: What Has Past Decade’s Empirical
Research Taught Us? A Survey. Journal of Economic Surveys.

Dobos, N. (2015). Networking, Corruption, and Subversion. Journal of Business Ethics.
Doss, E. (2020). Sustainable Development Goal 16. United Nations and the Rule of Law.

Dubai’s Role in Facilitating Corruption and Global Illicit Financial Flows. (2020). Carnegie Endow-
ment for International Peace.

Economia UOL. (2017). Commercial dollar: quotation and charts. Author.
Eddiegilman. (2016). Petrobras. Fortune.

Elliott, K. A. (1997). Corruption as an international policy problem: overview and recommendations.
Institute for International Economics.

Fitz-Gibbon, A. (2000). In the World but Not of the World: Christian Social Thinking at the End of the
Twentieth Century. Academic Press.

Fonseca, P. (2016). Former Odebrecht CEO sentenced in Brazil kickback case. Reuters.

Forgues-Puccio, G.F. (2013). Existing practices on anti-corruption, Economic and private sector profes-
sional evidence and applied knowledge services helpdesk request. Academic Press.

Garcia, P. J. (2019). Corruption in global health: The open secret. Lancet, 394(10214), 2119-2124.
doi:10.1016/S0140-6736(19)32527-9 PMID:31785827

Graeff, P, Sattler, S., Mehlkop, G., & Sauer, C. (2014). Incentives and Inhibitors of Abusing Academic
Positions: Analysing University Students’ Decisions about Bribing Academic Staff. European Sociologi-
cal Review, 30(2), 230-241. doi:10.1093/es1/jct036

Hamilton, A. (2013). Small is beautiful, at least in high-income democracies: the distribution of
policy-making responsibility, electoral accountability, and incentives for rent extraction. World Bank.
doi:10.1596/1813-9450-6305

161



Diana Khomeriki (dianakhomerikii@gmail.com Jownloaded: 3/30/2027 233158 PM

1G1 Global Flatiorm |F Address: 188.121.219.135

Negative Effects of Corruption on the Global Level

Hamilton, A., & Hudson. (2014). Bribery and Identity: Evidence from Sudan. Bath Economic Research
Papers, No 21/14.

Heyneman, S. P., Anderson, K. H., & Nuraliyeva, N. (2008). The cost of corruption in higher education.
Comparative Education Review, 52(1), 1-25. doi:10.1086/524367

Index of Economic Freedom. (2008). The Heritage Foundation.

Jensen, N. M., & Malesky, E. J. (2017). Nonstate Actors and Compliance with International Agreements:
An Empirical Analysis of the OECD Anti-Bribery Convention. International Organization.

Kaufmann, D., & Vicente, P. (2005). Legal Corruption. World Bank.

Kaufmann, D., & Vicente, P. (2011). Legal Corruption (revised). Economics and Politics, 23.
Klitgaard, R. (1998). Controlling Corruption. University of California Press.

Klitgaard, R. E. (2000). Corrupt cities: A practical guide to cure and prevention. ICS Press.

Kruse. (2015). One Nation Under God: How Corporate America Invented Christian America. Academic
Press.

Lambsdorff, J. (2006). The New Institutional Economics of Corruption. Routledge.
Lambsdorff, J. G. (2006). Corruption Perceptions Index 2006. Transparency International.

Legvold, R. (2009). Corruption, the Criminalized State, and Post-Soviet Transitions. In R. I. Rotberg
(Ed.), Corruption, global security, and world order. Brookings Institution.

Lin, T. C. W. (2016). Financial Weapons of War. Minnesota Law Review.

Locatelli, G., Mariani, G., Sainati, T., & Greco, M. (2017). Corruption in public projects and megaproj-
ects: There is an elephant in the room! International Journal of Project Management, 35(3), 252-268.
doi:10.1016/j.ijproman.2016.09.010

Material on Grand Corruption. (2014). United Nations Office on Drugs and Crime.
Merle, J.-C. (Ed.). (2013). Global Challenges to Liberal Democracy. Spheres of Global Justice.
Mishler v. State Bd. of Med. Examiners. 2021. Justia Law.

Mo, P. H. (2001). Corruption and Economic Growth. Journal of Comparative Economics, 29(1), 66—79.
doi:10.1006/jcec.2000.1703

Morris, S. D. (1991). Corruption and Politics in Contemporary Mexico. University of Alabama Press.
OECD. (2015). Country monitoring of the OECD Anti-Bribery Convention. oecd.org.

OECD Convention on Combating Bribery of Foreign Public Officials in International Bearer of Trans-
actions. (2012). oecd.org.

Olken, B. A., & Pande, R. (2012). Corruption in Developing Countries. Annual Review of Economics,
4(1), 479-509. doi:10.1146/annurev-economics-080511-110917

162



Diana Khomeriki (dianakhomerikii@gmail.com Jownloaded: 3/30/2027 233158 PM

1G1 Global Flatiorm |F Address: 188.121.219.135

Negative Effects of Corruption on the Global Level

Osipian, A. (2013). Recruitment and Admissions: Fostering Transparency on the Path to Higher Educa-
tion. In Transparency International: Global Corruption Report: Education. Routledge.

Pahis, S. (2009). Corruption in Our Courts: What It Looks Like and Where It Is Hidden. The Yale Law
Journal.

Pogge, T. (2015