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Abstract

In today's world, effective governance is directly related to the introduction
and modernization of a flexible and efficient e-government system, its continuous
improvement and rapid development. Electronic documents and electronic signatures
are the most important components of the development of e-government.

The introduction and development of digital technologies, information and
communication services at a particularly rapid pace in the last decade have laid the
foundation for global changes occurring at an unprecedented speed. The introduction
of e-services, technological innovations and reforms carried out both locally and
globally have allowed the development of rapid integration processes. Demand for
fast, cheap and accessible e-services is growing all over the world.

The introduction of electronic services has a great impact on the daily life of
countries, significantly changes the principles of government and is associated with
the emergence of many new opportunities.

Undoubtedly, in today's world, e-services and digital solutions are an easy way
for citizens, as well as the public and private sectors, to solve problems in different
directions.

In order to improve management efficiency in any area, the introduction of
electronic services for greater flexibility, accessibility and simplicity of systems and
the transition of existing services to electronic/digital format automatically entails a
growing demand for various types of electronic signatures.

It can be said that, given the data, one of the most pressing issues in the world
today is the electronic signature and the related field of identification, security and
protection, as well as the problems that have been identified in this regard.

The ongoing digital revolution at an unprecedented pace has taken the global
pandemic situation to a whole new level (COVID 19). The need has led to the transfer
of non-electronic services in all spheres of human life to electronic formats, which has
further increased the demand for reliable and secure electronic signatures.

Every day, millions of people around the world digitally sign various types of
electronic documents. The increased demand has revealed a number of problems in
safety, reliability, distribution and other areas.

The conclusions presented in the article are based on information obtained
using qualitative research methods. In particular, the analysis of official
documents/statistics and the method of in-depth interviews. In the course of the study,
statistical information was processed, consultations and interviews were held with
leading experts in various fields. (Original source).

The article discusses the history of the development of a qualified electronic
signature in the world, successful / unsuccessful examples of the introduction of
legislative innovations, judicial practice, identified shortcomings in the
implementation and implementation of an electronic signature, as well as an
unfavorable situation from an expert point of view.

The legal base of modern Georgia, the existing problems in the field of
introduction, implementation, development, distribution, trust and examination of a
qualified electronic signature are considered and analyzed. Expertise and case law are
also discussed.

The research database includes information from the Public Services
Development Agency under the Ministry of Justice of Georgia, the Municipal
Services Development Agency under the Thilisi City Hall, the National Bank of
Georgia, the National Bureau of Forensic Science Levan Samkharauli, the Supreme
and city courts and the forensic department of the Ministry of Internal Affairs.



It is shown that the solution of the existing problematic situation is possible
only through the development/implementation of new approaches, technologies and
initiatives.

To solve the problems identified during the study, an innovative concept of
electronic signature has been developed, the purpose of which is to create a new type
of device. In addition, our initiative is to create an “encrypted electronic signature
store™ using blockchain technology, which will guarantee the security of electronic
signatures.

the process of developing an innovative concept, the main conclusions of the
article are the possibility of creating a sign pad of a new type. Consultations were held
with representatives of all areas, whose participation and involvement will be required
in the future to create a new type of device and its platform.

As part of the study, expert assessments were received from the head/chief
expert of the graphic and technical expertise department of the Forensic Department
of the Ministry of Internal Affairs, Softline Business Development Manager in
Georgia, a certified Check Point security expert and Lomsa. (lomsa.com) - from the
technical director.

Expert judgments received from experts in the relevant field confirm that a
new type of device can be created and that it is authentic, safe and suitable for
implementation.
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