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ABSTRACT: Heterogeneous architecture is an underlining feature of 5G, however deployment and
management of HetNets in 5G scenarios is yet to be explored. Given the need to satisfy overwhelming
capacity demands in 5G, mm-wave spectrum (3-300 GHz) is expected to offer a very compelling long
term solution by providing additional spectrum to 5G networks. Hence, the challenge is the integration of
mm-wave in heterogeneous and dense networks as well as the backward compatibility and integration
with legacy 4G/3G networks. Furthermore, Cloud radio access networks (C-RAN) contribution to 5G is
considered as a cost effective and energy efficient solution for dense 5G deployment. From an energy
point of view, cost and energy consumption are major considerations for 5G. C-RAN and energy
efficiency techniques could help in performance improvements.

Although HetNets were introduced in 4G networks, their complexity has increased in 5G networks. In
this paper, we will try to build a clear image of HetNets in 5G cellular networks. We consider different
technologies with a special focus on mm-wave networks given its important role in 5G networks. We then
address the available standards in HetNets that allow interworking and multihoming between different
radio access technologies. Afterwards, we consider the virtualization of 5G HetNets and its benefits.
Different resource allocation strategies in the literature are also presented for single-resource as well as
for multi-resources. Finally, we give an overview of existing works addressing energy efficiency
strategies in 5G networks.
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1. INTRODUCTION

Fifth generation (5G) is not as previous generations, an evolution of the existing, but it is rather
considered as a cellular network revolution that builds on the evolution of existing technologies. These
technologies are complemented by new radio concepts that are designed to meet the new and challenging
requirements of some use cases today’s radio access networks cannot support [2] [3].

This revolution is necessary to offer new services to 5G users with good quality of service (QoS). These
services include:

* Good service even in very crowded places.

e Similar user experience for end-users on the move as for static users.

e The Internet of Things (IoT). Basically, anything that profits from being connected will be
connected.
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*  Machine-to-machine (M2M) or device-to-device (D2D) communication with real-time
constraints, enabling new functionalities for traffic safety, traffic efficiency, smart grid, and e-
health.

* Huge capacity increase that could be achieved by having more spectrum, better spectrum
efficiency and a large number of small cells.

In parallel to the data starving services, several technological concepts that were not supported in previous
cellular generations are now potential 5G scenarios to answer users demands. We mainly note: D2D
communications, ultra-reliable communications, massive machine communications, IoT, Cloud
computing, and hybrid networks. On the other hand, ultra high data rates, extremely low latency,
anywhere anytime coverage, huge energy saving — most of the promises made by 5G are associated with
their respective challenges. Among these challenges we address in this paper network densification in the
form of heterogeneous networks (HetNets).
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Figure 1.1: Next Generation 5G Wireless Networks (Source: [3]).

2. Heterogeneous networks/Multi-RAT

Today’s 3G and 4G networks are designed primarily with a focus on peak rate and spectral efficiency
improvements. In the 5G era, we will see a shift towards network efficiency with 5G systems based on
dense heterogeneous networks architectures. HetNets are among the most promising low-cost approaches
to meet the industry’s capacity growth needs and deliver a uniform connectivity experience. A HetNet
comprises a group of small cells that support aggressive spectrum spatial reuse coexisting within macro
cells as shown in Fig. 1.2. However, HetNets will be architected to incorporate an increasingly diverse set
of frequency bands within a range of network topologies, including macro cells in licensed bands (e.g.,
long term evolution network or LTE) and small cells in licensed or unlicensed bands (e.g., WiFi). New
higher frequency spectrum (e.g., millimeter-wave or mm-wave) may also be deployed in small cells to
enable ultra-high-data-rate services.
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Architecture

HetNets are formed of macro cells and small cells. A macro cell is generally divided into several sectors
in order to increase the spatial frequency reuse which increases the network capacity. Typically, a macro
cell is implemented as a tri-sectorial base station (BS) with each sector of 120 - . However, different
definitions are considered for choosing the cell type, it can consider the radius of the cell, the number of
connected users and the deployment options.

As their name indicates, small cells provide a smaller coverage area than a macro cell. As shown in Fig.
1.2 , a macro cell overlaps several small cells. There are several types of small cells such as micro, pico,
femto and relay cells, ordered in decreasing order of coverage and transmission power. These small cells
can be managed by the same operator as a macro cell or by a different operator and require a lower
installation cost. In addition, it is worth to note that small cells are mainly deployed in order to support the
increasing rates of data services but can also support voice services.

Figure 1.2: Heterogeneous network model.

WiFi small cells

Widely deployed WiFi systems are playing an increasingly important role in offloading data traffic from
the heavily loaded cellular network, especially in indoor traffic hotspots and in poor cellular coverage
areas. Very recently, the Federal Communications Commission (FCC) voted to make 100 MHz of
spectrum in the 5 GHz band available for unlicensed WiFi use based on the IEEE 802.11ac standard [9],
giving carriers and operators more opportunities to push data traffic to WiFi. WiFi access points have
even been regarded as a distinct tier of small cells in heterogeneous cellular networks. Wireless local
access networks (WLAN) technology evolution is mainly carried out within the WLAN IEEE 802.11
working group which released multiple set of standards for various operating frequencies and ranges
specification.

LTE Small Cells

LTE small cell networks are highly dense networks constituting of home eNodeBs, indoor enterprise
eNodeBs as well as outdoor deployed eNodeBs. Some of the major challenges of the LTE small cell
networks are:

1) Maintaining the desired QoS with respect to downlink and uplink packet data transmission.
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2) Efficient handover.

3) Interference co-ordination with neighbors. Especially in the uplink direction, i.e., from UE to small cell
eNodeB, the task of delivering a wide variety of application layer packets is complicated due to limited
transmission power of the UE, limited battery resources at UE and time-varying nature of wireless
channels.
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Figure 1.3: HetNet architecture with loose coupling (Source: [19]).

From an architectural point of view, two deployment scenarios were identified in [21], namely small cells
co-existing with macro cells,known as Hot Spot, and small cells without macro cells known as Not spot.
In such areas, only basic network coverage is needed, which can be adequately supported by lower cost
small cells rather than more expensive resource from the macro site. Not-spot small cells are perfect for
network coverage extension to reach the rural areas, both indoors and outdoors. The Not-spot scenario
may potentially suffer however from high volume of handover signaling load, which may impact the
users Quality-of-Experience (QoE).
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Figure 1.4: HetNet architecture with tight coupling (Source: [19]).

Mm-Wave Small Cells
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Capacity for wireless communication depends on spectral efficiency and bandwidth. It is also related to
cell size. Cell sizes are becoming small and physical layer technology is already at the boundary of
Shannon capacity [24]. It is the system bandwidth that remains unexplored. Presently, almost all wireless
communications use spectrum in 300 MHz to 3 GHz band, often termed as “sweet spot” or “beachfront
spectrum” [25]. In order to increase capacity, wireless communications cannot help facing the new
challenges of high frequency bandwidth. The key essence of next generation 5G wire-less networks lies in
exploring this unused, high frequency mm-wave band, ranging from 3 ~ 300 GHz. Even a small fraction
of available mm-wave spectrum can support hundreds of times of more data rate and capacity over the
current cellular spectrum [26]. Thus, the availability of a big chunk of mm-wave spectrum is opening up a
new horizon for spectrum constrained future wireless communications [26].

Beamforming in mm-wave

The main objective of adaptive beamforming is to shape the beam patterns (e.g., by beamsteering) so that
the received signal-to-noise ratio (SNR) is maximized. Full control of beam pattern shaping requires
changing both the amplitude and phase of transmitted signals. The need for low-cost and lowpower
hardware, however, has pushed mm-wave towards a simpler analog architecture that contains only
digitally controlled constant modulus phase shifters. Hybrid precoding proposed in [27] divides the
required precoding processing between the analog and digital domains, and hence allows better control of
the beam shape.

Mm-wave Mobile Boradband Frame Structure

As in 4G systems, mm-wave uses also OFDM and single-carrier waveform as multiplexing schemes. We
show in Fig. 1.5 a mm-wave frame structure as described in [28]. The basic transmission time interval
(TTD is a solt of 62.5us duration. Subframe, frame and superframe’s duration are chosen equal to those in
LTE systems (1 ms, 10 ms and 40 ms, respectively) in order to facilitate the interworking between both
technologies. The cyclic prefix (CP) is chosen to be 520 ns, which gives sufficient margin to
accommodate the longest path, different deployment scenarios, and the potential increase of delay spread
in the case of small antenna arrays or wider beams. The subcarrier spacing is chosen to be 480 kHz, small
enough to stay within the coherent bandwidth of most multipath channels expected in mm-wave.

Interworking between mm-wave and LTE

A hybrid LTE/mm-wave system can improve coverage and ensure seamless user experience in mobile
applications. In a hybrid LTE/mm-wave system, system information, control channel, and feedback are
transmitted in the LTE system, making the entire millimeter-wave spectrum available for data
communication. Compared with millimeter waves, the radio waves at < 3 GHz frequencies can better
penetrate obstacles and are less sensitive to non-line-of-sight (NLOS) communication link or other
impairments such as absorption by foliage, rain, and other particles in the air. Therefore, it is
advantageous to transmit important control channels and signals via cellular radio frequencies, while
utilizing the millimeter waves for high data rate communication
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Figure 1.5: Mm-Wave frame structure [28].
Multihoming

HetNets were designed such that traffic can be offloaded between available access networks. However,
concurrent multiple access to more than one network in wireless networks has recently been standardized
in Release 12 under the name of “Dual Connectivity” [15]. In this section, we introduce the aspects and
standards enabling multihoming’s concept implementation with focus on the dual connectivity standard.
We also present a literature overview on interworking and network selection strategies in this context.

Multihoming aspects

Multihoming was first proposed as a redundancy solution for wired networks. Recently, the coexistence
of different wireless access network technologies has renewed this concept and became an attractive topic
for study during the past years. Wireless networks multihoming concept started with offloading [31, 32,
33], passing by load balancing [34], optimal distribution [35] [36] [37], as well as concurrent multiple
access [38, 39, 40].

Load balancing concept was introduced in wired networks [31]. Such load balancing system must
determine the available bandwidth through an access link, assign incoming and outgoing traffic, and
detect access links failure. For this aim, a reliable routing protocol must be considered [32]. Similarly,
load balancing management could be obtained in heterogeneous wireless networks by dynamically
optimizing the packets’ split ratio between multiple access networks as shown in [34]. Such strategy
might be based on the load information and channel quality information at each access network.

Multihoming Technology Enablers

Throughout the past years, 3GPP and IETF worked hard in order to standardize different HetNets
interwoking schemes. Their main interest was to standardize the users mobility between accesses, the

transport layer support of multihoming, and frequency resource scheduling known as “Dual Connectivity”
(DC).
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Mobility in Heterogneous Networks

Non-seamless offloading between LTE and WiFi is disturbing, especially for real-time applications that
require the continuity of service (e.g., VoIP, Video Conference, HTTP page). It is highly desirable that
mobile operators provide seamless service continuity between cellular and WiFi accesses with involving
both user plane routing and control plane functions. This seamless continuity can be first supported by
ensuring a service layer continuity even when the IP address has changed which is not supported in
TCP/IP. In this section, we present some of the seamless continuity standardized technologies. Several
mechanisms are proposed by 3GPP describing the offload management in 3GPP networks. I-WLAN is
the first approach allowing local area network access to the 3GPP core.

Multihoming at Transport Layer

In addition to the mobility described above and maintaining the IP connection of a user when offloading,
static multihoming of a user connected simultaneously to multiple access networks has multiple IP
addresses. However, regular TCP can support only one flow which mean only one IP address. For this
reason, several transport protocols were proposed, we will present here an overview of multihoming-
capable protocols.

Transport layer multihoming started with node multihoming which is an old concept defined as a device
having more than one wired access interface. Two main standards were proposed: Stream Control
Transport Protocol (SCTP) in 2000 [39, 40] and Multi-Path Transport Control Protocol (MPTCP) in 2010
[51]. SCTP uses only one path for transfer and keeps the other available paths for packet retransmission
or for backup in case of handover or link failure. SCTP suffered however from the middleboxes blocking
problem for SCTP packets.

Frequency Resources Aggregation

Since the operator’s first choice is to add more capacity on licensed spectrum, carrier aggregation (CA)
technology [32] has been standardized in Long Term Evolution (LTE) Releases 10-12. CA was first
proposed to aggregate multiple small band segments into maximum 100 MHz virtual bandwidth to
achieve higher data rate in LTE small cells.

Frequency multi-connection is also being standardized by 3GPP. LTE dual connectivity is introduced in
Release 12 [15] as a realization of different spectrum allocation between a macro cell and a small cell.
Several work items in Release 13 differentiated between dual connectivity in LTE/LTE-A HetNets, the
License Assisted Access (LAA), and in LTE/WLAN HetNets, the LTE/WLAN Aggregation (LWA).

Interworking Types

Several heterogeneous network types were considered in the literature. Heterogeneity in wired networks
mainly consisted in accessing a server using more than one ISP, which means different routes. Generally,
wired networks mutilhoming is considered as redundancy in case of failure. Few works tackled
multihoming in such networks, we note [34] in which the authors conducted a study on multihoming
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streaming in a residential context using a DSL and a cable connection. This study showed significant QoS
improvement for connection splitting and migration in case of congestion.

Conversely, wireless networks interworking gained a huge reputation. Several HetNet models were
proposed along with performance evaluation and interworking technologies standardization. Next, we
present two main categories for wireless networks interworking:

(i) interworking between access networks with the same technology, mainly 3GPP, and

(i1) interworking between different wireless technologies with a focus on the interworing between 3GPP
and WLAN networks.

Inter-3GPP interworking

Network densification using LTE small cells has been an important evolution direction in 3GPP, since
LTE Release 10, to provide the necessary means to accommodate the anticipated huge traffic growth.
Moreover, LTE small cells can be deployed both with macro coverage and standalone, indoor or outdoor,
and can also be deployed sparsely or densely based on each case requirements. LTE interference
coordination in such HetNets is widely studied and several radio coordination features are proposed. For
example, we note downlink joint transmission, dynamic point blanking known as coordinated scheduling
and enhanced inter-cell interference coordination (eICIC).

3. Heterogeneous Interworking

The ability to exploit different access network technologies while providing a seamless subscriber
experience has a clear appeal for all service providers and network operators. This is why interworking
between HetNets was adopted. Several combinations of access networks were studied including, but not
limited to, UMTS/WiMAX [32], WiF/UMTS [33], WiFI/WiMAX [44] WiFi/HSDPA [38], WiFi/LTE
[32, 36], and recently in 2017 mmWave/LTE [37]. However, not too many studies considered
simultaneous multihoming. In the following, we present an overview of research works concerning
different cases of heterogeneous interworking.

Network Selection Decision

The network selection strategy in HetNets in the literature can be classified into three approaches:
network centric, user centric, and hybrid decisions. We present here an overview for different research
works in this domain and their contributions for network selection decision.

Network centric strategies generally propose a central scheduler managed by the operator. This central
scheduler takes into consideration resource allocation between cell users. Several works addressed the
interworking between HetNets using network centric scheduler, we note [36, 38, 40]. Alternatively, user
centric strategies delegate the traffic splitting or offloading to the users. For example, the user equipment
might decide based on the battery power level combined with the consumption on each access network
with preferring to offload on WiFi networks in the battery saving mode [33, 37].

RAN Cloudification
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Aiming to fill the blanks in the 5G’s complete image, we introduce in this section the virtual radio access
network (V-RAN). The rationale behind VRANSs starts with the emergence of cloud computing such as
Amazon Web Services, Microsoft Azure and Google App Engine. In parallel, the rapid growth in mobile
media applications and platforms was limited by energy and computational resources which imposed
restrictions on the advancement of multimedia applications. That’s why cloud computing was proposed as
a support for mobile platforms by leveraging the heavy-computational services by executing them on the
cloud. The mobile cloud computing [38] was considered as the intersection between mobile computing
and cloud computing. Cloud radio access networks (Cloud-RAN or C-RAN) architecture is considered as
an innovation in HetNets. C-RAN allows scaling the mobile data network effectively under recent
network challenges. C-RAN reduces both expenditures of mobile networks that are facing exponentially
increasing data traffic demand [39] [40]. A logical evolution of C-RAN architecture is a V-RAN, a
programmable architecture that is software definable and tuneable.

Macro cell

An LTE eNodeB is composed of one baseband unit (BBU) and up to three remote radio heads (RRHs)
that can be connected. To connect the BBU and each RRH, an optical interface compliant with the
common public radio interface (CPRI) specification, which is standard, is required (see Fig. 1.7). The
BBU is responsible for digital baseband signal processing. IP packets received from the core network are
modulated into digital baseband signals and transmitted to the RRH. The digital baseband signals
received from the RRH are demodulated and IP packets are transmitted to the core network. As for RRH,
an RRH transmits and receives wireless signals. An RRH converts the digital baseband signals from BBU
that are subject to protocol-specific processing into radio frequency signals and power amplifies them to
transmit them to UE. On the contrary, the RF signals received from UE are amplified and converted into
digital baseband signals for transmission to the BBU.

C-RAN/V-RAN

In C-RAN, the RRHs are located at the cell site and the BBU is implemented separately and performs
centralized signal processing for the RAN. The decentralized BBU enables agility, faster delivery, cost
savings and improved coordination of radio capabilities across a set of RRHs. A number of BBUs can be
aggregated to form a pool of baseband units (BBU pool).
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Figure 1.7: eNodeB hardware architecture (Source: [31]).
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In other words, V-RAN will open the door for many new applications in 5G. For example, it offers the
possibility of using signal processing software dedicated to a special purpose based on the actual service.
However, the realization of these benefits requires suitable strategies for an efficient usage of computing
resources [25] [26], energy efficient resource allocation [27], sufficient fronthaul capacity [48] and
effective BBU placement [29].

Functional Splitting

The C-RAN architecture can be divided into two types, based on the RRH and BBU functionalities: Full
Centralization and Partial Centralization.

In full centralization, the functionalities of Layer 1, Layer 2, Layer 3 and signaling as well as operations
and maintenance (O&M) are concentrated in the BBU, while RRH has only the radio functionalities as
shown in Fig. 1.8. This provides optimum architecture for implementing network optimization
techniques, however, it requires a large bandwidth and very low latency link to BBU hotel, to carry the
baseband in-phase/quadrature (I/Q) signals.

Partial centralization’s baseband processing functions (Layer 1) are

L2/13 L1 (Baseband)
S1 RRC/PDCP/ | a ) Subcarrier IFFT |
termination RLC/MAC — Ceding il AMaHulatiank mapping | CPin ] P/s ‘[ okl
ToRRH —
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ToRRH <«—
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Figure 1.8: Functional splitting of full and partial centralization.

located in the RRH along with radio functions (see Fig. 1.8). This configuration greatly reduces front-haul
bandwidth requirements as compared to full centralization. In return, bringing baseband processing in the
RRH level makes the upgrade and multi-cell collaborative signal processing less convenient [40].

Resource Allocation Strategies

Resource allocation and scheduling is defined as the act of assigning resources to a set of tasks. A set of
constraints must be met by any scheduler such as deadline and minimum resource allocation. The

10
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decision and the scheduling problems address the feasibility of the scheduling. Resource scheduling
started with the periodic scheduling in 1973 [22] by assigning zero or one resources at a time. Then
another version allows sharing a resource or assigning more than one resource at a time. Among the
proposed single-resource scheduling algorithms we note First In First Out (FIFO), Earliest Deadline
algorithm (EDF) [22], Round Robin (RR), fair queuing (max-min fair scheduling), proportionally fair
scheduling, and Scheduling optimization problems.

4. 5G and Energy Issues

The Information and Communications Technologies (ICT) account for a considerable portion of the total
energy consumption. Statistics of 2017 tell that the annual average power consumption by ICT industries
was over 200 GW, where telecommunication infrastructure and devices accounted for 25%. Moreover, it
is expected that in 5G era, millions more base stations with higher functionality and billions more devices
with ever higher data rates will be connected [31]. Therefore, dramatic improvements of Energy
Efficiency (EE) are required to ensure sustainable energy consumption in ICT.

Various efforts are done to cut down the energy consumption of telecommunication networks. The
Energy Aware Radio and Network Technologies (EARTH) project sponsored by EU, has built a
framework to support the EE evaluation over the large scale and long term, which is named the EARTH
Energy Efficiency Evaluation Framework (E3F). E3F offers the power consumption breakdown for
eNodeB components of LTE wireless system. Meanwhile, a flexible power model is built to support the
E3F evaluation, which considers differentiation of BSs types. Furthermore, each type of BS is divided
into a group of hardware components. The power of each hardware component is affected by several
scaling factors, including bandwidth, antenna, modulation, coding rate, and load as presented in [36].

*  Energy consumption
*  Energy consumption in cellular networks
*  Energy consumption in cellular networks could be evaluated generally by considering the power
consumed by all the components as well as the dynamic radio power used for transmission
function of the load, or particularly by considering the power consumed by each allocated
resources.
The consumed power at the base station follows the model provided by EARTH in generalized to all BS
types, including macro, micro, pico and femto BSs. Different transceiver (TRX) parts power consumption
is analyzed:

Antenna interface: The influence of the antenna type on the power efficiency is modeled by a certain
amount of loss mainly at the feeder.

Power amplifier (PA): The power consumption in PA suffers from nonlinear effects which rises the poor
power efficiency nP A.

Radio Frequency RF: The RF power consumption depends of the required bandwidth, the allowable
signal-to-noise-and-distortion ratio,and the resolution of the analog-to-digital conversion.

Baseband unit (BB): The BB unit power consumption includes the power consumed by functions such as
filtering, modulation/demodulation, digital pre-distortion, signal detection, and channel coding/decoding.

11
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Power supply and cooling: The power supply and active cooling consumption is presented as a loss that
scales linearly with the power consumption of other components.

Energy Consumption in WiFi

The energy consumption in WiFi is less costly than cellular networks because of the reduced coverage
and the lower number of users. The power consumption in this case depends of the AP’s two states: Idle
or Dynamic. In a WiFi AP, the power consumption of PA, RF, BB, and power supply and cooling
components are reduced or neglected.

Energy Consumption in mm-wave

In a mm-wave small cell, the power consumption includes the baseband functions, the RF chains and the
phase shifters. The other power consumingpart is the power amplifier (PA) which is the most power
consuming part in a mm-wave access network. The power consumption in a mm-wave small cell depends
of AP’s state: Idle or Dynamic.

Energy Efficiency Maximization

EE and sustainability of 5G networks have recently received significant attention from mobile operators,
vendors and research projects.

A large amount of work has been reported on EE resource allocation in mobile networks. An energy
efficient analysis was provided for LTE HetNets in using realistic power models defined in the EARTH
project. Mainly, energy saving techniques such as sleep mode were proposed for idle femto cells. In the
same way, authors in proposed small cells activation for the offloading from macro cells to small cells as
a strategy to increase power savings.

As for HetNets with multihoming, authors in and developed an uplink and downlink energy efficient
allocation model for bandwidth and power resources in a heterogeneous wireless network. In the
downlink case, they adopted a win-win strategy that achieves cooperation between different operators.
Similar works on network resource allocation with multihoming are presented in with power consumption
minimization.

Conclusion

We presented in this paper a general overview of HetNets in 5G cellular networks. HetNets emerged as a
promising low-cost approach for network densification. The interworking schemes range from load
balancing, to offoading and multihoming; the latter being the focus of the present paper. We described
multihoming aspects and technology enablers available in 3GPP releases and those proposed by IETF.
These technologies mainly include mobility protocols, transport layer’s protocols, and dual connectivity
mechanism in 5G. We reported on works on heterogeneous networks interworking, highlighting different
network selection strategies.

We also described V-RAN’s architecture and defined BBU and RRH entities based on the different
functional splitting types. We showed that BBU virtualization offers new efficiency and coverage
enhancements by means of CoMP and eICIC. We reported on resource allocation works for both single
type and multiple types of resources. We focused on proportional fairness and dominant resource fairness

12
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strategies for single resource and multi-resource allocations, respectively. We finally presented energy
consumption aspects in different wireless networks, described power consuming parts and reported
different energy efficiency works in the literature, for HetNets, C-RAN and multihoming.
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AHHOTAIIMS. AKTyanbHOCTh TEMBI HUCCICAOBAaHUI O HEoOXOoAMMOCTH olecreueHUs KuOepOe30macHOCTH
WHPOPMAIIMOHHBIX CHUCTEM W TEXHOJOTMH B OOpa3oBaHWMU OOYCIIOBJIEHA IOCTOSHHO BO3pAacTaloUlell YSA3BUMOCTBIO, a
TaKXKe CKPBITBIM PHICKOM MOTEPH aKTHBOB YUEOHBIX 3aBEICHHM.

OCHOBHBIX acneKThl paGoThl. B craTbe MopgHMMAETCs BOIPOC O HEOOXOAMMOCTH PAacCMOTPEHMs OOecreueHUs
kubepOe30macHOCTH MH(POPMAIIMOHHBIX CUCTEM M TEXHOJIOTMH B 0Opa3oBaHHMU. Y CTAHOBJIEHO, YTO B JIAHHOE BpeMs
WCCIIeJIOBATESIMA ~ HE TPHUAEIAHO HAIEKAlero BHUMAaHHUA BOMpOCY oOOecreueHus KuOepOe30macHOCTH B
MIPOEKTUPYEMBIX HHOOPMAIIMOHHBIX CUCTEMaX M TEXHOJIOTHAX B cepe oOpa3oBaHUs.

Hayuynas HoBu3Ha. HayuHas HOBM3HA TeMbl 3aK/IIOYAeTCsl B MOCTAHOBKE 3aJaHMM O HEOOXOAWMOCTH pELIeHUEe
HAYYHO-TIPAKTUYECKOW 3amaun obecrieyeHus: KuOepOe30macHOCTH HWH()OPMAIMOHHBIX CHUCTEM W TEXHOJOTMH B
o0pa3oBaHHH.

KJIIIOYEBBIE CJIOBA: Kubepbezonacnocmo, MOmueayusl, Xapakmepucmuxa, OHMON02US,
Kubepnpomugocmosue.

ABSTRACT. The relevance of the research topic on the need to ensure the cybersecurity of information systems
and technologies in education is due to the constantly increasing vulnerability, as well as the hidden risk of losing assets
of educational institutions.

The main aspects of the work. The article raises the question of the need to consider the provision of cybersecurity
of information systems and technologies in education. It is established that at this time, researchers have not paid proper
attention to the issue of ensuring cybersecurity in the projected information systems and technologies in the field of
education.

Scientific novelty. The scientific novelty of the topic lies in the formulation of a task about the need to solve the
scientific and practical problem of ensuring the cybersecurity of information systems and technologies in education.

KEYWORDS: cybersecurity, education, information system, technology, destructive information influence, cyber
security, methodology.

BBEJEHUE

B Hacrosimee BpeMsi B MHOTOYHCIICHHBIX HOPMATHUBHBIX JIOKYMEHTax II0 BOIpOcaM OOOPOHEI M 0€30IacHOCTH
J000T0 ToCynapcTBa Beaylllee MECTO OTBOAMTCS Mpobiieme npotuBozeiicTBust kubdepyrpos (KY). Hanpuwmep, B [1; 2] KV
OTHECEHBI K aKTyaJIbHbIM yIpO3 HAIMOHAIBHOW 0€30MacHOCTH TOCYJapCTBa, a CO3JaHHE CHCTEMBbl KHOepOe30macHOCTH
(KB) u 3amurty oT KHOEPHETHYECKHX aTaK ONpeAeseH HEOTI0KHBIMH 3a/1a9aMy.

AHanu3 IpUYMH BO3ZHUKHOBEHHS MPOOIEMBI IOKA3al, YTO TAKHMHU IPHYUHAMH SIBIISTIOTCS:

HaJIM4Me HETATUBHO HACTPOSHHBIX TPYNIHPOBOK, KOTOPHIE YKENAIOT peaju3allid MPOTHUBOIPABHBIX NEHCTBUU B
KHOEpHETUYECKOM MPOCTPAHCTBE MyTEM HAPYIICHHS IIETOCTHOCTH, JOCTYITHOCTH U KOH(UACHIMATBHOCTH WH(POPMALIH
JUISl 1 HAHECCHUSI Bpela MH(OPMAIIMOHHBIM PecypcaM U TeIeKOMMYHUKAIIMOHHBIM CHCTEMaM;

TPYHIIMPOBKA MPOTPAMMUCTOB THIIA «XaKep» Tropazno OBICTpee co3JaeT BPEAOHOCHOE MporpaMMHOe oOecreyeHIe
HEeXelIu 0OHOBIISIETCS aHTHBUPYCHOE (IIpOrpaMMHOE O0ecTieueHne);

3 PeKTHBHOCTh MPUMEHEHHsI WH()OPMAIIMOHHBIX TEXHOJIOTHH W BPEJOHOCHOIO MPOTPAaMMHOTO OOECIeYeHHs B
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KHOEpHETUYECKOM IPOCTPAHCTBE B HWHTEPECaxX OCYIICCTBIEHHS BOEHHO-TIOJMUTUYECKOTO M CHIOBOTO BO3ACHCTBHS
MPOTUBOOOPCTBA, BpaKACOHOH MH(OPMAITMOHHOH / KHOepONepaliy, TOAACPKKH TePPOprU3Ma M IIPOBEICHAS XaKEPCKUX
aTax.

HmeHHO B Xoze cO3laHMA M HACTPOWKHU CHUCTEMBI CBA3M IPOUCXOJUT BBIABIEHHE U OOECIEYEHUE 3aLIUThl OT
CTPEMHUTEIIEHOE Pa3BUTHE KHOSPHETHYECKHUX YTPO3.

CoBpemeHHBIE cpencTBa KuOep3almuThl HHQOpMaluu NPUHUMAIOTCS Ha BOOPYKCHHE C ONpeNeTeHHBIMU
TPYAHOCTSIMH, B CBSI3M C OTCYTCTBUEM JOCTATOYHOTO (PMHAHCHPOBAHUSI.

[TosTOMY, yuuTHIBasl BBIIIE HM3JI0KEHHOTO, [0 HAlleMy MHEHHWIO, BO3HHKJIA HEOOXOJUMOCTh B JaHHOH paboTe
paccMOTpeTh OTHENIBbHBIN acIeKT, KOTOPBIH CBA3aH C HEOOXOAMMOCTBIO M3YYEHHUs MOTHUBALMOHHOM XapaKTEPUCTHKU
3aIllUTHUKA KHOEPIPOCTPAHCTBA UTO ObI CBOEBPEMEHHO UCKIIIOYATh CMEHY IMO3ULMHU 3aIlUTHUK-HAPYIIHUTEb.

AHAJIN3 MTOCJEJTHUX UCCJIEJOBAHUMI U ITYBJIUKAIIMI IO IAHHOMY HAITPABJIEHUIO

ABTOp paboThl [3] IpH CO3AaHUK MOJICNIH YIpo3 HHGOPMALIMU U MeXaHH3Ma €€ dPPEKTUBHON 3aIlIUThl OMUCHIBAIOT
MOJIeNIb HApYIIHUTENs, Kak abcTpakTHOe (hopMaTu30BaHHOE WK He()OPMATH30BAHHBIE OMMUCAHUE ACHCTBHNA HAPYILIUTE,
KOTOPBI OTpa)kaeT ero MPaKTHIEeCKHe M TEOPETHYECKUE BO3MOXKHOCTH, allpHOPHEBIC 3HAHUS, BPEMsI, MECTO IEHCTBHS H
ToMy nojio0Hoe. [laHasi paboTa BJOXHOBHJIA HA MPOJMOJIKEHUS aBTOPCKUX ucclieoBanuii. Tak B pabore [4] oOpaiieHO
BHIMAHHAC HAa MOTHBAIIMOHHBIN IOPTPET YYACTHHKH KHOCPHETHYECKOTO IIPOTHBOCTOSHHS, KOTOPHIH MEHSETCS OT
MHOJKECTBA YCIOBHU. B CBSI3H ¢ 9THM 00CTOSTENBCTBOM aKIEHTHPOBAHO BHUMAHHE YUYACTHHKOB HAYJIHO-TIPAKTHUCCKOM
koH(pepeHiy  «[IpuMeHeHre WH()OPMAIIOHHBIX TEXHOJOTHH B MOATOTOBKE M AEATENBHOCTH CHJI  OXPaHBI
npaBonopsaka» (Xapbkos, 17-18 mapta 2016 1.) Ha HEOOXOAMMOCTD MTPOBEAEHHS UCCIENOBAaHUN 110 OoJiee TOAPOOHOMY
H3y4YEHHIO MOTUBAIIMOHHOW XapaKTEPUCTHKH BOSHHOCTYKALIUX MPH JIOMYCKe UX K KHOEPHETUIECKOMY MPOTHBOCTOSHHIO
[5].Takum oOpazoM, He pEIIEHHBHIM BOIPOCOM SBISAETCS OOOCHOBaHWE MoOJETCH yJaCTHHKOB KHOEPIIPOCTpAaHCTBAa Ha
OCHOBe Kiaccu(pukauu, 4To Obl YIPOCTWIO MPOLEAYPY MaTEeMaTHUECKOTO pacueTa, a TakKe CAeNalo HEBO3MOXXHBIM
BO3HHKHOBEHHE NapaoKca B CIIydae OTCYTCTBUSI KAKUX-THOO pacYEeTHBIX JaHHBIX.

HEJIb CTATbU

PackpbITh OCHOBHBIE PE3yNbTaThl HCCIENOBAHUS BOMPOCAa O HEOOXOAWMOCTH HW3yYEHHS MOTHBAILMOHHOM
XapaKTePUCTHKH YYaCTHHUKOB MPOTUBOCTOSHUS B KHOEPIPOCTPAHCTBE, OT KOTOPOH B MEPBYIO OdYepedb 3aBUCHT
W3MEHEHUS] OHTOJIOTUH KHOepOe30macHOCTH.

OCHOBHOM PE3YJIBTAT UCCJIEJOBAHUA

Hame uccnenoBaHne OCHOBBIBAETCSI HA MPEIJIOKEHHOM CTpaTeruu Urpsl B KubeprnpocTpaHcTBe [6] u moxenu [7]
IPU OILIEHKE YCTOWYMBOCTH (DYHKIIMOHHUPOBAHHS KpUTHYECKas MH(pOpMAIMOHHas MH(PpacTpykrypa. B Bumy Toro, uro
JTaHHAs! MOJIEJb UCIIONIb3YETCS B HCCIIEOBAaHUH MPOOJIEMbI KHOEPKUBYUECTH SHEPIrOCUCTEMBI Y KpauHHI [8], Tora MOXHO
YTBEpP)KIAaTh O €€ aJeKBaTHOCTM W JUId HAlllero paccMaTpuBaeMoro ciydas. TakuMm oOpa3oM, HaMH CHHTE3UPOBAHO
rpaduyeckas MOJIeNIb BO3MOXKHOTO MMPOTUBOOOPCTBUSI B KUOEPIPOCTPAHCTBE.

B pabote [9] aBTOp YeTKO JaeT MOHATHE KUOepaTaku, Kak (GOpMbI BpaxIcOHBIX (IPOTHBONPABHBIX) NCHCTBUI B
KHOEpIpOCTPaHCTBE; NEHCTBUS, HANpPaBICHHbIE MPOTUB KHOSPHETUYECKUX CHUCTEM, WHPOPMAIMOHHBIX PECYpCOB HIIH
MH(POPMALIMOHHOM HHGPACTPYKTYPBI U1 JOCTHIKEHHSI KaKOH-TTHM00 LeJIN U OCYILECTBIIIeMbIe IPU IIOMOLIM CIELUAIBbHBIX
IIPOTrpaMMHO-aIapaTHEIX CPENICTB U IPUEMOB (CIIOCOO0B) BO3IEHCTBUA.

B xoHTekcTe maHHOW paboOTBEI He OymeM paccMaTpHBaTh 3amadd, (OPMBI W CIOCOOBI BEAEHHWS BOWH B
KHOEepIpOCTpaHCTBE, HCUEPIBIBAIOIIA HHPOPMALK IpeAcTaBieHa B padote [10].

Jis moHuMaHuA KUOEpNPOTUBOCTOSHUE NPHBEIEM HArTIAAHBIN mpuMmep B Buiae pucyHka (puc. 1). OgHako, npu
BHUMATEJIIFHOM PACCMOTPEHUHU MOJIENH, MIPEACTABICHHON Ha puC. 1, MOKHO OOpaTUTh BHUMaHHE, YTO HE OTOOpakaeTcs
OJIOK MOTHBAIIMU YYaCTHUKOB BO3MOXKHOTO MMPOTHBOOOPCTBHSI B KHOEPIIPOCTPAHCTBE.

B Toxe Bpems oueHb HarJsIHO MOTHBALMOHHAS XapaKTEpUCTHKA, KaK YCJIOBHS, MPOJEMOHCTPUPOBAHO B paboTe
[11], MOXHO HecylECTBEHHO MU3MEHHUB €ro TakuM 00pa3oM, YTOObI OHO pellal Hally 3aaady uccienoBaHusd. KoneuHblit
pe3ysbTaT IpeasiaraeTcs AONOJIHUTD IPEIJIOKEHHYIO PaHee YCOBEPLIEHCTBOBAHHAS OHTOJIOTUS KMOepOe30I1acHOCTH.

PaccmatpuBas kubepyrpo3u B KOHTEKCTE TOCYIapcTBa cieyeT pacCMOTPETh OOIIyI0 Kiaccu(UKaIYs BUAOB YIPo3
K1Oep6e30macHOCTH JII000r0 rocynapcTBa, CUCTEMAaTH3UPOBaB €€ NPEeACTaBUM B Ta0is. 1 U ycToHYuBbIE K TEHACHLUAM
pa3BUTHs KHOEPYTrpo3 B MEPOBOM WH(POPMAIIMOHHOM IpocTpaHcTse [12].

Tabnuna 1 — Yrpo3sl kubepHeTH4eckoi 6e301acHOCTH rOCyAapcTBa
Bun yrposs Kpatkoe coneprkanue (XapakTepucTuKa)
BonpiiMHCTBO CTpaH Mupa aKTMBHO HapallMBaeT CBOM IOTEHUMAJbI B cepe 0O0OpPOHBI B HAIPABICHHU
YCUJIGHUS] KUOEPBO3MOXHOCTEH BeJeHUs OOEBBIX MEWCTBMH M 3alIMThl OT aHAJIOTMYHBIX JEHCTBHH CO
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CTOPOHBI NPOTHBHHKA, MOCKOJBbKY Bce OoJiee aKTyaJbHBIMH CTaHOBSTCS HOBblE KHOepyrposbl. Beapenue
BEJYIIMMH CTpaHaMH COBPEMEHHBIX KMOEpBOOPYKEHHI MpeBpaliaeT KuOepnpocTpaHcTBO B cdepy BeneHus
00eBbIX JelicTBUM, a B Oumkaiiiem OyayiieM ypoBeHb 00OOPOHOCIIOCOOHOCTH CTPaHbl OyAET ONpeAeiiaThCs B
T.4. HaJIH4ueM y Hee dP(EeKTHBHBIX ITOIpa3NeIeHuH IS BeIeHNsT OOeBBIX NEWCTBUI B KHOEPIPOCTPAHCTBE,
CHOCOOHBIM NMPOTHBOCTOSITH KNOEpyrpo3aM B chepe 00OpOHBL

Kubepreppopusm

Psn oredyecTBEHHBIX NPENNPUATHIH, HApyLIEHHE PaOOTHl KOTOPBIX MOXET MPEICTABIATh YIpO3y KU3HHU U
310pPOBBIO TPaXKJaH, MOXKET CTaTh MOTEHIMAIBHOMN IENIBI0 I OCYILECTBICHUS TEPPOPUCTUUECKUX AKTOB, B
TOM YHCJIE - 10 IPUMEHEHHIO COBPEMEHHBIX HH()OPMALMOHHBIX TEXHOJIOTHH. Bee Gonbliiee pacnpocTpaHeHue
[OJIy4aeT TIOJIMTUYECKM MOTHBUPOBAHHAs JIEATENBHOCTh B KHOEPHPOCTPAaHCTBE TPYNI AKTHBHCTOB
(XaKTHBUCTOB), KOTOpBIC OCYLICCTBISIOT aTaKM Ha INPABUTEIBCTBEHHbIE M YACTHBIC CAWTBI, NMPHUBOAUT K
HapyLICHUSIM padOoThl MH(OPMAIIOHHBIX PECYPCOB, a TAKXKE PENyTAllMU U MaTepUaIbHBIX YOBITKOB

Kubepumuonax

He meHbmeil yrpo3oii siBiseTcs COBEpLICHHE HMPOTHBOIPABHBIX AEHCTBUIl B yIiepd TPEeThHUM CTpaHaM,
KOTOpbI€ OCYILECTBISIFOTCS C HCIOJb30BAHUEM OTCYECTBEHHOH WH(QOPMALMOHHON WHQPACTPYKTYpHI,
YIrpOXKAIMX YCTOWYMBOMY U 0Oe30macHOMY (YHKUMOHUPOBAHUIO HAlMOHAIBHBIX HH(POPMAIIMOHHO-
TEJICKOMMYHHKAIIMOHHBIX CHCTEM

KubepnpecrynHocTsb

IlpectynneHuss ¢ HCHONB30BAHMEM  COBPEMEHHBIX  HMH(GOPMAIMOHHO-TEICKOMMYHHUKAIMOHHBIX
TEXHOJIOTUI CTAaHOBATCS BCE OOBIYHON MPAKTUKON B JKM3HM YKPaWHCKUX IpakaaH. bonbine Bcero BHUMaHUE
MIPECTYIIHUKOB ~ COCPEOTOYCHA Ha I[ONBITKAX HapylmleHus paboThl WIM  HECAaHKIHOHMPOBAHHOIO
HCIIOJIb30BaHUSL BO3MOXKHOCTEH WH(OPMALMOHHBIX CHCTEM TIOCYJapCTBEHHOTO, KpeIUTHO-OaHKOBCKOTIO,
KOMMYHaJIbHOT0, 000OpPOHHOI'O ¥ IIPOU3BOJICTBEHHOTO CEKTOPOB
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Puc. 1 — Mojens NpoTUBOCTOSHUA B KHOEPIIPOCTPAHCTBE
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Jns pa3paboTKu NEHCTBEHHBIX IyTeil OOpHOBI ¢ MCTOUYHHKAaMH KHOEPYIrpo3 HEOOXOAMMO BBISICHUTH MOTHBALIHIO
BCEX YYACTHHKOB KuOepmpocrpaHcTBa. Ilo mpupoze MOTHBEI MOTYT OBITH COBEPIICHHO DPasHBIMH: OT IIOJHOTO HX
OTCYTCTBHS, CTUXUIHBIX O€ICTBHI, SJKOHOMIUYECKUX W MOJUTHYCCKUX MIPEHMYIIECTB B II€JICHAIIPABICHHBIX BO3ACHCTBHIM
BOBpeMsI KHOepBOMHEI (Tab. 2).

Tabnuua 2 — UcTounuku yrpo3 s uHGopManuu

BHJI YTpo3 HCTOYHHUKH YIpo3 MoTHBaus HCTOYHUKH YTPo3
Kubepaoiina Ilonyuenue npeuMyIecTB BO BHEUIHENOIUTHYECKOM, BHEITHEIKOHOMHYECKOH,
JIpyrue rocynapcTsa .
BOCHHOH M ApYrux cdepax
Kubepoiina MOJINTUYECKUE TAPTUH [Tony4eHue npeuMyIecTB B NOJIUTHYECKOI O0pbOe 3a BIacTh
Kubepreppopusm IIPECTYNHbIE rpynnupoBky |[Toy4yeHne NoIUTHYECKUX, SKOHOMHYECKHUX [TPEUMYILECTB, HAHECeHHs yiepoa
Kubepumuonax . ITonyuyeHne mnpeuMylmiecTB B KOHKYPEHTHOHM OopbOe, HSKOHOMHYECKHE
p CYOBEKTHI X035 CTBOBAHHS y eyt P pROe,
MIPEUMYIECTBA
KubepnpecrynHoctsb CamoyTBepKIeHHUS, [TOTY4EHH SIKOHOMHUYECKUX IIPEUMYIIECTB U (PUHAHCOBBIX
¢usnueckue auna o
BO3HAIpaXKIACHU I
Kubepnpecrynnocts  |Omunbku nepconana Huskas kBanudukanus paboTHUKOB; 00pa3a; U3MEHa; NPUHYKICHUE
(yMBIILUTEHHBIE,
HEYMBIIIJICHHBIE)

[IpenocTaBuM oNmMcaHUe YIaCTHHKOB HIPHI.

ABTopsI paboTel [12 c. 156] onpenenunu cyOBeKTHl KHOSPIIPOCTPAHCTBA TOJIBKO B OOIIEM BHIE HE MPEIOCTABHB
NPUHAIICKHOCTh K TPAXTAHCTBY. A 03TO, IO HamleMy MHEHHIO, BaKHO, IIOCKOJBKY IIpaBHJa IIOBEICHUS B
KHOEpHETUYECKOM MPOCTPAHCTBE ONpENeNsieTcs STHUYECKMMH HOPMaMH TOBEIEHHS W HOPMAaTHBHO-TIPOLECCYaTbHBIM
3aKOHOJATENILCTBOM CTPAHBL. 3aTO HOPMATHBHO-TIPOIECCYABHOE 3aKOHOAATENBCTBO CTPAaH MHpA HMEET pPasjnyus,
KOTOpBIE OCTETIEHHO YCTPAHSET INTO0ATM3AIMOHHBIH POLIeCC.

VYCIOBHO UX MOXKHO CIPYIIIHPOBATh B TPU TPYIIIBL: TPaKAaHE CTPaHbl, JIOAM Oe3 rpaxIaHCTBa, HHOCTPAHHBIC
rpaxaane. CoraacHo UM, CMOAETHPYEM CIEAYIOLINE MOACTIH:

MOJENb HapyIIUTEs HHPOPMAHOHHO-KHOEPIIPOCTPAHCTBA;

MOJENb 3alUTHHKA HH(POPMAIMOHHO-KAOEPIIPOCTPAHCTBRA.

Taxxe cleqyer YCIOBHO NPENCTAaBHTh, YTO BO3JACHCTBHE MOXKET OCYIIECTBILITHCS YEIOBEKOM KakK H3BHE
roCyIapcTBa, TaK U H3HYTPH.

Kaxnas w3 rpynn uMeeT 3a pasHOTNIACHUSIMH HOPMATHBHO-TIPOLECCYaJbHBIM 3aKOHOAATEeNCTBOM CTPaHbI, B
KOTOpO# OHa HaXOJHUTCSI M COOCTBEHHBIX YOEKICHUH AITHIECKIMHI HOPMaMH TIOBEICHUS.

[MpubnmxeHHy10 KIacCU(PUKAIIO YYACTHUKOB KHOEPHETUUECKOTO IPOCTPAaHCTBA NPEACTABIEHO B Tab. 3.

Taommna 3 — Kinaccuukanus yuacTHIKOB KHOSPHETHIECKOTO IIPOCTPAHCTBA

Y4acTHUKH Mozenb noBeaeHus
YPOBEHb CeTU Kareropus nons3zoBaresns
KubeprnpocTpaHcTBa 3alIMTHUKA | HapyLIUTENs
BOEHHOCITY)KAaIIIHE; + +/-
CeTb BHYTPEHHSA BOEHHOCJTy’Kall[e APYIUX BOUHCKUX (CHIIOBBIX)
. 3aKpBITAs (bopMHpOBaHMIA;
Tpaxiaie CeocH pabOTHHUKH BOCHHBIX (CHIOBBIX) (hopMUpOBaHMit
CTpaHBbI =
CeTb BHYTPEHHSA rpajkiaHe cBOEi cTpaHbl (WICHBI KOPIIOPAIMH) + +/-
(KopniopaTHBHas) HEPEe3UIEHTHI (WICHBI KOPIIOPAIIHH)
ceTh MIHTEpHET BCE NE€PEUNCIICHHbIE KaTerOpUU IpaxJaHe + +/-
CeTb BHYTPEHHSAA rpajkiaHe CTPaHbl, KOTOPBIM MIPEJOCTABIIEH J1OMYCK U —/+ +
3aKpbITad (B MpeAenax |DOCTYI K CeTH
WHOCTPaHHbIE CBOETO roCya1apcTBa)
rpaxaaHe CeTb BHYTPEHHSISI rpakaHe OIHOW CTpaHbI (YWICHBI KOPIOPALIH) —/+ +
(xopriopaTuBHas) HEPE3UIEHTbI U PE3HICHTHI (WICHBI KOPIOPALUH)
cetb MHTEpHET BCE NE€PEUNCIICHHBIE KaTerOpUHU IPaXJaHe —/+ +
CeTh BHYTPEHHSS JIOCTYTI 3aIperieH —/+ +
nuna 6e3 YTP y P
3aKpBITAst
TpakJIaHCTBA
CeTh BHYTPEHHSS YJICHBI TPAHCHALIMOHAJILHBIX KOPIIOpaluu —/+ +
(Haxomsammxcs
(xopriopaTuBHas)
BHYTPH CTPaHBI)
ceTb VHTEpHET BCC IICPCUYMCIICHHBIC KATCTOPUU I'PAXKIAHE —/+ +
nuna 6e3 CETh BHYTPEHHSIA JIOCTYM 3ampeiieH —/+ +
TPaXXJIaHCTBA 3aKpBITAst
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(HaxopmsmMXCs 38 |C€Th BHYTPEHHSAA YJICHBI TPAHCHALIMOHAJILHBIX KOPIIOpaluu —/+ +
npejiesiaMu CTpaHbl) |(KOpriopaTuBHas)
cetb MHTEpHET BCE KaTerOpHHU TpaXiaHe —/+ +
BeyLIIHUH MaTepuaibHas MOTHBALUS + + /-
pEeTHOHANILHBIN MaTepUasIbHasi MOTHBAIUS + +/-
TIpOoBalepsl niepudepuiHBIH MaTepuaibHas MOTHBALUS + +/-
WnTtepHeTta TIPOBOIHON MaTepHaIbHasi MOTHBAIUS + +/-
(becripoBonHOIt) MaTepuaibHas MOTHBALUS + +/-
COTOBBIN

Jlyi mocTpoeHHs UrpoBOW CTpaTernd KHMOEpHETHYECKOW 0e30MaCHOCTH BBIACHUTH BOIIPOC MPU KAKUX YCIOBHAX
YYaCTHUK KHOEPHETHYECKOro MPOCTPAHCTBA MPUHUMAET MOJIENb 3alIUTHHUKA, a IPU KaKuX HapymmTens. Ha aToT Bompoc
MOKHO YaCTUYHO HalTH OTBET Cpa3y BBLICHUB (DaKTOPEI, BIUSIONINE, HAIPUMEDP, MOTHBAIIUS.

Y CI0BHYTO KIacCH(UKAINIO MOTHBAIHIO YIACTHUKOB KHOSPHETHYESCKOTO IIPOCTPAHCTBA MIPEICTABICHO B TabI. 4.

Tabnuua 4 — Knaccudukanys MOTUBaLMH y4aCTHUKOB KMOEPHETHYECKOr0 NPOCTPAHCTBA

MotuBanum y4acTHUKOB Mogens
JlononHuTtesnpHas KiaccupuKanus
KHOepIpOCTPaHCTBA 3AIMMTHUAKA | HAPYIIUTEJNA | IOIb30BATEIIL
TEJIEKOMMYHUKAIIMOHHbIE KOMIIAHUU +/— + /-
MaTepualbHbIE nposaiinep MuTepHeTa +/— + /-
a0OHEHT - M0JIb30BaTEb +/— + +
JTyXOBHBIE a0OHEHT - M0JIb30BaTEb + + /- + /-
TIOJIUTUYECKUE + + /- + /-
pEIMTHO3HbIE —/+ +/— +/-
ujeiHbIe UCTUHHBIC NATPUOTHI + + +/—
HEUCKPEHHU MaTPUOTHI —/+ +/- +/-
KpUMHHAIT - + -
VcroitunBoe GpopmupoBanue M0003HATENFHOCTD -/+ + +
MOTHUBALIUH, HE [TOJIAeTCsl OBICTPOMY  |3HTY3UACTBI + + +/-
KOPPEKTHPOBKE UJIUOTHI - + -
pa3BeIuuK + - -
npodeccuoHabHbIC
LINUOH — + —
Wucaiinepst BCE KaTeropyuu rpakJjaHe - + +/-
Tunudaele ycinoBus U GaKTOPHI BIMSHUS Ha MOTHBALIMIO, TOOY)KAAIOIINX YeJI0BEeKa K NPaBOHAPYIICHHIO
TOAKYII BCC KAaTCTOpUU IpaxkJiaHe - + +/—
IIaHTaX BCE KaTETOpHUH I'pakJaHe - + +/—
Oropokpatus BCE€ KaTeropuu rpaxiJaHe + + + /-
1poecCHOHANBHEIE BCE€ KaTCTOpHHU IpakaHe + + +/-
Oone3nb BCE KaTETOpHUH I'pakJaHe + + +/—
oco0ble MOTpeOHOCTH BCE€ KaTeropuu rpaxiJiaHe + + +/-
BCE KaTEeropuu BCE KaTEropuu rpakJjaHe —/+ +/— +/-
rpaKgaHe
BCE KaTEropuu BCE KaTEropuu rpakJjaHe —/+ +/- +/-
rpakgaHe
ITorpebHOCTH IO |BCE KaTeropuu BCE KaTeropuu rpaxkJiaHe -/+ +/- +/-
Macnoy rpaKgaHe
BC€ KaTEropuu BCE KaTEropuu rpakjjaHe —/+ +/— +/-
rpaKaaHe
BC€ KaTeropuu BCE KaTeropuu rpaxiJaHe +/- - +
rpaKgaHe

Beens B Tabnuubel 3 W 4 ompeleNeHHBIC YCIOBHBIE COKpAIleHHS W OOO3HAueHHs, MOXXHO MaTeMaTHYECKH
chopMHPOBATh MATPHILY IAPAMETPOB.

IIpu pa3paboTke Monenu HapywuTens KUOEpHIpOCTpaHCTBAa HaMHM HM3YydaliCsd ONMT IIOCTPOEHUE TaKUX MOJelei
HCUepIIbIBAIONIE MPeCcTaBIeHHbIX B padbotax M.M. Boiitko [13], A.A. Konesa [14], B.B. Cemko [15] u npyrux. C Touku
3peHusl paccMaTpuBaeMOW 3aJaud HMHTEpeceH pe3yiapTaT paboTel [13], B KOTOpoH HcclienoBaTenb MNPeIJIoKUI
paccMaTpUBaTh MOZETH HAPYIIUTEIS B CIEAYIOMEed MaTeMaTiuaeckoil popme tax (1):
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Moz( R ln’Oa) (1)

rae Op — MECTOIOI0)KEHHE HapYLLIUTENS;

O, — npodeccuoHaIbHbIM ypOBEHb 3HAHUM U YMEHUH HAapyIIUTENs;

O, — cueHapuii Bo3MoxxHOro foctyna Op, — IepBUYHbIE 3HAHHSI HAPYLIUTENS O CUCTEME.

Cornacao pabotel [13] O, € {1,2,3}, rne 1 — HapywuTens BHEIIHWN; 2 — HApPyLIMTEIb BHYTPEHHUH; 3 —
IIPECTYIHAas JOTOBOPEHHOCTh BHYTPEHHUX M BHELIHUX HapyILIUTEIeH, HanpuMep, OJIKYII, IaHTaxX.

[IpodeccronanbHplii ypoBeHb 3HaHWN W ymeHuWil Hapymmtens On € {1,2,3}, roe 1 — HU3KUI ypoBeHb; 2 —
CpenHUIl ypOBEHb; 3 — BHICOKHM YPOBEHb.

[epBuunbie 3HaHUs HapymmTens o cucteme Kb 3aBUCST OT MECTONOI0KEHHUSI HAPYIIUTEIsI OTHOCHTENFHO Hee.

Opnnako aBTop padoTsl [13] coBepmieHHO HE YYWTHIBAET MOTHBAIMOHHOW xapakrepuctuku (MX), kak MOXHO
YBHIETH JajblIe MOJENb B 3aBUCHMOCTH OT ATOT0 IapameTpa Tpanchopmupyercs B Moneins 3ammTtanka Kb.

Bce yxa3ansble B Ta0J1. 3 y4aCTHUKM MOTYT IPUHMMATh MOJIEJb 3aLIMTHUKA WIN HapyIIUTENs] KUOEPHETUYECKOTO
IIPOCTPAHCTBA B 3aBUCUMOCTH OT CJIOXKUBILIEIHCS BHYTPEHHEH XapaKTepPUCTUKH MOTUBALIMU.

B panpHeHmmMx ucclenoBaHUSAX HEOOXOAMMO ONPEACTIHTh YETKO COCTaB YYacTHUKOB (OpraHU3alMOHHYIO
CTPYKTYpY) (GYHKIIMOHANBHBIE OOS3aHHOCTH, CEKTOpP OTBETCTBEHHOCTH KaXKIOTO YYACTHHKA, MpaBHIa HIPHl BCEX
YYaCTHUKOB KHOEPHETHYIECKOTO MPOCTPAHCTBA.

Jlo cux mop He pelIEHHBIM BOIIPOCOM SIBJII€TCA KakUM OOpa3oM IIOCTPOUTH MOAOOHYIO MOTHBALMOHHYIO
xapakrepucTuky. [Ipeanonoxurensno MX UMeeT HEMOCPENCTBEHHYIO CBA3b C MePapXUUECKO cucTeMoi noTpedHoCTeH
YeloBeka — mupamuaon motpebHocteit A. Macnoy [16]. B ocHOBe 3Toi Wepapxuu Jiexald HauOoJiee HaCyIIHbIC
norpedHOCTH (IHINa, BOAA, KWJIbE), a Ha BepIIMHE — OoJiee BBHICOKME HHIMBHIYyalbHBIE 3alpochl (MpPU3HAHUE,
camoBbIpaxkeHue). Korma morpeGHOCTH caMOro HU3KOTO YPOBHS YJOBJIETBOPEHBI XOTS Obl YaCTHYHO, YEJIOBEK HAaYMHAET
JIBUTAThCA K YIOBIETBOPEHUIO MOTPEOHOCTEH APYroro u He 00sA3aTENbHO CIEAYIOUIErO YPOBHS HepapXxuu. B Kaxkablii
KOHKPETHBIII MOMEHT BPEMEHH 4eJIOBEK OyJIeT CTPEMHTHCS K YIOBIETBOPEHHIO TOW MOTPEOHOCTH, AJS HEe BaKHEE MM
cuibHOM. OCHOBHOM HENOCTAaTOK Teopud Maciaoy CBOIUTCS K TOMY, YTO €H He yJajJoch Y4ecTb WHIMBUAYyaJbHbIE
oTanuus JiroAel. VMicxos U3 mpoIuIoro onbiTa, OAUH YEJI0BEK MOXKET OBbITh OOJIbLIE 3aMHTEPECOBAHA B CAMOBBIPAKEHUH,
B TO BpeMs KaK IMOBEACHHE JIPyroro OyIeT B IIEPBYIO OUYepeab ONPENEISTECS MOTPEOHOCTRIO B IPH3HAHKH, COITHATEHBIMA
norpedHocTsAMU. COTIJIaCHO pe3yNbTaToB wHccinenoBanuid [16] Ha mncuxudeckue (PpU3HONOTHUECKHE) MOTPEOHOCTH
CpeAHEero rpakJjaHuHa yJOoBJIeTBOpsAtoTCs Ha 85%, sxk3ucTeHuuanbHble — Ha 70, couumanbHble — Ha 50, MpecTHKHbIE — HA
40, camoBbipakenust — Ha 10%. CTtaTucThka roBOpUT, YTO TOJBKO OJMH-/IBA MPOILEHTA JIOAECH CTPEMHUTCS K BEPIIMHE
nupamusl Macnoy.

Uro KacaeTcs CKIOHHOCTh BCEX KaTETOPUH TpakAaH MOXHO C JIETKOCTBIO CIIPOTHO3HPOBATH BEPOSITHOCTH
HACTYIUICHUS COOBITHH 3Has! (PU3HONIOTHYECKOE ITOJIOKEHHIE CTPAHbI WK IpyTHe KpUTEepUuH o Macioy.

ABtopamu [17] paspaboran mnpuHIMT pedIeKCHOTO YIpaBJICHUS, YTO HaleleH Ha 3axBaT M yjAep)KaHue
MH(POPMALIIOHHOTO IPEBOCXOACTBA HajJ INPOTUBHUKOM. Ha yuer 3Toro mpuHUMIA aKLIEHTUPYIOT aBTOPbl MOHOIpadHu
[18] mosromy urHopupoBaTh €ro HeymecTHo. llenp mpuHIMIIA AOCTUraeTcs IIyTeM YIpPaBi€HUS JMYHOCTHIO, €CIU
MIpeJUIOKEHNST BHELIHEW CpeJibl MPEBBIIAIOT OXHUJIAHUS JIUYHOCTH. Monenb npeacraBieHa Ha puc. 2. OHa HallOMUHAET
MOJIENb PBIYAroB, Ha Yalle KOTOPBIX C OAHOM CTOPOHBI MOJENb HoBeneHHs 3amuTHHKa Kb, a Ha mMpoTHBOIOIOXKHON
mozenb HapymmuTens Kb. CkioHeHue uenoBeka K MoJeNu 3aluTHUKa win Hapymwmrtens Kb nampsiMyro 3aBHCHT OT
COCTOSIHHSI MOTHBAIIMOHHOH XapakTepucTuku (MX).

OTMEeTHM, 4TO MPEAJIOKEHUS BHEIIHEH CPellbl — 3TO HE TOIBKO MOAKYI, IIAHTAX, a ellle BHIIOJTHEHHS 3aJaHus, IPH
9TOM 4YEJIOBEK JeJaeT NpaBOHapylleHHs. TUIHuYHblE YCIOBUS M (PAKTOphl BIMSAHHMS Ha MOTHBALUIO, MOOYXKIAIOIIMX
YeJloBeKa K MPpaBOHAPYILICHUIO puBesieHa B Ta0i. 4. CnenyeT oOpaTuTh BHUMaHHE HA TaKOH (aKkTop Kak OLCHKA YPOBHSA
JIeHexHoro obecnedeHus 3ammrHuka Kb, a Taxke upe3MepHOTo OIOpOKpPATHYECKOTO ITOIXONA JOIyCKa YeJoBeKa K
cucreme KB, ycnoBmii ee SKcIuyatannu, TO €CTh CO3JJaHUE JECTPYKTHUBHBIX M HEKOM(POPTHBIX YCIOBHU TMOJIB30BATEINIO.
Pa3BuBas naHHOE HampaBlICHHS HCCICAOBAaHHA ObUIO MOIPOOHEH M3Y4YeHO M YCTAHOBJIEHO AONOJIHUTENBHBIE (haKTOPHI,
KOTOpBIE CIOCOOCTBYIOT 3aKOHOIOCIYITHOTO TPayKAaHNHA K CO3HATEIbHOMY ITPaBOHAPYIICHHE T.€. C TOUYKU 3aKOHA CTaTh
HapyLIUTENEM.

Takum oOpasoM, ele pa3 akUEHTUPYEeM BHMMaHHE Ha TO, YTO B pe3y/bTaTe 3aKOHONOCIYILIHBIH I'pakIaHUH
BBIHY)KJICH CO3HATEJIbHO MJATH Ha IPAaBOHAPYLIEHHUE YTO Obl BHIIOJIHUTH 33JaHUE PYKOBOACTBA B YCTAHOBJIEHHUN CTPOK U
HaJJIeKallM yPOBHEM.
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Puc. 2 — luBapranTHast MOZENb IIOBEJCHUS yIACTHUKA KHOCPIIPOCTPAHCTBE

C yueroMm puc.2 mpeyioKeHHas paHee YCOBEPLIEHCTBOBaHHas OHToOJOrHs KubepOesomacHoctd [19] mpumer
JaypHelee pasBuTve. s 3TOro u300pa3suM JIOTMYECKOE MECTO IPEIUIOKEHHOIO ajIropuTMa, pe3yJbTUPYIOLIMA
pe3ysbTaT 0ToOpasuM Ha puc. 3.
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Puc. 3 - (I)YHKL[I/IOHB.J'ILHaH 3aBUCHMOCTb OHTOJIOTIHA KI/I6ep6630HaCHOCTH

[Tpu MozmenupoOBaHNK CIEAYET YUUTHIBATH YEIOBEUECKUI (aKkTOp, KOTOPHIH UMeeT MecTo. [IpakTika moKa3bIBaeT,
YTO Ha TOSABJICHUE ATOTO (HaKTOpa BIMSIOT MHOXKECTBO IapaMeTpOB, B TOM YHCJE YCIOBUS Tpyna W orasixa. [Ipm
OTIpEEIICHUH CTETICHN BIIMSHUS YEIOBEYECKOTO (hakTopa Ha (GyHKIHOHHPOBAHUE OOJBIION HH()OPMAIIMOHHON CHCTEMBI
HYXHO YYHTBIBAaTh PE3yJbTaThl O BIMSIHUHU YEIOBEYECKOTrO (pakTopa Ha pabOTOCHOCOOHOCTh MH(POPMAIIMOHHBIX CHCTEM
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[20].

BbIBO/IbI

Ilo pesynpTaTaM NpPOBEAEHHOIO HCCIEAOBAaHMA MOXKHO CHEIaTh CJENYIOLIME BbIBOAM, KOTOPBIE BBITEKAIOT W3
J00aBIICHHBIX KOMIIOHEHTOB Ha (DYHKIIHOHAJILHYIO 3aBHCUMOCTb OHTOJIOTHSI KHOEepOe30macHOCTH.

1. PanmoHanbHO HEOOXOIUMBIM ABIISIETCS IOCTPOSHUST MOJIENICH HAPYLIUTENS M 3alIMTHUKA KHOEpIPOCTPAHCTBA C
y4eTOM MOTHUBAIMOHHOM XapaKTepUCTUKH (TIOPTpETA).

2. CozaHueM TOJIOKUTENTbHON MOTHBALIMOHHON XapaKTEPUCTUKH Y 3aIMUTHUKOB KHOEPIPOCTPAHCTBA YMEHBIIAET
BEPOSITHOCTb TOT'0, YTO €€ 3aLUTHUK PEBPATUTCS B HApYIUMUTENd KHOEpPIPOCTPaHCTBA.

3. JIng usyueHuss MOTUBALIMOHHONW XapaKTEePUCTUKHU 3alUTHUKOB KHOEPIPOCTPAHCTBA Mbl BUIAUM HEOOXOJUMOCTD
B MOAOOpE CIELMANbHBIX ICUXOJIOTMYECKUX TECTOB. Takoe TEeCTUpOBAHUE IIO3BOJIMT CBOEBPEMEHHOE BBIIBIECHUE
MOTEHIIMANBHOTO HHCalepa, ero NoTpeOHOCTEeH M CKIOHHOCTH, a, CJIEIOBATENbHO, MPOrHO3UPOBAHUS CIIOCOOHOCTH JIHI
K HapyLIEeHUsIM B KUOEPHETHYECKOM IIPOCTPaHCTBE.

4. Mbl HaMepEeHHO He paccMaTpUBAIU HapyIIUTEJeH, UMHTHPYIOLHE (CO30ar0T) TEXHUYECKHUE, BHIYUCIUTEIbHbIE
cpenctBa o0paboTKM MHpOpMannu (KOMIbIOTEpa, HOYTOYKH, IUIAHIIEThI, MOOWJIFHBIC TPIJIOKEHHS), TTOCKOJIBKY OHH
CO3JIaHbI OMOJIOTUYECKO JIMIIOM (MHIUBHIYYMOM) HCXOAS U3 COOCTBEHHOW MOTHBAallMOHHOM XapaKTepUCTHKH. B Takom
cilyyae OHU padOTalOT IO OIPEAEICHHOMY ajJrOpUTMy. 3afada MOXKET OCJIOXKHUTHCS B OyIyIleM, KOrAa UCKyCCTBEHHBIH
HHTEJJIEKT HAuHET CO3/1aBaTh COOCTBEHHOE KUOEpyrpo3y, YTO HE UCKIII0YAeTCs B OyAyILEM.

HAYUYHAS HOBU3HA

B pabore, B oTiM4He OT APYTUX, CUCTEMATU3UPOBAHO U CUHTE3UPOBAHO B LENOCTHYIO CHCTEMY MOCIIEI0BATEIBbHBIX
SIBICHUH, @ MMEHHO BBITEKAIOIIMX OT MOJENH IPOTHBOCTOSHHUSA B KHOEPIPOCTPAaHCTBE M OCHOBHBIX KHOEpyrpo3 1o
KIIacCU(PUKAIUU KIacCU(UKAH YYACTHHKOB KHOEPHETHYECKOTO MPOCTPAHCTBA, MX MOTHMBAIIMOHHOW XapaKTEPUCTHKH
JI0 MECTa ¥ POJI B YCOBEPIIEHCTBOBAaHHOM OHTOJIOrMM KubepOe3onacHocTy. OTa MH(GOpMaLus B JalbHEeHIIeM 103BOIUT
YOPOCTHUTBE MPOLENYypy MaTEMATHYECKOrO pacdyeTa, a TaKkKe HCKIYAaeT BO3MOXHOCTh BO3HHKHOBEHHS IIapaloKca B
Cllyyae OTCYTCTBUS KaKUX-IHM0O pacueTHBIX JaHHbIX.

HEPCIIEKTHABBI JAJIBHEWIIINX HAYUYHBIX UCCJEJOBAHUM

[epcnieKTHBBI TANPHEWIIMX MCCIEIOBAaHUN LIENeCO00Pa3sHO COCPENOTOUYUTh Ha OCHOBE 000CHOBAHHBIX YUYACTHUKOB
JIOCTyna K KHOEpPHpPOCTPAaHCTBY M KX MOTHBAlMIOHHOH XapaKTEpUCTHKE, NPUCTYNUTh K pa3paboTKe CTpaTerdu
K1bep6e30macHOCTH 000CHOBaHHOM Ha UTPOBOM MOAXOJE.
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THE ANALYSIS OF THE POST PROCESSING METHODS FOR THE
QUANTUM RANDOM NUMBER GENERATORS

Tamari Kuchukhidze, Georgian Technical University, Scientific Cyber Security Association

ABSTRACT: Randomness is widely used in various fields including encryption, statistical
analysis and numerical simulations. They are also a fundamental resource in science and
engineering. For such applications, we usually need to provide unbiased and independent
random bits. This raises the issue of where to get these supposed random bits.

Quantum Random Number Generators (QRNGs) generate real random numbers based on the
inherent randomness of quantum measurements. In practice, unfortunately, quantum
randomness is inevitably mixed with classical randomness due to classical noise. Also,
randomness is often correlated and biased.

It is necessary to process the resulting raw bits sequence and convert them to good quality
output values that are as close to uniform distribution as possible. Random extractors are
required for this.

We will analyze the randomness obtained by quantum random number generators as well as
various examples of postprocessing. We discuss the types of randomness extractors.

Keywords: quantum, post processing, quantum random number generators, entropy,
randomness extractors.

M9H0Ig: 89000b3930mMBs  FoGMOME  35dM0ygbgds Lbzoolbzs LggdmIo, dsm
M0l ©sdoxggzms, bLASGHOLEG0IMMO b5E0BO s Hogbzomo Lodmwszogdo. obobo
21939  BMbsABGHMMO  HgbOLos  g3b0gmgdsLs s  0bgobgMosdo.  sgoo
3303530900LmM30U, B39 gd&03, 33306905 901396039090 Qo
59930009090 J93mbz930000 d0EJdoL dofiragds. gl SBIBL 3OMdEGTsL, LyoWSH
MBS doomom gl LsgsGamm dgdmbgzgz00m0 doE dO.

33963 M0 99dmnbggzomo MoEbzol 49bgmo@mMgdds (QRNG) gsdmodzom bsdwgowo
39000b393000 MHoH3900 339563 M0 25BMIZ9d0L MbEIYMEoEro F9dmbggzommdol
L5x3d39bY. 3ModBozsdo,  Lsdhmbodm,  336¢wmo  Fgdmbzgz0mmds
(30090 d9MHgeos 3eslingm® d9dmbgg300MmdLmsb 3asliogm®o bdsmmol
399m. 55939 99000b393000Mds BA0GMSE 3MEMIGE0MHYOO s F039MAMIGOIEN0S.
(3009090 353v)dogmo JoEgder bgwro d0GJdOL sbdodYzMMds S
23905940l 39M0 booLbOL godmdsgoew 960369wMdgds©, MMIMYdOE 9bsdSE
39600 gdslmsb  Gog  09odwgds  dosbermgdemos.  53olmzol  LoFoMms
39000b393000Md0L 9JuBHGodBHmM9gdo.

39399050900 33960 Jgdmbgzgzomo  MHoEbzgool  29bgGedmMgdol  doge
90090 Jg0mbz9g3000mdsll s dg3g 9349853930l bbgoolibgs  dsgowomgdl.
29630bosgm G90mbz93000m00L 9JuEHMSJBHMOmOOL Lobgmdgdl.

1533960 Bo®Yzgdo:  356099B0,  3356¢9H0  Ggdobzggomo  Gogbzgdol
396903H5980, ©5IT5398s, 9630, G900063930000280L 9UABsFH2G980.
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1. dglogsemo

d9000b3930m0 ©03b3zgd0 450530Y39®H ML 535mdL 9360960930, F9dbmeErmyngdols s
9090390 mdol 3936 LRYOMT0, FoROWOMSE, 3M03BHMYM9R30580, LBEASGOLE03sd0, Lsdgsboghm
LOTMEIO300LS S WOHBHIM0sd0 [1-5]. 9EMmOOMTMEs©  odmdMTog9dwo MHoibggdo 3oL
d900bg9300m MHo3bzqdL, FoaMsd olobo bsdzows 0 9M0sH dgdmbggzomo; dom gLgz™
d900bg9300m MHoEbz9dL »fim©gdgb. gu MoEbgzgdo FoMdmoddbgds 3md30mEgMol godmygbgdoom,
©9GHYM0bgloo  sEAMOH0mTgO0olL  BodeEgdom, MHMIWIOLL3  BLYZM  F9gdmnbgzgz0mO
6o3b3zol 39696M9GHMM9dL MHmgdgb [6-8]. BLgg™ F9dmbzgzomo MHoEbgzxdol ggbgMo@mmgdo,
O®IgdoE 99gsmgds 353MmM3E0m BOMMIEGIOL, 39O AB30M5MEs dmE™m M5dgbody
smfgmol 356353¢md5d0 s F9dwosm (o®mdmddbsb d9dmbgggzomo GoEbzgdo Jowswro
LoBdo@om, 3oty Ogbmdligdol asdmygbgdom. 993y, BLY3E™ TFgdmbgzgzomo  MoEbgzgdols
39696053H™MH9d0L 003560 bogero sMol, MM B39l dog® domgdmwo d9mbgg3000mds 56 sMOL
0653 3530-09MMH0Es© QOLOOMYISO. Lobsdgzowgdo, 939w 3605359
53936900 gbgzom dgdmbgzgz0mo MHoEbgzgdol ggbgMo@Gm®mo dgodwrgds AsbbmM 09wl
©9GHIMF0boLGHMEO  SERMMOMTom, M0 2o30m35colfobgdm 153090l QOTMMIOm
LoddEH3MYL. gb BLYZ™ TJdNb3z)30Mds  29FM0(393L  3OMBEYIgAL 3936  sBmygbgdsdo,
OHMPMOH0(355 3OO3GHMYMOROS.

3qbY3E™  d9dmbgz9300  gbgMo@MEM9gdol doge T9ddboro  MLIROMBMYdOL  IBIMdGIgdol
2393BOFMgo© 8904dbs BoBozmMmo RNG-gd0. 39Mdm, 3356@60 994560308 semdsmw®mo
016905 30035HMBL 39698603 Dol 06BMOTE0-JMMHOEISE 4333039090 F9dmnbgzgz0m0
6o3Eb3z900L  39696M9GHMM9d0L, 3356@MMO Jgdmbgzgzomo MoEbzgdol aq9bgMs@mmgdol (QRNG)
99L5ddbge0. Lo Eolbdms, H™I Bmyoghmo 30BozMMHo RNG dgol dozmm3cmmglmmgddo,
099935 §o6dmgdboero 990mbzg300mmMmds 56 560 33960 Fgdsbolzmemo bsbosmols [9].

0900w, QRNG-U 99mdeos 498m0dm3sgml 999dmbggzomo ©o3b3gdo  alsdmomgdso
39000b393000MB0M. 36154303500 30 56 3OOl 519, 3396GHWMO Logboswrgdo (B3gbmzol F9ddsto@o
09000b393000Md0L  godm) (300 90s©  F9MHgMos  3Erologme  BAsOmB.  Bmysws,
9mf0bs50dgagl d9v9de0s ©I9MGAIOMHML 3slogMo bAsmMo s dooeml bsfowmdmogo
0bggm®dszos  Ggdmbggzomo  MoEbgzgdol  Tglobgd.  99gsb  4sdmdobsdyg, 930 gdgE0s
390m30949bmm  890pmdo  ©s8w9ds39d0l  3OMEIOMMS, Moms  odm3zs3wobmom  F9ddsMo@o
39000b393000Md5, MIol globgdsi B39l dmfobosmdgygl 0mddol o6 593l 0bxrM®As30s. 53
36OME39MOML  9imgds  Jg8mbzg3000mdol  dm3mggds  (randomness  extraction), ™3O
bmM (30900905 d9000b393000 9JLEG®sgEGHMMGOOL 450mygbgdom. Lbgs Lo@yzgdom MM 3004350,
09000b393000Md0L  9JuEHOOJBHMOIO0 458m0Ygqbgds F9ddsMo@o d9dmbzg3000mdOL sdmMmMgdolm3zol

Q5 3s0 320 HAsOOL 9539d3HYO0L 50IMLORbIMYES.
2. ©53M053900L 9¢Bs30

LEobsMEHMwo d9dmbggzomo MHoEbzol 49bgds@mmMmgdo 89ddbowos msbsdsto dgdmbgggomo
LEAHGObROL FoedIMgdOLMZ0L. sFTs3900l JgdAMTo gBGs3o 3o 539985390 dowgdmw bywwo
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003900l 963080 g3MMOIL S PoMOJdbol oMo bo®molbol godmdsgser 860dbgEMdgds,
I g003 0565056 2965(0wgdslmsb Mol Ggodwgds Bosbemgdmwos. ©sdMds39d0L 39MH0MEO
390d9ds 3Mm03939gL 0Ly 5dM35690L, MHMIgdoE F959miagd9gb 29696Ms@MMO MTomdl MY sG>
3905OHMMEs 96 bgds Loggwo 860d3b9emdgdol  g9gbgMogos, Lobsd  ©o353969M0M9dm
Lodmemm bE®mobyqdl [10].

390 93 59m356900Ls,  MMIWgdoE  Lbgoolbgs  49bgmo@mMoliomzol  goblbgogqdmeos,
5938539008 90amdo gBS30L IMs35M0 JoBsbos F9dmbzgz0mmdol Im3m390s. B0BOIMEOmO
RNGs-ob  39@BHobmds 8903538  MMIgewrodg  gmédol  99dmbzgzo0mmdol  9duG®sgGmO,
90396M3dM9gd0oLy s 3MHGE530930L FoBLHMMYdWsE. olobo BBEYdS AsBMIZ0Ls s 4gbgMsEO0L
9fymdoEMmdgdol  sMILOIYmGBomgdom, b3 23dmbgl 390 Tgdmbgzgzommdol
09560Hmq00, o0 9bEGHMM300m.

05050 gbBHMM30s 9O MOl 2oMBE0s  0Tols, ®md  fomdmgdbowo  Fgdmbggzomo
56300 936Mds  dgLoggMobo 0dbgds Bgdoldoge dgdombggzsdo. dombgsgzs 0dobs, G™J
oMlgdmdL  dgomE9do,  OMIMYdLsE  F9MIE0s0  MBEM™IOHBOMGPIME  SEIYMOHO0TYdT0
3900b5Ygb90ws©  sBOJuOMME  LMLEBHO  FYsBmgdo, Yzgws 3OMEHMIMEo 396  3/Fomdl
3MLOWMWYmao  99dmbggzommdsdo.  3900dm, 893600  3MO03GHMYMIBOMEO  3OMEHMIMO
09O 59ME36gIOLMZOL, MHMYMOOES: BOGHJOOL F5CIOVIENGDS, F0EB3MS, bryermgzsbo 3m©bs
9B LooEMAm  45B0sMYds 9 MOl MLsBMMbM Yy 9 3094969000 MOMJIol  MBIBIG
99000b39300 808Y3OMOL.

BMY0IOM0  535M5GHOMo  Fgdmbgzgzomo  HoEbzgdol 2969Mo@GMmOm0  9OH™MTsbgmdo MGl
09000b393000Mmd0L  Lbgoobbgs {gommqdl, dsmo d0GHJdol wmyozmmo XOR-ob s®gdom 6
36033MaM55309  398060900L 3bJ30sL 9H3ol LEHMObYOL. BME 6003s6ds T9gIMP30535Bs
950G030 90396dmgdol dmdmmgdol dgom@o, HMmIwol ™ML, Homdmddbowo mommgmmo
0030bL {y30wobm3zol, 99a30dw0s 49359d0mm 00 s 11 899900, dogsboimo 01-b 0 s 10-b
30 1. 30 23593L LoLEBHYIMEMO 8039MHAMYdS, gb FJPMEO 5TIMOMIOL 53 J039MIMYdSL, TogMsad
9060393 bsbg3mo d0GHJIOL A9IRWIOIOL bobrxbg s d0GHJdOL LoBdsMg gMmo Tgmmbgom
05063 9993060905 (M3 MBOM 9B doAL 39093530 90m, o0 MRO® J039MHIMIIMO 0ym
™m600b65¢00 J0d©930™ds). gl doMOMIEO FJPMEO, Mo MJds Mbs, sobzgfs s WBRM™
989IHNO0 obeos [11].

L5653 T9dnbgzg30mMd0L  9JLEG®JE0L gobgzobowsgm MBOM YGHIWIMS©, 30M39 MHoRdo
360036935605 2963L5BOZOM™M M5 9GOl B3gbmM30L JobsMgdo MsbsdsMO dgwgao. B3z9gbm3z0L
3600369amgsb0 369005 Bsbdoero  gobsfowgdgdl dmemol. mmo X s Y gobsfoegdgdols
3EB50MOY, 2oBLEBEOIOMWO GHMLY S 08539 TboMOF)M5T0 ( 500 Fgw9dosm Joowmb 0039
3600369 ™dg00 Lolitrmen s6dsb A-30), GMIgerog 99230305 3563L5BOZOM™M LESEHOLE03WOO
dsbdogrom

dis(X,Y) = max|Pry(a) — Pry(a)|
a€A
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b 39B®03> 23993l FoduodorE  goblibgoggdsl  3mb3MgBMEo  dggaol  dowgdol
3EB50MOOLLL, F9MGO0m 2965(0e9d90d0. 30EY30m, OGMI MmO X s Y 29b65f0oegds 500U €-

sbm, mv30
dis(X,Y)<e€

39000b393000Mmd0L  gduBHEMod00L d0Bsbos, dogowmom F0dEY3zMMds, GMIgEoE Mol d9odwgds
bl 0yml  00bsdsMm™b. gl B3gMEgdMog  60dbogl,  ©dMBsgzgdgro  godmdegzoe0
3600369 Md900sb 9300Mmm n d0GHO O FIMO3Jdbsm m doEIOOl LEBHMObYS®, OMIEOL
39bsfogds  €-9bwms Un-56 ( {0, 1}™-80 560l 06sds60 obsffoargds) dgodg e-bogol,
™I ©9M3090w0s B396 LsFoMmmgdgdby.

00956 99dmbg935d0, B396 43LOL gJuEOsIEBHMMGd0, MHMIgdoE Imy3i39dL Mog Fgodegds
393 2593535 B0BL, I30M9 5300 MYLMBLGOIOL 458tYggbgd0m, MHMYMMOEBS JoFMMZEOL
O™ 56 3G Jdomo  Fgdmbggz0mmds. bgwo d0dg3Mmdol gobshowgdols dobodsgrm®mo
95GH®™305 235993l B3Ol M539bo doGHOL dMEgdss gladergdgero. mvy Bggb 5300900 n
003056 LEBH®ObYL by J0dEY3OMOOEIB, MMTGLog X gobsfogdom Hyx(X) =k dobodswrm®do
96G®™305  o9Bb0s, Tgp30dos sdmgzgowmm dodbodwmd  k Fgdombggzomo doGo, MMIJEos
056505MMb  sbEombss. mMogobser Log®Mdgl s 5J3l 3608369wmds. F9gdmbggzom  Fysemls
90mgds (n, k)-Hgo6rm, v ol sfo0dmgdl n doBHL Hx(X) = k 90bodsermdo gbGMm3oom, X

3965f09gd0@sb.

39630b0ogm 80E9d0l Msb30dEY3MMOOL 49bgMozo0l bbgoolibgs gomgdl, GmIwgdos
0565050056 JosbrmgdMe 80dEI3MIMdL 335919396, d0b0Tod 9bGHOMM300L BLIIO M6
obmb. 51939 gobgobowsgm Lbgoslbgs dgdmbggzommdol gdu@®mad@mmgdol doymdgdols

M30653HLMdgOLS O 9B 39OL.

3. 899mbgz93000m30L gJuEGH®sGH™Mgdo

99000b393000Mmd0L  9JuGH®od@GHMMgo0  Bbd309005,  OMIMdoE  0MOPgdg6  mmomgdol
9OMY350Mm356 oGOl 8039MHAMGOME0 S FMOHI0MHGOO B0GHJOOL [Yomrmgdosb. olobo
96G®™300L LYLE [9oOrMl MbsBsMO BOGHIOOL g6 gMBHMMIP 25055939396, gb BMb30gd0
0530056 d93m0Esbgl M96MI0BOMYIMO  5EyMmOHO0MIGdIOL  Fglolfogers, Toasd Ao
doMomso  0bLGHMIBbGHo MgmEoMwo  30m330GHIOMo  F9360gmgdol B3 LBgMMJTo.
99000b393000Mmd0L  9JuEGHOJGHMMGOL o Fobmob  ©H39380Mgd Mo 369090L,  BMYMOOESS
0b39MOL0YdO, 36EIBLOGMEMGOO0 S FIBIOMMYGOOL 4M55303900, Lbgosolibzs 359mygbgds gosBbos
©> gLY3E® dgdmbggzomo MHoEb3gd0L 29bgMsEHMMgdOL FMsgzse LBgMmdo 23b3wYds, Foo
dm60oU, 9930mdol 493mbHmM9gdol 309030, Lobx g0, oBIMMMIOOL FM383039d0 s LobolEol
2085909693 9d0.
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39630booegm  QRNG-Lmgol g439gwsbg dgbogg®olo  gduE@od@m®mgdol ®sdgbody 3bgdsL.
99900b393000M30L 33900l 3615350 356056BH0 sOLYIMOL S LEdMEWMM 5MFY356BY o3W9bsls
bgbl mommgmmo Igmmol boBds®g s Ggdbogzs. 0dolomzol, ™I 9x39dGwGo IgmmEo
33Jmbgl s o3 Jgodergds dg@o doGo 930650HBMbMm, LoFoMMs 35MP® F9B3LEBVIOM™
B396m30L bgardobsfizmdo gbG®m™M30s s 8999y 930MBOM™ 509335@ M0 d9dmbzg300MdOL

9db@®od@meo.  (oboswdgy  G90mbggzsdo,  gJuBH®SJBH™MOOL  gmbdzool AsdmIsgse
96009369 mdq0L o6 9969050 LabIMH3go M30L939d0.

9900900, B396 Bogmzwom, ®md 93543l 39y  sfigMowo  8gdmbggzommdol  yserm.
3396M5MMOm, MMI ©sv)3353909w 3098Y3MIMBSL 9d3L bo3bmdo Bobodsgrm@mo 9b@®mm30s b
Dmgaogmm d9dmbgzgzsdo, obgmo bmdoo ™30L9dgd0 ds0bi3, MMAMMOESS doGIOL TmEOL
599930009035 96 I gl 803EY3OMdS 259MAOLIMGMBL For3m30L 3OM3gLOWIH.

B39b6 sb939 Bogmzwom, MM LEIBIOGHMWIE a3uMGL (n,m, k,€) - 9duEG®ogd@mcMo: gxbdis0o,
OHMIgois gomogdbols (n, k) - fgoe@ml n do@Gb m 4s8mdsgzse d0Egds©, MMIWOlL gobsfowgds -
bEMbOd M6535MM, beagnm m H53 F90dEgds sbeEmbos k-bosb.

4. ©9BIMI0bolG Mo guBHGod@m®mgdo

398056030 890mbzg3000mds  Gg0odwgds  Homdmodgzsl 6gdoldogmo 336G MMH0  3MMEgLolash,
60Igog  9ymdscgmdgdol sbdodgazte  Lvnd3gmdmboEosl sM®393L. E®ILELIMIOM,
bgadolsfzmdos  Foswo  bsdolbol  m3Gozmeo  3md3mbgbBgdos,  s80GH™I  Y39waby
365gd3H0399wo QRNG- gdo be® 3090905 BmEHMLoliEgdgddo.

©9G9M0boLGMEo 9duEcodBHMMgdo 3mbdaogdos
Ext:{0,1}" - {0,1}™

6HmIwgdoE 00gdl n 30@qool {0, 11" 893535 LEHMObAIOL s 3593l M Q5IMTS35¢ BoGHYOL. gl
536330900  39bLO3MMEIYO00 B0IBO39E0s, MY  WYGHIMTObOLEBHWWO  SEYMO0TGO0Y,
O®IgdLs3 d9domdolbomgol Fbmermo 8935350 sbdodg3Mmds LFoMEYds. MMIEs, 9J30m
2390339990 9903900, OMIgdoi byl dwol dsm  godmygbgdsls d9dmbggzommdols

2396033999 gommgddo.

9999650 sMmdgb@o 830P39690L, MM FgmdEgdgEos BMPs©O  YGHYMToboLEMEo
99bG®5gdBHMM9d0. (omdMm300y0bmm BMbdzos {0, 1}1"-sb {0, 1}. 99330005 35dM3YmM™ Y39es
dgbsdgom  9g0s35¢0  36033690mdgdol n doGosbo LEHMoJmbo ghm  bs3M9ddo, GMIgEos
33950g3b 0 36083690 mdsL, Ext™(0), @5 93946905 dgmeMg 6530900, GmIgeog 3350ggl 1-b,
Ext™(1). 830608499 9600-90®L 8506 543l 2™ 96 990 Bmds. G98s35¢ 3608369mdsl, HGMmdgeog
09605y gbl 0565356  gobsfowgdsl MBOM o 6536M9dd0, osBbos n—1 dobodsgrmEo
95GH®™M305 85063, o600 YM39wmM30L 335deg3L JOHMO O 03039 A5dMmdszsew 360d369gEMdYOL,
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653 230P30690L, GMI o SMLYdIMOL gMMo DBmIoL gJLEIBHMMO, OMIGOE 39XOPVIM0S
6900L30gM0 9853500 Jbsfoergdolbmgzol.

099939, 9MLYdMBL dmddgo 9JuAHMIJBHMOMYO0, 3OMEILYdOL FoM339ME MR ObYdOL FgTogzoe0
3965(0wgd930Lm30L, HMIgdoE 009371003693056 3OHME3gLYdOL M 339 MK IOl s 5©fgM9b
3MbogzOme  (gomgdl.  Lbgsms  m®olL,  sMLGdIMdL  3ModBHo3Mwo  ©YBHIMIobmero
9db@®sdBH™Mgd0 gdBgz0m0  Jobsforgdolbmgzol, d0@gdol BodloMmgdeo  fysmmgdobmgol,
Loog dm{obosmdgaql 999dos s9ygbml d30GHd0olL bsflowo s gobbmasmgds s30bwGmo
0950m9d30bm30L 96 Fysmrmgdo, oligmo sd8mdsgsco 3608369wmdgd0m, HMIWYd0E 05653 SsS
239650930 v36md e gdMMe BsoGMLsbyMdsByY.

(3¢90 Log®mdol ©9A9MIobolB o 99bAH®sJBHMOYd0 986056 Lo0bEgMglm
©9G9M0bobGH Mo guBHOSJBHMMIO0L 30I3 I XAIRL, OMIWIdoE MmEbLZ FoosobMgds
©9G9MF0boLGH Mo gJuBHEmodBHm®mol dmEgdmo gobdaMHgdosb. g 653969005 BMb 6modsbols
5 MmM0mddo: ©9GHMIobolGwo dgommo, MmIgeoi 3M3smdl MiEbmdo dobsfowgdolomgol
©5 335993l Loa®Aol  godmdogoer  8B0dzbgEMdsl,  MHMIgwoi 9O oL (36mdoo

99bG®59d3059¢Y.

3mb 6005635 999Mmy30035%Bs IgnMm©O, MMl OMULE, FoMdmddbowo mommgmwo do@ob
09300 0olm3z0l, d9330de0s 35357994dma 00 s 11 99900, dogsboFmo 01-b 0 s 10- 3o 1.

00f9M0wo gmb bmodsbol 9gdmbgzgzommdol  gJuEMogBH™MOOL  GOHMOIWIOHMO  9ME0LIOIL0
3060055, MM 00MMYMEo 99353500 d0G0 0gmb IM300gd9wo fjobs s dols dgdymdo
00®9d0L9b. BMb 6m0dsbols Igomol sbzgfowo 39ML0gdO 59E30MYdI6 oYM 9bEHOM30sL
@5 3350gdl  9x39IGHMIOMOL  0bBMEOTo300L  MIMOOOL  BOZIMMD  sbeml,  GMIgEos
93999905 §gomml Fobmbol 9bBHMm3oom. 899amdo (33¢0egd9d0lL dgEgs® d030090
3aMmM0md900, MHMIWgdog SfoMdmgdgb 80v39MHdmMgdge  800@Y3MHMOYAL  MBOHM  Dmd©O
30639000, 89435608 056808 Y3MMdS IMOL FoM3M30L K oF305b.

m60a0b65¢00  dgoom©ol  JegzsMmo  dmIbod3gEmds  dolo  LodsM@GH0395. ol dmombmgl
90603sc  98mm3wom  gbgeosl. ol Fgdargds  gobbm®mEogwrgl dbmwm©  doMHomso
335M5G M0 s ysermbg gobsfowgdol LOHMYmEBoms© (36Mds 56 SMOL  5Y(30E)0II0O.
019939, MM00bs FgomEL 2598605 M59gb0dg 36033690 m3zs60 FgBMM©Is. vy B3gb 339o3L
3969 890930, MMIgbsg gderos 3039MHAmgdol  dgi33es  d0GHOIL d0GHDY, b3
93060900m, BMb 6™0dsbol gJuBHMIJBHMOO s 039d5390L. LobsdE30gdo, 96 SMLYGdMBL
©9G9M0boLGH Mo seamMomdo, Gmdgwwos X = (X1,X3, ..., X,) 33s©olmzol n doGHom
9m23399L M9bsd® 2odmBsgoe 360d369eMdSL, M) F9y3z5600 B0GHIOOL F039MIMYdS 033EYds
oy, ®md 1-0b 3m3bol sWdsMMds dg-n doGHOLMZ0L  sIM30EIOIE0s Fobs do@ol s
36009369 mdobl gobmdoe LGMmobybg

6 < PXi(llxlxz wXpn_1 = S) < 1 - 5
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0<6 S% -bogol. 595l Santha-Vazirani-ol  §go®ml  mfimgdgb.  sefgdowos  bmb@o
39000b393000Md0L {gomMmqdol dmgwo © GHIH3obolEBMwo gduBModdm®ol dgmdwgdarmdols
9()30(3909gdLmMSb.

00 99Bem3ol  d0vbgsgzs@, MLYIMBL  IAHIMTOBOLEHMEIO  SEWAMMOMTYd0, MMIWGdOE3
Lodmogdsl 935093l 4odmzogygbmm  bbBo  Santha-Vazirani-ob  {yostem, 9dgdombggzomo
5003900l LOTMEIS300LMZ0L. MBEMI0BsEOOL FMmmMbM3zbgdo bo3wgds 353605, 3000MY
bbgo 259mygbgdolomzol, MmamMoEss 3M03GMYMmR0s. By ® LmLEOo Fysmmgdo, OHMIWgdos
396 sbgMbgdgb 0mdJdol gPMbsoMo Fggagool  godmdmTsgqdsl, bBmyoghHm Jgdmbgzgzsdo
05(090v)0o.

0530653 30, ) 396 309969300 ©YEHIMT0BOLEHW 9JuEHOIJBHMOL, JOHMO LYYLEBHO Hgom 56 sGol
153056080 IM5350 3M03EMYMIRBOMWO 3OMEHMIMWOLM3Z0L. J0bgsz5 0dobs, MM bLbEHo
39000b393000Md5 990390 MBOBOMbME Fodm309gbmo bgwrdmfigmol Ldgdgddo, sdoxgzcmsly s
BLob 35300090 Lb3s 3OMEBHMIMMGOT0 Fodo BIMOLLOL golowgdos LoFoMm, bbgs
3900bg93590 0lobo A9bYd06 (339w 9dO.

9mfymdoEmdgdolmzol, Laog 9(30E0gE0s 2odmdsgso 360d369wrmdgd0 MBIBIMMD 0ymls
obml, 5OBYOMBOL FoMEGH030 FosY39Bd. 3O399MHM0bM® MG, IMM30©YdgJo, bMLEGHO
Santha-Vazirani {fgo6ml 99092900, Moms 359m303H9bm 58tm3s35¢0 809@g3MMds, MMIgubsg
396 359m350mB9300 3M0bMI0OHO OHMOL SEYMOOMNT00 MobsdIMO 2ob5H0wgd0EsL. Lsbsad
3359936 f3mds B0Bo3ME IgMEDY, OMIGEoE 290339 9dmb3930MBL  [o®dmddbol,
092300005 ©53952969006Mmm doGoL LGMObYYdO, HMIIBLSE 396 F9dMm35MRJ300 Fgdmbggzomo
LEHO0BYYOOLYD  6gdoldogMo  9xgdBHMOO  seEamMomdom. gl olgMO3g  JoMR0S, OHMYMO3
F900s60@0  9gdmbggzommds  dgdmbzgzommdol 8930  033wgdgb@eEosdo, s Mol
3603GMM55305300.

094999 Lods®O 0gm ghmo Fysmrmb gduB®msdBMOmdBY. 869350 Hgomml gduBHModGHmMmgdo
909396 99 BMEIWL s 0WYIdYb TgEgal MMO b IgBHo LYLEHO Fysermsb. 533539096 T s
0o603m0ddbgds 909g3MMds, MHMIGE0E 396505 s®ol Josbermgdo. sOLYIMBL dg3™0
JgoomEo,  MmIgrog  ©IIM30EIdMWos  3mb3Mg@Mmo  dgdegsero  3603369wmdgdol
39650 gd5%g,  FyoHrmgdol  MomEabmdsBy s  godmdsgzowo  309Y3tmdol  LoliyGmzgwn
30L9090%bY.

09ommgdol dgmfyds 51939 290m0ygbgds d9mbggz00mdOL gJuE®IIGMMGOOL Tgmeg F0S356
X39%300, 09gberosh gduBHMedBHm®gddo (seeded extractors). olobo dgaz0deros Fo@Imz0A0bMmm
965350 §ysmml  9duEG®ogBH™M9dol  b3g30swmo dgdmbggzs, ghmo LMLGo Hgodmbs o
009595 M36505M0 Fysermmo, MHmIgeoi Homdmddbols dbmeme d306Mg m©gbmdOL d0Egdl.
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5. ogberosbo gdu@®ogEmmgdo

MOmamO3 3bsbgm, 89300 bgwo doEol Asbsfiowgdolmgol, 89a30dw0s dozsmfiomo dbmEm
565056 F99gaL, dbMmEMmE 5039 ©F5GHJP0MO F9INH3930mMIOL  IHAIMYO0mM. MILEPOD
93bOOJH™O0do 30 335J3L BIbI30>

Ext:{0,1}" x {0,1}¢ - {0,1}™

50 3mbJaosdo dgol n do@Hgdo bgeo dodgzdmds, d Msbsds®o Fgdmbggzomo mglicrols
00900, berm §o6dmoddbgds m 4s9mdsz3s5o 303H9d0. 3003Wom, MM  d A530wgd00 J30MYs,
300009 m. ®9bEol TsBHJO0m, 335J3L 0oL FoMmbGHs, MM OLYdIMOL gJuGOodGMEMYdO,
OmIwgdog Homdmgddbosh momddol msbsds® go8mdsgow 603369wmdgdl, MHmAwol LoyMdy
305bMmgdIE0s  FoduodoH  LoaMALMSD. gl cglcro AbAO3L ML MsToTMBL, OHMYMOF
09bo, BLogzEMm dgdmbzgzomo MHoEbzadol 4gbgMo@m®mqddo. (k,€) 9duB®sgB™OL 39fimoqdom
3bJgost, bgdolbdoghmo k 8gdsgsero  fgsdmbogol ( bgowo d0dgzemds, dobodsgrm®mo
96@®™305 k 3506(3), HMIgerog Foerdmddbols godmdsgow  msbd0dgzmmdsl, Mmoo  €-00
bEMbod M9b5dIMMB. Mgliero dmgddgEgdlL, MMAMOE 39GI0DBIGMEMO0, HMIGEoE Bsdw)oEgdsls
335993L 303300 BMYPSO FJOMPYd0, MMIXYOOE Y3930l 08v)ds3900.

990mb3z93000Mm30L  0gberosbo  gJuG®ogBH™MId0  30MH3gs©  gobolsbwzms  Fgdmbzgzomo
3aMmM0mdgd0L 3063 9JuBHT0.  5EBdSIIMHO  TgNMEYOOL  4odmygbgdom, bsBzqbgdos,  M™A
g4m39m30l  sOBYOMBOL  gJuEHModBHMMGd0, GMIgdol dmoEegl Mmomddol g4zgus  o®Lgdme
RO 96GHOM300L, F9gzs60o k fyodrml by s6808g30Mmd0sh. k fgs®ml n do@gdol
0m39d0L Jgloy3zsbo, 99a30dwo0s 535hgmm 9du@magd@mmgdo m = k + d bmdol, GmIgeog €-
00 SBWMLoy  MBsdIOMD,  2o0moygbgds d  Log@dol mgbero logyn. 3 oglewosbo
995G 53 BHMMGOOLMZ0L SOUYOMBL Lb3oILbIS 3MBLEHM™MJ309d0.

056505600 0gLEOL bEFOMMYds, MAMM FIBL, F0bsowIIMOM0Z0s: 396 23F0MHYdS MglmELO,
O@Iwol  §oMmImgdslog 33OWMdIm. mvdEs,  Mgbenbg  M9330D0GHYd0  Bogargds
990D0M©39w05, 3000609 BBL. 3936 5935605  9JuBHGodBHmMTo  mglerol  Log®dol  bmds
@MAM0MINwos 993535000 BEGHMmObYoL DBmdol. Lo3dsMolo dzoMmg d- bLogol, T9gaz0dwos
893350mm F98mbz930mmdOL 59930 9dgo Jmbmgbs gz 2¢ Gglsdem msbdodg3m™mdoo.
56@MI0BYIM  seamOomdqddo, sbAModL, MMIgELyg dmbEI3L  IMLgEglmdol  bdol
3039doL  69gdsM™M3900, 35005 MBVMO ffgsrml LodwmwszoolmzoL. MmwdEs, gl JoAMTs
503505 9O M0l 35W0EM0  3M03GHMYMox300bm30L,  Losl  B396 3330Mgds
3053M0MbmboMmYdsMds.  3356¢EG0  Fgdmbggzomo  Mogbzol  29696MsG™MMgddo, mglrosbo
9dbBH®odBH™MMGo0 4303938 399 053053LbAGEGO0LRD.  sMLGIMOL  3MBLEGOMY30900,
OHMIGDsM30L53 9OBYOMIL MLOROMBMYOOL IBHI03J0E909d0, b3oolibgs doserols 335660
0530536bgEqd0L fobssmdgy.

306390 mM35¢LoBobm dgwgyos Trevisan- ol 9du@®sdEmmo. 360dzbgarmgsbo mgmGomwo
06@96mgLbo godmofjzos 356 Jobo Imbs3gdgdoL LMoL godm, sMsdgE FoblozmmMgdom 0do@Ema,
6Omd ol MLoROMbMs 33560 dMFobsowdgaggdolgsb [12]. GM930Bsbol 9duBHModEm®mol
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09beol bog®dg 9995350 8608369 mdol LogMdol 3MmeE0dM0MTMNWos s d15939 Ggodegds
LG MMEIL, O™ ol GO dogmo gJuB®sJB™Oo [13]. 64, GHM930Dsbol gJuE®EH™OOL
39000b3930000 Mglero Jgodergds bgersbs godm3z094gbmom. gl 49bLs3MmEMgdom 3603369 m3z5600
303w sOHY0 MB03gOLIMHo 39900l 13wbd309d0Lm30L, Bsgswoma Toeplitz hashing.

&©930560L 9duBHeodBHmMo s39dos Nisan-Widgerson-ob gligzom dgdmbggzomo Moibgzgdols
39696053HMOBg. gl 890dgds  B0MZoEMmb, MMM  990mbzgzomo  Bwbdios, MMl
F900560@™doL  3bGowo  dm399MEos 30GH00L L@ §ysermsb. 89dmbggzomo Bwbdsos
3xBMNMYGOL 5658560 F9dmbggzomo mgleros d d3o@gol, MHmymez PRNG, obg gdud®oddm®mol
3600369mdom.  3HM930D60L  gJuBHOBHMOOL  Lb3oolbgs 3560530900  gbbmGmEogw©s
3396360 899mbggz0mo MHoEb39d0L 29bgMsGHMMmd0m s 3356EGHIO Folomqdol obsforgdsdo.
05000 8053560 M30MEHJLMBS G0l ol, MMI Fg8H3930000, MBsBIGMO Mglerols Bmds Tbmerm
30E0- MMM IN05 99435608 dEm3900L BMIoL. MFES, 36MoJGH03MIds 083¢gdgbds0sd
9900¢gds 89969ml 30@gdol ggbgcsool 36OHMm3gLo, Moy 9JuBHMsdzool OML LsFoMms
2350003 900.

3969 BMYoo IgnMmEos MO0 boggdlomMmo 398069ds (two-universal hashing). The Leftover
Hash Lemma g30P39690L, ®md m&Mo mbogg®bscwvy®o 39do6mgdol gwbdsos, 1bo3dsm@ owowo
96@®™300L  gyzsbowo 3608369 mdId0m, PomMJdol MbsdGMsE Fgdmbzgzomos [14]. mGo
b039MBsMo 39306MH9d0L B496J3093L, dgyderos Jgdmbzg3000MdOL sMPIds blid fgodmdo,
bo0dgME, X99MJol MIbEILYMGO0m. vy A39b 23543l oMo Tggsligds b Bggbo LLBo
390006393000 {iYoOHrml 3OHgWs305Hg 3MbLYMZsGHOMwo F9)bemgs 8mdLdgbmsb, doMmdomo
953®™30900L  459mygbgdom Jlodgdger0s 2odm30Ygbmo gdoli gobbmsgds, 339MOMO
06335300l 499my9gbgdom [15]. BoMmOM goggdom, 439000 0bxM®MAs30s3 G90dewgds ogmls
33963 M0. 3356@ M0 90mbgzgz0mo HobgzgdoL 39gbgMo@m™mTo Losg M0 39dbozmMo bdswmemo
092300005 3035M0©Mm, MMI yzgws 99dmbz930mMmds, MMIGEoiE SMLOWEYMa30wgdoliysb
dmob, 96 bb3sa35Mm5 56 gawgds 3356@M0 LobBgdol B39bL dmgl, MHMAgwog SHocmdmgdls
bgwgme doGL, 560l Xs8MTol 2odm. 53 30MHMBYIBT0 XIO 3093 FgLodegdgE0s MYLEosbo
9dbGH®sgd@GH™MEM0lL  898w98539%s, MHMIgoE 0dg3s  omddol  MbsdsM  Tggal, MMIgEos
59300090905 Mg  LobBHYIYdoLsh. gl dgomgdo sbgzg  299Mm0yYgbgds  3396FGHWGO
239B5©gd0L A9BsFogdsd0, 3mbR0IHE0SWOHMBOL 93w 0gMgdOL MHMU.

39000b393000Md0L gJuEHMJEHMOO MOO MB03gMLIIMHO b MROM BmYssE [-MbogzgMlsEmGo
3900609300 2350099 gdl  200m30ygbmo  F9oMgdom  aMdgwo  mgbero,  OHMIGEO3
93303509bGH™m0s n dm3ol BmIol, Bo®ed dolo  gosdwdsgzgds  dglodegdgaros. slg3g
39000b3930m9 FgMhgME0 19bsdIMO Mglicrol bgardgmemg 259mygbgds dglsdwrgdgeros.

930560l gJuEHMogGHMMmOL sbgMa30LYE goblibgzsggdom, gl IgmmEo 23535DMBL LHMsxgo
00mEqdol gMbdEosl, MHmIgewoi 09gbgdl bo3wgd Asdmmzom MalEOLYdL, ROM OO
0gbeol  bstxbg. BmAoghmo  083wgdgbBoE0s, Bsgswoms, Toeplitz—ol  Jgdombggzomo
mOMO0m0 F5GHM0(3900m 390060905, A9BLS3MNMIO0 9539dBHIM0s. ga300e0s 39B3LEBOZOM™M
96Om0 SBgmo  9gJuEGHodBHMEM0, Lo MILBEO  Fodmoyghgds GMYMEE FoOMIMMbs oGO3,
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MHmIgoi 3Me3w©9ds n- 39dG™MMIOBY §Ysmrm©sb s Foedmgdbols mmomgdol sdme30gdgE
00390L. gl Joamds godmoygbhgds BmAogho  33MIGOHEo  IM{iYMmdOErMdsdo, MMIIdO;
3903938 9JuBHMOJ300L BMBI30L, BIMAMOE Hobolfo® godmmzgmo Jgdmbggzom do@emoas,
Omdgwoi  LOMMgdl  0gberol  Gmelb @ 29bsfowgdmwos  dmfigmdomdsdo
3M0Mg0MEs©. d0vbgsegzs 0doLs, MHMI  0glerol dowowo boGolbol Jgdmbzgzommds
M0Mo 3OMmEgLos, sdol 39539mgds IBMWME JOHMbIWss LoFoMm. Mdgwo sMmosb3gfowo
0900M@Y00, OMYMOHIO0ESS  IMIZ9XR IO ©dMY300909w0  33b9MsGHMMol  XOR- ol
239639m6MH 5100 50905, JoLOMGI0S.
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DESIGN & DEVELOPMENT OF A CYBER SECURITY CONCEPTUAL
FRAMEWORK FOR HIGHER EDUCATION INSTITUTIONS IN THE REPUBLIC OF
MOLDOVA

Alexei Arina, Department of Telecommunications and Electronic Systems, Technical University of Moldova

ABSTRACT: This scientific paper reflects the results of research, which aimed to develop a Cyber Security Conceptual
Framework for Higher Education Institutions in the Republic of Moldova, to increase cyber security in academic
environment. The scientific method Design Science Research was selected for the development of the security framework,
due to the practical value it generates, being one of the most used qualitative scientific methods in the field of engineering.
The identification of the key processes and stages of implementation of the Cyber Security Conceptual Framework, assessed
according to value criteria, supports the way in which cyber security in universities in the Republic of Moldova can be
increased. Important contributions are for the academic environment in the Republic of Moldova, where until now, there
has been no reference framework to ensure the protection of academic processes.

KEYWORDS: cyber security, framework, Higher Education Institution, DSR, academic processes.

1. INTRODUCTION

With the development of information technology, cyber security has become one of the biggest global challenges
for organizations implementing new technologies worldwide (Asosheh et al., 2013). Cyber security is defined as a collection
of tools, techniques, policies, security measures, security guidelines, risk mitigation strategies, actions, training, good
practices, security reinsurance and the latest technologies that can be used to protect cyberspace and user assets (Humayun
et al., 2020; von Solms & von Solms, 2018). Common cyber security regulations and requirements would allow a more
comprehensive approach to cyber security in organizations with a similar profile. Creating a common cyber security
framework, covering core processes, to ensure compliance with the three principles of cyber security: confidentiality,
integrity and availability; it would facilitate the implementation of comprehensive security mechanisms and, as a result,
increase cyber security. An important role, in this regard, is played by the Government, which has a proactive role in the
management of cyber security policies and infrastructure in order to issue standardized recommendations, at state level,
especially in the case of public institutions. The harmonization of cyber security strategies developed by the state with
international standards ensures compliance and international recognition (Asosheh et al., 2013).

The Republic of Moldova is a developing country, that in recent decades has been trying to align with international
practices in the public domain. Information technology plays a very important role in providing public services. According
to the annual report on monitoring the evolution of the global information society "Measuring the information society 2017",
launched by the International Telecommunication Union, the Republic of Moldova ranks 59th out of 176 countries in the
ranking. At the European level, the Republic of Moldova has advanced compared to the global and regional average, being
among the top 10 countries with the most dynamic developments in the world (Alexei, 2021).

At the same time, the Information Security Strategy for 2019-2024 (RM Parliament, 2018), adopted by the
Parliament of the Republic of Moldova, also identified as a major problem in the field of cyber security, the lack of an
integrated cyber security management system that would provide a comprehensive approach to cyber security ( points 39
and 40 of the Strategy), solving this problem is identified as a key step in the development of a secure information society
in the Republic of Moldova.

There are currently 15 public and 9 private Higher Education Institutions in the Republic of Moldova. Higher
Education Institutions are subordinated to the Ministry of Education and Research, so the provisions of the Information
Security Strategy must be implemented. However, the results of the survey, conducted by the author between September-
November 2020, in which stakeholders from the 9 largest public institutions in the Republic of Moldova participated, show
that Higher Education Institutions are not certified with an information security standard and have not implemented an
authorized cyber security framework (Alexei Arina, 2021).

Moreover, the diversity of electronic services provided by academia is constantly growing, especially as a result of
the pandemic with Covid 19 and the transition to online education. To ensure access to learning platforms, digital libraries,
or university management systems, university information systems are open by design (Jang-Jaccard & Nepal, 2014),
decentralized and multi-user. Software and network applications have become an integral part of the university environment
both in Moldova and internationally. Access to modern technologies is valuable, on the one hand, for the development of
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modern learning environments, but on the other hand, it increases the vulnerability of communication networks and the
number of threats.

Thus, in the context of the above, the research problem is:” the lack of a cyber security framework focused on
academic processes in Higher Education Institutions in the Republic of Moldova, which could be used as a reference
framework”.

Implementing a security concept that does not take into account the security requirements specific to the academic
environment and the activities they carry out, increases the likelihood of a false sense of security.

So, the purpose of this scientific paper is to develop a cyber security conceptual framework (CSCF), focused on
the academic processes of Higher Education Institutions in the Republic of Moldova, which complies with the provisions
of international standards and best practices in the field, in order to solve the research problem.

The following section presents the results of the literature review, the purpose of which was to identify cyber
security strategies for academia, recommended by researchers, internationally. The third section presents the scientific
method used to solve the research problem, and the fourth section presents the research results.

2. LITERATURE REVIEW

To achieve the purpose of this research work, the author has carried out a literature review of the last 10 years,
using the method proposed by Kitchenham (Barbara Kitchenham 2004), to determine the strategies approached by
researchers at the international level and how a cyber security framework can be integrated into academic processes. A
comprehensive research paper has already been published (Alexei, 2021).

The implementation of a cyber security framework in HEIs has been recommended by several researchers over
time. Cybersecurity frameworks assist in the implementation of Information Security Management Systems, providing a
comprehensive approach and comprehensive solution, which includes: policies, tools and procedures needed to increase
security (Itradat et al. 2014) and strengthen information systems (Oltramari et al. 2014; Donaldson et al. 2015; Koong and
Yunis 2015; Merchan-Lima et al. 2020).

The effectiveness of the proposed solution depends on risk management, which is a mandatory process when
conceptualizing the cyber security framework, because identifying assets that assist academic processes, and determining
threats and vulnerabilities that influence confidentiality, integrity and availability, have a major impact on the outcome,
which will have the security framework (Hommel, Metzger, and Steinke 2015). Risk management can reduce the risks of
certain important processes, financial losses or damage to the reputation of higher education institutions (Suroso and
Fakhrozi 2018) and can support the creation of security policies (Hommel, Metzger, and Steinke 2015).

These arguments served as a reason for analyzing the recommended strategies for creating the cybersecurity
framework, risk management and how to integrate into HEIS, to increase cyber security.

2.1 INTERNATIONAL CYBER SECURITY STANDARDS

Analyzing the literature in the field, we identified 3 international standards recommended in various scientific
studies, indexed by the largest databases, such as: Scopus, ScienceDirect, ACM Digital Library, IEEE Xplore, Springer; to
be implemented in HEIs. These are: ISO 27001, COBIT AND ITIL.

IS0 27001

The most widely used international standard in the field is ISO 27001 (Rehman, Masood, and Cheema 2013; Itradat
et al. 2014), and if we analyze the results of the annual surveys presented by ISO (International Organization for
Standardization 2020), the number of organizations certified with ISO 27001 is constantly increasing from 31 910, in 2018,
to 44 486 in 2020. The Republic of Moldova is no exception, so the number of organizations certified in 2020 has increased
compared to 2018, from 3 to 8.

In the field of Education can be seen a positive trend, at international level, so that if in 2018, the number of
institutions certified with ISO 27001 was 137, in 2020 they are 187. Unfortunately, in the field of education, in 2020, there
is no institution certified with ISO 27001 in the Republic of Moldova. Although the empirical research conducted by the
Rotterdam School of Management, Erasmus University, based on 645 responses from companies, internationally, ISO
27001 certification, had a significant positive effect on increasing information security, estimated by 85% of respondents
(Nowak 2015).

ISO 27001 is based on the implementation of an information security management system within organizations and
addresses systematic processes, technologies and human resources, for risk assessment and assistance in the information
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management process. It is based on the Deming cycle (Haufe et al. 2016), which is a closed action process that assists in
information security management processes.

* defining the security
policies and
procedures of the
ISMS

* implementation and
operation of the
planned ISMS

* periodic monitoring
and review of the
implemented ISMS to
determine
performance.

* improving ISMS as a
result of the
systematic review

Fig. 1 Deming cycle

With regard to ISMS in HEIs, the Deming cycle represents consecutive actions aimed at achieving the main
objective, the implementation of information security within an institution (Szczepaniuk et al. 2020).

The ISO 27001 standard is organized into 14 sections, 35 objectives and 114 security controls, but not all sections
of the standard are applicable in HEIs (Rehman, Masood, and Cheema 2013). Researchers recommend the use of at least 8
sections from ISO 27001 in HEIs: asset management, human resource management, physical controls, access control,
communications control, operational control, incident management, information system control, and business continuity
(Cheung 2014; Esparza et al. 2020).

COBIT

Another standard recommended by researchers to be implemented in HEIs is COBIT. COBIT is a strategy that
applies IT Governance and is classified into 4 areas: Planning and Organization, Procurement and Implementation, Delivery
and Support, Monitoring and Evaluation (Wolden, Valverde, and Talla 2015).

COBIT's control objectives refer to policies, procedures, practices and organizational structures that ensure the
organization's objectives, as well as to prevent or detect any unexpected events (Khther and Othman 2013). COBIT includes
34 IT processes and 13 control objectives. Each process contains a RACI diagram (Khther and Othman 2013), which shows
the role of each process in a managerial activity. The activities are identified from the control objectives and have a detailed
structure.

Business
Requirements

which responds drive the
lo

inveslments in
Enterprise CoBiT
Information Q IT Resources
s hat are

IT Processes ey

Fig 2. COBIT framework principle
(Khther and Othman 2013)

As COBIT controls are mainly focused on achieving organizational objectives, it is further necessary for the
security model to comply with the controls of the ISO 27001 standard, in order to ensure an optimal level of cybersecurity.
Within the HEIs, it is recommended to use COBIT to verify the maturity level of the model used (Yustanti et al. 2018) and
to evaluate IT processes (Khther and Othman 2013).
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ITIL

The ITIL framework is presented as an association between different practices and information technology services
for better management of IT services (Suwito et al. 2016). Services are characterized as a means of providing value to
customers without increasing security risks or cost. ITIL is a bookstore containing a set of 5 books and 34 processes that
describe different phases of implementation and provide a systematic approach to IT Governance, operations management
and control of IT services (Gérvalla, Preniqi, and Kopacek 2018).

As in the case of COBIT, it is recommended to use the ITIL framework combined with the ISO 27001 standard, in
order to integrate the security practices recommended by ISO 27001 in providing the best practical process management
services recommended by ITIL. This will reduce the cost of maintaining an acceptable level of security, provide effective
risk management and reduce security risks at all levels (Suwito et al. 2016).

Although it would appear that these 3 frameworks contain identical instructions, the implementation requirements
are still different, which drastically affects the effect of implementation, especially the required budget. Therefore, before
using any of the listed frameworks, it is necessary to clarify the implementation costs, which are usually limited within the
HEIs.

ISO 27001 is the most widely used security standard internationally, so it can be concluded that it is the easiest to
implement, recognized and implementation costs are lower than ITIL and COBIT, ISO 27001 is like English, has a proven
international value.

2.2 RECOMMENDED TECHNIQUES FOR RISK MANAGEMENT IN HEIS

Risk management includes coordinated activities to lead and control an organization in terms of cyber risk (ISO/IEC
27000: Information technology — Security techniques — Information security management systems — Overview and
vocabulary 2018). Cyber risk can be defined as a security event that exploited a vulnerability in the information system and
caused the threat (Wangen, Hallstensen, and Snekkenes 2018; Ulven and Wangen 2021). An information security event is
an identified occurrence of a system, service, or network condition that indicates a possible breach of information security
policy, or failure of controls, or a previously unknown situation that may be relevant to security (ISO/IEC 27000:
Information technology — Security techniques — Information security management systems — Overview and vocabulary
2018) and has a impact and a likelihood (Wangen, Hallstensen, and Snekkenes 2018). At the basis of information risk
analysis is the process of identifying threats (Szczepaniuk et al. 2020), threats are defined as "any phenomenon (process,
event), undesirable in terms of undisturbed operation of a system" (Szczepaniuk et al. 2020).

A holistic approach to cybersecurity management in HEIs is essential because it provides an overview of all
resources that need to be protected. Risk assessment methods should take into account the dependencies between resources
that assist university electronic services (Hariyanti, Djunaidy, and Siahaan 2018), so the methods must be able to adapt and
be dynamic and appropriate for the university environment. As electronic services are constantly changing, risk factors are
changing (Harkins 2016) and affecting the value of university activities (Rojas and Lesmes 2016).

Following the study, it was identified that the main recommended models for risk management in HEIs are: ISO
27005, OCTAVE and OCTAVE Allegro (Alexei, 2021).

1S0 27005

The standard ISO 27005 is part of the ISO 27000 family of security standards. It is the standard underlying risk
management, which must be achieved before the creation and implementation of an ISMS, according to ISO 27001.

ISO 27005 addresses security risks from the perspective of information assets, defined as any asset that has value
to the organization and requires protection (ISO/IEC 27000:2018, 2018).

According to ISO 27005 (ISO/IEC 27005: Information technology — Security techniques — Information security
risk management 2018), all information assets should be classified as primary assets and support assets. The primary assets
are all academic processes and information, and the assets: hardware, software, network and communications, personnel
and infrastructure, are support assets (Asosheh, Hajinazari, and Khodkari 2013).

OCTAVE

The OCTAVE model is implemented in university activities to reduce the risk of cyber threats, by identifying the
causes that make the university system vulnerable (Joshi and Singh 2017). OCTAVE contains specific activities, performed
in 3 phases (Joshi and Singh 2017; Das, Mukhopadhyay, and Bhasker 2013). The first phase is to identify the weaknesses
of the system, dynamically (for each new technology the risk is assessed). In the second phase, the risk score is calculated,
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an important resource in this regard is the Common Vulnerability Scoring System (CVSS) (Singh Umesh Kumar and Joshi
C. 2016), to validate the vulnerability that can be exploited. The final step is to create a security risk remediation plan and
recursive risk assessment activities (Joshi and Singh 2017).

OCTAVE Allegro

OCTAVE Allegro has been recommended by researchers because it allows for a more comprehensive assessment
of the operational risk environment in order to produce better results without the need for extensive knowledge of security
risk assessment (Suroso and Fakhrozi 2018). It focuses mainly on information assets in the context of how they are used,

where they are stored, processed and transferred, as well as extended to threats, vulnerabilities and any disruption (Hommel,
Metzger, and Steinke 2015).

2.3 SECURITY FRAMEWORK IMPLEMENTATION PHASES

Having a security framework focused on university processes, it is necessary to know the stages of its
implementation. The security framework can be very well structured, but if implemented incorrectly, it could cause serious
harm to organizations instead of benefits.

Following the study, the recommended common steps for the implementation of the security framework within the
HEIs can be defined. According to the classification of implementation stages in public organizations, made by Szczepaniuk
E and others (Szczepaniuk et al. 2020), there are 6 stages of implementation of security frameworks in public organizations:
defining security policies, defining purpose, security risk assessment, risk management, selection of controls and the
statement of applicability.

3. RESEARCH METHOD

An essential part of any research paper is the scientific method selected for the study and the tools that facilitate
the achievement of relevant scientific results. Without a strong component to produce explicitly applicable research
solutions, cyber security research faces the potential to lose influence on the research flows for which such applicability is
important (Peffers et al. 2007).

The challenge was to select a method that would allow the creation of a product, a security framework that would
contribute to increasing cyber security in HEIs in the Republic of Moldova, to solve the research problem defined above.
This premise was the basis for identifying the scientific method of Design Science Research (DSR), which is widely used
internationally, and the research results can be models, concepts or frameworks (vom Brocke, Hevner, and Maedche 2020;
Hevner et al. 2004; Baskerville et al. 2018). DSR is defined as "a problem-solving paradigm that seeks to improve
knowledge by creating innovative artifacts" (vom Brocke, Hevner, and Maedche 2020). The DSR method has been
appreciated as one of the main research methods for the engineering field (Dresch, Lacerda, and Antunes Jr 2015).

The literature identifies 6 typical stages of the DSR project: problem identification and motivation, definition of
objectives for solution, design and development / design of the artifact, demonstration, evaluation, followed by
communication of results (Peffers et al. 2007; Chandra Kruse, Seidel, and vom Brocke 2019; vom Brocke, Hevner, and
Maedche 2020). Figure 3 shows the actions performed according to the DSR steps for CSCF development.

2. Definition of
objectives for
solution

1. Problem
identification and
motivation

o lack of

4. Demonstration 5. Evaluation 6. Communication

of results

B
Design&Developme
nt

 1S0 27001 for
generic support

* IT-Grundshultz
Compendium

o articles
published in
scientific
journals,

national and

international
conferences

« Organising
online sessions
and email
communication

« Delphi Method
« Likertscale

to
design&develop
the CSCF
artefact
* CSCF must
comply with ISO
27001

cybersecurity
framework in
HEIsin the
Republic of
Moldova

s with security
experts and
stackeholders

for technical
support
* 1S0 27005 for
Risk
Management

Fig 3. CSCF development on DSR stages
A. Problem identification and motivation

Higher Education Institutions in the Republic of Moldova are not certified with any security standards and have
not implemented a comprehensive cybersecurity framework, such as an Information Security Management System, which
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is recommended by ISO 27001, or another cyber security framework. Although it provides a variety of digital educational
services.

B. Definition of objectives for solution

The result of this type of research, as mentioned above, is an artifact that solves a problem in the field, in this case,
it will achieve the purpose of this research paper, also known as the concept of solution, which must be evaluated by criteria
of value or utility (Dresch, Lacerda, and Antunes Jr 2015). The value criteria according to which the CSCF artifact can be
evaluated are reflected in Table 1.

Table 1. Value criteria of CSCF artifact

Nr | Criterion Arguments
1 Target group | Contain controls corresponding business processes in academia
oriented
2 Implementation The artifact must determine the main steps after which the cybersecurity framework will be
phases implemented within the HEI
3 Predefined roles The roles of staff involved in the implementation of cybersecurity in HEIs must be clearly
defined, in order to know the responsibilities of the post and to designate the owners of critical
assets.
4 Risk management | In order to increase the effectiveness of the security framework, it is necessary to identify the

real risks, related to the critical assets and the threats that may affect them. To assess the
impact of risks.

5 Efficient The efficiency of the artifact depends directly on how well it is understood by HEI specialists,
who are going to implement it. How clearly the objectives, purpose and implementation
phases were defined.

6 Scalable It can be implemented in any institution, regardless of its size and the complexity of the
services it provides
7 International To comply with the Bologna Process, which is being implemented in Moldovan universities.
importance Subsequent certification of institutions with an international standard is an appreciable
objective.

C. Design and development

The development of the CSCF artifact was based on the knowledge gained from the review of the literature, the
result of which showed that researchers recommend for implementation in HEIs the standard ISO 27001, because it has a
proven value over time and satisfies the value criteria of point B. The challenge was to determine how ISO 27001 controls
could be implemented, being generic. Thus, it was established that the development of the CSCF artifact should be achieved
through the synergy of ISO 27001, ISO 27002 which is a guide used to implement information security standards and IT -
Grundschutz Kompendium, which is a German technical guide containing the tools necessary for the implementation of
security controls. ISO 27005 has been used to achieve risk management, through interdependencies between the university's
business processes and supporting assets.

D. Demonstration

Stakeholders from universities and experts in the field of cybersecurity in the Republic of Moldova were contacted
via email. Online sessions were held to demonstrate how CSCF artifact can be implemented in HEIs.

E. Evaluation

The qualitative method of evaluating the artifact was used, through several Delphi rounds, which allowed obtaining
the evaluation through empirical evidence (feedback from experts and specialists in the field) and evidence proven by
applying the international standard ISO 27001. The qualitative approach facilitates a better understanding of the perceptions,
beliefs and attitudes of the participants in the philosophical interpretive study of information systems (Myers and Newman
2007). The qualitative method allows to understand the context of a solution, including based on the comments made by
HEIs specialists.
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Thus, for the initial evaluation, the CSCF artifact was presented to the experts for evaluation, a great value
representing the recommendations given by the experts. Subsequently, for empirical evaluation, the CSCF artifact was
presented to HEIs stakeholders. The post-implementation feedback will be presented after the CSCF artifact will be
implemented for a certain period of time in the HEIs of the Republic of Moldova.

F. Communication of results

The communication of the results took place through the publication of scientific articles and participation with
communiqués at national and international conferences. Thus, the criteria according to which the CSCF artifact was
developed, the novelty of the product and how it will have an impact on the increase of cybersecurity in the HEIs will be
exposed. The CSCF artifact was presented to both the technology-oriented and the management-oriented public.

4. RESULTS

The approach to cybersecurity as a system requires a holistic approach, an overview, not a segmented one
(Szczepaniuk et al. 2020), because security is interdisciplinary and does not necessarily refer only to information systems,
but involves applicable law, organizational structure and other aspects that may influence this process.

The CSCF artifact is a cybersecurity management system focused on academic activities. The main purpose of the
CSCF implementation is to increase cybersecurity in HEIs in the Republic of Moldova.

4.1 CSCF ARTIFACT DESIGN

The conceptual framework takes into account the mission of the organization, the academic institution in this case,
and ensures the provision of electronic services respecting the three principles of security: Confidentiality, Integrity and
Availability.

The IPO (Input, Process, Output) model (MacCuspie et al. 2014) was used to model the preliminary conceptual
framework, the result obtained is reflected in figure 4.
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Internal / external
problems |
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Security policies

% = i Cyber Risk Registry
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Risk Treatment Plan y

Compliance ’ CSCF Design | CSCF project approved
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Fig 4. Preliminary conceptual framework

The inputs will influence the processes. The outputs are the goal to be achieved, each stage indicates the life cycle
of the proposed conceptual framework.

To operationalize the conceptual framework described above, the Deming cycle will be used to continuously
increase the quality of the security framework (Disterer, 2013), due to the dynamic nature of cybersecurity and the
mandatory iterative nature of a cybersecurity management system. The application of the Deming cycle emphasizes the
need for process guidance, as well as the integration of operations planning and constant verification of implementation in
line with planning (Haufe et al. 2016).

As mentioned above, the conceptual framework for cybersecurity will be proposed through the synergy of the
following international standards:

- ISO 27001 - which will support the creation of the CSCF;

- ISO 27002 - for the implementation of the CSCF, represents the code of practice for security controls and a good

support for ISO 27001;

- ISO 27005 - for the management of security risks in HEIs;
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- IT-Grundschutz-Kompendium for technical support.

Conceptual framework processes modeled using the IPO method, the four dimensions of the Deming cycle, and
the recommendations of international organizations were applied to determine the design of the CSCF. Framework

implementation stages in Moldovan HEIs is reflected in Figure 5.
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Fig 5. CSCF implementation stages
4.2 CSCF ARTIFACT DEVELOPMENT

CSCEF is designed to be a valuable resource and support for Moldovan universities that will implement their own
security concept, aligned with the specifics and activities of HEIs, supported by research results, empirical study and
international standards. This section will analyze and set out as explicitly as possible these important issues that will result
in an increase and a comprehensive approach to cybersecurity, so that the results of this research can be reproduced and put
into practice by stakeholders.

4.2.1 Administration approval

The approval of the administration in the university environment of the Republic of Moldova refers to the Senate
of the Institution, the supreme governing authority, which consists of the President of the Senate, Secretary and Senators.
At this stage, the preliminary goal and organizational priorities are set (Asosheh, Hajinazari, and Khodkari 2013). The main
goal for implementing a concept of security in universities is the comprehensive approach to cybersecurity, based on
existing reasoning, that it is more cost effective to protect properly than to recover in the event of a disaster, whether it is
intentional or not. An additional argument is the provisions of the National Strategy for Information Security of the Republic
of Moldova, for the period 2019-2024, which identifies as the main problem for ensuring information security, the lack of
information security management systems at the national level (RM Parliament, 2018).

According to ISO 27001, the organization, which aims to implement a cybersecurity framework, must constantly
allocate resources "for the establishment, implementation, maintenance and continuous improvement” (ISO/IEC 27001,
2013). The allocation of the necessary resources refers to: human resources, financial resources, information resources,
necessary infrastructure.

4.2.2 Context establishment

In order to develop CSCF, the academic institution must define the purpose of implementing the security
framework, identify business processes and support assets.
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According to ISO 27001, the HEI must identify external and internal issues (Disterer 2013), which are relevant to
its purpose (ISO/IEC 27001: INFORMATION SECURITY MANAGEMENT 2013). In order to analyze the internal
problems faced by the HEI, it is necessary to take into account: the strategy and objectives of the organization, business
processes and support assets, national / international contracts and derivative relations, intellectual property and research
results, physical infrastructure and environment, information systems and media used.

This can define the following internal issues: manipulation of personal data, breach of confidentiality, unauthorized
access to assets containing sensitive data of the organization, financial losses, interruption of basic activities (courses,
exams, inability to enroll in studies), interruption of services, disruption of internal operations and with third parties,
financial costs associated with loss of staff, replacement of equipment, value of research, loss of assets, loss of competitive
advantage.

External issues cannot be controlled by HEIs, and the following issues need attention: higher-level laws and
regulations (state, governmental), socio-cultural and natural environment, financial and macroeconomic, technological.

Depending on the structure and size of the HEI, for the implementation of the CSCEF, it is necessary to form a team
responsible for the implementation and control of the concept of cybersecurity, consisting of the Information Security
Officer and other members. The ISO 27001 standard requires regular and mandatory qualifications of the Information
Security Officer, who can be recruited both from university staff and from outside, as long as there are documents attesting
the qualification required to hold this position.

Security policies

Security policy reflects the attitude of HEI management towards cybersecurity. The main objective for the
implementation of security policies, according to ISO 27002, is to provide management direction and support for
information security in accordance with relevant business requirements, laws and regulations (ISO/IEC 27002: Information
technology — Security techniques — Code of practice for information security controls 2013).

The analysis of university websites in the Republic of Moldova revealed that academic institutions have published
the GDPR Policy, but there are no general or specific security policies, as confirmed by the results of the author's survey
involving 9 stakeholders from the most large higher education institutions in the Republic of Moldova, of which only 22.2%
stated that they have internal security policies.

According to several researchers (Ghazvini, Shukur, and Hood 2018; Flowerday and Tuyikeze 2016) the way in
which security policies are developed and implemented remains uncertain, which is a shortcoming of this stage. The content
of security policies also differs, creating uncertainty about the content.

It is recommended for the development of security policies in academic institutions in Moldova to follow the
following steps, reflected in Figure 6.

L Pre-development J Development l L Implementation |

. \
« Team identification, division of tasks and h * Document content: ) ( * Publication of the security policy for )
responsibilities: « Analysis of the provisions of the security informing the members of the academic
« ICT Department standards 1SO 27001 and ISO 27002 |nst|tut.|on:
o HR * Selection of security policy components * Website
o Jurist * Security policy design . Intranfet
« Users delegated from different faculties * Content review h E-mail )
 Security policy approval: e Printed version
« - Security policy review by experts * Security policy monitoring and

* Determining the needs of the institution:
« |dentify security requirements

* Evaluation of existing policies and regulations
in the institution

maintenance:
* Update security requirements
* Assessing the effectiveness of security policy

* - University Senate Records

\ ) /’ N /// \\ /

— N _

Fig 6. Generic framework for security policies development in HEIs

It is recommended that the security policy as well as the specific security policies be established in accordance with
the structure reflected in Table 2.

Table 2. The structure of security policy

Key items Justification (According to the provisions of the ISO 27002 standard)
Title General or specific: control access, backups, BYOD, etc.
Version and authors It will include all existing versions of the respective security policy, the date of the
changes, the responsible person
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Goal

Describes the expectations of the administration of the institution as a result of the
implementation of the policy and the problems that will be solved

Scope and boundaries

Describe the area to be covered by the policy, such as: access control, security of
communication, acceptable use, etc .; to whom that security policy is addressed

Presentation

A brief description of cybersecurity issues, which may include threats, vulnerabilities
and risks specific to the field of education

Security policy requirements

Describe in detail, as clearly and explicitly as possible, the requirements of the institution

Roles and responsibilities

Defines who is responsible for violating security policy requirements and where security
incidents can be reported

Related documents

Describe other relevant policies (if any) that may help minimize security issues and
incidents, or links to additional support

4.2.3 Scope and boundaries of CSCF

The need to reflect a generic reference architecture specific to the university environment on the one hand provides
an overview of the typical functionality (Pddkkonen and Pakkala 2015) of academic activities, and on the other hand
supports the creation of architectures for each institution (Angelov, Grefen, and Greethorst 2012), which aims to implement

a security concept.

The empirical study facilitated the creation of a generic reference architecture specific to the university environment
in Moldova, obtained from semi-structured interviews with university network administrators reflected in Figure 7.
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Fig 7. The reference architecture of HEIs in Moldova

academic business processes allowed the development of the CSCF artifact oriented

towards the university environment, in order to satisfy the Target Group Oriented criterion. Business processes can be
defined as "sets of interconnected tasks that lead to the creation of a product or service" (Ivanov et al. 2011). Basic university
business processes are education and research. The CSCF will only consider the components of the education process, as it

also includes the research aspects,

the results are exposed in the table 3.

Table 3. Academic business processes

| Academic business processes

| Description |
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Common academic services Network infrastructure
Stationary workstations (Laboratories)
Mobile workstations or BSOD
Remote work (VPN, WLAN)
Centralized services:
- website
- virtual servers
- centralized access control,
- user identification and authentication
- email services
- file services
Admission to Studies - application process
- preliminary examination
- the approval processes
- generate notifications
- final approval
- deletion of the applicant's data
IT infrastructure for students - laboratories with specialized equipment
- video conferencing applications
- online learning platforms
Online examination - creating exam questions
- creating the evaluation test
- attendance control
- exam evaluation
- notation in the dean's office system
- publishing / announcing test results, archiving the results
- creating backups
- creating the archive
- creating the paper archive
- verification of information
University Management System - administration of the student's entire
academic career,
- results of examination sessions,
- contract and study agreement
- electronic register
- anti-plagiarism system for students,
- additional fees,
- holiday order,
- employee pay slips,
- orders and regulations, university news

This list is not exhaustive, other university activities can be excluded / included, depending on the spectrum of
electronic services provided by HEI, thus supporting the scalability criterion of CSCF.
Depending on the protection requirements, the recommended security controls are proposed to be classified into:
- Basic (mandatory) security controls required to be mandatorily implemented by any HEI that
creates a security concept;
- Standard security controls for institutions aimed at certification with ISO 27001 or another
security standard.

4.2.4 Risk management

In order to support the criteria of International Importance and Risk Management, it is recommended to use the
ISO 27005 standard, due to its international importance and because it is a direct support for the implementation of ISO
27001, a standard selected as a reference for creating the CSCF artifact. Risk management includes coordinated activities
to manage and control an organization in terms of risk (ISO/IEC 27000:2018, 2018.).
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Cyber risk can be defined as a security event that exploited a vulnerability in the information system and caused
the threat (Wangen, Hallstensen, and Snekkenes 2018; Ulven and Wangen 2021). An information security event is an
identified occurrence of a system, service, or network state that indicates a possible breach of information security policy,
or a failure of controls, or a previously unknown situation that may be relevant to security (ISO/IEC 27000:2018, 2018)
and has a impact and a likelihood (Wangen, Hallstensen, and Snekkenes 2018; ISO/IEC 27005: Information technology
— Security techniques — Information security risk management 2018). The basis of information risk analysis is the process
of identifying threats (Szczepaniuk et al. 2020), which are defined as "any phenomenon (process, event), undesirable in
terms of undisturbed operation of a system" (Szczepaniuk et al. 2020).

As previously stated in this research paper, a holistic approach to cybersecurity management in HEIs is essential
because it provides an overview of all resources that need to be protected. Risk assessment methods should take into account
the dependencies between the resources that assist university electronic services (Hariyanti, Djunaidy, and Siahaan 2018),
so the methods must be able to adapt and be dynamic and appropriate for the university environment. As electronic services
are constantly changing, risk factors are changing (Harkins 2016) and affecting the value of university activities (Rojas and
Lesmes 2016).

From the considerations presented above, a new approach to risk management is proposed in terms of university
business processes, because they are limited in number, versus the impressive number of support assets, and the assessment
of security risks in terms of business processes supports the holistic approach to cybersecurity in academia. Thus, when
designing a new business process, security risks are taken into account, this new concept is called "risk conscious business
process management" (Ahmed and Matulevi¢ius 2014; Khanmohammadi and Houmb 2010; Jakoubi et al. 2010).

Another problem that can be solved by addressing the security risks associated with business processes are the
information assets in the Cloud and the services provided by third parties, which make the identification of information
assets a very difficult process (Hariyanti, Djunaidy, and Siahaan 2018).

The ISO 27001 standard does not stipulate the obligation to implement a risk register, but such an approach will
allow to comprehensively address the security risks, in which all the data related to the risks, impact, likelihood and controls
that are already in place will be systematized implemented to change the risk. This hypothesis has been confirmed by other
researchers (Haji, Tan, and Costa 2019) and international best practices (ISACA Germany Chapter, 2017). The risk register
can serve in the case of certification as a mandatory document, namely the Risk Assessment Report. The model proposed
by me, which can be used for the holistic approach in the risk assessment process is presented in figure 8.

SECURITY RISKS REGISTER
Department: Risk Assessment Manager: Approved by:
Business process: Member RA 1:
BP location: Member RA 2: Signature Referenc
Date: Member RA 3: Name: e No.
Version: Member RA 4: Position:
Scheduled review: Member RA 5: Date:
Identifying threats / vulnerabilities Risk t Risk control
Asset category SUBBSS Threat's ./. Risk ID | Impact |Likelihood L3k Rl.Sk [mplemented | - Asset Comments
assets Vulnerabilities value options controls owner
Hardware
Software
Network and
communications
Personell
Infrastructure
Fig 8. Risk Register

A very important document for HEIs, which aims to be certified with ISO 27001, or which want to verify the level
of compliance of the security controls implemented with Annex A of the ISO 27001 standard, is the Statement of
Applicability, which identifies the applicable controls. A recommended pattern is shown in Figure 9.
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Clause Annex A Anexa A ISO 27001 A . R
Control Description |Applicable) Justification Reference Control Status
1SO 27001 Control
A.5 Information Security Policies
A.5.1.1Policies for A set of information
Information Security security policies must be i o .
! Security policy is required to
defined, approved by X .
. inform employees / students and |General security
management, published |Yes . . R . . Done
X third parties about HEI's attitude |policy
and communicated to . X X
towards information security
AS5.1 employees and relevant
" third parties.
Management - - -
S A.5.1.2 Review of the Information security

direction for L. . . .

. . policies for information |policies need to be

information N X i i i i

security security reviewed at planned Updating security policy Information about

intervals or when objectives and requirementsis  [the date and person
changes occur to ensure |Yes necessary due to the dynamic responsible for In process
their continued environment specific to reviewing the
compliance, university services security policy
compatibility and
effectiveness.

Fig 9. Statement of Applicability

The final step is to implement the Risk Treatment Plan (RTP). Security controls for risk management, according to
ISO 27005, can be taken from any source [37], the only condition is that they align with Annex A of ISO 27001 [4] and the
Statement of Applicability of the academic institution. CSCF security checks are recommended to be retrieved from the IT
Grundschutz Kompendium, which is a German-German guide, updated annually with recommended technical checks. The
proposed model for the Risk Treatment Plan is reflected in Figure 10.

Risk Treatment Plan

Department: Responsabil RT:
Member RT 1:
Member RT 2:
Member RT 3:
Member RT 4:
Member RT 5:

Approved by:

process:
BP location:
Date:

Version:

Signature

Name:

Position:
Date:

Scheduled review:

Compliance

Common
with ISO 27001

Threats /
Vulnerabilities

Support
assets

Specific Threats /

Vulnerabilities Comments

Security Controls

Implemented
Standard
Yo
es Controls

Asset category

Implemented

Basic

Yo
Controls ©

Hardware
Software
Network and
Communication
Personnel
Infrastructure

Fig 10. Risk Treatment Plan

An important role is played by the owners of university business processes, in order to identify an effective and
real risk-oriented Risk Management Plan, because they know best the business process support assets, which was the basis
of the decision to interview HEIs stakeholders.

4.2.5 CSCF project

According to ISO 27003 (ISO&IEC, 2010), which provides clear guidance for implementing the security
management system in an organization based on ISO 27001; the whole procedure by which the organization adopts a
concept of cybersecurity must be carried out as a project.

The project represents the CSCF plan, which will include the organizational structure of the HEI and the required
documentation, which demonstrates the concept's compliance with the reference standard (Asosheh, Hajinazari, and
Khodkari 2013).

Once the CSCF has been implemented, it is necessary to regularly monitor all processes in order to ensure the
compliance, compatibility and efficiency (ISO/IEC 27001: INFORMATION SECURITY MANAGEMENT 2013) of
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security controls. An important role is played by the internal audit, which aims to identify the CSCF's compliance (Cheung
2014) with the organization’s requirements for cyber security and with the requirements of the international standard.

The results of the internal audit can be finalized by updating the security controls that have proven to be ineffective
or by updating the security policies for those areas that are not covered.

The involvement of university top management in the design and implementation of the concept of cybersecurity
is the key to successful IT governance.

5. DISCUSSION

Increasing cybersecurity in Higher Education Institutions by implementing a conceptual framework that represents
the synergy between international standards in the field, such as: ISO 27001, ISO 27002, ISO 27005; and best practices
developed by the Information Systems Audit and Control Association (ISACA) (ISACA Germany Chapter, 2017), will
ensure the success of the implementation and the effectiveness of the security framework focused on the academic processes
of HEIs in the Republic of Moldova.

The identification of university business processes, specific to Moldovan universities and the author's
recommendations related to the stages of implementation of the conceptual framework, will be an important resource for
any Moldovan university that wants to implement a security concept. The resulting CSCF artifact is a practical guide
according to which Higher Educational Institutions that have already implemented certain provisions of ISO 27001 will be
able to assess their level of compliance, and those institutions that have not yet implemented, will be able to use it as a guide
to secure their assets.

6. CONCLUSION

The current trends of HEIs in the Republic of Moldova are to provide quality studies that meet the standards of
academic institutions around the world. Thus, in recent years a revolutionary evolution can be attested, through the
implementation and use of learning platforms, university management systems or platforms for online examination.
Migration from the traditional to the electronic environment has added value to academic processes on the one hand, and
on the other hand has significantly increased cyber risks.

Thus, the need to implement a cybersecurity framework that reduces information risks increases over time. This
scientific paper identified as a research problem: "the lack of a cybersecurity framework focused on academic processes in
HEIs in the Republic of Moldova, which could be used as a reference framework", problem also defined in the Information
Security Strategy for 2019-2024 (RM Parliament, 2018), adopted by the Parliament of the Republic of Moldova. So, the
aim was to develop a Cyber Security Conceptual Framework, which can be used to implement a security concept.

The DSR scientific method was selected to develop the conceptual framework due to its potential to contribute to
encouraging the innovation capacities of organizations, as well as to contribute to the sustainable transformation of society
(vom Brocke, Hevner, and Maedche 2020; Watson, Boudreau, and Chen 2010), but especially because the finality of the
processes DSR is an artifact that solves a problem in the field. DSR projects must offer both intellectual merit in creative
design and extended impact in the field of application through original solutions to the research problem (Hevner et al.
2004; Baskerville et al. 2018). The analysis of the business environment and the derivation of the specific needs to be solved
build the starting point of a DSR project.

Based on the above, CSCF was created by analyzing the academic processes of HEIs in the Republic of Moldova,
the specific needs, which were identified by empirical study, conducted by a survey completed by HEIs stakeholders and
by semi-structured interviews to identify support assets of university business processes.

The selection of the ISO 27001 standard, as a reference standard, is argued by the international importance it
demonstrates, but also as a result of the review of scientific articles from the last 10 years. The Bologna Process,
implemented by all HEIs in the Republic of Moldova, also recommends the implementation in academic institutions of
standardized practices or those with recognized international value.

Identifying the key processes and phases of CSFC implementation in the university environment would increase
the cybersecurity of HEIs. Patterns for mandatory documents, according to the ISO 27001 standard, which must be held by
the institution, have been proposed.

However, the author does not state the completeness of the proposed framework, and future research directions will
focus on the completeness and refinement of the processes of the Cyber Security Conceptual Framework.

The results of the research presented in this paper have significant practical and research contributions.

The practical contribution refers to the Cyber Security Conceptual Framework, oriented on the academic processes
of the universities of the Republic of Moldova, in which concrete actions are proposed, focused on the needs of the
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researched environment. The practical contribution also solves a national problem, defined in the Information Security
Strategy for 2019-2024 of the Republic of Moldova.

Being a pioneer in this field in the Republic of Moldova, I dare to hope that the results of this project will increase
the cybersecurity of HEIs in Moldova. With the growth of academic electronic services, the need to implement the concept
of security will be growing, and the CSCF artifact will be a valuable guide.

Due to the international standards, used as a reference for the proposed framework, CSCF will be able to be
implemented by other academic institutions, outside the country, the academic processes are similar.

There are not many studies in the field of research that reflect how cybersecurity can be enhanced by HEISs, so this
paper will add value. The analysis of scientific papers published by researchers in the Republic of Moldova, focusing on
the cybersecurity of universities, apart from the articles previously published by the author, showed, that there are no other
studies, so important contributions are made to the knowledge base.
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ABSTRACT: Modern information and communication technologies (ICT) are vulnerable to APT-
attacks (advanced persistent threats) and other relevant threats. APT-attack is a stealthy threat actor,
typically a nation-state or state-sponsored group, which gains unauthorized access to ICT and remains
undetected for an extended period. Early detection of APT-attack is very important for ICT of critical
infrastructure sectors. But existed approaches don’t allow to detect attacks effectively in cyberspace as
fuzzy environment. In this paper, a method of linguistic terms using statistical data was used for
structural and analytical models of parameters (both host and network parameters) as well as intruder
model based on the defined host and networks parameters was developed. Based on this, logical rules
can be developed to provide the functioning of IDS based on honeypot (or other) technology for APT-
attacks detection and intruder type identification in ICT.

KEYWORDS: APT-attack, Early Detection, Identification, Honeypot, Fuzzy Logic, Parameter, ICT.

1. Introduction
The development of information and communication technology (ICT) creates new types of

threats to information security, among which the intruder in computer systems and networks (for
example, APT-attacks or other negative influences) occupies a prominent place. To effectively counter
this threat, IDS (intruder detection system) are being developed to detect and identify an intruder. Early
detection is important and not simple task for security side. Typical IDS should perform the following
main functions [1]:

= monitor and analyze the activity of ICS (information and communication system) users;

= capture system configurations and vulnerabilities;

= assess the integrity of critical system files and data files;

= recognize activity patterns that reflect known attacks;

= perform statistical analysis to detect abnormal behavior;

= recognize violations of security policy by the system user.

2. Related papers analysis and problem statement

The IDS tasks can be divided into global and local. Global tasks is recognition of the violator
(intruder) and legitimate user. The solution of this problem contains the following stages [2-3]: data
collection, filtering, behavior classification — directly the process of recognizing the violator, report and
response system. As can be seen from the main functions and tasks of IDS, one of the most important
aspects of their functioning is not only the fixation of intrusion in ICS, but also its identification.

There are many studies related with APT-attacks early detection. In [4-5] the big data processing
approach was proposed for APT-attacks detection. In [6-9] authors proposed malware and DoS-attacks
detection system as well as game theory based approach for APT-attacks detection. Presented
techniques have many advantages (indicators, correlation, high-speed and others), but they don’t allow
identifying intruders” category as well as don’t give possibility to operate with fuzzy parameters. That
is why, the main task of this study is creation the possibility for early APT-attacks detection using
developed structural and analytical models based on network and host parameters as well as method of
linguistic terms using statistical data.
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3. Development of the structural and analytical models based on host and network parameters

Basic parameters for intruders identification

In the process of attack, the violator, acting on the system, changes certain parameters, creates or
terminates its inherent processes, and so on. All these actions are reflected in the state of the system.
Evaluating these parameters, you can detect the fact of intrusion into the system. The work of modern
IDS:s is based on this principle. Thus, the NIDES system performs audits of such processes as logging
in, working with files and processes, administration and fixing errors and failures. Previous works
describe the parameters by which the violator is identified by the developed system. These parameters
(are host settings) include:

Host Parameters (HIDS): Username at login, UID; Login time, Tlog; Frequency of login
requests, Nlog, Time spent logging in, 7Slog, Intensity of actions, I; Processor time / CPU usage, CPU;
The amount of RAM load, Muse; Number of executable files, NEF; The type of files used in the attack,
AtEF,; Number of failures and errors, NEr; Process / file execution time, RTPr/F; Unusual processes,
UPr, File transfer to the system, 7rFin, Files changes, ModF,copying / transferring files from the
system, TrFout; Pressing the keyboard keys, KS.

Network Parameters (NIDS) — characteristics of ARP-, IP-, [CMP- and TCP-packages.

Since the process of detection and identification of the violator takes place in conditions of
uncertainty, and some of the parameters of the IDS are unclear, the operation of such a system should
be based on fuzzy logic. To identify the violator, we can use the logical-linguistic approach and the
basic model of parameters, partially described in [10], which will be the basis for the construction of
the developed IDS. For example, to detect the process of port scanning in section [11] used linguistic
variables (LV) “Number of virtual channels” and “Age of virtual channels”, and in section [12] LV
“Number of simultaneous connections”, “Query processing speed”, “Delay between requests” and
‘Number of packets with the same sender and recipient address”— to detect DDoS attacks and spoofing.
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Figure 1. Difference between HIDS and NIDS

The process of detecting and identifying the violator requires determining the necessary
parameters and their properties. In this regard, the main purpose of this work is to build models of
standards required for the operation of IDS in a vaguely defined, poorly formalized environment.

Method of linguistic terms using statistical data

Consider the method of linguistic terms using statistical data (MLTS) [13], where as a measure
of belonging of the element to the set is an estimates of the frequency of use of the concept, which is
given by a fuzzy set to characterize the element. To do this, the values of the linguistic variable (LV)
are placed on the universal scale [0; 1] X={xX1, X2, ... , Xa}. The method is based on the condition that
the same number of experiments falls into each interval of the scale, but this is usually not followed in
practice. An empirical table is compiled in real conditions, in which experiments can be unevenly
distributed over intervals. Some of them may not be involved, and then the data is processed using a
matrix of prompts. May it is necessary to estimate in values of LV deviations of the parameter AB<[0,
B] (where B is the maximum possible deviation), which characterizes the current measurements. Next
for n =5 determine the value of LV {xi, X2, X3, X4, Xs}. Interval [0, B] and AB/B (estimated ratio) divided

54



Scientific and Practical Cyber Security Journal (SPCSJ) 6(1): 53-58 ISSN
2587- 4667 Scientific Cyber Security Association (SCSA)

into k segments (for example, 5), on which the statistics characterizing frequency of use by the expert
of the value of drugs for the display of the conclusions gathers. Then the data are entered into the table
and processed to reduce the errors made during the experiment: the table is removed individual elements
on the left side and on the right side of which there are zeros in the row. The tooltip matrix is a string
whose elements are calculated by the formula:

n S R
k=2 b,=> b, j=15. (1
i=1 i=1
Next, in the resulting row of the matrix, the maximum element is selected £, =maxk,, and

then all elements of the table are converted by expression
¢; =bk,,/k,, i=15j=175, 2

ij"max

and for columns, where &, =0 the linear approximation is applied ¢; = (¢; , + ¢;,, )2, i = 1,5:j=15.
Next, calculate the value of MF (membership function) by the formula
W =c;/c i=1,5j=15. 3)

s C,  =MAXC;,
imax imax i ij

The described method uses data from statistical studies. Their processing is quite time
consuming, because to build a MF of one term it is necessary to conduct statistical studies of all terms
of LV. We construct a model of standards of linguistic variables for fuzzy parameters of violator
identification from the set of parameters (host and network). Model contains (4) as well as Table 1 and
Table 2.

DIO = <UID, Tlog, Nlog, TSlog, I, CPU, MUse, NEF, AtEF, NEr, RTPr/F,

UPr, TrFin, ModF, TrFout, KS, ARP, IP, ICMP, TCP>. @)
Models of intruders host and networks parameters
The system must monitor certain parameters of the IS (Table 1), record them and identify

violator.

Table 1 — Host parameters for violator identification and their characteristics

Human Bot
Parameter| Blur —
Misinformer Spammer | Cracker Hacker Spam-bot Bot-hackers
UiD - + - + + - +
Depending on the
+ - _ % * _ *
s time of day (*)
Mog | + | Abevemenes | : High
TSlog + Sk ok _ Skkok ek _ Skok
It + | Within the norm Within the | Within the | Withinthe | Above the I
norm norm norm norm
CPU + skesksk sk seskosk sfesksk skeskeosk skeskeosk
MUse + sk sk skkok stk sk sk
Not within the Not within | Not within Not within the
NEF + - -
norm the norm | the norm norm
AtEF - Seripts and PHP scripts Executa- Scripts PHP scripts Scripts
PHP scripts P ble files p P P
NEr + skkok sk skdok sk sk skkok
Differs from the
+ sk k% sk s k%
Ll typical time (*¥)
UPr - Present Present Present Present Present Present
TrFin - Present Present Present I\{ostly Present Mostly absent
ModF - Present Absent Present Mostly Absent Mostly present
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TrFout - Absent Absent Mostly Present Absent Present
present
KS - It is fixed Itis fixed | Itisfixed | Itis fixed |Itis notfixed | Itis not fixed

Network part works with network traffic and detect attacks associated with low-level impact on
network protocols, and can detect attacks on multiple network hosts. Network VDS is based on an
intelligent traffic analyzer, which processes each frame of data passing through it, in order to search for
prohibited signatures that indicate attacks. Network data, network traffic is received from a network
adapter operating in a promiscuous mode (i.e. receiving all packets on the network).

Consider network parameters (with the characteristics of the TCP / IP protocols) in more detail:

Table 2 — Network parameters for intruder identification and their characteristics

Human Bot
Parameter | Blur =
Misinformer Spammer Cracker Hacker Spam bot | Bot hackers
)
ARP- request | - Doesn’t meet the| . N . ek .
allowed (****)
IP—ﬁ'agment - skeskeoskok sheskokok skeskosksk skesksksk sheskskok sheskskok
ICMP- message| - otk kK ook otk P otk
TCP- package | - otk kK ook otk . otk

ARP request is monitored by the following parameters: IP address of source; source hardware
address; network interface that limits the ARP request.

IP-fragment: source address; receiver address; protocol field; offset field; length; header length;
MF bit; identification.

ICMP message: source IP address; IP address of the receiver; ICMP field type; ICMP identifier;
ICMP sequence number.

TCP-package: source IP address; IP address of the receiver; TCP source port; TCP receiver port;
bits of the TCP code.

All these network parameters, provided the correct configuration of the interconnection policy,
clearly indicate the attack, and therefore belong to the group of clear.

4. Structural and analytical models

System login time, Tlog. This parameter is based on the fact that the activity of the ICS and users
of this system depends on the time of receipt. Usually, the usual greater activity of users to log in is
detected on the last day, less — at night. Still, other statistics are possible, determined by the mode of
operation of the organization to which the ICS belongs. The nature of these parameters is unclear, due
to which it is impossible to conclude the message's illegal activity unambiguously. Thus, in
organizations working from 08.00 to 16.00, the probability of who is the user who logs in — the message
is lowest at 08.00 and increases over time, reaching a maximum in the years after 16.00. However, it
should be changed that in the concepts of honeypot-technology, this parameter loses weight, as any
activity on them is considered criminal. Let's evaluate the LV “Level of legitimacy over time”.
Determine the value of the linguistic variable {xi x» X3}, corresponding {legitimate, suspicious,

3 .
illegitimate}. That is T, =UT",,, ={legitimate, suspicious, illegitimate} , we use statistics for B =24
i=1

hours. It is advisable to divide the total interval into 4 intervals [00:00;06:00], [06:00;12:00],
[12:00,18:001], [18:00;24:00].

Table 3 — Data for LV Tlog

Interval
T walkee @ LY
e value o Nel No2 Ne3 Nod
High 0 8 6 1
Middle 2 1 2 3
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Low | 6 | 1 | 1 | 4 |

Using expression (1), we define &, = ||8 10 9 8|, where knor = 10, and in accordance with (2)

calculate:
0 8 6,66 1,25

les| =]l 2.5 1 2,22 3,75).
75 1 111 5
Calculate the MF by formula (3):
0 1 083 0,6

|| = || 0,66 0,26 0,59 1
1 013 015 0,66

3
U4B,/B={0,25; 0,5 0,75; I}, and

3
For U u; accordingly, we find the evaluation relationship
i=1 i=1

we obtain the following fuzzy numbers:
L= {0/0,25; 10.5; 0,83/0,75; 0,16/1},

P={0,66/025; 0.26/0.5; 0.59/0.75; 1/1},

N = {1/0,25; 0.13/0,5; 0,15/0,75; 0,66/1} .
Schedule MF terms LV Tlog is shown in Fig. 2.

1,2
1
08 -
n 06
0,4 - ! ! I
0,2 \
0 -
0 0,25 0,5 0,75 1 1,25

AB/B
Figure 2. Linguistic standards of fuzzy numbers for T/og

Analogically, using (1) - (3), structural and analytical models for other defined parameters (4)
can be formed and presented.

5. Conclusions

In this paper, defined linguistic variables were introduced as well as structural and analytical
models of parameters Tlog, Nlog, TSlog, I, CPU, Muse, NEF, NEr, RTPr/F were built. Also, for each
described linguistic variables, MF were calculated and schedules of their terms were constructed. The
formed standards are necessary for formation the system of logical rules allowing to provide functioning
of IDS for APT-attacks detection and intruder category identification. Also, the intruder model based
on the defined host and networks parameters was developed. These results can be used in sectors of
critical infrastructure because APT-attacks are directed on them frequently.

The obtained results will be further used to build an IDS system (or other cyber threat detection
system) based on honeypot technology or cloud architecture [14-17]. In the future, authors plan to create
the rules system for effective detection the fact of intrusion in ICS and identification of the person
(category) of the intruder.
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ABSTRACT: The paper illustrates and analyzes the data of the International Telecommunication Union

(ITU) survey on the Global Cyber Security Index. The model of the new concept of information security is
offered. It is described and analyzed in the paper how countries can consider the use of the ITU Guide to
Developing a National Cybersecurity Strategy as a toolkit to support the creation or enhancement of their
national strategy. The comparison of global IDI and GCI ranking by different countries is also offered in

the paper.
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The ICT Development Index

Society is challenged by the information cyber threats such as denial of e-services, data integrity
breaches, and data confidentiality breaches, and the effectiveness of the Internet is linked to cybersecurity
as more countries are advancing in the use of ICTs.

In such a situation, an advanced protection solution is needed. Not long ago, vendors introduced a new
platform that will facilitate the identification, analysis of incidents and helped block to attack. The concept
will allow information security specialists to see the entire spectrum of threats, even events that were not
included in the field of view of security experts.

XDR (Extended Detection and Response) - advanced detection, responses the threats of complex levels
and targeted attacks. The system is aimed at working not only with endpoints, but also focuses on the
analysis of network traffic, e-mail, cloud complex of structures.

The innovative new XDR concept continues to evolve gradually to provide comprehensive information
security. The platform quickly processes a huge array of logs, responds quickly and in a timely manner to

incidents. XDR can also be combined with SIEM / SOAR work models to speed up incident handling.
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The ICT Development Index (IDI) has been produced and published annually by International
Telecommunication Union (ITU) since 2009. It is a composite index that combines 11 indicators into one
benchmark measure. It is used to monitor and compare developments in the information and communication
technology (ICT) between countries and over time. The report features key ICT data and a benchmarking

tool to measure the information society, the ICT Development Index (IDI).!
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Fig.2. Comparison of global IDI and GCI ranking

L https://www.itu.int/en/ITU-D/Statistics/Pages/publications/mis2017.aspx
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Figure 2 shows that not all countries with high IDI scores have a similarly high score in GCI, for instance
Iceland took the top place in IDI scoring 8.98 while only 0.406 in the GCI. Andorra, and Saint Kitts and
Nevis, also score high in IDI and yet very low in GCI, although some countries are maintaining their leading
positions in both indices.

Global Cyber Security Index (GCI) According to a 2020 study
Japan — The Japan National center of Incident readiness and Strategy for Cybersecurity (NICS) is building
an information sharing system among public-private sectors®. The Japan National Institute of Information
and Communication-Technology has established a National Cyber Training Center that has developed many
projects, such as CYDER, CYBER COLOSSEO and Sec Hack 365 (a security innovator training program
for young talents).
Lithuania - To consolidate functions and resources, which were previously scattered among various
institutions into single entity, the National Cyber Security Centre (NCSC)? has been created. Consolidation
has helped to concentrate best expertise and avoid not always efficient inter-institutional interaction issues,
thus enabling faster decision-making and response time. The National Cyber.
Malaysia - Best practice guidelines have been developed for security services and cloud security practice
in collaboration with the industry [1]. A cloud security practice document is being prepared to establish a
cloud security certification scheme. An Internet Banking Task Force, consisting of local financial
institutions, the Malaysian Communications and Multimedia Commission (MCMC), Cybersecurity
Malaysia, and the Royal Malaysian Police, is being established to combat online banking fraud *.
According a framework of Information Security Management System (ISMS) The Digital Forensics
Working Group, comprising all law enforcement agencies that operate digital forensic laboratories, is being
created. [2]
Singapore — The public and private sectors in Singapore have worked together to develop or adopt new
cybersecurity standards to address gaps in cybersecurity standards. According to Irene Tham this new
standard caters for different levels of security, depending on the level that service providers can offer to
their users. The Singapore Standards Council has also embarked on the development of new standards that
are currently not available at the international level. These include cybersecurity standards for autonomous

vehicles and general requirements for IoT security for smart nation projects in Singapore [3].

2 https:// www .nisc .go .jp/ eng/
3 https://www.nksc.lt/en/
* https://www.cybersecurity.my/data/content_files/11/1170.pdf?.diff=1375349394
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United Kingdom — The NCSC Active Cyber Defense Program aspires to protect the majority of people in
the United Kingdom. Four initial measures have already had a significant impact: blocking fake emails;
stopping systems veering into malicious websites; helping organizations easily fix website problems;
phishing and malware mitigation. The program is expected to continue to drive change over the next two
to five years. The NCSC launched Active Cyber Defense, which has prevented thousands of attacks and
reduced the average time a phishing site is online from 27 hours to 1 hour. There has been a 43 percent
increase in visits to the Cyber Security Information Sharing Partnership (CiSP), which allows the
community to share information about cyber threats.’

Ukraine — The CERT-UAS team is constantly taking steps to engage with other Member State CERT teams,
as well as with the Cisco Talos Intelligence Group on issues related to overcoming the effects of cyber-
attacks on critical information infrastructure and identifying the causes and circumstances of cyber
incidents.

Moldova — In the context of the development of information society aspirations, the Government of the
Republic of Moldova approved a strategic and legislative framework for the development of the ICT
domain in Moldova, the most important being the National Strategy for Information Society Development
“Digital Moldova 2020 [4].

Georgia started a cyber research project in 2018, a Portal of Online Cyber exercises’. Cyber Lab — a new
online resource created by Computer Emergency Response Team (CERT.GOV.GE) and Georgian
Research and Educational Networking Association (GRENA) with the support of EU funded EaP- Connect
project. The portal helps IT students from educational institutions interested in cybersecurity to deepen their
practical skills, so they can better discover and then respond to cyber incidents. The portal will also help IT
personnel from both the public and private sectors, where readiness is critically important to defend against

attack, ensure cyber sustainability, and improve skills[5].

CONCLUSION

Measuring progress towards the cybersecurity commitment of countries globally is a complex task
which entails striking a balance between different dimensions of cybersecurity experiences in different

countries.

5 https://www.ncsc.gov.uk/section/active-cyber-defence/introduction
® https:// cert .gov .ua/
7 www .cyberlab .tech
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The GCI originally succeeded in measuring commitment to cybersecurity and generated interest on
cybersecurity assessment among countries.

The GCI continues to contribute to the cybersecurity awareness in the least developed countries
providing capacity building activities through the production of guidelines on cybersecurity legislation,
regulation and technology, asserting the need and importance for countries to establish national computer
incident response teams (CIRTs) and providing fundamental tools to develop a national cybersecurity

strategies.
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AHHOTANIMUS. Kaxnoro pykoBoaurens (pacropsauTens) oObeKTa KPUTHYECKOH
WHPOPMAIMOHHON WH(PACTPYKTYphl HHTEPECYeT OTBET Ha BONPOC KaK OLEHUTHh 3PPEKTUBHOCTH
(YHKLIMOHUPOBAHUS CUCTEMY 3alLUTHl MHPOpPMaLUM U KUOepOe30macHOCTH. AKTYyalbHOCTb TEMBI
HCCIIeIOBaHUI 00YCIIOBIIEHO OTCYTCTBHEM MOKa3aTeNieil 1 MaTeMaTH4eCKuX KPUTEPUEB OLCHUBAHUS
3 QeKTHBHOCTH (YHKINOHUPOBAHUS OOBEKTOB KPHTHUYECKOW HH(POPMAIMOHHOH HHPPACTPYKTYPHI.
OcHOBHbIE acmeKThl padoThl. (s OJHO3HAYHOIO OTBETa HA BONPOC, KaK M 4YeM OLCHUTH
3 PeKTHBHOCTD (HYHKITHOHUPOBAHHS CHCTEMBI 3aIIUTHI HH(pOpMAIMK U KHOepOe30acHOCTH B CTaThe
IIPOJOJDKEHBl TIOKa3aTelnd M MareMaTudeckue kputepuu 3¢dexruBHocT. Hayynasi HoBH3HA.
HayuHas HOBM3HA IOJy4E€HHOI'O pe3yjbTaTa 3aK/II0YaeTcs B TOM, YTO NPEJIOKEHBI MOKa3aTelu U
ompeseNieHbl MaTeMaTHYeCKIe KPUTEPUH BO3MOXKHOW OlEeHKH 3(PdekTuBHOCTH (YHKIMOHUPOBAHUS
CHUCTEMBI 3alIUThl MHPOpPMAKU U KHOepOe30MacHOCTH OOBEKTOB KPUTUYECKOW WH(POPMALMOHHOMN
UHPACTPYKTYPHI.

KJIIIOUEBBIE CJIOBA: noxazamens, xpumepuii s¢p@exmusHocmu, @QYyHKYUOHUpoOsanue,
cucmema, 3awuma uHgpopmayuu, Kubepbe30nacHOCmb, 00beKm KpumuiecKkol UHGOPMAYUOHHOU

uHppacmpykmypul.

ABSTRACT. Each manager (manager) of a critical information infrastructure facility is
interested in the answer to the question of how to evaluate the effectiveness of the information security
and cybersecurity system. The relevance of the research topic is due to the lack of indicators and
mathematical criteria for evaluating the effectiveness of the functioning of critical information
infrastructure facilities. The main aspects of the work. For an unambiguous answer to the question of
how and how to evaluate the effectiveness of the functioning of the information security and
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cybersecurity system, the article considers the indicators and mathematical criteria of effectiveness.
Scientific novelty. The scientific novelty of the obtained result lies in the fact that indicators are
proposed and mathematical criteria for possible evaluation of the effectiveness of the information
security system and cybersecurity of critical information infrastructure objects are determined.

KEYWORDS: indicator, efficiency criterion, functioning, system, information protection,
cybersecurity, object of critical information infrastructure.

BBEJEHUE

Cucrema 3amutel nHGopManuu 1 kudepoezonacHocTH (C3UKDB) — 3T0 ClHOXHBIA KOMIUIEKC
MPOTPAMMHBIX, KpUNTOTpahUIECKUX, OPTraHU3ALHMOHHBIX U JPYTUX CPEICTB, METOJOB U MEPOIIPUSATHIA,
NpefHa3HAaYeHHBIX U1 3aluThl MH(opMamun u kudepbezomacHocTH. Tak kak cucrema «Cucrema
3amuThl MHpOpMaMu U KuOepOEe30MacHOCTH» SBIAETCS OTHOCHUTENBHO HOBOW, TO UIA Hee ele
Hepa3pabOTaHHOE METPOJIOTHUECKOoe obecrieueHrs. TeM He MeHee KaXIOro PYKOBOIHUTENSI OOBEKTa
Kputnueckoii nHdopmarmonnoii uadpactpykrypsl (OKMUN) unTepecyer oTBeTa Ha BONMPOC, B KAKOH
CTEICHH €T0 HAaCTPOSHHAs CHCTEMa 3alUThI HH(popManuy u kuoepoesonacHocti OKUU obecrieunBaet
HEOOXOJUMBIH ypoBeHb KrOepOe3onacHocTH. OTBETOM Ha 3TOT BOMPOC MOXKET CIYKHTh pe3yJbTaT
oneHNBaHUs () PEKTUBHOCTH CHCTEMBI 3alUThl HHPOPMAMKU U KHOepOEe30MacHOCTH M0 YaCTHYHBIM
MOKa3aTeJsIM, KOTOPBIE HOCST BEPOSTHOCTHBIA XapakTep. DPPEeKTHBHOCTh CHCTEMBI — 3TO CBOMCTBO
CHCTEMBI, XapaKTepH3yIoIlee €€ CIIOCOOHOCTH BBINMOJHATH CBOIO LENEBYI0 (DYHKIHIO B 3aJaHUSIX
ycnoBusix. To ecTb mof 3(p(eKTHBHOCTEIO CHCTEMBI ITOHHUMAIOT CTEIEHb OCTIIKEHHS LETH ITOU
cucremor. Torga NpUMEHUTENHHO K Hamied cUCTeMbl MoA 3()(HEKTUBHOCTBIO CHUCTEMBI 3aIIUTHI
nHpopmManyu u kudepodezonacHocT (Ecsiks) OyeM moHMMaTh CTETeHb COOTBETCTBUS JOCTUTHYTHIX
Pe3yABTATOB OCTABICHHBIM LIEJISIM IO 3aIIUTE HHPOPMAIHH.

[ ocymectBieHnss OHEHKH 3()(EKTHBHOCTH (YHKIHOHAIBHONW CIIOCOOHOCTH CHCTEMEI
3anuThl uHpopmarmu U kubepbeszonacnoctn OKNU He00X0aMMO HAIMYKE METOAWKH MPOBEICHHUS,
COBOKYITHOCTh TIOKa3aTelieil OLCHWBAHUS W KPUTEPUH OLEHKH — IPH3HAKOB, OCHOBAHHE IPHHSATHUS
pELIeHHsT OTHOCHUTEIBHO OLEHKU 3()(EKTUBHOCTH HA COOTBETCTBHE NPEIBSIBICHHBIM TPEOOBAHHSM.

B cBsa3m ¢ OTCyTCTBHEM [UIi HOBOTO OOBEKTa HCCICOOBAHMS IIOKa3aTelled W KpUTEpHil
OLICHUBAHUS B JAHHOM HCCIIEJOBAHHH BO3SHUKAET HEOOXOIMMOCTh B PELICHUH HOBOM HaY4HOM 3a/1a4H.
Cdhopmynupyem ee B cieayromieii mocranoBke. HeoOX0quMMO M3y4YUTh MOAXOJBI U MOKA3aTENN, UX
MaTeMaTHYEeCKHe MOJENH, MO3BOJISIOMNE OUEHUTh 3()(HEKTUBHOCTH (YHKIHOHHPOBAHHUS CHUCTEMBI
3auThl HHPOpMaMK 1 KuOepOe30macHOCTH.

AHAJIM3 TTOCJIEAHUX HUCCJIEIOBAHUNA U NMYBJIUKAINUNA IO JAHHOMY
HAINIPABJIEHUIO

AHanu3 MOCIEIHUX HCCIEAOBAHNH M MyONHKAIMH JUIS IIEIOCTHOCTH MPOBEIEM B OCHOBHOIA
YaCTH HAIIETO UCCIIETOBAHMS.

Pemenue Borpoca 1o BEIOOPY KPUTEPUEB OIEHKH d(PPEKTHBHOCTH (HYHKITHOHUPOBAHUS OO0
CHUCTEMBI 3alUThI MO TOKA3aTeI0 MaKCUMaNbHOTO 3(dekTa mpemnokeHo B padore [1]. Pacuer
ocyiectBisiercs o gpopmye (1):

E=5¢/B (1)
rre E — nox 2 pekTHBHOCTEIO IIOHNMAIOT CTETIeHB TOCTIDKECHUS [IEIIM ATON CHCTEMOIT;

D¢ — 3¢ deKT, KOTOPBI JOCTUTACTCS IIPU BHEAPEHUN TaHHON CUCTEMBI;

B — pacxozmpl, COBOKYIHEIE pacXoIsl Ha NPHOOpETCHHE, YCTAHOBKY M KOH(QHIYpHUpPOBaHHE,
COIPOBOJK/ICHHE U TIONAEPXKKY, a TAKKe 3aTpaThl CBA3AaHHBIE C IIPOCTOEM OOOPYHOBAHHUS BOBPEMS
TEXHUYECKOe 00CITYKMBAHUE WIH YCTPAaHEHNUE HEUCTIPABHOCTEH CHCTEMBI.

Opnako Beuny crenuduku ucnons3zoBanus C3UKB omnpeaenuts npsmoit 3¢¢dexT or ux
BHeJIpeHUs (B BPEMEHHBIX WM (DMHAHCOBBIX ATOTO BO3HUKAET 3aJada BbIOOpa METoJa OLCHKH, BCE
MHOKECTBO IIOKa3aTesIx) TpyaHo. IIprMeHeHHe DaHHOTO MoAxona TpeOyeT HaIW4us METOIMKU
pacdyera CTOMMOCTH MOTEpH MHOOPMALMOHHBIX aKTHBOB, 0€3 KOTOPBIX HEBO3MOXHO OCYIIECTBISTH
pacdeT 3 PeKTHBHOCTH (PYHKIIMOHUPOBAHHS CHCTEMBI 3aIIUTHI HH(pOopMaImy 1 KnoepOe30ImacHOCTH.

Moaxon x onenke 3¢pdekTuBHOCTH (YHKIMOHUPOBAHUS CHCTEMBI 3alIUTBHl MHGOpMALWHU U
KnOepOe30macHOCTH B MH()OPMAIMOHHO-TEIEKOMMYHHUKAIIMOHHBIX ~ CHCTEMaxX II0 IIOKa3aTellio
npeAoTBpalieHus morepb. Pacxoapl Ha obecneueHne WH(POPMALMOHHOW 0E30MacHOCTH CIlEayeT
cuntath A(PQPEKTUBHBIMHU, €CIU OHHM OOECIEeYHBAIOT BBINOJHEHUE TPEeOOBAaHMH HOPMATHBHBIX
JIOKYMEHTOB W CTaHIApTOB, NPUHATHIX TOCYIapCTBOM, a TaKKe KOHIENIUH HWHPOPMAaIMOHHON

65



Scientific and Practical Cyber Security Journal (SPCSJ) 6(1): 64-71 ISSN
2587- 4667 Scientific Cyber Security Association (SCSA)

0€30IacCHOCTH OpraHU3AIHH.

[pennoskeHHBII METOA OIEHKH KOHOMHYECKON (P(PEKTHBHOCTH IOIPA3AEICHHS IO 3alluTe
uHpopManuH [2] He COBCEM pelraeT MoCTaBIeHHYIO 3a1a4y. g pacdera mokazatens 3 ()eKTHBHOCTH
MO pe3yJabTaTy BHEIAPCHUS M TIPOBEICHUS MEPONPHATHH N0 00ECIeYeHHI0 WH(POPMAIHOHHOW WU
KnOepOe30macHOCTH HEeoO0XOIMMO WMETh 3HadeHWe TNpeAoTBpameHHblx noreps (3B). On
pPacCUMTBIBAIOTCSL MCXOZAs M3 BEPOSTHOCTM BO3HMKHOBEHUS WHIMIEHTA HH()OPMALMOHHOW H
KnOepOe30macHOCTH W BO3MOXKHBIX JKOHOMHYECKHX IOTE€Ph OT HETO JO W TIOCIe pealn3aluu
MeponpHuaTuil mo obecneueHno kudepdesonmacHocTH. [IpruMeHeHHe NaHHOTO MOIX0JAa 3aTPyTHEHO
BCJIE/ICTBUE OTCYTCTBUS MOAXO0JI0B K pacuery Bl u B2.

Uznoxennslit B padore [3] moaxon x oueHke 3pGeKTUBHOCTH MEPONPHUITUI HH(DOPMALMOHHON
0€30I1aCHOCTH B YCJIOBUSAX HEOIPEIEICHHOCTH M03BOJISIET IPOJOJDKUTE IIOMCK B 3TOM HAIIPaBJICHUU U
NPEJIOKUTh  elle JpyTHe IOKa3aTeld, KOTOpPble MOTYT OXapaKTepu30BaTh dS(PPEKTHBHOCTH
(hyHKIIMOHAIEHOM CITOCOOHOCTH CUCTEMBI 3alIUThI HHpopMarun 1 knoepoesomnacnoctn OKNN.

HEJb CTATbU

PaccMoTpeTs mOKa3zaTenn W KPUTEPHH OLEHMBAHUS S(P(PEKTHBHOCTH (YyHKIMOHHPOBAHUS
CUCTEMBI 3aIIUTHI HH(popManuu U kudepbesonacHoctn OKUU.

OCHOBHOM PE3YJIbTAT UCCJIEJOBAHUSA

IIpexne yem BbIOpaTh BO3MOXKHBIE IIOKA3aTeNd U MAaTEMAaTHYECKUE KPUTEPUU OLEHUBAHUSA
s dexkTHBHOCTH (QYHKIIMOHUPOBAHHS CHCTEMBI 3aIIUTH HH(pOpMarmu 1 KuOepOe30nacHOCTH 00BEeKTa
KPHUTHYECKOW MH(POPMAIMOHHOH HHPPACTPYKTYPBL, pACCMOTPHM HEKOTOPHIE OIPEACIICHHS.

CpenctBo kpunrorpaduveckoid 3amuThl MHGOpPMANIMKM — TPOTrpaMMHBIA, —ammapaTHO-
NPOTpaMMHBI M amlmapaTHBIH CPEACTBO, IpeAHA3HAYEHHOE IS KPHUOTOrpadHIecKod 3aliuThI
HHPOPMAIHH.

CpenctBa TeXHHUECKOW 3alMThl MH(GOPMALUMK — MIPOrPaMMHBIH, annapaTHO-IPOrpaMMHBIN U
anmnapaTHelii MHCTPYMEHT, NpeIHa3sHAaYeHHBIH Ui TEeXHHUYECKOW 3alIuThl MHPOPMALUH U HMEeT
COOTBETCTBYIOILIEE SKCIEPTHOE 3aKIIOUECHHUE.

CpencTBo KHOSPHETHUESCKOM 3aIUTH HH()OPMAIIN — IIPOT PAMMHBIH, allliapaTHO-IIPOTPaMMHBIH
U anIapaTHBIA CPECTBO, MPEeAHA3HAYEHHOE ISl KNOEp3aIInuThl HH(OpMaIHH.

[okazarens 3(Q(eKTUBHOCTH — 3TO BEIMYMHA, XapaKTepU3ylollas CTENeHb JOCTHKCHUS
CUCTEMOH JIt000M U3 MOCTaBICHHBIX NIepe/l Hel 3aj1ad.

TpeboBanus k mokasateinto 3P (HEKTUBHOCTU: UMETh OTPEACICHHbBIN (PU3MUECKUI CMBICT; OBITh
MIPUTOAHBIM U1 KOJMYECTBEHHOTO aHalli3a; UMETh MPOCTYIO U yI00HYI0 opMy; OTpakaTh OJHY U3
3HAYUMBIX CTOPOH (DYHKLIMOHUPOBAHUS CUCTEMBI; 00eceunBaTh HEOOXOAUMYIO UyBCTBUTEIBHOCTb.

Enunanansie (4acTHBIE) TOKa3aTenH 3¢ GEeKTUBHOCTH, OTPAKAFOT KaKyI0-TO M3 3HAYHMMBIX CTOPOH
(YHKLIMOHUPOBAHUS CHUCTEMBl (BEPOSTHOCTh OOHAPYXKEHUS HApyLIUTENs WM BEPOSTHOCTh €ro
HEUTpanu3aluy CUJIaMu OXpPaHsbl U T.1I1.);

KommiekcHbie  (0000IeHHBIE)  TOKa3aTenud  3(PQPEKTUBHOCTH, MPEACTABIAIOT  cOoOOU
KOMOMHALIMIO YaCTUYHBIX MTOKa3aTee.

CoryacHo 3TOTO ONpeAeIeHHS MPEATI0KUM CIEAYIONINE YacTHBIE TTOKa3aTeN 3 (PeKTUBHOCTH,
KaK YUCIIOBbIE BEJIMYMHBI, KOTOPBIE OYAyT XapaKTepHU30BaTh CTEIIEHb JOCTHKEHUSI CUCTEMOH 3aIUThI
nHpopMay U KudepOe30IacHOCTH OCTaBIIEHHbIX Tepe]] Hel 3a1au:

kubep3aluieHHocTsb (Px3). Kubep3amuieHHoCTh — CIOCOOHOCTh CUCTEMBI CBSI3U BBINOJIHSATD
3a7la4y 10 Ha3HAUYEHUIO B YCIOBUAX NPOrPaMMHO-MaTeMaTHYECKUX BO3AEHCTBUN IPOTUBHUKA, TO €CTh
BEPOSITHOCTb TOT'0, YTO ATA CUCTEMa OyeT 3alMIEHHON 0T KHOEPHETUUECKOTI0 BMELIATENIbCTBA;

K03(p(PHULIUEHT YKOMIUIEKTOBAHHOCTH CPEICTBAMU KPUNTOTPA)UIECKOM 3aIIUThl HHPOPMAIIH,
TEXHUYECKOW 3ammTel uHpopMauuu u kubep3ammutel (Kyc). [lokazarens yKOMIUIEKTOBaHHOCTb
cpeAcTBaMH KpHUNTOrpaduuecKod 3amuThl WHQOPMAIHMK, TEXHUYECKOW 3aIiuThl MHPOpMALUU U
KHOep3aIInThl XapaKTePH3yeTCsl COOTHOIICHUEM MITATHBIX M B HAIWYUH CPENICTB KPUITOTPaPHISCKON
3amMThl  MHQOpMALMM, TEXHHYECKOH 3ammuThl wuHpopMauuu U KkuOep3amuTel. [lokaszatens
paccuMThIBAaeTCA OTAEIBHO IO CPEACTBAM KpUITOrpaduueckoi 3amuThl MHGOPMALUHU, TEXHUYECKON
3alIUTHl HHPOPMAIMU U KHOEeP3aIlUThI;

KO3(HUIUECHT TEXHUIECKOH TOTOBHOCTH CPENCTB KpUNTOrpaduiecKkoil 3amuTel HHQOopMaIyy,
TEXHUYECKOW 3aIUThl HHpopMaluu u kubep3amuThl (Krrc). Koadduiment TeXHn4eckoil TOTOBHOCTH
— OTHOUICHWE KOJMYECTBA TEXHHMYECKH HCIPABHBIX CPEACTB KPUNTOTpaUUECKON 3allHThI
nH(pOpMaIY, TEXHHYECKOH 3alIUThl HHPOPMAlWUK H KHOEp3allUThl K (AaKTHYECKH MMEIOIascs B
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HaJIM4MU. XapaKTepu3yeT TOTOBHOCTH CPEACTB K MPUMEHEHHIO MO Ha3HAYEHUIO U MOKAa3bIBaeT,
HAaCKOJIBKO XOPOLIO NOJAEP/KUBAETCS TEXHUYECKOE COCTOSIHUE CPEICTB KPUIITOrpapUUecKoi 3a1uThl
WHPOPMaINH, TEXHUIECKOH 3amuThl nHpopManmu u kudep3amutsl Ha OKUN.

KO3(HUIUECHT YKOMIUICKTOBAHHOCTH HCHPABHBIMU CPEICTBAMH KPHITOTPAPHISCKON 3aIIUTHI
HHpOpPMAIMK, TEXHWYECKOW 3anmmthl HHQopMammu wu kubOep3amutbl (Kyuc). Koadouuument
TEXHUYECKOW TOTOBHOCTH — OTHOIIEHME KOJMYECTBA TEXHUYECKH MCIPAaBHBIX CPEACTB
KpUNTOrpadMuecKon 3auThl HH)OPMALNHU, TEXHUYECKOH 3aIIUThI HH(POpMAIMK U KHOSP3aIIuThl K UX
CIMCOYHOMY KOJIMYECTBY. XapaKTepU3yeT TOTOBHOCTh CPEACTB K NPUMEHEHHIO MO0 HA3HAYCHHIO U
MOKa3bIBACT, HACKOJBKO  XOPOIIO  MOJASPKHUBAETCS  TEXHHMYECKOE  COCTOSHHUE  CPEACTB
KpUnTorpaduuecKor 3ammThl HHOOPMALUHY, TEXHUIECKOH 3aIIUThl MHPOPMAIIMK U KHOep3aluThl Ha
OKMUUY;

K03 (PHULIMEHT YKOMIUIEKTOBAHHOCTH IUTATHBIX JTOJDKHOCTEH CHCTEMHBIMU aMHUHHCTPATOPaMu
(Kca). Iloka3zarenb yKOMIUIEKTOBAaHHOCTb IUTATHBIX NOJDKHOCTEH CHUCTEMHBIMU aIMHHUCTPATOpaMu
XapaKTepU3yeTcss COOTHOLUICHUEM IITATHBIX M K 3aHSATHIM JOJDKHOCTSIM;

KO3(GHUINEHT YKOMIUIEKTOBAaHHOCTH IITATHBIX JOJDKHOCTEH OOCITY)KMBAIOLIMM IEPCOHAIOM
(Kca). TNokaszaTenb yKOMIIEKTOBAaHHOCTh IITATHBIX JOJDKHOCTEH OOCITY)KHBAIOIIUM IEPCOHAIOM
XapaKTepU3yeTcss COOTHOLUICHUEM IITATHBIX U K 3aHSATHIM JOJDKHOCTSIM;

KMOEpP3alMIIeHHOCTh 10 pe3ylbTaTaM penetration testing(Pxs’ (S)). PeambHoe 3HayeHme
kubep3awuineHHocts OKNU no pe3ynbraraM akTUBHOTO TECTUPOBAHUS.

Maremaruueckass Mofenb pacdyera 3(pQGEeKTUBHOCTH (YHKIHMOHUPOBAHUS CHUCTEMBl 3allUThI
uHpopmanuu u kubOepOesonmacHocth B OKHMU mno mokaszaremo kuOepsammménHocta. [log
KHOep3anIIEHHOCTRIO0 OYIeM IOHUMATh CIIOCOOHOCTE CHCTEMBI BBITIOIHATE 33/1a4¥ 110 Ha3HAUCHUIO
B YCIOBHSIX IPOrPaMMHO-MAaTEMaTHUECKUX BO3/IeHCTBHi [1].

Jnsa peanm3anuy Ha TPAKTUKE OLCHWBAHMSA S(P(GEKTUBHOCTH (YHKIIMOHHUPOBAHHS CHCTEMBI
3amuTel uHpopMauun U KubOepOezomacHocth OKUUM mo moxaszarenro KuOep3amuImEHHOCTH
PEKOMEHIyeTCsl IPUMEHUTh METOJMKY, U3JI0KEHHYIO0 B padore [4; 5] amantupoBaB ee JUIsl peLleHus
HOBOH 3aJ1a4y.

Kubep3amuiieHHOCT, B NEPBOM MPUOJIMKEHHH MOXET CIY)KUTh SIPKUM HHIUKATOPOM
3¢ PEeKTUBHOCTH (PYHKLIMOHUPOBAHMS CHCTEMBI 3aIU T HHpOpManuu 1 kudepoezonacnoct OKUU (2):

Ecsiks = Pis 2

Pacuer koa(dduimeHTa YKOMIUIEKTOBAaHHOCTH CPEACTBAMU KPUNTOrpaguyecKoil 3amuThl
WHPOPMAHH, TEXHUUECKOW 3aIUThl HH(POPMAIMK U KHOEP3alMThI IPEIaraeTcs OCYLIeCTBIAETCS 0
dopmyre (3):

Kye = 3
rne Kyc — KO3(DQUINEHT YKOMIUICKTOBAHHOCTH CPEICTBAMH KPUITOIPAQHIECKON 3aIUTHI
WH(POPMAIMH, TEXHUYECKOH 3alIUThl HH(POpMAIMK U KHOEeP3aILUThI;

LIl — mTaTHAS YUCICHHOCTD CPEACTB KPUITOrpapUIecKOi 3aIUThl HHPOPMAIIIH, TEXHHIECKOH
3alIUThl HHPOPMAIMU U KHOEeP3aIlUThI;

@c — (QakTHYECKH WMEIOMmAscs YHCICHHOCTh CPEACTB KPHUOTOrpapHUIecKON —3amuThl
WH(POPMAIMH, TEXHUYECKOH 3alIUThl HH(POPMaIMK U KHOEeP3aILUThI;

OneHuBaHus CIIOCOOHOCTH YKOMILJIEKTOBAaHHOCTH CPEACTBAMU CHCTEMBI 3aILUTHI HHpOpMaLMn
n kubepbesonacHocty B OKMM kpuTuuecku oOKas3bIBaTh BIMAHUE Ha Ocsuks INpeularaercs
OCYILECTBIIATH 110 KPUTEPUSIM HaBEAEHHBIX B Ta0. 1.

Taonuya 1. Kpumepuu oyenueanus cnocOOHOCHU YKOMNIEKMOBAHHOCMU CPEOCMEAMU CUCHIEMbL
sawumul ungopmayuu u kubepoezonacnocmu ¢ OKUU kpumuuecku oxkaswisams enusinue Ha Dcsuks

Kputepnii K02 GHIMEHT YKOMIUIEKTOBAaHHOCTH CPEACTBAMH
sddexTuBHOCTH 0<Kyc<0,25 0,25<Kyc=0,5 |0,5<Kyc<0,75] 0,75<Kyc<0,9 0,9<Kyc<I
Ocsus Ouenp Hu3kuit (OH)| Huskwii (H) |Cpenunii (C)| Bricokuii (B) | Ouenb Bricokuii (OB)
0 < Dcsuks <0,25 OH OH OH OH OH
0,25< Dezuxs <0,5 H H H H H
0,5< Bc3uks <0,75 C C C C C
0,75< Dczuxs <0,9 C C C B B
0,9 < Dc3uks <1 B B B B OB
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PacueT TexHWUYECKOW TOTOBHOCTH CPEACTB KPHUNTOrpaguyecKodl 3amuThl HWHPOPMAIHH,
TEXHUYECKOW 3alUThl HH(POPMALIMK U KUOEP3alIUThl OCYIIeCTBIseTCs o Gopmyiie (4):

Krre = %- 4
C
rae Kmre — koddummenta TEXHHYECKOH TOTOBHOCTH CPEICTB KPHNTOTPa(UUECKOH 3aliuThI
nH(poOpMaIHN, TEXHHISCKON 3alIUThH HHPOPMAIlH 1 KHOEp3aIlnThI;
@yc — KONWYECTBO HWCIPABHBIX CPEICTB KPHNTOIPahUUSCKOM 3ammThl  HH(OOpMAIUH,
TEXHUYECKOW 3aIIUThl HHYOPMALIUU U KNOEP3aIHTHI;
@c — (dakTUUeCKM UMEIOUIAsACAd YHCICHHOCTh CPEACTB KPUOTOTpa(pU4ecKoi 3aluThl

WHPOPMAIMH, TEXHUYECKOH 3alIUThl HH(POPMaIUK U KHOEeP3aIlUThI;

OneHUBaHHUS CIOCOOHOCTH TEXHUYECKOH TOTOBHOCTH CPEICTBAMH CHUCTEMbI  3alUThI
uHpopmanmu W kubepOesonacHocth B OKHWM kpuTHyeckn OKa3bIBaTh BIMSHUE HA DC3uKs
Mpe/yIaraeTcsi OCYNIECTRIIATh 10 KPUTEPHSIM HaBeEHHBIX B Ta0M. 2.

Tabauya 2. Kpumepuu oyeHusanuss mexHu4ecko 20moGHOCMU CPeOCMEAMU CUCHEMbL 3aUUmbl
ungopmayuu u kubepbezonacnocmu ¢ OKHUU kpumuuecku oxkazvieamo gausuue Ha O csuxs

Kputepnii K09 GUIIHEHT TEXHHYECKOI TOTOBHOCTH CPEICTB
s dexTHBHOCTH 0<K7rc<0,25  [0,25<K7rc=0,5| 0,5<K7rc<0,75 |0,75<K7rc<0,9 0,9<Krrc<1
Ocsus Ouenpb Hu3kuit (OH)| Huskwuii (H) | Cpennwuii (C) | Boicokuii (B) | Ouens Beicokuii (OB)
0 < Dczuxs <0,25 OH OH OH OH OH
0,25< Dczuxs <0,5 H H H H H
0,5< Dcsuxs <0,75 C C C C C
0,75< Dczuxs <0,9 C C C B B
0,9 < Dcsuxs <1 B B B B OB

Pacyer ko3¢ QuIeHTa YKOMIUIEKTOBAHHOCTH MCIIPABHBIMH CPEICTBAMH KPHIITOrPadUuecKoi
3aIIUThl MHGOPMAIMH, TEXHHYECKOW 3ammThl MHPOPMAIMK M KHUOEP3alMThl OCYLIECTBISETCS IO
dbopmye (5):

@
Kyuc = Kyc X Krre = HILCC ®)

rae Kyuc — ko3¢ ¢uIMeHTa YKOMIUIEKTOBAHHOCTH HCIPAaBHBIMU CPEICTBAMH KPUIITOrpapuyecKoit
3aIIUTHl HH(QOPMAINHN, TEXHIIECKON 3alUTh HHPOPMALHH ¥ KHOEP3aIlnThI;

Kyc - xoddpdunmeHta yKOMIUIEKTOBAHHOCTH CPEIACTB  KPHUNTOIPapUUSCKONW  3alUThI
uH(pOopMaIHN, TEXHHIECKON 3alIUTH HHPOPMAIlH 1 KHOEP3aIlnThI;

Krrc — xod¢p¢unuenTa TEXHHYECKOH TOTOBHOCTH CPEICTB KPHITOIPa(UUSCKOM 3aIluThI
nH(pOopMaIHN, TEXHHISCKON 3alIUTH HHPOPMAIlH 1 KHOEP3aIlInThI;

@yc — KOJIMYECTBO MCIPABHBIX CPEACTB KpunTorpadguyeckoil 3ammtel HHDOpManuy,
TEXHUYECKOW 3aIIUThl HHYOPMALIUU U KNOEP3aIHTHI;

LI — mraTHas YUCIACHHOCTh CPEACTB KPUNTOrpaUueCcKOn 3alUThl HH(OPMALIUH, TEXHUIECKOM
3alIUTHl HHPOPMAIIMU 1 KHOSP3aIInThI.

OreHNBaHMs CIIOCOOHOCTH YKOMIUIEKTOBAHHOCTH MCIIPAaBHBIMU CPEACTBAMH CHCTEMBI 3aIlIUTHI
uHpopmanmu W kubepOesonacHocth B OKHWM kpuTHyeckH OKa3bIBaTh BIMSHUE HA DC3uKs
IIPeJIaraeTcsl OCYLIeCTBIATh [10 KPUTEPUSM HaBeJEHHBIX B TaOII. 3.

Taobnuua 3. Kpumepuu oyenusanus yKoOMnieKmo8anHOCHU UCHPAGHLIMU CPEOCNEAMU CUCTHEMbL
sawumul uHgopmayuu u kubepoezonacrnocmu ¢ OKHU kpumuyecku oxazvieams @nusHue Ha 3 csuks

Kpurepwuii K03 QUIMEHT YKOMILJICKTOBAHHOCTH MCIIPaBHBIMH CPEACTBAMU
s dexTHBHOCTH 0< Kyuc <0,25 0,25<Kypc <0,5 | 0,5<Kyuc <0,75 | 0,75<Kyuc <0,9 | 0,9<Kyuc <1
Ocsuks i
Ouenp Huskwit (OH)|  Hwuskwuit (H) Cpennuii (C) Bricoxwmii (B) O%H]()S}];)C o
0 < Dcsuks <0,25 OH OH OH OH OH
0,25< Ocapxs <0,5 H H H H H
0,5< Bc3uks <0,75 C C C C C
0,75< Dczuxs <0,9 C C C B B
0,9 < Dczuks <1 B B B B OB
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Pacyer ko3(pHIMEHTa YKOMIUICKTOBAHHOCTH INTATHBIX  JOIDKHOCTEH  CHCTEMHBIMH
aIMUHHICTPATOPaMHU CUCTEMBI 3aluThl HHQopManuu U kubepoezomacHoct OKNUU ocymecTBusercs

o opmyiie (6):

N
KCA - LU_ (6)
CA
rie  Kca — KOIPOUIMEHT YKOMIUIEKTOBAHHOCTH  INTATHBIX  JOJDKHOCTEH  CHCTEMHBIMHU

aIIMAHHCTPATOpaMU CHCTEMBI 3aIIUTHI nH(popMaru U knoepoesonacHoctn OKNU;

Ulca — mITaTHAsE YUCICHHOCTH JOJDKHOCTEH CHCTEMHBIX aMHUHHCTPATOPOB CHUCTEMBI 3allUTHI
nHpopmManyu 1 kubepoesomacHoctn OKNU;

Dca — PakTHYECKH UMEIOIIAsICA YUCIEHHOCTh CUCTEMHBIX aIMUHHCTPATOPOB CHCTEMBI 3aIUThI
uHpopmanuu U kudepdesonacHoctu OKUU.

OneHuBaHusA CIOCOOHOCTH YKOMIUIEKTOBAHHOCTH IITaTHBIX JOJDKHOCTEH CHCTEMHBIMU
aIMUHHCTPAaTOpaMH OKa3bIBaTh BIMSHHE Ha Ocsuks NMPEATAraeTcs OCYHIECTBISTH IO KPUTECPHAM
HaBEeIEHHBIX B Ta0I. 4.

Taonuuya 4. Kpumepuu oyenusanusi cnocobHOCMU YKOMNIEKMOBAHHLIMU — WMAMHLIMU
00a2ICHOCIEN CUCIEMHBIMU AOMUHUCIPAMOPAMU KPUMUYECKU OKA3bI8AMb 8ausiHue Ha D csuks

Kputepnii K09 (GUIMEHT YKOMIIEKTOBAHHOCTH IITATHBIX JOJDKHOCTEH CHCTEMHBIMU
sddexTHBHOCTH aJIMHHUCTPaTOpaMH
Dc3uks 0<Kca<0,25 0,25<Kca<0,5|0,5<Kca<0,75| 0,75<Kcar<0,9 0,9<Kca<1
Ouenp Hu3knit (OH) | Husknit (H) | Cpengawmii (C) | Beicoknii (B) | Ouens Beicokuii (OB)

0 < Dc3uxs <0,25 OH OH OH OH OH
0,25< Dczuxs <0,5 H H H H H
0,5< Dcsuxs <0,75 C C C C C
0,75< Dcsuxs <0,9 C C C B B
0,9 < Dcsuxs <1 B B B B OB

Pacyer ko3¢ dhumenTa yKOMITIEKTOBAHHOCTH LITATHBIX JTOIDKHOCTEH 00CITY>KHBAIOIIM ITEPCOHATIOM
CHCTEMBI 3aIUThl HHpopMarmu u kudepoesonacHoct OKNU ocymectsisiercs o ¢popmyie (7):

Kon = 72 (7
rre Kon— K03 QHIIEHT YKOMIUIEKTOBAHHOCTH IITATHBIX TOJDKHOCTEH 00CITY>KHBAIOIINM IIEPCOHATIOM
CUCTEMBI 3aIIUTHI HHpopManuu U kubepoesonacaoctu OKNU;

Lo — mraTHass YUCICHHOCTH JOJDKHOCTEH OOCITY>KHBAIOIIETO IepPCOHANIa CHCTEMBI 3alIUTHI
nHpopmanuu U kudepdesonacHoctn OKUU;

Dor — (HaKTHYECKH UMEIOIIASICS YUCIEHHOCTh 00CITYKUBAIOILETO MePCOHAIa CUCTEMBI 3aIUThI
nHpopmanuu U kudepdesonacHoctu OKUU.

OneHrBaHHUsA CINOCOOHOCTH YKOMIUIEKTOBAHHOCTH MITATHBIX JOJDKHOCTEH OO0CITYKHBaIOLIUM
MIEPCOHAJIOM OKa3bIBaTh BIMSHUE Ha Dc3ukp NPEIaraeTcs OCyILECTBISAT 110 KPUTEPUAM HaBeIEHHBIX
B Ta0m. 5.

Tabnuuya 5. Kpumepuu oyenusanusi cnocobHOCMU YKOMNIEKMOBAHHLIMU — WMAMHLIMU
00CHOCIEN 0OCIYHCUBAIOUWUM NEPCOHATIOM KPUMULECKU OKA3bI8AMb GUAHUE HA O c3uKs

Kputepnii K09 UIIMEHT YKOMIIEKTOBAHHOCTH IITATHBIX 00CTY)KUBAIOLINM EPCOHAIOM
sddexTuBHOCTH 0<Kon<0,25 0,25<Kon=0,5/0,5<Kon=<0,75| 0,75<Kon<0,9 0,9<Kon<1
Sc3uks Ouenp Hu3kuit (OH) | Huskuii (H) | Cpennuii (C) | Boicokuii (B) | Ouens Bricokuii (OB)
0 < Dcsuks <0,25 OH OH OH OH OH
0,25< Desuxs <0,5 H H H H H
0,5< Bc3uks <0,75 C C C C C
0,75< Dcszuxs <0,9 C C C B B
0,9 < Dcsuxs <1 B B B B OB

MaremaTtndeckass Mopaenb pacdera SPGEKTHBHOCTH (YHKIHOHHPOBAHUS CHCTEMBI 3aIllUTHI
unpopMarmn u kndepodesonacHoctit OKMU mo KpuTepHro BEIIBICHHBIX aKTHBHBIX YTPO3 IO PE3yIIbTaTaM
penetration testing. JlaHHBIH TOAXOA BHIUT LENb KOHTPOJb KHOSP3alIMIIEHHOCTH CPEACTB U HX
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komnoHeHToB OKMU cocrostHMio Ha MOMEHT BPEMEHHM {1 3@ YCJIOBMH JI€HCTBHHM TECTOBBIX
JIeCTpYKTUBHBIX HH(opManuoHHbIX BiusHui (JAB) (Fres=1).

Eciu B8 OKHU ecth cpeacTBa (KOMIIOHEHTa) aKTHBHOTO MPOTHBOJICHCTBUS KUOSPBISIHUIO, TO B
TaKkoM cilyyae HucuucieHue Py3(S) ocyllecTBiIseTcss ¢ HCIOJIb30BaHUEM II0Ka3aTesled yNauHbIX U
HEYJaYHBIX IONBITOK HApPYIICHUS HOPMAIBHOTO (DYHKIMOHHPOBAHHUS YKa3aHHOTO CpeacTBa. Pacuer

kuOep3amumeénHoctu Pys(S) cucremsl S ocymiecTBisiercs 1o ¢popmyie (8):
NYuaqHLIx S
PRI(S) = 1 — A

061
NﬂI/IB(S)

8)

rae Nl([)lgg (S) — obmee konuuecTBo npoBeneHHbx 1B Ha Bcio cuctemy S;

Nﬁﬁa;m’lx (S) — KonMYeCTBO yAaYHBIX NONBITOK peanusanuu JWB ma Bcro cucremy S mo
pe3yibTaTaM ONOBEIIeHHUE CUCTEMON (PUKCUPOBAHUS HHIUACHTOB.

Cucrema S Oynmer cudmTaeTcs TakOM, 4YTO TMpoNUIa MPOBEPKY KOHTPOJIS Ha
KHOep3allUIIEHHOCTD, €CIIHU 110 Pe3yJIbTaTaM paciyeTa Kuoep3alIEHHOCTH 10 COCTOSHUIO Ha BpeMsl
tems1 U Frirs =1 yZI0BIIeTBOPHIIO KpUTEpUH TabII. 6.

Tabnuya 6. Kpumepuu oyenxu kubepzawuwénnocmu OKUU no pezynomamam penetration testing

Kpurtepunit VYpoBeHs .
JIMHrBHCTHYECKOE ONMUCAaHNE YPOBHS KHOSP3anHIIEHHOCTH
3¢ hekTuBHOCTH
0,9 <PsT (S) <1 OYEeHb |OYEHb BBICOKHMH ypoBeHb KubOep3amuiménnoctu, JJMB npakTiuuecku HUKoOra

BBICOKUI |He OyaeT mpoBe/ieHa

BBICOKMH YpPOBEHb KHMOEp3alIMIIEHHOCTH, BEPOATHOCTh HpoeneHus B
JIOCTATOYHO HU3Kas

0,5 < Pi3™T (S) <0,75 | cpennuii |cpennuit ypoBeHh KHUOEp3alUMIIEHHOCTH, BEPOSTHOCTH mpoBeneHus JVB
cpenHsis

0,25 < P3PT(S) <0,5 | Huskwmit |HM3KMA ypoBeHb KUOEP3AIIMINEHHOCTH, BEPOSTHOCTL mpoBenenus VB
cKopee Bcero OyleT mpoBe/ieHa

0 < PisPT (S) <0,25 OYEeHb [0YEHb HU3KHUH YpOBEHb KHOEp3alMUIIEHHOCTH, BEPOSITHOCTH IMPOBEICHHUS
Hu3kuit  |/IVB moutn HaBepHsika OyneT mpoBeaeHa

PT <
0,75 < Px3(5) 0,9 BBICOKHMI

O060011IeHNe pe3yabTaTOB BEIYUCICHUS dPPEKTUBHOCTH (PYHKIIMOHUPOBAHHS CUCTEMBI 3alUTHI
uHpOpPMaK U KHOepOe30nacHOCTH.
CBopHas Tabnuna 3Ha4eHu i 3¢ (HEKTUBHOCTH 110 KPUTEPHUAM NPEACTaBIeHbI B Ta0MI. 7.
Tabauya 7. Céoonas mabauya 3nadwenutl no noxazamenam agpexmusnocmu dcsuxs
O060011IEHHBIH TTOKa3aTeb YacTHble noka3zarenu 3 ()eKTHBHOCTH
3G PEeKTUBHOCTU D31k Pi3 Kyc Krre Kyuc Kca Kon Pis™T(S)
OUYEHb HU3KUHI
HH3KUI
CpeaHUI
BBICOKUI
OYEHb BBICOKHH

O6oOmEHHBIH  moKasaTenb 3G (EKTHBHOCTH  (QYHKIMOHHPOBAHUS  CHCTEMbI  3alUTHI
nHpopmanuu u kubepoeszonacaoctu OKUU mpeiaraercs onpeaennTs, Kak cpeiHe apupMeTHIeCKy 0
CyMMY YacTHBIX Mokazarenei (9):

5 _PK3+KY3+KYHC+KCA+KOH+PII<)§(S)
C3UKB = 7 : )
Eciu 1o otenbHOMY MOKa3aTenio He OCYIIECTBISUIOCH BBIYUCICHHUE, TO B pacuéTHYO Gopmyny
(9) He NOACTABISAIOTCS COOTBETCTBYIOIIME 3HAUYCHUS, 3 B BEIBOJIaX YKA3bIBAETCS KPATKOE 0OOCHOBAaHUE
MoyeMy He HCIIOJB30BaJICs MoKaszarenb. Kputepuu oueHKd 3((eKTUBHOCTH (DyHKIMOHHPOBAHUS
cucteMbl 3anmThl WHGopMammu W kuoepOesomacHocth OKHWU mo 0000IIeHHOM —IoKasarene
TIPE/ICTaBJIEHBI B Ta0II. 8.
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Tabnuua 8. Kpumepuu oyenku s¢hgpexmuenocmu QyHKYUOHUPOBAHUA CUCMEMbI 3AUUMbL
ungopmayuu u kubepbezonacnocmu OKUU no 0606wennom noxazamenio 3 csnxs

Kputepuit Dcsuiks YpoBeHb JIuHrBUCTHYECKOE ONMUCAHHE
. |HEYIOBIETBOPUTEIbHBII OBEHb|YTeuka “H(pOpMaALUU u
0 <DOc3uxs <0,25 | odyeHb HU3KHI YA P yp (bopwar
3¢ (HeKTUBHOCTH KuOepHe3axuIeHa
N HU3KHUH ypoBeHb 3P PEKTUBHOCTH Co3naHus yCcIOBHH Uil YTEUKU
0,25< Dcspuxs <0,5 HU3KUH yp b A y AL YT
uH(OpMaLIUU U KUOE PBICKY
0,5< Ocsuks <0,75 cpeaHui cpeaHuil ypoBeHb 3PPEKTUBHOCTH OOGecnieyeHusi rapaHTHPOBAHHOM
0,75< Bc3uxs <0,9 BBICOKHII (B LEIoM BBICOKHIA ypoBeHb 33U TEL uHbopMaH 1
s dexTnuBHOCTH kubepOe30nacHOCTH
0,9 < Dc3uks <1 | 0ueHb BBICOKMH |HAUBBICIIMIA ypOBEHb AP heKTUBHOCTH

BbIBO/bI

Be3yciioBHO KommuecTBeHHAs OleHKa 3P (EeKTHBHOCTH (DYHKIIMOHUPOBAHUS CHCTEMBI 3aIIUTEI
uHpopmanmu U kubepdeszomacaocth OKUM Tpebyer OONBIIMX YCHIHHA, YeM HCIOJb30BaHUE
Ka4eCTBEHHBIX MeTooB. OJHAKO M OTIava Mpex/e BCEro SKOHOMUYECKH, OyAeT ropasio Becomee, a
WHTEPECHl, KaK 3aKa34MKa W pa3padOTuMKa CHCTEMbI 3alIMThl MHpOpManuu U KuOepOe30nacHOCTH
OKWU, 6ynyT 3aHm>KEeHHBIMU O0JIee HallekKHO.

VY4uuThIBas BHIE MOAXOAOB W KPUTEPHUEB HA COBPEMEHHOM JTale pa3BUTHA BHUIUTCA
panHoOHATIGHBIM IIPUMEHSITH HE BCe, a Hanboyiee IMOKa3aTeNbHBIC MOAXOABI, KOTOPHIE ITO3BOJISIOT
HAIJISTHO MTPOJIEMOHCTPHPOBATE 3P (PeKTHBHOCTH (DYHKIIMOHUPOBAHHS CUCTEMBI 3aIIUTHI HH(POPMaLIUH
n kubep6ezomnacHoctn OKUMN.

HAYYHAS HOBU3HA

Hay4Has HOBU3HA MOIYYEHHOTO pe3yJIbTaTa 3aKJII0YaeTCsl B TOM, YTO IPEATI0KEHO MMOKa3aTeln
U MaTeMaTHYEeCKHEC KPUTEPUH BO3MOKHOW OLEHKH 3(P(PEKTUBHOCTH (PYHKIMOHHPOBAHUS CHCTEMBI
3amuThl HHpopManuu u kudepdezonacHoctu B OKMN.

HEPCIIEKTHABBI JAJTBHEUIIINX HAYUYHBIX UCCJEJOBAHAM

[pencraBineHHOE HCCIIEOBAHUE HE HCUCPIBIBACT BCEX ACHEKTOB OOO3HAUCHHOW NPOOIEMBI.
Teopernueckue U MPaKTUUECKHE PE3yIbTAThL, TOJIYICHHBIE B IPOLIECCE HAYYHOTO ITOUCKA, COCTABIISIOT
OCHOBY IJIsl JallbHEHIIEero OO0OCHOBaHMS METOJUKH OLECHKH 3(P(eKTHBHOCTH (YHKIMOHUPOBAHUS
CHCTEMBI 3aIIUTHI HHpopManuu u kubepoesonacaoctn B8 OKMNU.
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