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Sesavali

bolo wlebSi kiberoperaciebi ruseTisTvis politiku-
ri, ekonomikuri da samxedro miznebis misaRwev efeqtur saSu-
a lebad Camoyalibda. putinis reJimisaTvis es aris iaraRi, 
romelic qveynis SigniT opoziciuri liderebis CasaxSobad, 
xolo saerTaSoriso arenaze ucxo qveynebze zemoqmedebisa-
Tvis gamoiyeneba. 

moskovi kiberTavdasxmebsa da SpionaJs omis nawilad 
mo i azrebs, rac naTlad aisaxa generaluri Stabis ufrosis, 
va leri gerasimovis 2013 wels gakeTebul moxsenebaSi1, sadac 
igi politikuri da strategiuli miznebis misaRwevad ara-
samxed ro hibriduli meTodebis mniSvnelobaze saubrobs. 

SeiZleba iTqvas, rom kiberSpionaJi ruseTisTvis araxa-
li disciplinaa. sabWoTa kavSiris dros ssrk-is saxelmwifo 
uSiSroebis komiteti (Комите́т госуда́рственной безопа́сности 
CCCP), cnobili, rogorc „kagebe“, dasavleTis winaaRmdeg 
mimarTuli sadazvervo saqmianobisTvis aqtiurad iyenebda 
maRali donis teqnikur saSualebebs, maT Soris, radioeleqt-
ronul dazvervas (SIGINT). sabWoTa kavSiris daSlis Semdeg 
kagebes eleqtronuli dazvervis funqciebi ruseTis sadaz-
vervo samsaxurebSi gadanawilda da Tanamedrove sainforma-
cio teqnologiebTan adaptirda. 

dReisaTvis kremlis sadazvervo samsaxurebSi mravali 
kiberdanayofia, romlebic sxvadasxva mizans emsaxureba. am 
mxriv gansakuTrebiT aqtiuria SeiaraRebuli Zalebis gene-
ra luri Stabis mTavari sammarTvelo (Гла́вное управле́ние 
Генера́льного шта́ба Вооружённых Сил Росси́йской Федера́ции), igive 
„gru“, romelic samxedro-sadazvervo saqmianobasa da samxed-
ro specdaniSnulebis razmebis operirebazea pasuxismgebeli. 
sammarTvelos mTavari mizania ruseTis mTavrobis maRalCi-
nosnebisTvis, kerZod, Tavdacvis ministrisa da generaluri 
Stabis ufrosisTvis, samxedro xasiaTis dazvervis miwode-
ba, aseve, ruseTis samxedro, ekonomikuri da teqnologiuri 
usafrT xoebis uzrunvelyofa. „gru“ aseve kinetikuri da 
cif ruli saSualebebis gamoyenebiT axorcielebs faruli ja-
SuSobis, sainformacio da diversiul operaciebs. misi qol-
gis qveS moqmedi hakeruli dajgufebebi Sofacy/Fancy Bear2 da 
Sandworm3 araerTxel gaxdnen saerTaSoriso Tanamegobrobis 
kritikis sagani.
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qvemoT ganxilulia SemTxvevebi, romelTa magaliTzec 
kargad Cans, Tu rogor iyenebs ruseTi sadazvervo samsaxur 
„grusTan“ afilirebul hakerul dajgufebebs evropis qvey-
nebSi sasurveli politikis gasatareblad. 

CexeTi

CexeTisa da ruseTis diplomatiuri urTierTobebi 
araerTxel yofila dabal niSnulze, Tumca bolo wlebis gan-
mavlobaSi or qveyanas Soris urTierToba sagrZnoblad dai-
Zaba. 

wels praRaSi, ruseTis saelCos win moedans saxeli ga-
daerqva da mokluli rusi opozicioneris _ boris nemco-
vis saxeli ewoda. saelCos axlos gaixsna aseve kremlis kidev 
erTi kritikosis, rusi Jurnalist ana politkovskaias saxe-
lobis xeivani.

CexeTis dedaqalaqSi ganxorcielebuli es „provokaci-
uli qmedebebi“ kremlis ukmayofilebis mizezi gaxda, Tumca 
moskovis aRSfoTeba sabWoTa samxedro marSlis _ ivan konev-
is Zeglis demontaJma gamoiwvia da am or qveyanas Soris daZa-
buloba civi omis dasrulebis Semdeg yvelaze maRal werti-
lamde mivida. ruseTis Tavdacvis ministr sergei Soigus 
warumatebel mcdelobas, samSobloSi daebrunebina sabWoTa 
marSlis Zegli, kremlis mxridan sapasuxo nabijebi mohyva. 

Zeglis demontaJidan ramdenime dReSi CexeTis saavad-
myofoebsa da aeroportze farTomasStabiani kiberTavdasxma 
ganxorcielda, romlis ukan, slovakeTis internetusafrTxoe-
bis kompaniis (ESET) TqmiT,4 ruseTis kvali gamoikveTa. 

aRsaniSnavia, rom aseTi kiberSetevebi warsulSic 
araerTxel momxdara. CexeTis usafrTxoebis sainformacio 
samsaxuris (BIS) 2017 wlis angariSis mixedviT, kremlTan da-
kavSirebuli ori kiberjaSuSuri dajgufeba Turla da APT28 
2016-2017 wlebSi sagareo saqmeTa da Tavdacvis saministros, 
aseve, CexeTis armiis vebgverdebze kiberSpionaJis kampanias 
eweoda.5

CexeTSi ganxorcielebuli kiberagresia erTgvari 
deJavua. 2007 wels estoneTSi swored sabWoTa Zeglis aRe-
bas mohyva ruseTisagan farTomasStabiani, koordinirebuli 
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kiber Tavdasxmebis kampania, romelic 3 kviras gagrZelda da 
qveyanas seriozuli ekonomikuri ziani moutana.

moskovisTvis sabWoTa kavSiri da masTan dakavSirebuli 
yvela detali istoriul sidiadesTan asocirdeba, amitom ga-
sakviri araa, rom „samxedro didebis simboloebis“ „Seuracx-
yofas“ sadamsjelo qmedebebiT pasuxobs. 

montenegro

ruseTma montenegros Sida saqmeebSi aqtiurad Careva 
mas Semdeg daiwyo, rac qveyanam Crdiloatlantikur aliansSi 
gawevrianebis mzadyofna gamoTqva.6 kremlisTvis podgorica 
yovelTvis warmoadgenda interesis sferos, natosTvis ki 
Tavis rigebSi montenegros damateba strategiuli mniSvne-
lobis svlad SeiZleba miviCnioT. cxadia, qveyana, romlis ja-
ric, sul raRac, 2000 kacisgan Sedgeba,7 natosTvis, samxed-
ro TvalsazrisiT, minimalur danamats warmoadgens, Tumca 
strategiulad balkaneTis am patara qveynis Tavis rigebSi 
miReba Crdiloatlantikur alianss srul kontrols aniWebs 
adriatikis zRvaze maSin, roca adriatikis zRvis danarCeni 
qveynebi, albaneTi, xorvatia da italia, ukve arian natos 
wevrebi.

kremlisTvis „grus“ marTuli operaciebi gadamwyvet 
rols asrulebda montenegroSi prorusuli mTavrobis mosas-
vlelad da qveynis Crdiloatlantikuri gezis Sesacvlelad.

saparlamento arCevnebamde sami dRiT adre „grus“ 
operatorebma montenegros mediasaitebze, umsxviles tele-
komze, arCevnebze momuSave arasamTavrobo organizaciebsa da 
samTavrobo saitebze dabalteqnologiuri, magram efeqturi 
kiberSeteva ganaxorcieles, romelic arCevnebis xelSeSlas 
da qveynis Crdiloatlantikuri aliansisken mimavali gzidan 
gadaxvevas emsaxureboda.8

montenegros politikuri da socialuri garemos 
kibersaSualebebiT manipulirebis garda, kremli dafinansebis 
gziT opoziciis, politikuri jgufebis, sasuliero pirebis 
gadabirebas da arCevnebis diskreditacias cdilobda.9 saqme-
Si aseve CaerTnen „grus“ operatorebi, romlebic, savarau-
dod, parlamentze Tavdasxmas, premier-ministris mokvlas da 
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samoqalaqo areulobis mowyobas gegmavdnen, magram monteneg-
ros samarTaldamcavebma maTi ayvana operatiulad SeZles.10 
2019 wels montenegros sasamarTlom, saxelmwifo gadatri-
alebis braldebiT, 20-mde adamians patimroba Seufarda, maT 
Soris, ruseTis or moqalaqes _ eduard SiSmakovsa da vladi-
mir po povs dauswreblad miesajaT 15 wlamde Tavisuflebis 
aRkveTa. gamoZiebam daadgina, rom SiSmakovi da popovi „grus“ 
dazvervis oficrebi iyvnen, romlebmac verSemdgari saxelm-
wifo gadatrialebis Semdeg montenegros teritoria serbi 
maRalCinosnebis daxmarebiT datoves.11

dania

Tu daniis Tavdacvis sadazvervo samsaxuris (DDIS) 
bo lo 10 wlis riskebis Sefasebis angariSebs gadavxedavT, 
davina xavT, rom kopenhagenisTvis ruseTidan momdinare 
safrTxeebis gverdiT mowinave adgils ikavebs kiberTavdasx-
mebi da sainfor macio operaciebi, romlebmac SeiZleba qvey-
nis erovnul usafrTxoebaze iqonios seriozuli gavlena. 
dania, rogorc Crdiloatlantikuri aliansis erT-erTi dam-
fuZnebeli qveyana, ruseTisTvis yovelTvis warmoadgenda in-
teresis sferos.

kopenhageni kremlis sadazvervo samsaxuris radarze 
aqtiurad 2014 wels moeqca, maSin, rodesac daniam mzadyofna 
gamoTqva natos saraketo Tavdacvis sistemas SeerTeboda.12 
am gadawyvetilebam, ra Tqma unda, ruseTis aRSfoTeba gamoi-
wvia. mixeil vaninma, ruseTis imdroindelma elCma, nacadi 
xerxiT _ muqariT scada danielebis iZuleba gadawyvetilebi-
sTvis gadaexedaT da aRniSna, rom Tu kopenhageni natos sara-
keto Tavdacvis sistemas SeuerTdeboda, maSin baltiis zRva-
Si dislocirebuli daniuri xomaldebi rusuli birTvuli 
raketebis samizne gaxdeboda.13

miuxedavad ruseTis muqarisa, dania natos saraketo 
Tavdacvis sistemis SemadgenlobaSi Sevida, Tumca muqaridan 
ramdenime kviris Semdeg kremlma kiberarxebiT zemoqmedeba 
scada. ori wlis ganmavlobaSi „grus“ sadazvervo kiberdana-
yofs, kerZod, APT28-s, daniis sagareo saqmeTa da Tavdac-
vis saministros TanamSromlebis eleqtronul misamarTebze 
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hqonda ukanono wvdoma, romlis mizanic Crdiloatlantikur 
aliansTan dakavSirebuli dokumentebis xelyofa, saminist-
ros TanamSromlebis SantaJi da gadabireba iyo.14

poloneTi

2014 wlis zafxulSi poloneTSi natos bazebis gafar-
Toebis Sesaxeb msjeloba „grusTvis“ sakmarisi mizezi gaxda, 
rom poloneTis mTavrobisa da Tavdacvis seqtoris ukanono 
monitoringi daewyo.

natos uelsis samitze miRebuli gadawyvetilebiT, 
ruseTidan momdinare agresiis Sesakaveblad, poloneTSi 
gaizarda natos sapasuxo Zalebis (NRF) danayofebi, romlis 
farglebSic aseve Seiqmna Zalian maRali mzaobis erToblivi 
samuSao jgufi (Very High Readiness Joint Task Force), romelsac 
konvenciuri omis pirobebSi, gadawyvetilebis miRebidan ram-
denime dReSi mobilizeba da gadaadgileba SeuZlia.15 amis 
sapirwoned, rusul sadazvervo samsaxurTan afilirebulma 
hakerebma, informaciis mopovebis mizniT, poloneTis mTavro-
bis aTamde saitze ukanono wvdoma moipoves. ruseTis mTavar 
mizans aRmosavleT evropaSi ganTavsebuli natos jarebidan 
momdinare safrTxeebis monitoringi da Sefaseba warmoadgen-
da, rac metwilad kiberoperaciebiT ganaxorciela.16

kremlis analogiuri reaqcia mohyva poloneTis 
gancxadebas, rom mzad iyo, ruseTis agresiis Sesakaveblad 
qveyanaSi ganeTavsebina amerikuli baza gazrdili 
kontigentiT.17 oficialuri varSavis am moulodnelma 
gancxadebam rusuli sadazvervo samsaxurebis sapasuxo 
qmedeba gamoiwvia _ poloneTis samTavrobo saitebis, maT 
Soris, sagareo saqmeTa da finansTa saministros vebgverdebis 
mavne programiT (Malware) dainficireba da qselebze ukanono 
wvdoma. poloneTis usafrTxoebis samsaxurebis gancxadebiT, 
kremlTan afilirebulma hakerebma ukanonod SeaRwies 
poloneTis elituri samxedro akademiis vebgverdze, sadac 
aSS-is madiskriminirebeli werili ganaTavses.18 yalbi werili 
aqtiurad gaSuqda rusul saxelmwifo sainformacio mediaSi. 
es mavne kampania miznad isaxavda evropis mTavar strategiul 
partnior aSS-sa da poloneTs Soris urTierTobis daZabvas.
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ukraina

rogorc sxva postsabWoTa qveynebs, ruseTi ukrainas 
yovelTvis Tavis gavlenis sferod moiazrebda da dRemde 
aqti urad cdilobs mis saSinao da sagareo politikaze gav-
lenis moxdenas.

2014 wels ukrainaSi dawyebuli saprotesto aqciebi 
sabolood kremlis mimarT loialurad ganwyobili prezi-
dentis _ viqtor ianukoviCis qveynidan gaqceviT da saprezi-
dento arCevnebis naadrevad daniSvniT dasrulda, rac ruse-
TisTvis erTmniSvnelovani marcxis momaswavebeli iyo.

maidanze, sadac jer kidev „Rirsebis revoluciis” 
bedi wydeboda, ukrainis SemadgenlobaSi Semavali yirimis 
naxevarkunZuli samxedro agresiis safrTxis winaSe aRmoCnda. 
ruseTis 35-aTasianma armiam, romelSic, sxvebTan erTad, 
sadazvervo samsaxuris _ „grus“ elituri specdaniSnulebis 
danayofebic Sediodnen, ramdenime dReSi SturmiT aiRes 
yirimis regionuli parlamenti da Senobaze ruseTis droSa 
aRmarTes. ukrainis naxevarkunZulis samxedro ZaliT mita-
ceba 16 marts aralegitimuri referendumis CatarebiT da 
yirimis ruseTis teritoriad gamocxadebiT dasrulda.

kremlis mier yirimis aneqsia 25 maiss gamarTul arCev-
nebze kiberTavdasxmiT dagvirgvinda. „grusTan“ afilirebul-
ma hakerulma dajgufebam (CyberBerkut) xmis micemamde oTxi 
dRiT adre ukrainis saarCevno sistemis infrastruqturas 
Seutia da sakvanZo failebis waSla daiwyo.19 saarCevno admi-
nis traciam xmis micemis proceduris dawyebamde droulad 
SeZlo miyenebuli zianis aRmofxvra, Tumca sadazvervo samsa-
xurebis kiberdanayofebma arCevnebis dRes kvlav SeZles saa-
rCevno vebgverdze unebarTvo SeRweva.20 moqalaqeebs saitze 
Sesvlisas ultramemarjvene kandidat dimitri iaroSis su-
raTi daxvdaT, romelic iuwyeboda, rom saprezidento arCev-
nebSi swored man gaimarjva. es saTavisod gamoiyena rusulma 
saxelmwifo mediam da aqtiurad daiwyo mcdari informaciis 
sazogadoebisTvis miwodeba.

miuxedavad imisa, rom 2014 wlis incidentma ver SeZlo 
arCevnebis Sedegze gavlenis moxdena, ruseTma Tavis mizans 
nawilobriv mainc miaRwia. natos kibercentris elCis, kenet 
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girsis TqmiT, kremlis mier ganxorcielebuli operaciebis 
mizani saarCevno procesis CaSla da diskreditacia iyo.21

ruseTis mier yirimis aneqsia da arCevnebze sainfor-
macio Tavdasxmebis meSveobiT zegavlenis moxdena ukrainis-
Tvis mxolod dasawyisi aRmoCnda. kremlma aqtiurad daiwyo 
ukrainis kiberlaboratoriad gamoyeneba, romlis fargleb-
Sic ramdenjerme warmatebiT scada kievis kritikuli infra-
struqturis xelyofa.22

postsabWoTa qveynebis sacdel virTxebad gamoyeneba 
kremlisTvis axali ar aris, dausjelobis sindromi ruseTs 
saSualebas aZlevs mezobel qveynebze aqtiurad gamoscados 
rogorc kinetikuri, ise axali kiberSesaZleblobebi, ro-
melic grZelvadian periodSi dasavleTis diskreditaciisken 
aris mimarTuli.

saqarTvelo

2019 wlis 22 oqtombers amerikis SeerTebuli Statebis 
warmomadgenelTa palatam saqarTvelos mxardamWeri orpar-
tiuli aqti daamtkica, romlis mizans saqarTvelos damo u-
kideblobis, suverenitetisa da teritoriuli mTlianobis 
mxardaWera warmoadgens.23 saqarTvelos mxardaWeris aqti aSS-
is prezidents avaldebulebs sanqciebi dauwesos yvelas, vinc 
ruseTis federaciis mier okupirebul afxazeTsa da cxin-
valis regionSi adamianis uflebebis darRvevasa da saqarT-
velos moqalaqeebis sicocxlis xelyofaSi iRebs monawileo-
bas. dokumentSi aseve laparakia saqarTvelos daxma rebaze 
kiberusafrTxoebis sferoSi.24

mxardaWeris aqtis miRebidan 6 dReSi, 2019 wlis 28 
oqtombers, saqarTveloSi ganxorcielda farTomasStabiani 
kiberSeteva prezidentis administraciis, sasamarTlo siste-
mis, sxvadasxva municipalitetis sakrebuloebis, arasamTav-
robo da media organizaciebis vebgverdebze, serverebsa da 
sxva marTviT sistemebze. kiberSetevis Sedegad ramdenime 
televiziam Sewyvita mauwyebloba.25

saerTaSoriso partniorebis daxmarebiT warmoebuli 
erToblivi gamoZiebiT dadginda, rom kiberTavdasxmis ukan 
ruseTis federaciis SeiaraRebuli Zalebis generaluri Stabis 
mTavari sammarTvelos elituri kiberdajgufeba „Sandworm” 
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idga, romelic araerTi destruqciuli kiberoperaciis 
avtoria.26 Tavdasxmas saerTaSoriso Tanamegobrobis 
uprecendento gamoxmaureba mohyva.27

oqtombris kiberagresiidan TiTqmis erTi wlis Sem-
deg, 2020 wlis 1 seqtembers, kiberTavdasxma moxda jandac-
vis saministros kompiuterul sistemaze. saqarTvelos Sina-
gan saqmeTa saministros gancxadebiT,28 kiberSeteva miznad 
isaxav da saministros centralur aparatsa da mis struqtu-
rul erTeulebSi, maT Soris, daavadebaTa kontrolisa da ri-
Card lugaris saxelobis sazogadoebrivi jandacvis kvleviTi 
centris monacemTa bazebSi daculi samedicino xasiaTis do-
kumentaciisa da pandemiis marTvasTan dakavSirebuli mniSv-
ne lovani informaciis marTlsawinaaRmdego dauflebasa da 
gamoyenebas. Sss-is TqmiT, kiberSetevis ukan erT-erTi ucxo 
qveynis specialuri samsaxuri idga. 

aRsaniSnavia, rom saqarTveloSi amerikeli senatoris, 
riCard lugaris saxelobis kvleviTi centri gaxsnisTanave 
gaxda kremlis kritikisa da mizanmimarTuli dezinformaci-
is sagani. ruseTis xelisuflebasTan dakavSirebuli pirebi 
dRemde Riad akritikeben laboratoriis muSaobas da aSS-sa 
da saqarTvelos xan biologiuri iaraRis damzadebaSi, xan 
kidev saSiSi virusebis gavrcelebaSi adanaSauleben. seqtem-
berSi ganxorcielebul kiberTavdasxmas „ucnaurad” daemTx-
va dumis deputat iuri Svitkinis komentari, romelic rusi 
opozicioneris, aleqsei navalnis mowamvlasTan dakavSire-
biT gaakeTa. deputatis TqmiT, TiTqos „noviCokis“ jgufis 
nervul agents ruseTi ar awarmoebs da msgavsi jgufis mom-
wamvleli nivTierebebi amerikasa da saqarTveloSi, kerZod, 
lugaris laboratoriaSi iqmneba.29

kiberSetevis Sedegad ukanonod mopovebuli 14 GB-mde 
moculobis dokumentebi ucxour vebgverdze ganTavsda da 
dRemde xelmisawvdomia internetmomxmareblebisTvis. Sss-is 
TqmiT, aRniSnul failebTan erTad atvirTulia falsifici-
rebuli dokumentebi, romlebic ganzrax aris gayalbebuli. 

yuradsaRebia is faqti, rom saitze ganTavsebuli 
ukanonod mopovebuli masalis avtori mkveTrad gamoxatul 
erovnul niSnebsa da simboloebs atarebs. kerZod, momx-
marebels profilis suraTad gamoyenebuli aqvs baqoSi moq-
medi samxreT azerbaijanis erovnuli gamoRviZebis moZraobis 
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(SANAM) droSa, xolo SerCeuli saxeliT _ Bakililar (baqoeli) 
Tavis warmomavlobas mkveTrad usvams xazs. amgavri qmedeba, 
SeiZleba e.w False Flag operaciis nawili iyos, rac kvalis da-
farvis mizniT da mxaris asaqcevad xSirad gamoiyeneba. aseve 
ar aris gamoricxuli am svliT saqarTvelos mimarT mtrulad 
ganwyobili saxelmwifo regionSi Cvens erT-erT strategiul 
partnior qveyanasTan _ azerbaijanTan urTierTobis daZabvas 
isaxavdes miznad. 

faqtebis gaTvaliswinebiT, SegviZlia vivaraudoT, 
rom seqtembris kiberTavdasxma ruseTis specsamsaxurebTan 
dakavSirebulma eliturma kiberdajgufebam ganaxorciela 
da mimarTuli iyo kremlis mier SeTxzuli lugaris miTis 
gamyarebis, sazogadoebis daSinebis, dabneulibisa da undob-
lobis gamowvevisken.

mcire droSi saqarTveloze ganxorcielebuli ori 
farTomasStabiani kiberSeteva SeiZleba sxva faqtorebiTac 
iyos ganpirobebuli.

risi miRweva scada ruseTma?

Crdiloeli mezoblis mier marTuli destruqciuli 
kiberSetevebi saqarTvelos erovnuli usafrTxoebis xelyo-
fas, sxvadasxva samTavrobo Tu arasamTavrobo organizaci-
is funqcionirebis SeferxebiT sazogadoebaSi mRelvarebis 
gamowvevas da, rac mTavaria, winasaarCevnod niadagis mosinj-
vas isaxavda miznad.

ruseTisTvis sxva qveynebis Sida politikaSi Careva da 
zegavlenis moxdena bolo wlebSi Cveulebriv movlenad iqca. 
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kremlis saxelze ukve ramdenime qveynis arCevnebSi Carevis 
faqtia gamovlenili, maT Sorisaa: britaneTi,30 safrangeTi,31 
germania,32 holandia,33 avstria,34 belarusia,35 bulgareTi,36 
norvegia37 da aSS38.

evroparlamentar viola fon kramonis TqmiT, sas-
wauli iqneba, ruseTma oqtomberSi dagegmil arCevnebSi Ca-
reva rom ar scados, radgan es maTi Cveulebrivi qcevaa.39 
saqarTveloSi gasamarT arCevnebze aseve araerTi komentari 
gaakeTa saqarTveloSi amerikis axladdaniSnulma elCma keli 
degnanma, romlis TqmiTac, savaraudod, ruseTi saqarTvelos 
arCevnebSi Carevas Seecdeba.40 ruseTis arCevnebSi Carevis al-
baTobas kidev ufro zrdis is faqti, rom saqarTvelo pro-
porciuli saarCevno sistemisken miiwevs.

saqarTveloSi gasamarT arCevnebze gamaxvilda yurad-
Reba estoneTis sadazvervo samsaxuris 2020 wlis angariSSic, 
sadac naTqvamia, rom ruseTis interesis sagani gaxdeba aSS-is 
saprezidento da saqarTvelos saparlamento arCevnebi. anga-
riSis mixedviT, oficialuri moskovisTvis mniSvnelovania 
arCevnebSi sasurveli Sedegi miiRos, saamisod ki Seecdeba 
mxa ri dauWiros iseT kandidats, romelic dasavlur politi-
kas radikalurad emijneba.41

ras unda velodoT oqtomberSi?

savaraudod, oqtomberSi kremli maqsimalurad ecde-
ba sxvadasxva arxiT gavlena moaxdinos arCevnebze, iqneba es 
kiberagresia saqarTvelos centraluri saarCevno komisiis 
vebgverdze, ukve nacadi xerxiT mediaarxebis mauwyeblobis 
Seferxeba da sazogadoebis informaciul vakuumSi moqceva 
Tu socialuri mediis daxmarebiT kremlisadmi loialurad 
ganwyobili kandidatebis propagandistuli meTodebiT mxar-
daWera.

aqtiurad unda velodoT kremlis mier marTul inter-
netkvlevebis saagentos (Агентство интернет-исследований), igive 
rusuli trolebis fabrikis, qarTul internetsivrceSi gaaq-
tiurebas, romlis ZiriTad mizans socialur qselebSi yalbi, 
propagandistuli, kremlis narativs morgebuli informaciis 
gavrceleba warmoadgens. aRniSnul organizacias amofarebu-
li pirebi Tavs esxmian maTTvis arasasurvel politikosebs, 
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partiebs da samoqalaqo sazogadoebis warmomadgenlebs, so-
cialuri qselebis meSveobiT axerxeben sazogadoebrivi az-
ris saTavisod transformacias, kremlisTvis sasurveli mesi-
jebis Sefarulad Tu cxadad moqalaqeebSi gavrcelebas.

winasaarCevnod gazrdili kiberaqtivobebis paralelu-
rad, savaraudod, gaxSirdeba saokupacio zolidan saqarT-
velos moqalaqeebis gatacebis da ukanono borderizaciis 
faqtebi. aseve, okupirebuli afxazeTisa da samaCablos teri-
toriaze mosalodnelia rusuli jaris gaZlierebuli samxed-
ro wvrTnebis Catareba, riTac kremli ecdeba qarTvel mo-
saxleobaSi gaaCinos SiSisa da daucvelobis gancda. 

sayuradReboa is garemoebac, rom saqarTveloSi gasa-
marTi saparlamento arCevnebis paralelurad, Cveni mTavari 
strategiuli partniori _ amerikis SeerTebuli Statebi axa-
li prezidentis arCevas Seecdeba. cxadia, amerika Tavis Sida 
saqmeebze metad koncentrirdeba da Cveni evropeli partnio-
rebis yuradRebac swored trampi-baidenis duelisken ufro 
iqneba mipyrobili, vidre saqarTvelosken. am mocemulobi-
dan gamomdinare, ruseTs, ra Tqma unda, eqneba dausjelo-
bis gancda da ecdeba ZirgamomTxreli cifruli agresiiT Tu 
sxva saSualebebiT maqsimalurad daazianos saqarTvelo, mavne 
qmedebebiT gaxliCos sazogadoeba da eqskluziuri kontroli 
daibrunos Cveni qveynis saSinao da sagareo politikaze.

daskvna

 „civis omis“ dasrulebisa da sabWoTa kavSiris daSlis 
Sem deg kremli aqtiurad cdilobs saerTaSoriso arenaze wam-
yva ni poziciis dabrunebas, rasac metwilad sadazvervo samsa-
xurebis gamoyenebiT axorcielebs. dResdReobiT, ruseTis 
fe  deracia im mcire qveynebis nawils miekuTvneba, romlebmac 
war matebiT SeZles samxedro komponentisTvis kiberelemente-
bis morgeba. amis naTeli magaliTia sadazvervo samsaxurebSi 
eli turi kiberdiviziebis Camoyalibeba, romlebic mniSvnelo-
van rols asruleben ruseTis sagareo da saSinao politikis 
formirebaSi.

ganurCevlad geopolitikuri mdgomareobisa Tu sta-
tu sisa, ruseTi sainformacio operaciebis daxmarebiT aqtiu-
rad eweva misTvis arasasurveli qveynebisa Tu pirovnebebis 
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dis kreditaciis kampanias. faqtia, kremlisTvis postsabWoTa 
qvey nebis umetesoba erTgvar sacdel poligons warmoadgens, 
sa dac warmatebiT scdis rogorc samxedro, ise sainformacio, 
propagandistul taqtikas, rac grZelvadian perspeqtiva Si 
dasavleTis demokratiuli wyobis CamoSliskenaa mimarTuli.

arsebuli mdgomareobidan gamomdinare, aucilebelia 
saqarTvelos mTavrobam adekvaturad Seafasos ruseTidan 
momdinare safrTxeebi, mWidrod iTanamSromlos strategiul 
partniorebTan da maqsimalurad gamoiyenos yvela SesaZ leb-
loba, rom naklebi safrTxe Seeqmnas Cveni qveynis demok-
ra tiul ganviTarebas da evroatlantikur struqturebSi 
gawevrianebis gzas, rac erTaderTi swori alternativaa 
demok ratiuli da usafrTxo qveynis mSeneblobisTvis.
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