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Sesavali

2020 wels SolarWinds-ze ganxorcielebuli Seteva aris 
aSS-is istoriaSi erT-erTi yvelaze masStaburi kibersadaz-
vervo kampania, romelmac daaziana iseTi uwyebebi, rogoricaa 
aSS-is Tavdacvis departamenti (DoD), erovnuli usafrTxoebis 
departamenti (DHS), infrastruqturisa da kiberusafrTxoe-
bis dacvis saagento (CISA).1 cnobisaTvis, SolarWinds-i aris 
aSS-Si registrirebuli kompania, romelic kerZo da sajaro 
seqtors uwevs IT sferosTan dakavSirebul araerT momsaxu-
rebas, maT Soris, sTavazobs iseT xelsawyoebs, romlebic 
gamoiyeneba qseluri infrastruqturis distanciuri marTvis 
miznebisaTvis.2 Seteva mogvianebiT, mimdinare wlis aprilSi, 
oficialurad bralad Seeracxa3 ruseTis sagareo dazver-
vis samsaxurs (СВР - Служба Внешней Разведки). misi Sedegebis 
simZimes ganapirobebs ara mxolod is garemoeba, rom Semtevma 
mxarem, savaraudod, wvdoma moipova im informaciis nawil-
ze mainc, romelsac floben aSS-is zemoxsenebuli uwyebebi, 
aramed, pirvel rigSi, am operaciis sademonstracio efeqti. 
kerZod, Semtevma mxarem aCvena, rom rusuli kibersadazvervo 
aqtorebis winaSe daculi aravinaa, maT Soris, arc is uwye-
bebi, romelTac Tavadve aqvT erovnuli kritikuli infra-
struqturis informaciuli usafrTxoebis uzrunvelyofis 
valdebuleba mTeli qveynis masStabiT. 

Sesabamisad, SolarWinds-ze ganxorcielebuli Seteva 
aSS-s azianebs ara mxolod usafrTxoebis, ufro konkretu-
lad ki, kiberdaculobis TvalsazrisiT, aramed mniSvnelo-
van gamowvevas uqmnis mis reputacias. kerZod, kiTxvis niSnis 
qveS ayenebs, ramdenad hyavT aSS-is usafrTxoebis organoebs 
maRali kvalifikaciuri personali da aqvT saTanado teqni-
kuri aRWurviloba mniSvnelovani informaciuli aqtivebis 
dasacavad da amgvari Setevebis aRsakveTad. amasTan, iqmneba 
safrTxe, rom es SemTxveva momavalSi waaxalisebs sxva mtrul 
aqtorebs, msgavsad imoqmedon aSS-is winaaRmdeg. aseTi aqto-
rebi ki, pirvel rigSi, arian CineTi da irani. 

Sesabamisad, SolarWinds-ze ganxorcielebulma Setevam, 
wesiT, aSS-is kiberusafrTxoebis sistemaSi arsebiTi gana x-
lebis procesi unda gamoiwvios, radgan am seqtorSi Tu ar 
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Se icvleba biznesprocesebi, sakmaod maRalia xelaxali kom-
prometaciis riski.

zemoaRniSnulis gaTvaliswinebiT, baidenis administ-
ra cia, savaraudod, ar apirebs Semoifarglos mxolod sanq-
ci ebiT, rogorc moiqca trampis administracia, rodesac 
2016 wlis bolos mxolod sanqciebi dauwesa ruseTis samxed-
ro dazvervis samsaxurs. amrigad, mosalodnelia gacilebiT 
mwvave sapasuxo zomebi4, vinaidan faqtia, rom mxolod san-
qciebis politika ver iqneba Semakavebeli faqtori kremli-
saTvis. Sesabamisad, savaraudoa, rom SolarWinds-ze Seteva 
gascdeba „usafrTxoebis yofiTi incidentis“ farglebs da 
SeiZens mzardi politikuri daZabulobis xasiaTs.

SolarWinds-ze Seteva aqtualuria saqarTvelosTvisac, 
rad gan Cveni qveyana Sedis SolarWinds-is dafarvis zonaSi da am 
ge ografiul areals emsaxureba organizaciis kievis ofisi.5 
am rigad, savsebiT SesaZlebelia, rom saqarTveloSi arsebuli 
calkeuli kerZo Tu sajaro dawesebulebebi sargeblobdnen 
SolarWinds-is rigi servisebiT. sxvagvarad, bizneskontaqtis 
ararsebobis SemTxvevaSi, naklebsavaraudoa, rom  SolarWinds-s   
 saqarTvelo sakuTari komerciuli operirebis zonad gamoec-
xa debina.

im SemTxvevaSic ki, Tu davuSvebT, rom saqarTveloSi 
arsebuli iuridiuli Tu fizikuri pirebi ar sargebloben 
uSualod SolarWinds-is komprometirebuli servisiT, darw-
munebiT SeiZleba iTqvas, rom maTi mniSvnelovani nawili iye-
nebs qseluri infrastruqturis distanciuri marTvis sxva 
kerZo komerciul xelsawyoebs (Toolkit). Sesabamisad, savsebiT 
SesaZlebelia, rom maT dacul infrastruqturaSi moxdes 
 SolarWinds-is msgavsi SeteviTi meTodiT SeRweva. 

amrigad, winamdebare dokumentis mignebebi aqtual-
uria saqarTveloSi arsebuli nebismieri organizaciisaTvis, 
romelic garkveuli formiT iyenebs kerZo seqtoris mier mo-
wodebul cifrul servisebsa Tu produqtebs, aseve _ in-house 
Seqmnil xelsawyoebTan mimarTebiT, romelic gamoiyeneba 
Sida qseluri Tu sxva tipis infrastruqturis menejmentis 
miznebisTvis.
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Setevis aRwera _ teqnikuri da operatiuli detalebi

2020 wlis dekemberSi aSS-Si moqmedma kiberusafrTxoe-
bis kerZo kompaniam FireEye gamoavlina amave qveyanaSi reg-
istrirebul kompania SolarWinds-is mier mowodebul servisSi 
CaSenebuli mavne kodiT inficirebis faqti, romlis ukanac 
sawyis etapzeve moiazreboda mavne rusuli aqtori6. 2021 wlis 
aprilSi es Seteva bralad oficialurad Seeracxa ruseTis 
federaciis sagareo dazvervis samsaxurs. Setevis ZiriTadi 
funqcionali gulisxmobda mavne kodis CaSenebas SolarWinds-is 
erT-erT servisSi da mis aqtivacias samizne organizaciebSi. 
SolarWinds-is am konkretul serviss iyenebdnen beneficiari 
organizaciebi (daaxloebiT 18 000 erTeuli organizacia mTe-
li msoflios masStabiT) qseluri infrastruqturis distan-
ciuri marTvisTvis. 

SolarWinds-is winaaRmdeg ganxorcielebuli Seteva Sei-
Zleba 5 fazad daiyos. es dayofa efuZneba SetevasTan dakav-
Sirebuli angariSebisa Tu sxva masalebis detalurad Seswav-
lasa da, aseve, Cven mier virtualur garemoSi Catarebuli 
(programuli uzrunvelyofa Virtual Box-is virtualuri manqa-
niT, romelic dainstalirda operaciul sistemaze Windows 
10x64) inficirebuli .dll-failis nawilobrivi analizis Sedegebs. 

I faza 

sawyis etapze Semtevma mxarem moaxerxa SeeRwia kom-
pania SolarWinds-is dacul infrastruqturaSi. Sedegad, igi 
farulad Cainerga SolarWinds Orion-is programuli ganaxlebis 
(Update) SemmuSavebel programistTa komunikaciis procesSi. 
aRsaniSnavia, rom konkretul programul servisze momu-
Save specialistebis praqtikiT, isini inawileben funqciebs 
da calkeul modulebs, romelsac TiToeuli maTgani damo-
u kideblad amuSavebs da raRac etapze axorcielebs mis gaer-
Tianebas kolega programistis SemuSavebul produqtTan.7 
ruseTis sagareo dazvervis samsaxurs, konkretulad ki, mis 
ki bersadazvervo dajgufebas (APT 29), swored am procesTan 
hqonda wvdoma. Sesabamisad, igi paralelurad TviTonac amu-
Savebda mavne kodis modulebs, romelic legitimur kodTan 
erTad unda CaSenebuliyo programuli ganaxlebis paket Si.
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Setevis ganxorcielebis procesSi arsebiTi iyo 
 SolarWinds-is infrastruqturaze wvdoma, radgan SolarWinds-is 
Sida infrastruqturaze wvdomam APT 29-s saSualeba misca uz-
runveleyo sakuTari mavne kodis Tavsebadoba inficirebuli 
programuli ganaxlebis sxva legitimur nawilebTan. Sedegad, 
misi aRmoCenis albaToba minimumamde Semcirda.

swored es etapi warmoadgens Cveni kvlevis yvelaze 
problemur nawils, radgan Ria wyaroebSi ar arsebobs sar-
wmuno informacia Semtevi aqtoris mxridan SolarWinds-is 
Sida qseluri infrastruqturis komprometaciis Taobaze. 
arsebobs mxolod versiebi, romlebic jerjerobiT ar aris 
gamyarebuli saTanado cifruli mtkicebulebebiT. 

amrigad, ZiriTadad ori versia ikveTeba. pirvelis 
Tanaxmad, kompaniis Sida qselis komprometacia ganaxorciela 
insaiderma. aq isic unda gaviTvaliswinoT, rom aRmosavleT 
evropaSi SolarWinds-s aqvs ofisebi, aseve cnobilia, rom am 
regionSi ruseTis specsamsaxurebs aqvT mniSvnelovani gav-
lena da sxvadasxva organizaciaSi infiltraciisTvis saWiro 
operatiuli resursi8. 

meore versiiT, romlis avtoricaa amave kompaniis yo-
fili aRmasrulebeli direqtori, rusulma kibersadazvervo 
aqtorma SolarWinds-Si SeaRwia staJioris martivi parolis 
SerCeviTi gatexvis meTodiT (Password Brute Force Attack).9 es 
versia garkveul winaaRmdegobebs Seicavs: erTi mxriv, mis av-
tors ar warmoudgenia araviTari faqtobrivi masala saku-
Tari poziciis dasasabuTeblad, xolo, meore mxriv ki, am 
versiis marTebulobis SemTxvevaSi, dadasturdeba kompaniis 
informaciuli usafrTxoebis menejmentis sistemuri Cavard-
na, radgan dauSvebelia staJiors hqondes im donis daSveba 
Sida informaciul infrastruqturaze, rom misi avtoriza-
ciis monacemebis komprometaciam gamoiwvios yvelaze mniSvne-
lovani Sidasauwyebo informaciuli aqtivebis ukanono eqsp-
loatacia.

II faza 

am fazis mimdinareobisas moxda Solarwinds-is konkre-
tuli servisis ganaxlebis procesis gadaWera, masSi SeRweva 
da legitimur modulebSi mavne kodis imgvarad CaSeneba, rom 
igi SeumCneveli yofiliyo uSualod ganaxlebis paketze mo-
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muSave programistebisTvis. erT-erTi mavne kodis nawili, 
romelic Semtevma mxarem CaaSena legitimur kodSi, miekuTv-
neboda  StellarParticle-is jgufs (araoficialuri saxelwodebiT 
 SUNPOST-i), romelic, Tavis mxriv, gamoiyenes SolarWinds Orion-is 
programuli ganaxlebis paketSi aralegitimuri wvdomis arxis 
e.w Backdoor CasaSeneblad10. am ukanasknels kiberusafrTxoebis 
sxvadasxva kompania moixseniebs koduri saxelwodebiT SUN-
BURST.11 mavne kodis SeumCnevlad gabneva Semtevi aqtorisTvis 
misi operaciuli usafrTxoebis qvakuTxeds warmoadgenda, 
radgan Tu mocemul etapze gaiSifreboda, maSin mTeli ope-
racia Cavardeboda da mis Setevis meTodikasac msxverpli or-
ganizaciis informaciuli usafrTxoebis personali martivad 
gaigebda.12 

III faza 

SolarWinds-ze Setevis es etapi gulisxmobda samizne 
organizaciaSi pirvelad SeRwevas, uSualod mas Semdeg, rac 
konkretulma beneficiarma gauSva inficirebuli programu-
li ganaxlebis paketi sakuTar sakomunikacio da sainforma-
cio sistemebSi. am produqtSi CaSenebuli mavne kodis pirve-
ladi funqcionali e.w. Backdoor-i agrovebda organizaciis 
Sida infrastruqturis Taobaze informacias da teqsturi 
formatiT ugzavnida Semtev mxares. Semtevi mxare, miRebul 
informaciaze dayrdnobiT, romelic ZiriTadad Seicavda 
monacemebs dainficirebuli organizaciis qseluri infra-
struqturis konfiguraciis Taobaze, iwyebda samizne orga-
nizaciis Sida specifikaze morgebul Setevas. Sesabamisad, in-
ficirebis Semdgomi taqtika da meTodika gansxvavebuli iyo. 
amrigad, miRebuli monacemebi Semtev mxares aZlevda zust 
suraTs, Tu sad iyo informaciuli usafrTxoebis e.w. Savi 
xvrelebi, romelTa eqspluatirebiT sadazvervo aqtorma in-
ficirebul organizaciasTan kidev erTi damatebiTi wvdo-
mis arxi, e.w. Backdoor-i, CaaSena. Semtevi mxaris xsenebul 
midgomas udidesi mniSvneloba aqvs Setevis gangrZobadobi-
sa da uwyvetobisTvis. kerZod, APT 29 cdilobda pirveladi 
wvdomis arxi SeeniRba maqsimalurad, vinaidan samizne or-
ganizaciidan informaciis aralegaluri, farTomasStabiani 
eqstraqcia qmnida sadazvervo saqmianobis gaSifvris maRal 
riskebs. Sesabamisad, sadazvervo aqtori marTebulad aanali-
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zebda, rom Tu moxdeboda pirveladi wvdomis arxis gaSifvra, 
Semtevi mxarisaTvis ixureboda Tavad kompania SolarWinds-is 
produqtSi CaSenebuli mavne kodis Semdgomi eqspluatirebis 
SesaZlebloba. 

IV faza 

Setevis meoTxe etapze APT 29-m daiwyo sadazvervo ope-
raciis yvelaze aqtiuri da masStaburi faza, rac gulisx-
mobda samizne organizaciidan operatiulad saintereso 
monacemebis SerCevasa da mis eqsfiltracias. aRniSnulis 
gansaxorcieleblad Semtevi mxare iyenebda Cobalt Strike-is mav-
ne kodis modificirebul versias. Tavis mxriv, Cobalt Strike-
i miekuTvneba kibersavarjiSoebis xelsawyoTa tips, romel-
Tac aqvT farTomasStabiani da mravaletapiani SeRwevadobis 
testisaTvis (Penetration Test) saWiro araerTi kompleqsuri 
da efeqturi SeteviTi funqcionali.13 amasTan, sadazvervo 
aqtorma sakuTari operatiuli prioritetebis Sesabamisad 
Secvala xsenebuli xelsawyos funqciebis nawili, raTa gver-
di aevlo samizne organizaciis qseluri Tu Sida informaci-
uli usafrTxoebis Sesabamisi konfiguraciis CarCosTvis.14 

V faza 

Setevis saboloo etapze Semtevi mxare iwyebda orga ni-
zaciis SigniT e.w. gverdiT moZraobas (Lateral Movement), rom-
lis umTavresi mizani iyo, rac SeiZleba met resursze wvdo-
mis mopoveba msxverpl organizaciaSi, radgan SolarWinds-is 
inficirebuli programuli ganaxlebis paketis sistemaSi gaS-
veba rig organizaciebSi avtomaturad ar iwvevda informaci-
ul infrastruqturaze srul wvdomas Sida qseluri konfigu-
raciisa Tu mis calkeul segmentTa erTmaneTisagan mkacri 
gamijvnis gamo. Sesabamisad, sadazvervo aqtoris erT-erT 
umTavres amocanas warmoadgenda maqsimalurad gaefarToe-
bina Setevis areali da moexdina informaciuli infrastruq-
turis im segmentis inficirebac, romelic, usafrTxoebis 
principebidan gamomdinare, gare qselTan pirdapir ar iyo 
dakavSirebuli. amasTan, gverdiTi moZraobis erT-erT pri-
oritetul mimarTulebas warmoadgenda e.w. Rootkit-is tipis 
mavne kodis Semcveli xelsawyoebis instalacia inficirebul 
sistemebSi, raTa maTi meSveobiT sadazvervo aqtors Seenar-
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Cunebina wvdo ma samizne organizaciebSi im SemTxvevaSic ki, 
Tu Catardeboda komprometirebuli sistemebis kompleqsuri 
ganaxleba. 

Setevis Seracxadoba (Attribution)

rogorc ukve aRiniSna, mimdinare wlis 15 aprils aSS-
is prezidentis administraciam gamoaqveyna gancxadeba, rom-
lis Tanaxmadac, SolarWinds-ze Seteva bralad oficialurad 
Seerac xa rf-is sagareo dazvervis samsaxuris kibersadaz-
vervo dajgufebas, igive APT 29-s.15 am gancxadebis Semdgom 
aSS-is specmsaxurebma gamoaqveynes erToblivi Sefasebisa da 
rekomendaciebis dokumenti, romelSic saubaria СВР-is mier 
SolarWinds Orion-is platformis eqsploatirebis Sedegad amave 
programuli uzrunvelyofis beneficiari uwyebebis infici-
rebis meTodsa da teqnikaze, aseve am procesSi gamoyenebuli 
mavne kodis calkeuli modulebis Taobaze.16 

aRniSnuli sainformacio da teqnikuri analizis tipis 
dokumentebis gamoqveynebis miuxedavad, jerjerobiT ar ar-
sebobs sajaro dokumenti, romelic faqtobriv garemoebeb-
ze dayrdnobiT daasabuTebda, ratom Seeracxeba aRniSnuli 
Seteva mainc da mainc rf-is sagareo dazvervis samsaxurs da 
ara, magaliTad, samxedro dazvervas, romelic dasavleTis 
qveynebSi ufro cnobilia mavne kiberaqtivobebiT. Sesabami-
sad, Cveni dokumentis farglebSi warmodgenili iqneba ram-
denime argumenti, riTac vecdebiT, damatebiTi faqtobrivi 
monacemebiT gavamyaroT SolarWinds-ze Setevis СВР-isTvis Se-
racxadoba.

am kuTxiT, pirvel rigSi, mniSvnelovania realur 
sivrceSi ruseTis specsamsaxurebis operatiuli daintere-
sebis obieqtebisa da miznebis identificireba, vinaidan 
swored aRniSnuli garemoeba warmoadgens am tipis Setevis 
veqtoris erT-erT mTavar maidentificirebel faqtors, ra 
Tqma unda, teqnikuri da operatiuli meTodikis analizTan 
erTad. sxvagvarad, mxolod modus operandi-ze dayrdnobiT 
xsenebuli Setevis romelime konkretuli specsamsaxuris Tvis 
bralad Seracxva arasrulyofili iqneba, Tu gaviTvalis-
winebT, rom ukanasknel wlebSi rigi specsamsaxurebi (maga-
liTad, rusuli APT 29 TURLA jgufi) aqtiurad axorcieleben 
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sxva sadazvervo uwyebebis inficirebas da maTi infrastruq-
turis gamoyenebas, raTa operaciis Cavardnis SemTxvevaSi, 
gamoZiebis kvali Sewydes Sualedur qveyanaSi da Sedegad, 
Setevis realuri ganmaxorcielebeli daudgeneli darCes.17 

amrigad, damatebiT aris mxedvelobaSi misaRebi, 
rom es operacia iyo wmindad sadazvervo tipis da mas ar 
gaaCnda kibersabotaJis an sxva tipis aqtiuri RonisZiebebis 
xasia Ti. es faqtori didwilad amcirebs mocemuli opera-
ciis rf-is ГРУ-s (Главное Разведывательное Управление) mier 
ganxor cielebis SesaZleblobas, vinaidan ruseTis samxedro 
dazvervis mier organizebuli Setevebis analizi cxadyofs, 
rom maTTvis konkretuli sadazvervo operacia warmoadgens 
e.w. aqtiuri RonisZiebebis nawils da gaTvlilia moklevadi-
an periodze. kerZod, mas Semdeg, rac ГРУ moipovebs misTvis 
saWiro monacemebs da dadgeba kremlisTvis xelsayreli mo-
menti am infor maciis gamoqveynebisaTvis, ruseTis samxedro 
dazverva, rogorc wesi, „aqtiuri RonisZiebebis“ farglebSi 
asajaroebs am tipis informacias da Sedegad, praqtikulad 
Tavadve spobs sakuTar sadazvervo placdarms.18 mocemuli 
operacia ki iyo organizebuli imgvarad, rom samizne dawese-
bulebebidan rac SeiZleba didxans momxdariyo mniSvnelovani 
informaciis usafrTxo eqsfiltracia da am procesis uwyve-
toba warmoadgenda generalur xazs mTeli operaciis ganmav-
lobaSi. 

amasTan, naklebsavaraudoa, rom mocemuli operaci-
is ukan idges ruseTis federaluri uSiSroebis samsaxuri 
(Федеральная Служба Безопасности _ ФСБ), miuxedavad imisa, rom 
ФСБ-s mier Catarebuli kiberoperaciebic didwilad wmindad 
sadazvervo mizans emsaxureba. amasTan, APT 29 TURLA jgufi 
uSualod ukavSirdeba ФСБ-s, romlis ZiriTadi operatiuli 
fokusi kibersivrceSi sadazvervo saqmianobis warmoebaa.19

aRsaniSnavia, rom ФСБ SolarWinds-ze Setevis opera-
cias albaT mainc ver ganaxorcielebda, sakuTar samizneTa 
specifikurobisa da operatiuli moqmedebis gansxvavebuli 
arealis gamo. ФСБ-is operaciebis ZiriTadi geografiuli 
zona aris evropis kontinenti, gansakuTrebiT ki, yofili 
sabWoTa kavSiris an sabWoTa blokis qveynebi da maT teri-
toriebze ganlagebuli organizaciebi da dawesebulebebi 
Tu mcxovrebi fizikuri pirebi, radgan ФСБ am geografiul 
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zonebs miiCnevs rf-is teritoriis gagrZelebad, e.w. „axlo 
sazRvargareTad“ (ближнее зарубежье; Near Abroad)20 da maTze 
avrcelebs sakuTar mandats. aRniSnuls isic adasturebs, 
rom ФСБ-s ruseTis mier okupirebul Tu aneqsirebul teri-
toriebze, TiTqosda sazRvris dacvis sababiT, ganlagebuli 
hyavs sakmaod mniSvnelovani kontingenti,21 rac mas, rf-is 
sxva specsamsaxurebTan SedarebiT, upiratesobas aniWebs.

daskvna

kompania SolarWinds-ze Seteva warmoadgens aSS-is isto-
riaSi yvelaze didi moculobisa da zianis momtan kibersadaz-
vervo operacias, romlis Taobazec detaluri informacia 
farTo sazogadoebisaTvis cnobili gaxda. operacia ramde-
nime fazad Catarda, romelTaganac sakvanZo mniSvnelobis 
mqone iyo SolarWinds Orion-is servisis ganaxlebis paketis 
gadaWera da mis sawyis kodSi mavne funqciuri modulebis ise 
CaSeneba, rom igi SeumCneveli darCa rogorc Tavad kompaniis 
(SolarWinds) programistebisa da informaciuli usafrTxoebis 
menejerTaTvis, ise kompaniis beneficiarTa kiberusafrTxoe-
bis uzrunvelmyofi personalisTvis, romelTac CamotvirTes 
da sakuTar sistemaSi gauSves ganaxlebis inficirebuli pake-
ti. aseT organizaciebs ki miekuTvnebodnen aSS-is erovnuli 
usafrTxoebis samsaxurebi, maT Soris is struqturuli dana-
yofebic ki (mag., DHS CISA), romelTa pasuxismgeblobaa aSS-is 
kritikuli sainformacio sistemebis dacva.

Sesabamisad, naTelia, rom SolarWinds-ze Setevis Sede-
gad miRebul zians, uSualod usafrTxoebis ganzomilebas-
Tan erTad, mniSvnelovani reputaciuli danakargebic axlavs. 
kerZod, rusulma mxarem mocemuli SeteviT scada imis demon-
strireba, rom kremlis specsamsaxurebisgan daculi aravinaa 
da Sesabamisad, ruseTs SeuZlia asimetriulad, maT Soris, 
kibersivrceSic, upasuxos sanqciebsa Tu sxva tipis SemzRud-
vel RonisZiebebs. 

am yvelafers acnobierebs asve aSS-is umaRlesi poli-
tikuri xelmZRvaneloba, romelmac mimdinare wlis 15 aprils 
rf-is sagareo dazvervis samsaxurisTvis xsenebuli Setevis 
bralad Seracxvis paralelurad, sanqciebi dauwesa im sajaro 
Tu kerZo dawesebulebebs, romlebsac kavSiri aqvT СВР-sTan. 
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amasTan, mosalodnelia, rom oficialuri vaSingtonis pasuxi 
martooden sanqciebiT ar Semoifargleba, radgan, rogorc 
zemoT ukve aRiniSna, 2016 wlis sanqciebis SemTxveva ruseTis 
samxedro dazvervis winaaRmdeg adasturebs, rom kremlisTvis 
mxolod sanqciebi ar aris efeqturi meqanizmi kibersivrceSi 
mavne qmedebebisgan Tavis Sesakaveblad. sapasuxo „mtkivneul 
RonisZiebebze“ araerTxel pirdapir mianiSnes aSS-is umaR-
lesi politikuri Tanamdebobis pirebma, rac, albaT, ar unda 
gulisxmobdes martooden sanqciebis politikis gagrZelebas. 
amrigad, mosalodnelia, rom winamdebare dokumentSi ganxi-
lul Setevas uaxloes momavalSi gagrZeleba eqneba, romelic 
SesaZloa gaxdes damatebiTi daZabulobis wyaro aSS-sa da ru-
seTs Soris.
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