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nato aris umsxvilesi samxedro organizacia, romelic 
pasuxismgebelia evroatlantikuri regionis usafrTxoeba-
ze. Sesabamisad, msoflioSi da, gansakuTrebiT, evropaSi am-
Jamad arsebuli usafrTxoebis garemo iwvevs diskusias, Tu 
ramdenad SeuZlia natos gauZlos SeiaraRebul Tavdasxmas. 
aRsaniSnavia, rom es ganxilva ZiriTadad Seexeba me-5 muxls, 
romelic koleqtiuri Tavdacvis sakvanZo komponentia da am 
procesSi ugulebelyofilia me-3 muxlis principebi, rac Ta-
visTavad mcdari midgomaa.

natos me-3 muxlis Tanaxmad, „imisaTvis, rom ufro 
efeqtianad iqnes miRweuli am xelSekrulebis amocanebi, mxa-
reebi, cal-calke da erToblivad, gangrZobadi da efeqtiani 
TviTdaxmarebis da urTierTdaxmarebis safuZvelze, Seinar-
Cuneben da ganaviTareben TavianT individualur da koleq ti-
ur SesaZleblobebs SeiaraRebuli Setevis aRsakveTad“ (NATO, 
Resilience and Article 3 2020). Sesabamisad, me-3 muxlis valdebu-

le bebis Sesruleba organizaciis koleqtiuri principis aRs-
rulebis sasicocxlo nawilia, vinaidan is aZlevs saSualebas 
natos, aRasrulos me-5 muxliT gansazRvruli valdebule-
bebi.

miuxedavad amisa, aucilebelia gvaxsovdes, rom Taname-
drove araprognozirebad usafrTxoebis garemoSi „Seiara-
Rebuli Setevis mimarT rezistentuloba“ (NATO, Resilience and 
Article 3 2020) ar gulisxmobs mxolod samxedro mzadyofnas. 
imisaTvis, rom SeiaraRebulma Zalebma operaciis Sesrulebis 
an samxedro Setevis dros SeZlon Zalebis swrafi gadasrola, 
maT sWirdebaT satransporto sistemebi, satelituri komuni-
kaciis saSualebebi, denis wyaroebi da a.S. Tumca cnobili 
faqtia, rom es sistemebi yvelaze metad mowyvladia nebismi e-
ri Setevis dros, rogorc mSvidobis, ise omianobis periodSi.

2014 wlis yirimis aneqsiis Semdeg ruseTma gazarda hib-
riduli aqtivobebi evropuli saxelmwifoebis kritikuli in-
frastruqturis winaaRmdeg, ZiriTadad, kiberSetevebis saSua-
lebiT. amis mizezi ki is aris, rom „ruseTisTvis kiberSetevis 
ganxorcieleba oponentebze gavlenis moxdenis iaffasiani da 
maRali Sedegebis momtani saSualebaa, romlisTvisac vinmes 
pasuxisgebaSi micema rTulia. samxedro konfrontaciis dros 
ruseTs SeuZlia farTomasStabiani kiberSetevis gamoyeneba 
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mowinaaRmdegeebis kritikuli infrastruqturis droebiT 
mwyobridan gamosayvanad“ (Dina 2019).

imisaTvis, rom natom aRniSnuli mimarTulebiT gaaum-
jobesos sakuTari SesaZleblobebi, 2018 wels aliansma 
Sei muSava „erovnuli medegobis Svidi sabaziso moTxovna, 
romelTa mixedviTac wevrma saxelmwifoebma unda gazomon 
sakuTari momzadebis done“ (NATO, Resilience and Article 3 2020). 
erT-erTi maTgani aris „kritikuli komunikaciis medegi sis-
temebi, romlebic miznad isaxavs telekomunikaciisa da kiber-
qselebis Seuferxebel funqcionirebas krizisuli situaci-
ebis drosac ki“ (NATO, Resilience and Article 3 2020), anu sxva 
sityvebiT rom vTqvaT, kritikuli infrastruqturis dacvas.

amasTan, natom miiRo „gaRrmavebuli kiberTavdacvis 
politika“ 2014 wlis uelsis samitze, romlis ganaxlebac Sem-
dgomSi moxda varSavis samitze, 2016 wels, sadac mokavSireeb-
ma kibersivrce operaciebis domeinad aRiares da miiRes 
„ki ber Tavdacvis daTqma“ (Cyber Defense Pledge) (Kačič 2019). do-
kumentis Tanaxmad, mokavSireebma unda uzrunvelyon erovnu-
li qselebisa da infrastruqturis gaZliereba, vaSingtonis 
xelSekrulebis mesame muxlis Sesabamisad (Kačič 2019). amasTan, 
2018 wlis briuselis samitze wevrma qveynebma gadawyvites 
kibersivrceSi operaciebis centris (Cyberspace Operations Cen-
tre) daarseba da erovnuli kiberSesaZleblobebis integrireba 
natos misiebsa da operaciebSi (NATO, Cyber defence 2020) (Kačič 
2019)

miuxedavad yvela am Zalisxmevisa, romlebic mimarTu-
lia aliansis modernizaciisa da adaptaciisaken saerTaSor-
iso usafrTxoebis Tanamedrove gamowvevebis mimarT, natos 
sWirdeba miiRos yovlismomcveli da efeqtiani midgoma evro-
paSi kritikuli usafrTxoebis dacvasTan dakavSirebiT. wina-
mdebare naSromi miznad isaxavs sami ZiriTadi mimarTulebis 
identificirebas, romlebic unda SeimuSaos natom kritikuli 
usafrTxoebis dacvisa da, Sesabamisad, medegobis gazrdisa-
Tvis vaSingtonis xelSekrulebis me-3 muxlis Sesabamisad. 
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natos medegobis uzrunvelyofa kritikuli infrastruqturis 
gaumjobesebuli dacviT

imisaTvis, rom gaumjobesdes kritikuli infrastruq-
turis dacva, natom unda:

1. SeimuSaos kritikuli infrastruqturis dacvis efeqtiani 
strategia

kritikuli infrastruqturis ukeT dasacavad mokav-
Sireebma unda SeimuSaon qselur midgomaze dafuZnebuli 
strategia. es midgoma Camoayaliba ted liuisma sakuTar 
wignSi kritikuli infrastruqturis Sesaxeb. 9/11-is tero-
ristul Setevaze amerikis SeerTebuli Statebis sadazver-
vo sistemebis reagirebis analizisas liuisma daaskvna, rom 
„droSi gawelilma reagirebam da sxvadasxva institutebs So-
ris, aseve sadazvervo da samarTaldacviTi sistemebis ierar-
qiul wyobaSi arsebulma sustma koordinaciam teroristebs 
warmatebis miRwevis saSualeba misca, miuxedavad maT mier 
daSvebuli uamravi Secdomisa“ (Lewis 2006). amitom, misi az-
riT, saWiroa „iseTi ierarqiuli sistemis Seqmna, sadac ar 
iqnebian Suamdgomlebi mmarTvelobis sxvadasxva rgols So-
ris. amis magivrad xelmZRvanelebi CarTuli iqnebian qselur 
struqturaSi, romelic uzrunvelyofs monacemebis, disku-
siebisa da gadawyvetilebebis wertilovan gadacemas. ierar-
qiis TiToeuli rgolis meTaurebs aqvT uSualo wvdoma 
specialistebTan, romlebic floben swor informacias da 
saTanado eqspertizas. Sesabamisad, gadawyvetilebebi miiReba 
swrafad“ (Lewis 2006). liusi miiCnevs, rom vinaidan kritikuli 
infrastruqturis dacvaSi umTavres problemas informaciis 
gacvla warmoadgens, SemoTavazebuli modeli kargad moerge-
ba kritikuli infrastruqturis dacvas.

imisaTvis, rom es midgoma natos realobas moergos, 
wevri saxelmwifoebi unda ganvixiloT, rogorc erTi didi 
struqturis sxvadasxva saagentoebi/seqtorebi/meTaurebi, 
riTac SevqmniT qselur struqturas Suamdgomlebis gare Se. 
iseve, rogorc erTiani sistemis sxvadasxva nawilebi pasu-
xis mgebeli arian, pirvel rigSi, sakuTar usafrTxoebaze, 
aseve „natos TiToeuli wevri valdebulia iyos medegi, raTa 
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SeinarCunos rezistentuloba da hqondes aRdgenis una-
ri bunebrivi katastrofis, kritikuli infrastruqturis 
mwyobridan gamosvlis, hibriduli an SeiaraRebuli SeteviT 
gamowveuli Sokis Semdeg“ (NATO, Resilience and Article 3 2020), rac 
gaTvaliswinebulia vaSingtonis xelSekrulebis mesame muxl-
Si. „qseluri analizi aris inovaciuri midgoma kritikuli 
infra struqturis mowyvladobis analizisas da is unda iyos 
kritikuli infrastruqturis dacvis Sesaxeb miRebuli nebis-
mieri strategiis centraluri xazi. „marTlac, am midgomas 
bunebrivad da logikurad mivyavarT Sesabamis principebamde, 
romlebic SeiZleba moicavdes nebismier efeqtian strategias 
TiTqmis yvela seqtorisTvis“, - askvnis liusi.

2. gaaZlieros TanamSromloba kerZo seqtorTan

cnobilia, rom kritikuli infrastruqturis obieqte-
bi, ZiriTadad, kerZo sakuTrebaa. Sesabamisad, isini arian 
yvelaze mowyvladi nebismieri Setevis SemTxvevaSi. magali-
Tad, „2014 wels kiberusafrTxoebis kompaniebma CrowdStrike da 
Symantec gamoaaSkaraves ruseTTan dakavSirebuli jgufebis 
mier Catarebuli kiberoperaciebi, romelTa samizne iyo 
dasavluri gazisa da navTobis kompaniebi, aseve energe-
tikis sferoSi sainvesticio kompaniebi, romelTa nawilsac 
xsenebuli samizne kiberinfrastruqturis distanciuri mar-
Tva hqondaT danergili, ramac bevrad gaamartiva sabotaJis 
ganxorcieleba“ (Schmitt 2019). amis Semdgom, „2015 wlis de-
kemberSi, ruseTma ganaxorciela NotPetya kiberoperaciebi 
ukrainis ener getikul qselze. amave dros, ruseTis hakerul-
ma jgufebma daiwyes Seteva amerikis infrastruqturaze, maT 
Soris, energoqselsa da atomur eleqtrosadgurebze (Schmitt 
2019).

amrigad, gasagebi xdeba, rom kritikuli infrastruq-
turis dacva TiTqmis SeuZlebelia kerZo seqtoris warmomad-
genlebTan warmatebuli TanamSromlobis gareSe.

unda aRiniSnos, rom nato gansakuTrebul yuradRe-
bas aqcevs kerZo seqtorTan TanamSromlobas. 2014 wlis 
uelsis samitze mokavSireebma gadawyvites NATO Industry Cyber 
Partnership-is (NICP) daarseba (Kačič 2019). NICP-is saSualebiT 
xdeba kiberTavdacvis Sesaxeb informaciisa da codnis gazi-
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areba, saukeTeso praqtikis SemuSaveba, kiberriskebis gagebis 
gaumjo beseba da swavleba natos kiberTavdacvis mimarTule-
biT (Kačič 2019).

miuxedavad amisa, kerZo seqtorTan TanamSromloba 
unda iyos ufro Rrma da metad efeqtiani. amisaTvis elsa li 
gvTavazobs saintereso midgomas. avtoris azriT, safrTxee-
bis Sesaxeb monacemebis moqnili wvdoma da informaciis gacv-
la unda iyos aseTi tipis TanamSromlobis safuZveli. lis 
azriT, samarTaldamcavma struqturebma unda miscen ufleba 
kerZo seqtoris warmomadgenlebs hqondeT wvdoma ukve cno-
bili safrTxeebis Sesaxeb monacemebze, rasac daeyrdnobian 
arsebuli tendenciis analizisas. sxvadasxva organizacia 
isedac awarmoebs momxdari incidentebisa da movlenebis sa-
kuTar Sida aRricxvas. damatebiTi sargeblis momtani iqnebo-
da maT rom hqondeT saSualeba, Sexedon sxva organizaciebis 
incidentebs da Seityon maTken mimarTuli Setevis, maT siste-
mebSi SeRwevisa Tu TvalTvalis Sesaxeb da gaaziaron infor-
macia. es miscemda maT saSualebas, ganexilaT maT sistemebze 
amgvari Setevebis ganxorcielebis SesaZlebloba da inci-
denti winaswar aRekveTaT. safrTxeebi SeiZleba erT RameSi 
Seicvalos. swored amitom informaciis Segroveba, analizi, 
Sefaseba, sapasuxo zomebis SemuSaveba da ganxilva saWiroa 
mimdinareobdes uwyvetad. amis mizania safrTxe davinaxoT ma-
nam, sanam is gaxdeba realuri, aqtiurad CarTuli romelime 
dawesebulebis winaaRmdeg SetevaSi an ukve SeRweuli rome-
lime SenobaSi, rac SemdgomSi iwvevs katastrofas“ (Lee 2009). 
aseTi midgoma unda iyos sakmaod efeqtiani, radgan erTad 
uyris Tavs mowyvladi seqtoris warmomadgenlebs da exmareba 
gaigon sxvadasxva industriis ZiriTadi maxasiaTeblebi, rac 
problemis gadaWris kidev erTi sasicocxlo aspeqtia.

3. evrokavSirTan TanamSromlobis gaRrmaveba

2016 wlis 8 ivliss evropuli sabWos prezidentma, 
evro komisiis prezidentma da natos generalurma mdivanma 
xeli moaweres varSavis erTobliv deklaracias (NATO, Joint 
declaration 2016). dokumentis Tanaxmad, evropaSi medegobis 
kidev ufro gasaZliereblad ori organizacia, sxva mraval 
sakiTxTan erTad, „miznad isaxavs hibriduli safrTxe ebis wi-
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naaRmdeg sakuTari brZolis unaris gazrdas, rac gulisxmobs 
medegobis gaZlierebas, analizis, prevenciisa da adreuli 
gamovlenisas TanamSromlobas, informaciis droulad gacv-
lis safuZvelze; aseve, SeZlebisdagvarad, TanamSromelTa 
Soris sadazvervo informaciis gacvlis saSu alebiT da 
TanamSromlobas strategiuli komunikaciebisa da sapasu-
xo zomebis SemuSavebis mimarTulebiT“. garda amisa, organi-
zaciebi SeTanxmdnen, rom gaafarToebdnen koordinacias 
kiberusafrTxoebisa da kiberTavdacvis sferoebSi, maT So-
ris, misiebisa da operaciebis, wvrTnebis, swavlebebisa da 
treningebis mimarTulebiT“ (NATO, Joint declaration 2016).

aqedan gamomdinare, bolo wlebSi hibriduli safrTxee-
bisa da kiberusafrToxebis sferoebSi evrokavSirsa da natos 
Soris arsebuli TanamSromloba mniSvnelovnad win wavida. 
natosa da evrokavSirs Soris arsebuli saerTo SeTavaze-
bebis ganxorcielebis Sefasebis meeqvse angariSis Tanaxmad, 
orma organizaciam gaaRrmava TanamSromloba hibriduli 
gamowvevebisa da kibersafrTxeebis sapasuxo zomebis Semu-
Sa  vebis mimarTulebiT, Tematuri diskusiebis, erToblivi 
seminarebisa da wvrTnebis, regularuli konsultaciebisa 
da informaciis gacvlis saSualebiT. dasaxuli miznisTvis 
gamoiyeneba sxvadasxva meqanizmi, kerZod: hibridul safrTx-
eebTan brZolis srulyofis centri (Countering Hybrid Threats in 
Helsinki (Hybrid CoE)), evrokavSiris swrafi Setyobinebis sistema 
(the EU’s Rapid Alert System (RAS)), natos strategiuli komuni-
kaciebis srulyofis centri (the NATO Strategic Communications 
Centre of Excellence (StratCom CoE)), natos samoqalaqo sagangebo 
dagegmvis komiteti (NATO’s Civil Emergency Planning Committee 
(CEPC)), natos katastrofebze reagirebis koordinaciis ev-
roatlantikuri centri (NATO’s Euro-Atlantic Disaster Response Co-
ordination Centre (EADRCC)), evrokavSiris sagangebo reagirebis 
koordinaciis centri (the EU’s Emergency Response Coordination 
Centre (ERCC)) da sxva (NATO, Sixth progress report 2021).

miuxedavad imisa, rom hibriduli safrTxeebisa da ki-
berusafrTxoebis sferoebSi warmatebuli TanamSromloba 
sasicocxlod mniSvnelovania evropuli saxelmwifoebisTvis, 
evrokavSirisa da natos wevr saxelmwifoebSi saTanadod ar 
aris daculi kritikuli infrastruqtura. arsebul pozi-
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tiur gamocdilebaze dayrdnobiT, natos SeuZlia gaaRrmaos 
TanamSromloba evrokavSirTan kritikuli infrastruqturis 
ukeT dasacavad da aliansis medegobis gasaZliereblad.

evrokavSirma am mimarTulebiT ukve SeimuSava garkveu-
li meqanizmebi. 2006 wels evropulma komisiam wamoiwyo evro-
puli programa kritikuli infrastruqturis dacvis Sesaxeb 
(European Programme for Critical Infrastructure Protection (EPCIP)). es 
aris im zomebis paketi, romlebic miznad isaxavs evrokavSiris 
wevr qveynebsa da ekonomikuri aqtivobis yvela relevantur 
seqtorSi kritikuli infrastruqturis gaumjobesebul dac-
vas. evrokavSiris iniciativa kritikuli sainformacio inf-
rastruqturis dacvasTan dakavSirebiT (EU initiative on Critical 
Information Infrastructure Protection (CIIP)) mimarTulia kritikuli 
sainformacio da sakomunikacio teqnologiebis usafrTxoe-
bisa da medegobis gaZlierebisaken (EU 2021). amasTan, evro-
puli komisiis erToblivi kvlevis centri (Joint Research Cen-
tre of the European Commission) koordinacias uwevs kritikuli 
infrastruqturis dacvis evropul sainformacio centrs 
(coordinates the European Reference Network for Critical Infrastructure 
Protection (ERNCIP)), teqnikur mxardaWeras uwevs direqtivas 
evropuli kritikuli infrastruqturis Sesaxeb da monawi-
leobs sxvadasxva kvlevaSi, rogoricaa, magaliTad, saerTa-
Soriso kiberusafrToxebis wvrTnebisTvis meTodologiis 
SemuSaveba, qseluri infrastruqturis mowyvladobis Sefase-
ba uamindobiT gamowveuli movlenebis dros da afeTqebebis 
mimarT Senobebisa da satransporto sistemebis medegobis 
analizi (EU 2021).

regularuli konsultaciebisa da informaciis gacv-
lis Sedegad, natos SeuZlia gamoiyenos kritikuli infra-
struqturis dacvis evrokavSiris gamocdileba. diskusiebis 
raodenobis gazrda yvela doneze da operaciebisa da SesaZ-
leblobebis gansaviTareblad praqtikuli TanamSromlo-
bis gaZliereba xelSesaxeb Sedegebs gamoiRebs. am sferoSi 
sasicocxlod mniSvnelovania strategiuli partniorobis 
gaZliereba, gansakuTrebiT, usafrTxoebis im gamowvevebis 
fonze, romelTa winaSec dgas Tanamedrove msoflioSi es ori 
organizacia.



10

daskvna

miuxedavad imisa, rom nato aris yvelaze warmate-
buli aliansi kacobriobis istoriaSi, romelic arsebuli 
meqaniz mebisa da politikis modernizaciiT mudmivad cdi-
lobs adaptacias usafrTxoebis Tanamedrove garemosTan, ma-
sac jer kidev sWirdeba garkveuli mimarTulebebiT muSaoba, 
rac warmodgenilia winamdebare naSromSi. Crdiloatlanti-
kuri xelSekrulebis organizaciis damfuZnebeli dokumen-
tis me-3 muxli moiTxovs wevri saxelmwifoebisgan medegobis 
gaZlierebas SeiaraRebuli Setevis dros, rac maTi mxridan 
gulisxmobs sakuTari usafrTxoebis arqiteqturis samxed-
ro da samoqalaqo obieqtebis usafrTxoebaze muSaobas. ze-
moT warmodgenili rekomendaciebi efeqtiani strategiis 
SemuSavebis, kerZo seqtorTan da evrokavSirTan TanamSrom-
lobis gaRrmavebis yvelaze efeqturi nabijebia, romlebic 
aliansma unda miiRos moklevadian perspeqtivaSi kritikuli 
infrastruqturis dacvis gasaZliereblad. 



11

bibliografia

• Dina, Sebastiano. 2019. Cyberwarfare and Critical Infrastructure. Strategic Brief, 
Washington: Center for European Policy Analysis (CEPA).

• Kačič, Matjaž. 2019. “Commentary on Articles 2 and 3 of the Washington Treaty.” 
Emory International Law Review. 

• Lee, Elsa. 2009. Homeland Security and Private Sector Business: Corporation’s Role in 
Critical Infrastructure Protection. Taylor & Francis Group.

• Lewis, Ted G. 2006. Critical Infrastructure Protection in Homeland Security: Defending 
a Networked Nation. John Wiley & Sons, Inc: Hoboken.

• NATO. 2020. “Cyber defence.” March 17.

• NATO. 2016. “Joint declaration by the President of the European Council, the President 
of the European Commission, and the Secretary General of the North Atlantic Treaty 
Organization.” July 8. https://www.nato.int/cps/en/natohq/official_texts_133163.htm.

• NATO. 2020. “Resilience and Article 3.” 31 March.

• NATO. 2021. Sixth progress report on the implementation of the common set of 
proposals endorsed by EU and NATO Councils on 6 December 2016 and 5 December 
2017. NATO.         
https://www.nato.int/nato_static_fl2014/assets/pdf/2021/6/pdf/210603-progress-
report-nr6-EU-NATO-eng.pdf.

• Schmitt, Michael. 2019. “U.S. Cyber Command, Russia and Critical Infrastructure: 
What Norms and Laws Apply?” Just Security, June 18.


	#166_GEO_TXT.pdf
	_Hlk82497321


