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ABSTRACT. The relevance of the research topic is due to the need for lecturers to find ways
and technologies to maintain a high level of motivation and attention of students and cadets of the
cybersecurity speciality in practical classes. Traditional methods and means, as practice shows, are
not limitless. The main aspects of the work. The paper examines the existing best practices of the use
of games by researchers in the educational process. Based on the positive results, it is proposed to
develop specialized computer programs to increase the educational interest of students and cadets of
the cybersecurity speciality in practical classes. Scientific novelty. The concept of building a training
complex for training cybersecurity specialists based on a computer game is proposed for the first time.
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INTRODUCTION:

With the advent of computer engineering, the motivation for traditional teaching methods
began to fade paradoxically rapidly among students and cadets. Given the degree of declining interest
among young people in technical (engineering) specialities and artificial demand for economic
specialists, in modern market conditions, the problem of finding new approaches to the motivation of
students and cadets has arisen.

To help solve this problem, gaming methods of adult education have come to the fore.
Excessive use of a phone or tablet during training does not create a sense of compulsion in a person,
but unfortunately, it covertly leads to gambling addiction — a disease of the XXI century.

However, this is not entirely true, since addiction increasingly arises from the game, game
program, online games with which it connects the user [1]. There is nothing special about smartphones
themselves that would cause addiction, but the real driving force of our attachment to these devices
arises from the hypersocial environment in which a person lives in the modern world [2].

ANALYSIS OF RESEARCH AND PUBLICATIONS

An analysis of current research has shown that this issue has attracted the attention of quite a
large number of scientists. Among the many publications, in relation to our subject of research, the
following works are of great importance.

In work [3], an innovative idea of gamification of the higher education system through the
introduction of computer games is proposed. In this paper, the hypothesis is laid that as a result of the
introduction of game pedagogical technology for teaching electrical engineering disciplines by the
method of virtual computer game, due to the interest shown by young people in computer games, a
positive effect will be achieved in motivation and learning outcomes. The preliminary results served
as the basis for the further development of the method of playing using a virtual computer during the
independent training of cadets on training facilities [4].

It has been established that the use of gaming technologies in education (gamification) attracts
the attention of a significant number of researchers.

"Gamification is an educational technology that is rapidly developing, having a huge potential
to positively influence the effectiveness of the educational process" [5, p. 135]. According to
V.Y. Buhaieva, gamification can be considered as a way of forming active professional behavior of
future IT industry specialists.

Continuing to develop the idea of the prospects of gamification of higher education, it is
interesting to note the opinion of researchers that:

"gamification is the concept of applying game mechanics and game design methods in a non—
game context to attract and motivate people” [6, p. 25];
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gamification reveals the possibility to consider the formal and informal space of the learner [7];

gamification allows you to build learning based on game methods and thus strategically
improve learning and education [8].

In a separate group, it is possible to combine studies in which scientists consider gamification as a
certain pedagogical technology: teaching [9]; innovative [10]; professionally-oriented learning [11].

A separate group of studies consists of the results of scientists, in which reflections on
gamification are presented, namely:

on the advantages and disadvantages of gamification in online higher education [12];

as a warning to the modern and popular gamification process, the results revealed numerous
risks in media practice [13].

Considering the abovementioned, we agree with the author that gamification is a trend of
modern higher education [14] with many advantages and prospects, and at the same time excessive
cybernetization of education makes it more vulnerable to cyber threats [15].

Problem statement and its connection with important scientific tasks. The result of the
research analysis [3-15] showed that in modern pedagogy, the lecturer's problem of increasing the
interest and motivation of students and cadets in cybersecurity by improvised means for the effective
organization of the educational process remains relevant and unresolved. Taking into account the
above, the authors have chosen this relevant area of research.

PURPOSE OF THE ARTICLE

To substantiate the concept of a training complex for training cybersecurity specialists based on
a computer game.

To achieve the goal , the following tasks are set:

1. Analyze the current state of research and publications.

2. To develop a conceptual idea of using a computer game in the practice of training specialists
in the field of cybersecurity.

MAIN RESULT OF THE RESEARCH

Until now, competitive (game) tasks are most used in the study of the processes of armed
struggle.

With the advent of cyberspace, according to the authors [16], a new space for fighting has
appeared — cybernetic.

In work [17], the researcher proposed the idea of considering the conflict of interaction of
objects in cyberspace as a kind of model. Taking into account the classification of game theory
problems [18, p. 221] and the strategy of a possible educational game in cyberspace [19], we can
present this model in the form of the following Figure 1.

The main principle of gamification is to ensure the receipt of constant feedback from the user,
providing the possibility of dynamic correction of his behavior [14].

The main aspects of gamification according to the researcher [14] are:

dynamics — the use of scenarios that require the user's attention and reaction;

mechanics — using scripted elements such as virtual rewards, statuses;

aesthetics — creating a general gaming experience that promotes the emotional involvement of
the user;

social interaction is a wide range of techniques that ensure user interaction.

Gamification of the educational process, according to the author of the study [14] affects three
areas of student behavior, namely:

— cognitive (the game contains a system of rules for players; provides solutions to specific
problems adapted to the skill level of the player; the growth of difficulties contributes to the
acquisition of appropriate skills by players; the content and organization of the game provide an
opportunity for students to go different routes that allow players to choose their intermediate goals
within the overall task);

— emotional (participation in the game allows players to experience different emotions from
joy, pride in their achievements to disappointment. This is due to the fact that in order to acquire new
knowledge, the player has to fail at some stage of the game. During the game, students' attitude to
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mistakes changes (they have the right to make mistakes), they do not get a bad grade for an incorrect
answer);
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Figure 1 — A model of confrontation in cyberspace
taking into account the classification of game theory

— social (content of the game and its organization allow players to perform new roles and make
decisions. Playing alone or in a team and performing various roles, players in the safe space of the
game have the opportunity to form a willingness to work in team, dialog speech).

The game of cybersecurity, like any game, has certain rules that oblige all participants of the
game to adhere to certain sequences, analysis and the choice of response algorithms, depending on the
conditions of the tactical situation deployed on the virtual battlefield.

The value of the game cannot be exhausted and evaluated by entertainment and reactive
capabilities [20]. The phenomenon of the game lies in the fact that, being entertainment, recreation, it
is able to develop into study, into creativity, into a model of the type of human relations and
manifestations in work.

In this study, it is proposed to consider the game from the point of view of the teaching method.
Then the method of pedagogical play will be widely used in the development of military art, which
means it will contribute to students and cadets in acquiring professional skills.

Unlike games in general [20], a controlled pedagogical game has an essential feature — a clearly
formed learning goal and corresponding pedagogical results that can be justified, explicitly
highlighted and characterized by an educational and cognitive orientation.

Taking into account the abovementioned, an educational model of the computer game
"practical implementation of confrontation in cyberspace according to the rules of the ontology of
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cybersecurity” is proposed, the functional model of which is presented in Fig. 2. On this model, it is
possible to study (model) the influence of incoming processes in cyberspace.

By analogy to the work [20], we suggest that game software developers join the creation of a
training game strategy for cybersecurity similar to the one used in computer games. Its emulation, like
a computer game, is rationally used during practical training in the training of cybersecurity
specialists.

The purpose of using the software product is for students and cadets to acquire primary
practical skills in manual configuration of systems and components of a cybersecurity system. In
addition, the game software product will be useful, for example, when configuring routers, firewall,
etc. on a conditional educational information system (see Fig. 3).
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Figure 2 — Functional model practical implementation of confrontation in cyberspace according to the
rules of the cybersecurity ontology

With the help of the game emulator, practical training of specialists in the field of cybersecurity
can be carried out during training sessions:

arrangement of the workplace by a specialist;

on the speed of assembly / disassembly (block repair) of a computer, laptop;

simulate the settings of the access point to the components of the information and
communication network (Fig. 3);

remote configuration of routers, firewall, etc.;

development of fast programming skills;

working out the algorithm for the commander's decision-making.

It is necessary to point out the main advantage when training specialists in the field of
cybersecurity, which is that it is possible to preserve expensive equipment from damage as much as
possible in case of erroneous actions of students.

Own modeling helps a cybersecurity specialist to clearly understand the sequence of elementary
actions, study the construction of the network, understand the meaning of cyberspace protection in
accordance with his sector of responsibility, develop a creative idea of searching for new contextual
algorithms for implementing cybersecurity.
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Figure 3 — A fragment of a conditional educational information system

The participant of the game "Intruder Side" under the guise of "Threat Agents” create
educational cybernetic destructive informational effects if necessary to attack an enemy resource. At
the same time, the participant of the "Defense Side" game, acting as a future specialist in the field of
cybersecurity, should form a quasi-professional solution in the game that would neutralize the
cybernetic destructive information impacts created by threat agents.

The result of the game will be the preservation of the integrity of the assets by the participants
of the game "Defense Side".

So, the implementation of a computer game with a certain form of classes takes place in the
following main areas[20]:

the didactic goal is set by students and cadets in the form of a game task;

educational activity is subject to the rules of the game;

the educational material is used as its means;

an element of sports competition is introduced into the educational activities of students and
cadets, which turns the didactic task into a game;

the successful completion of a didactic task is associated with the game result.

Then the trainee, while learning during a computer game, does not suspect that he is learning
something. In an ordinary higher school, it is not difficult to indicate the source of knowledge. There
is no source of knowledge in a computer game that is easily learned by students and cadets. The
learning process develops in the language of actions as a result of active contacts with each other.
Such game training (by analogy with work [20] will be unobtrusive for cadets.

Discussion of preliminary results.

Estimates of the effectiveness of using computer games in the military sphere on the example
of the use of virtual reality and 3d technologies given in work[21], confirm the high effectiveness of
computer games in the educational process.

With the help of building training of cybersecurity specialists using a computer game, it is
possible to increase the level of motivation, which is confirmed by the results achieved in similar
areas, for example, motivation in esports players [22], which is confirmed by the gaming motives
considered in the work [20].

It should be borne in mind that computer games increasingly carry a modern danger, which lies
in the mass emotional, psychological perception of the game [23]. The paper [24] established the
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influence of computer games as a new cultural factor on the formation of personality. With excessive
enthusiasm for them, such a perception can lead a person to an aggressive manifestation [25] and
when similar symptoms of computer addiction are detected [26].

It should be stated that virtual space is a new type of cultural space, which is characterized by
freedom of creativity, illusory, dynamism, the ability to accelerate or turn time [27] and there is no way
without it. As is known, there is no going back.

CONCLUSIONS

Gamification in higher school makes it possible to create such an information and learning
environment that promotes independent, active striving of students and cadets to acquire knowledge,
professional skills and abilities, such as critical thinking, decision-making, teamwork, being ready to
cooperate; helps to reveal abilities and motivates self-education. Taking into account the presence of
positive experience in the use of computer technologies in the training of people of different ages, it
seems appropriate to use elements of the game in the training of specialists in the field of
cybersecurity. At the same time, it is necessary to be careful about the use of gamification. It is clear
that the spirit of struggle encourages students and cadets to do tasks faster and better, but if one of the
participants gets a result that is much worse than that of the leaders, then with certain attitudes, this
person may lose courage and decide that there is no point in learning, anti-motivation ensues. Game
software developers are invited to develop specialized computer programs to increase the educational
interest of students and cadets of the cybersecurity specialty in practical classes. Based on the above,
it can be predicted that the use of computer games in the training of specialists in the field of
cybersecurity at the initial level, whose purpose is to develop an interest in technology, improve
communication skills that can be transferred to simulators of real means. The skills acquired during
classes will be useful in future professional activities.

SCIENTIFIC NOVELTY

The concept of building a training complex for training cybersecurity specialists based on a
computer game is proposed for the first time.

PROSPECTS FOR FURTHER SCIENTIFIC RESEARCH

The theoretical results obtained in the process of scientific research form the basis for further
research in substantiating the technical task for the development of computer software from the game
in cyberspace.
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ABSTRACT :Cryptography plays a very important role in our everyday lives. Cryptography is used to
transfer funds and data safety. It encrypts what we send so it can't be seen by anyone, other than the person
we send it to or changed by a middleman. And thanks to the advances in cryptography, today we can send
whatever want, without worrying about hackers getting this information. This article discusses how our
information is encrypted and how secure this encryption method is.

KEYWORDS: cryptography, cyber information, encrypted

Introduction

In today's article, we talk about cryptography use in everyday life. Many people haven't heard anything
about this word so they don't know how often cryptography is used in the 21st century. We can't take our
phones as an example, because we store our most personal information on them they are very protected.

What is cryptography? what are the Different encryption methods? What is hashing? What is crypto
analysis? How is cryptography used in everyday life?

The word cryptography comes from the greek word Kryptos, meaning hidden. Crypt means hidden, and
the suffix -graphy stands for writing. It also is the science of hiding information. Cryptography is closely
connected to mathematics and computer science. In everyday life, we see the use of cryptography in credit
cards, transfers, passwords, and more. cryptography today is a normal profession that has sub-professions.
Such as cryptoanalysis.

Cryptography and computer science are closely connected still both professions are quite demanded,
both are very popular, and highly paid jobs but cryptography is more underrated.

Encryption methods and what they're used in

There are two different types of encryptions, symmetric and asymmetric. both have their advantages
and disadvantages. Symmetric encryption works by giving the sender and the receiver a Secret Key this key
is used to turn plaintext into ciphertext then this ciphertext is sent and the person that receives it uses the
same key to decipher it back into plain text. This method's advantages are that symmetric encryption is fast
and efficient when it comes to large files. Symmetric encryption is commonly used in Payment applications,
such as card transactions where PIl needs to be protected to prevent identity theft or fraudulent charges.
Validations to confirm that the sender of a message is who he claims to be. Random number generation or
hashing. The disadvantage to symmetric encryption is keeping the key secret. If a hacker gets this key all of
the information that u send will be available to him. The most widely used symmetric algorithm is AES-128,
AES-192, and AES-256.[1,2]

Asymmetric encryption uses a mathematically related pair of keys for encryption and decryption: a
public key and a private key. If the public key is used for encryption, then the related private key is used for

8
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decryption. if the private key is used for encryption, then the related public key is used for decryption.
Although asymmetric encryption is much safer than symmetric it has many disadvantages such as: being
slower, if the private key is lost u can't decrypt anything sent to you, public keys aren't authenticated, so no
one can ensure a public key belongs to a specific person. Asymmetric encryption is used in key exchange,
email security, web security, and other encryption systems that require key exchange over the public
network such as SSL/TLS, SSH, and HTTPS

Hashing

Hashing is the process of transforming a given key or a string of characters into another value. this
usually is represented by a shorter, value or key that represents and makes it easier to find the original string.
A hash function generates new values using a mathematical hashing algorithm, known as a hash value or
simply a hash. A good hash always uses a one-way hashing algorithm to prevent the hash from being turned
into the original key. A hashing algorithm is a mathematical function that garbles data and makes it
unreadable. Hashing is commonly used for Data indexing and retrieval, digital signatures, Encryption, and
others.

the main difference between hashing and two other forms of data encryption is that once data is
encrypted, it cannot be decrypted. This ensures that even if a hacker gets his hands on a hash, it will be
useless since he cannot decrypt the contents of the message. Message Digest 5 and Secure Hashing
Algorithm are two widely used hashing algorithms.

Hashing also has its disadvantage, for example, Hash is inefficient when there are many collisions it
doesn't allow null values and hash collisions are practically not avoided for a large set of possible keys[5]

How SSL/HTTPS works

HTTPS(Hypertext Transfer Protocol Secure) secures communication and data between a user's web
browser and a website. it appears in your URL when the website is secured by an SSL
certificate.SSL(Secure Sockets Layer) is a bit of code on your web server that provides security for online
communications.HTTPS uses an encryption protocol to encrypt communications. this protocol is called
TLS(transport layer).HTTPS uses an asymmetric public key infrastructure to secure communications [3,4] .

Cryptoanalysis

Cryptoanalysis is the process of studying cryptographic systems to look for weaknesses or leaks of
information. cryptoanalysis explores the weaknesses of the underlying mathematics of cryptographic
systems but it includes looking for weaknesses in implementation, such as side-channel attacks or weak
entropy inputs [5]. Side-channel attacks (SCASs) aim at extracting secrets from a chip or a system, through
the measurement and analysis of physical parameters. Examples of these parameters are supply current,
execution time, and electromagnetic emission. These attacks pose a serious threat to modules that integrate
cryptographic systems, side-channel analysis techniques have proven successful in breaking encryptions
and extracting the secret keys [6].

Money transfers
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A lot of banks use ATMs because they are convenient and safe for taking money out of your bank account.
And because their so widely used, the process of taking money out or putting it in needs to be encrypted.
This encryption is known as Hardware Security Module Encryption(HSM). It protects our PIN
confidentiality and other personal information, which exists on our credit or debit cards [7]. This system
also ensures that cyber-criminals can’t reach our PINs while the transaction is still active or when you use
the ATM.

Conclusion

Allin all, cryptography is a powerful tool today used for protecting our private information from hackers.
We use it in our daily activities every time we send messages to transfer funds or transfer data, by using
asymmetric or symmetric encryption our data is turned into cyphertext that cyber-criminals can't decipher
without a special key. The most commonly used symmetric algorithm is AES-128 which is nearly
impossible to decipher without a key. Even though modern encryption methods are really useful and
convenient if not set up properly cyber criminals can decipher the information we send. And if the person
loses their secret key somehow deciphering texts sent to them will be impossible to decipher.
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3bMm gmEomodg, Lsgsdogguml 3obbgliolis s Ggbmemmyogdols MboggMlio@gdol 3hmeglmao,
30096vL553bMYdOL JMBLEENEE0. 3039Mls53HMbMdOL LogsBAsBsMEgdeM 33eggzomo 3gbEMols
CYSEC @s3g136909¢00, 353053306 Lsdobolig®mb 30d96Mmlisg®ombmgdols dommml otgd@meo 2014-2017

$amgddo.

ABSTRACT:The democratic approach considers that all elections are expected to be free, open and fair,
and based on secret ballot; Digital Solutions, IC Technologies are integral parts of the modern electoral
process. Their usage increases confidence, the degree of freedom and impartiality of elections, but from a
cybersecurity perspective, any process involving the use of electronic devices or digitized data contains
risks. Technology cannot be introduced at the cost of compromising mentioned requirements.

Depending on the motives of the attacker, cyber threats can lead to a decrease in confidence in the
democratic process. Due to the growing trend of using cyber and information operations to interfere in
elections, the cybersecurity of electoral processes is definitely one of the most important tasks of the state.
The article gives a short overview of the cyber threats to election and discusses some cybersecurity
aspects of integration of digital solutions into elections processes.

KEYWORDS: cybersecurity, digital solution

BLEHMJHO: ©IIMIGIGHOMO LaBMsEMYds dmgEol, MM 6ydobdogmo s®RY369d0 0d6gds
05306Bo0,  ©0o,  LsdsOmEosbo s  MBOMB3gwymxkgl  dmdowosdol  sBg3s60L
RBOMEMO.30ROWWO  Bgdbmemyogdo, 3mI3oBHIOMwo  LobEGgdgdo s  3OHMYMHTMEO
OO Mb39wYmgzs Lso®PBg3bm 3MMmEgLol Mmommgmmo 3m33mbgbEol 8gdsagbgro Bsfoeros.
domo 259mygbgds 9MBg36900L LobEMMBLL, s30LvRWGIOL boMolbLy @S 80v)39MIMII MBS
BOEOL, I3, 300IOHMLIBOMNLMYdOL 3gML3gJEH030ws6, BgdoldogMo 3HmEglbo, OmIgeos
903936 9e9dGHOMbMwo  Imfigmdowmdols b go3ogMwgdmwo dmbs3999d0L  godmyqbadsls,
396033999 fomo@, MoL3ol d98339w0s. 3bsw0s, GHgdbmEwmyngdol sbgMy3s 56 Mbws dmbgl
B90mBsIMM3owo  Jmmbmgbgdols  botrxHg.0530sdlbIgemol  dmEGH03006  godmBobsdy,
3009MLOgOMbY9dds  Tglodwrms  IgbMEml  56MBg36900L  Mo30LIBGdS,  296s30MHMDMU
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©99M30530Mwo 3OHMmELBoLYA0 BEMdOL d9930609ds.059dMH030s, 3009M6sTsol BeMOl
A969gb300L  30MHMdGdT0,  LosMBg3bm  3MIM(3gLYdIOL  30¥9ONMLIBOPBMYds  MobsTgEMMZY
Lobgerdfogmbomgol goo ghmo  1dbodzbgarmzabglbo  sdmEsbos. LESEG0sdo  gobgobowsgm
5069369000  20dmygbgdemo 308300 39dbmemyngdol  godmygbadolisl  HoMdmgdboen
3009MLOROMNHYGBL o 30BYMMBIBOMBMYGOOL BMYOIHM SB39JAL.

1533960 BoEY3g00:  oRGemo  Hgfberrmzogdo,  3089G79LsRGNbMYBs,  M5b3TIOH™Z
A9Fb2er g 980

3O8OMo 39dbmemaogdo, 3md30vBHIOwo LobEGgdgdo s 3MMYMTMo MHOHMBIGYMBS
LosMBY3bM 3MMEgLOL Mommgmmo 3md3mbgbEol F9dsagbgaro bofowos. Bsmo godmygbgds
566936900l LEBEMMBLL, 530LBRWGIOL boGobbls s F0v39MHAMGOMBDL BOOL, MwYd3s,
30096bsBOObMYdOL  390L39dH030b,  Bgdoldogho  3Om3gLbo,  GMIgwoi  IMo3e3L
909dHOMbmwo  dmfgmdowmdol b AoEogOWwgdmwo  dmbs3gdgdol  4sdmygbgdsl,
3963390 fowaq, olzol 993339woo.

06906103005, 3009MHBsTools BOPOL  FHYbIbE00L 306MHMdFdT0, LssMRI3bM 3MMEgLgdOL
3009OMLoRMMbMgds  Mobsdg®mmgzgg  Lobgardffogmlismzol gho ghomo  mdbodzbgermgsbglo
59m396ss.

DMYO©O©, 3009M53LLACL  BH9dbogMMo g 5©sT0sbMMO  39JBHMOMO  FMOoEIgL 0935
Lo0bBMOMI>300 3gJbmmaomMo LoliGgdgdl, sbg3zg dsmo F9ddbols s FoGm30l 3GM(39L90U.
6900LdogH LBIOMLS vy 0bEMLEG®d0  LolGIIoL b  3OMYMsBMwo  MBOHMBlgYmBOL
&99603m00  LoMLbEOL  339¢s335¢,  bToMs, 30d9MTY3HI3900L  9BLbMOE0gEgdws©
500535060 GgodBHMmMo  20dm0ygbgds. 0MbgdMm030s, g BHgbwgbEos 3ME3IEIds Los®PBg3bm
LobB9Igool  30d9OMLIGOPbMYBIBYE.  93eALbIgOL  IMBH0306  godmdobay,
30096LsxzOMbYdds  Fgloderms  Igbemml  90BJ36900L  Moz30LMBEGds,  29Bs30MMdMU
©99m365G090 3OHME3gLoLsEdo bEmdol dgd30Mgds.

OMymO3 5006086y, 39bsdgcmmzg 56MRI3bgd0L  Mmomgdol g4zgws 3mI3Mbg6EH0sds mvy 0l
RMOI0N 353006090 MW0s  F0BON  3gdbmEMmyogdmb s 3OMEgLYdMSD.  LssMhg3bm
©99bGHMPOL  FoBmgds,  5MIOBY3gMs,  35MEGH0YOOLs s 396OIGHIOOL  MYROLEMSE0,
356 3H0900bd s 3960aEHJOOL MYRoLEME0s, 933003909, LosMh]3bM 5EBboLEBHM300L
o 58mIMBg39wms 36Mmd0gMHgdol 535 gdoll Mbolidogdgdo, 39630LYMs, bdgdol @om3zws ©s
390092900l 350035, 0683mMHT5300L d0dM(33s S SBsE0BOo, LEBOZMGBOLS S 3930l BoGM30L
bobGgdgdo s Ubbgs  3600369wm3zsbo  3MmEglgdo  dogrosb  BoMm3MI30vEHYHICO

&996m@my09gd0L  LsdMogdom bEgds. gl GH9YbabiEos FgBfowmow LosMbg3bm  3Mm3gLgdols
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3999x MdLYdL, 96MBg36900L LM ME6MIOL s BObEMMOOL  5Toegdsls 0f393L, MIEs
dBoM©0 30090MO0L3JdOL 3MMM9dT0, IMIBsYdJwo BMOMIsBHoMWo dsBOL, 30dgHEOL3IJdOL
dommM30L  9MBLOWMWYMBowo  LolEgIobs s 9MOLZTIMOLO  (36MBdOYMHYIOL  30MIMBJdTO,
Lobgerdfogmbsmgzol MIbodzbgarmgzsbglo 3OmEglo- sGBRY36900, 5O 08305mo, dmfy3zerso
bgds bmendy.

LooMBg36m LobEHYIJOOL FOEOBOWMGdS, M3 gOMol M3, Lsmsbsm Bm®mIsGHoMwo dsbols
999absl,  36m3gLgdOL  QoBMMZSL, dgmegl dBGOZ 30 5MBg36900L  3009OMLIBROPMBMIdOL
MBOHMD390YMmRol 4r9erolbdMdL, BodsMmMZgeMdoE 5MOgMHMBYM TGS @O faltoydo.

909006569 gl Logo®N39wMml  356MbIYdMdsdo  dgBsbowo  33wowgdgdo  (39b3m  -b
8m0936m  dMboEodse  5MBg3690bg  5dmIMBY3gwms  gugdGHPmbmwo  BgaoLBHMsEo0L,

99dHOMbmwo 39630LgMol, bdsms gargd@GHmMmbmwo smM3wols s 9®RY369d0L Fg9agd0lL
0905% 509090 mddob  9egdGHOmbrmo  99ygbol  MBEgdsdMbogdsl 560 3Fgdl.sdsbosb,
99JHOMbMwo  MgyoLEHMsE0s 439ws LosMBg3bm MBEBY Mbws 0gml sbgtyowo, bmerm
Jowow@ol 00 gEgbgdol  gargd@GmMmbmwo  omzErol  LobGgds 30, LSFOMHMYOOLSTGIG),
LEMEOMEIMPOMOE 350 VIMHO F993500LIMZ0L LsFoMM MomMmEYbmdol MBbgddo. Mog dggbgds

999dHOMbme 39630byemol Lobgl, ol 56 sG0OL 2obloBEOZMMWO.

5075950  Lodo®omggarmdo  sMLYdIMOL 2903390 dmbsggdms  dsHgdo,  MMYMOOES
50mIMBg3gms gMm0sbo oo, 9330603909 ms MHYgBEH™O, 3OHgLOL, T9JEOOLOEs 35O EH0JIOL
M930LGHM30s, 91939,  Lodo®mzgerml  Lss®hg3bm  3mgduol dobgwzom, Tglodergdqeroy,

LooMbBg36m LYBd0gdBHgdoL, 33060390 gdOL, 900l JoghH gergdEHM™Mboo bodmoegdgdom
3965365 9dOL P qbsb.

BMyoo©, Bb3zsslbgs 9@93%Y, 30BOMWO 39dbmemyngdo bgsalibgs Loboom asdmoygbgds s
3500 300sOmm 5OLYdME0 3009OBBOMNbYIO0E, 0939, OMAMEE Fomo 309396300l b JoE0ds3EO0L
2o bbgosbbgs.

9399mm 35630bosgm 569369330 493mYygbgdeo 308300 BHgdbmemyngdol 4edmygbgdolols
Homdmgdbon 3009MLBOMHYIOL s 30BIOHMLSROMHBMIBOL DMYoIMD S139JAL.

OMyMO3 1339 9006036s, Lydotrmzggwmdo Msdgbody gagd@®™bmwo MggbBHmo SOBYdMOL s
069603995 399bmema0900 Bss@BI3bm 3MMEgLOL LETsMM350. 0bEJM0MGdMO LobEHYNdO ©d
19gH30L900, MMIWGIOE AOFOBROMEGOMWO LooMBY36M TMbs(39d9d0L LoBsMMOZ35 {53M0Ygb9gds
30B936900L stmm3z0ls LoliBgdol Lobgwomss 3bmdowo s 0go  Msdgbodg LyM3zoLL dmoE3L.
LobGJIoL BMYOYHMO FsEAI6IWO >EPOWMDdMH0Z EMbYHYs B5BOMYOMWO M3 3930000 S
0633008 dodmizes  9g3b 396G ME  dsBolh.  5MRY36dOL  Fomm30L  LoliEgdol
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39950099690 bafoos, 515939 Bb3saLbgs Imbo3gdms doBs, 5303530900 s BZS 3BIMAGMSTGd0,
G0dgerms  JodsMom  sOLYGdIMWwo  300gOHEMOL3Yd0  Boosbo  LolEgdobmzolss  Lag®ombol
399(33900.

LooMBg36m 3MM39Lgddo Imfiygzwroo 3MI3mbgb@Hgdos  $3mMIMBYZwOL MBEs0B-MgaolE®ms30s,
bdol dogdol gegdBHOmbmwo 3OHmEgLo, G9gaqd0lL Tgxsd90s s A9FM(3bOYD, 300MB03IS309,
LooMBg36m 35935600l Ho®Bmgdol gargdBHOmmbomo Lodwyoeqdgdo s Bbgs sdMmsgo 3Mm3glo,
(9 ms M33H0doeMH0 BoMmmM3d BHMOMg 30BOMWOo 39dbmema0gdol asdmygbgdom doowfigzs

0d3s, 903560 360350 RIOMZ0  3MMEgLYYL  Bomsbsm  300gMM0L3gd03 Bzl 09b,
OIS 3OO0 Bs3MbImZ5e0 Fglsderms 39dgabsoMoq fodmzoyobmom:

*  5M5533MM0BYPMmo  {igmds: 0bBHIMByGMb 3938060l  FJmbg  dmbsggdms  dsbYdo
909430505, 3530sabAgL, §3c0Mmdol Im3m3900l 9dymd, F9mAdEos O5FGH™MU,
d9339cmb,  5dMToerml  5dMIOBY3g0,  gosygoedmli  bds  9®B)3bgdol  mgl. 00
d90o;bggzodos 30, 0¢) 8933900 Jdggds 8603369 mzob  293agbsls 396  sbgbl
56Bg3bgdol  dg9abg, 3Mmi3gldo B30l 50dds  LgombBM  LogOmbgl  v)ddbols
566936900l LEBMMBSL

o 5M5LsmBsm  Bydbozmmo  FmLobMgds b 93BHMIBHOBOMIPIMMO  g9bsbrgdgdOL
05930569090  3GMm3glo bdoms  396530MHMOJOL  153odbIGEol  FBGOEID  To369
3601590 YHOHB3ggma30l 033e0bE o305

o 33GMmM0BYPmo 30006  BysModol  3MIIMMIGEHIG0S.0053sAlbIgEds  Fgodargds
dmobobml  LosMBg3bm  sdobolBHMogool §gzdol b Lbgs 0blsowg®mol  sbysdodols
3003609 Bo305.  9M0LsMsbsM  3MBGHOMEOL  3060HMdgddo, ol Lodwgogds  dog39ds
59m3MPR93eol dqLobgd PsbsfgMgdo dolbo Tgbgrgdoledgde dg335eomb. maoMgdols
@5  9mbo@M®m0baol  LobGHgdol  sMeMLYdMIOL  30MHMdPPIo gb  bozgbo  soLsbgds
566936900l d99a%Y.

* 5353000900  LoLBgdgdol s Bmbssgdors B5BYdOL  3MA3MMBYGHIF0S.  OMAMOG
5006036y, 5MBg36930L Bo0r30L LoLEGISLMB s 353006MYdE0s bbgsEalibgs 53¢03s:309,
366535 96 Jmboggdms  05Bs, OMIYJMoRb  DBMP0gMm0o, TgbsdEms, 96 oygml
L50OBIOMP PIHEMEO S Mgl Jobo 3MA3MMIGEGHS305 56 FMbs399930L FobodesEos
om0 oo Ho360LSL. oM 3397 MHOLIL HoMBMPIBL g3y Ol BoJEBHMEMO, M DmAXIH
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3969 35990056 IMbs(399980 300306 bzgds 5MBg369d0L Joem3zoL LoliEgdgddo,
5353900 25odM{AgooLs O IILAHMMGOOL  oMgdg.  Sbgoe  Fgdmbgzglzsdo
99L0dgd90s 5dMIMBIZ3EOL bGo@EMLol dsbodMwomgds 85369 sd@mMol IbGOB.
39093960l g9g4semdgds:  153sdbbAgeo  dgbsdanms  sbgbgl  3mbBoomboMgdsb,
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396LMbsMMHO 0bBMOT>300L IM35M35L J0dboglgdweo 439MmOL d9339MdO”

DDoS 993935, 6mdwol  99339mMmd0ms3,  003sdlbIgwo, s539Mbgdl s Lg®zoLol
bgdobsfzomdmdsl,  3omdl  dgbemEml  sdmdMBg3ol  MgaoLEMSE00L
d9L5dgdEMds.  Lodmermm  xsddo dbgoglids Bgdmddngdsd Fglodgrms  asdmofizomls
5639369080 dmbsfoergmdol sdswo 3Gm3gbGo

35L50BIOMPO  IEIIO 39033900 TILIAWMS  2obEIl  5MIMBY3EgdOL  Bmbsizgdms
05Bsdo 990930l 39dBH™M0, Mol ™ob Lzl sdMIMBIz9wms Gglobgd  Bobofigcols
3995emd90d

bdol dogdol gegdBOMbmmo  Bmfiymdogamds IgLsdwwms 3MI3GMAGEHOMIPME  0dbsl
B0DB03MM0 BsM930L, (Fog. USB 56 bbgs Lobol 89¢00505sMgdge00) 56 4o6g 39380600 (Toy.
Mb5gbm 06EgMbgE0) abom, Gsdsis, Igloderms 89335l 0bgMm®Isios Bdol doggdol
d9bsbgd

MB0E0SWNO 30Oms gEambiGol 56350080 3m33MM3YEHE0sB030bROL b6 LmEosw Mo
0650696m00L Ubgs 39dbozom, Fgloderms 259mygbgdwger 0dbsl ms3sdlbdgerols dog
g4oedo  0bgm®mBs300L  gologM(39egds, 9653900 loboliog®o 496356y mwgdol
3oL53905.  3MI3OMIYGHOMYOMo sBYMmOdo slg3g A98M0Yghgds Fo3bg 3MIMYMITMWo
062639y mB0b Jugerdo gdlgzMEILgdws©

Lo56MBg36Mm  50ToboLEBHMS300L 3903390l 85603wsgos - bdomos Defacement &odol
99H930L 496bmM309gds 58RIl ©dBIZ0L, sdobgdol, Fg3mdsdo dgyzsbol
doBbom. 11939, FgLsdegdgeos Mbersob HBdol doEggdol LosoGHol m3sgool Tg33ws,
50m3MB939wmd §300Mm30L oOmmEgdols doBboo.

LmE30sEMo Jugerol GoligzgdoEsd YMMoliogdos Ysedo sbasM0dgdo 96 MmayoEoswremo

3390©9d0L  3m33OHMIgBo3E0s.  gu  BHgdbozs  Tgbodegdgeos  godmyabade  0dbsls
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ABSTRACT:The paper describes meaning of cryptography, its role in cryptocurrency,
cryptocurrency, threats, and the biggest collapse of crypto history — Terra Ecosystem downfall. The
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ABSTRACT:In our article, we reviewed modern threats in corporate computer networks and systems,
will which cybercriminals have caused billions of dollars in damage to hundreds of medium-sized
organizations and Giant Companies.we have discussed in detail the technologies through which various
types of cyber-attacks were carried out around the world
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Dos Attack

Denial of Service (DOS) attack is a type of attack that involves shutting down or delay a device or
network. In other words, only one computer is used during attack and flooding servers with TCP and
UDP packets. The goal of this attack is to overwhelm the target with traffic and making it inaccessible to
users. The victims of this attack are such large companies as Google and GitHub on June 1, 2022, at 9:45
a.m., Google servers from 132 countries were receiving 10,000 requests per second. In exactly eight
minutes, this rate increased tenfold, and this time 100,000 requests were made per second. Google's
network security team immediately used the rule recommended by Cloud Armor and started blocking the
traffic. In the two minutes the attack began to ramp up, growing from 100,000 Rps to a peak of 46 million
Rps (request per second). Since Cloud Armor was already blocking the attack traffic, the attack continued
as usual. Also, Google's work process was functioning normally. Over the next few minutes, the requests
decreased significantly and finally at 10:54 am, the attacker probably determined that they did not manage
to have the desired effect and slow down Google's work process, which would cause them the greatest
financial loss. Also, an attack of such a scale needs huge financial support. There is a version that the
attack stopped after 69 minutes because they did not get what they wantedand they could no longer see
the point of continuing such an attack which requires gathering many DDOQOS bots and using them
properly, as well as funding it all and organizing the biggest attack ever seen in the world in other words,
the attackers saw that they could not achieve the result they wanted and stopped the attack and avoided
spending more money. In addition to the fact that they wanted to cause financial damage by slowing
down their service, they also researched how strong Google's servers are and how well they can
withstand, an attack of like this and block traffic from different addresses and countries

29



Scientific and Practical Cyber Security Journal (SPCSJ) 6(4): 29-33 ISSN
2587- 4667 Scientific Cyber Security Association (SCSA)

C\/b@r‘ Attack Map CYBER ATTACK MAPS FAQ

TOP SPAM AND MALWARE SENDERS

‘e

ve »
. .
Spam Volume Malware Volume
—
40 ) 40
Top 10 Spam Senders Top 10 Malware Senders

COUNTRY VOLUME ORGANIZATION COUNTRY VOLUME ORGANIZATION
™ Russia € - v

EEI EEEE] K

Mon, 19 Dec 2022 19:02:18 GMT
SHOW/HIDE NUMBER OF SPAM SENDERS SHOWN NUMBER OF MALWARE SENDERS
TOP 10 CYBER ATTACK SENDERS LIST = SHOWN

-_— 50

Trojan Horseand Malwares

Trojan horse is a type of malware that can pretend to be a legitimate program whilst it attempts to cause
damage. There are myriad types of trojan horses which daily infiltrate our personal computers, and
corporate networks and employees might be endangered by them Rootkit Trojan: firstly aids other
malicious programs by concealing their activity so they can deal Maximum harm to the victim Backdoor
Trojan: can create backdoors at the corporate networks which in advance will give remote access to the
hacker, having access to the network hacker can get any kind of private information it can phone numbers
of employees information of debit and credit cards by knowing this information hacker can still money
from employs.

Remote access tool(RAT) [1,2] : Remote access tool gives the user ability to interact with the victim's
personal computer, laptop, mobile phone, or server. By giving access to a user to join the private network
so the user and victim will be on the same network, viruses created with the Remote access tool can be
evasive. Furthermore, the virus can cover itself instantly when it gets on the victim's gadget. If victim
download or open this type of virus hackers can access their desktops, files, emails, social media
accounts, and webcams too. Programs such as NJ rat, Orcus, and quasar. Belong to the family of Remote
access tools (RAT)[1,2] Worm is a type of virus that can replicate itself and spread in the network If the
worm bypasses security then without alarming the owner of the personal computer, network, server, etc.
will install malevolent programs on the victim's workstation. This malevolent program could be any type
of virus pretending a legitimate program. | love you worm | love you is a type of worm it was created in
2000 4. I love you is also known as the “love letter virus” and the “love bug worm”. It was spreading so
quickly that many companies (Microsoft, Ford Motor company, as well as government organizations like
the pentagon) had to completely shut down their services as they tried to mitigate virus damage. It is
written in Guinness records as the most destructive virus. It was replicating himself and scanning for
multi-media files and was replacing the theme His clones would lead to files being destroyed and more
worms being produced. | love you worm reached 45 million users in just 10 days and eventually, it
resulted in more than 15 billion worth of harm.
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A Backdoor Trojan attack on a corporate network may galvanize employees to be intimidated and taken
advantage of Using social engineering because this type of malware only can get into the network by
downloading and opening it. gives remote access to the hacker, which in advance helps a hacker to get the
credentials of the victim and can gain access to the corporate network by using the victim's (employee)
computer and get private information about a company. Remote access tool(RAT) can be used like a back
door trojan but it gives hackers more accurate information cause he or they can see the victim's desktop
and get information about every little thing happening on the victim's (employee) computer and use this
information to exploit company and hacker can camouflage themselves as a victim's persona towards
others by having information about a victim.

Defense against trojans and worms
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= defense [3-5]. Trojans trick users by
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information. As well as start making back doors without getting detected, or it could just take over your
computer. There are many ways to protect yourself:
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» Having a fully patched computer behind a firewall

* Run diagnostic scans

» Automatically updating your operating system, ensuring the latest security updates

* Avoiding suspicious websites

* Being skeptical of unverified attachments and links in unfamiliar emails staying behind firewall

» Using strong password
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The 21st century is the time that most people call the era of technology and the era of opportunity.
Imagine in the 1950s if you told your friend who is in France, you would see him and talk to him from
America. Your friends would laugh at you and consider you crazy, but today modern means of
communication allow us to reduce the distance to a minimum and through virtual reality work together on
different projects even from different continents of the earth. Cyberwar is one of the mandatory things
when there is any conflict between countries [6]. By means of cyber war and the secret information
obtained, the country can use all this to its advantage. Securing your company's digital data is incredibly
important if you want to protect the sensitive data that might be contained on your network and
computers, whether it be employee data, customer data, or company secrets. But no system is safe. A
simple example of this is the well-known story of how a Russian hacker hacked the FBI with just one
computer and symbolically left 1 dollar in all FBI bank accounts. Here I will also say thatthe program can
help a person but not change the brain. Most people will understand what | want to say with all this later.
Evgeniy Bogachev is a Russian hacker who has been indicted by the United States Department of Justice
for his alleged role in several high-profile cyberattacks. He is believed to be the mastermind behind the
Gameover Zeus botnet, which was used to steal sensitive information from computers around the world.
In 2015, the U.S. government offered a $3 million reward for information leading to his arrest and
prosecution. According to the public opinion Bogachev showed everyone that we can achieve a lot
without support of servers and huge hardware. The main thing here is our brain and how we use it. The
program can help a person but not change the brain. Perhaps you will have a question: How was the
attack organized? While Bogachev knowingly acted in a role as an administrator, others involved in the
scheme conspired to distribute spam and phishing emails, which contained links to compromised websites
[7]. Victims who visited these websites were infected with the malware whichBogachev and others
utilized to steal money from victim’s bank accounts.

Conclusions:

As we can see from our research, we investigated various well-known methods of compromising modern
computer networks, as well as methods and technologies for protecting against such threats. The main
thing is that we have received special skills to analyze different degrees of threats in modern computer
networks and have learned the process of implementing these technologies in real everyday network
service.
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ABSTRACT: In this article,we talk about Usage of Python programming language in
gamedevelopment: advantages,disadvantages,engines working on python and comparison
with the different programming languages used for game creation.

Our research shows that, python is the best choice for 2D games. It gives developers ability
to create the game easily and quickly.
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Introduction:

We live in the most technologically advanced era. This helps different fields like game
development.The video games industry is growing every single day. Because of corona virus, people
spent lots of time at their homes. They had free time and no place to go, so majority of worlds
population started spending more time on their gadgets. During this boom, not only the players, but
also the people who wanted to learn game development doubled in numbers.In 2022, the number of
gamers worldwide was estimated at three billion, down from the 3.2 billion global gamers during the
height of COVID-19 in 2021. Despite this momentarily decline, global gaming audiences are
projected to increase at a steady growth rate. Number of game developers raised by 37% in 2021,yet
the games industry is experiencing a tremendous global skills shortage. Nor is it not getting easier to
match the right talent with the right opportunity, especially given the additional challenges brought
on by remote work and distributed teams. A change is desperately needed.So, for people who want to
become game developers in the future, python based game engines might be the best first step.

First Video games

Scientist William Higginbotham is credited with developing the first video game in October 1958. It
was a relatively simple tennis game that played similarly to the legendary video game Pong from the
1970s. He had a little analog computer that could show different curves on an oscilloscope, including
the trajectory of a ball in motion. Higginbotham needed a few hours to develop the concept for a
tennis game and a few days to put the fundamental components together. Higginbotham had no issue
building the straightforward game display because he had experience designing displays for radar
systems and other electrical equipment.

Drawings by Higginbotham were used to create plans. About two weeks were spent developing the
device by technician Robert Dvorak. The first video game was ready for release after some debugging.
Tennis for Two was the name of the game. Players could push a button to hit the ball in the direction
of their opponent and spin a knob to change the ball's angle. Players couldn't miss the ball as long as
they pressed the button in their court, but if they hit it at the wrong moment or tilted, the ball
wouldn't cross the net. A ball would bounce like a tennis ball when it struck the ground. The players
pressed a reset button to begin the following round once the ball left the court or went through the
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net. Tennis for Two needed more modern video games' sophisticated graphics. A side image of a
tennis court with only two lines—one for the net and one for the ground—was displayed on the
cathode ray tube display. The ball was merely a dot that moved back and forth. Players have to keep
track of their scores as well. Many resistors, capacitors, and relays were used in the game's circuitry,
but transistors were also used for the quick switching required when the ball was in play.
Unfortunately, they could not develop the engines that would have allowed other developers to
produce their games at the time. They were forced to start from scratch each time as a result.[1]

Game engine description

A game engine is a software architecture primarily made for video games. It typically comes with
essential libraries and assistance applications. Game engines are tools developers can use to create
games for computers and other gaming platforms. The primary features that a game engine often
offers include rendering engines ("renderers") for 2D or 3D graphics, physics engines or collision
detection (and response), sound, scripting, animation, artificial intelligence, networking, streaming,
memory management, threading, localization support, scene graph, and video support for cinematics.
Implementers of game engines frequently save money on the game production process by
reusing/adapting, in large part, the same game engine to produce other games or to help with game
porting to numerous platforms. For instance, a game for the Atari 2600 had to be created from the
ground up to best use the display hardware. Today, makers of games for older systems refer to this
basic display routine as the kernel. Although there was more room for maneuvering other systems,[2]
memory limitations frequently prevented the data-heavy designs that an engine requires. Very little
could be reused between games, not even on more forgiving platforms. Most of the code had to be
thrown out later anyway because following generations of games would employ entirely different
game designs that took advantage of more excellent resources due to the rapid advancement of arcade
hardware, which was the leading edge of the market at the time. Because of this, most game designs
from the 1980s used a fixed set of rules, a limited amount of levels, and graphics data. Since the
heyday of arcade games, it has become customary for video game developers to create their game
engines for use with first-party software. The fluid side-scrolling engine created by Shigeru
Miyamoto's team at Nintendo for the Nintendo Entertainment System was a prominent example of
an in-house game engine on home consoles in the middle of the 1980s (NES). Super Mario Bros later
used the technology they had created for the side-scrolling racing game Excite bike, which was
released in 1984. (1985). As a result, Mario could easily transition from a stroll to a run rather than
moving at a fixed speed, like in earlier platform games. Even though third-party game engines were
uncommon until the emergence of 3D computer graphics in the 1990s, several 2D game creation
systems were created for independent video game development in the 1980s. Pinball Construction
Set (1983), ASCII's War Game Construction Kit (1983Th), under Force Construction (1984),
Adventure Construction Set (1984), Garry Kitchen's Game Maker (1985), Wargame Construction Set
(1986), Shoot-'Em-Up Construction Kit (1987), Arcade Game Construction Kit (1988), and most
notably ASCII's RPG Maker engines from 1998 onwards are some of them. Another classic title still
accessible is Click & Play (1994).

Around the middle of the 1990s, the phrase "game engine" came into use, particularly about 3D
games like first-person shooters that used a first-person shooter engine. Unreal Engine was first
released in 1998 by Tim Sweeney's company, Epic Games. Since Doom and Quake by Id Program
were so well-liked, other developers decided to license the core software instead of starting from
scratch and creating their graphics, characters, weapons, and levels referred to as "game content" or
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"game assets." Teams could expand and specialize due to the separation of game-specific rules and
data from fundamental ideas like collision detection and game entities. Later games, with the engine
and content developed independently, used a similar strategy, including Epic Games' 1998 Unreal
and id Software's Quake III Arena. A high-end commercial gaming engine license can cost anywhere
between US$10,000 and millions. Then several appointments might exceed several dozen businesses,
as seen with the Unreal Engine. Licensing technologies have proven to be a valuable supplemental
revenue source for several game producers. At the very least, reusable engines expedite and simplify
the process of creating game sequels, an essential benefit in the cutthroat video game market. Around
2000, there was intense competition between Epic and id, but since then, Unreal Engine from Epic
has become far more well-liked than id Tech 4 and its successor, id Tech 5. One of the most
complicated programs ever created, modern game engines frequently contain dozens of intricately
tuned modules that interact to provide a tightly regulated user experience. Level design, rendering,
scripting, and art have become distinct due to the ongoing development of gaming engines. For
instance, an average game development team now typically has far more artists than actual
programmers.[3][4][5]

Python based game engines

Game engines for Python most often take the form of Python libraries, which can be installed in a
variety of ways. Most are available on PyPI and can be installed with pip. However, a few are
available only on GitHub, GitLab, or other code sharing locations, and they may require other
installation steps.

Pros and cons of python based game engines compared to others

Python is a general purpose programming language, and it’s used for a variety of tasks other than
writing computer games. In contrast, there are many different stand-alone game engines that are
tailored specifically to writing games. Some of these include:

The Unreal Engine

Unity

Godot

These stand-alone game engines differ from Python game engines in several key aspects:

Language support: Languages like C++, C#, and JavaScript are popular for games written in stand-
alone game engines, as the engines themselves are often written in these languages. Very few stand-
alone engines support Python.Proprietary scripting support: In addition, many stand-alone game
engines maintain and support their own scripting languages, which may not resemble Python. For
example, Unity uses C# natively, while Unreal works best with C++.

Platform support: Many modern stand-alone game engines can produce games for a variety of
platforms, including mobile and dedicated game systems, with very little effort. In contrast, porting a
Python game across various platforms, especially mobile platforms, can be a major undertaking.
Licensing options: Games written using a stand-alone game engine may have different licensing
options and restrictions, based on the engine used.

So why use Python to write games at all? In a word, Python. Using a stand-alone game engine often
requires you to learn a new programming or scripting language. Python game engines leverage your
existing knowledge of Python, reducing the learning curve and getting you moving forward
quickly.There are many game engines available for the Python environment. The engines that you’ll
learn about here all share the following criteria:They’re relatively popular engines, or they cover
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aspects of gaming that aren’t usually covered.They're currently maintained.They have good
documentation available.[6][7]

Our project
For this research, we created the game.Here is the summary of it.

Gamedescription:

A game where two spaceships fight each other. The game has two players, one controlling a red
spaceship and the other controlling a yellow spaceship. The players can move their spaceships around
the screen using the WASD keys for the yellow player and the arrow keys for the red player. The
players can also shoot bullets at each other using the control keys.

Health: 10

The game has a health bar for each player, and the player whose health reaches O first loses the game.
The game also has a border that divides the screen in half and that the spaceships cannot pass
through. The game displays the current health of each player on the screen, as well as the spaceships

and any bullets that have been fired.

Health: 1 . ' - . M Health: 10

~ Red Wins!

The game has a fixed frame rate of 60 frames per second and the spaceships and bullets move at a
fixed velocity. The game has a maximum of 3 bullets that can be on the screen at any given time for
each player. Also, it has an event system that can be triggered by the players getting hit by bullets,
which causes the spaceship to flash and become invulnerable for a short period of time.
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Health: 10

Conclusions:

main problem was downloading the pygame itself. Sometimes the operating system or code writing
environment may give you hard time using the library. Code writing is simple, the syntaxes are easy
to remember and it does not need much time to run. It takes around 5 hours to create the mini game,
that you can enjoy later with your friends. It will also help you to understand the main principles of
game creation, which you can also use in different engines. Unfortunately, python based game
engines are suitable just for the 2D games such as platformers®. It is not for creating big projects like
AAA* and AA* games. But, if you are new to game development(like us), python based game
development is great, because it is much more easy than other engines such as “Unreal engine” or
“Unity”.

Footnotes:

AAA games-The term "AAA Games" is a classification used within the video gaming industry to
signify high-budget, high-profile games that are typically produced and distributed by large, well-
known publishers. These games often rank as “blockbusters” due to their extreme popularity.

AA games-“AA” (although rarely used) means budgets around just several million.

Platformers-A platform game, commonly referred to as a “platformer,” is a style of video game
where the player makes a character move through an environment with a series of action-based
moves, like running, jumping, or swinging from ropes.
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will Smith is an actor, rapper, and film producer who has had a successful and varied career @9 &

in the entertainment industry. He is perhaps best known for his roles in films such as "The
Fresh Prince of Bel-Air," "Men in Black," and "Ali." Smith has also had success as a musician,
releasing several albums as a rapper under the name The Fresh Prince. He has won
numerous awards for his acting and music, including four Grammy Awards. In addition to his
work in entertainment, Smith has also been involved in philanthropic efforts, including
founding the Will and Jada Smith Family Foundation, which focuses on education and the

arts.
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IDF(t) = log_e(Total number of documents / Number of documents with
term t in it).

boy@osoo 2 o IDF -b
50fig®s

N

quency of x in

TF-IDF calculation L@Homo 2 d TF*IDF seoam®omdo

Python-do scikit-learn gofjgom  obslffo® 5396939 TF-IDF  39d&HmM0BsG™m®b, GMmdgeros
om3ol TF-IDF Jumsl oommgmewo ©m3mdgb@ol  sofgmowmmdolomgol, Lodygs-bo@Gyzom
(L. 3).

tf = TfidfVectorizer(analyzer='word', ngram_range=(1, 3), min_df=0,
stop_words="'english')
tfidf_matrix = tf.fit_transform(ds|'description'])

bLmGooo 3 Lo@dyzgdol
39390m6M9L 30

g, "tfidf_matrix" 560l doGHMoEs, MmIgeos 9903936 00mMge Lo@ygsl s dob TF-IDF Jmemsl
00MMYM ©M329F963H9B, 56 58 J98:b393530 JM019MEm9b J0oM9d5T0. 515939, FIBIMYOMO
L0@Y3900 MOMIWME LoEHY39005, OMAWYGdOE 56 Fo3gd9b 860d369em3z56 360369 MdsL B396L

LOLEYISL, BeymOOoEss "an”, "is", "the™ s, Gglsdsdolsog, LobiETs 0abmMOMIdMEOs.

2)  39H™ONL-bozHEOMO InEIo

50 dmEymdo MomMmgMEo  ggdgbBHo 0bsbgds Mmam®E dobo  5GHM0dGHId0L  39]GHMGMO
(0Igd03 31939 399GMOGO05) N-gbDMI0Egd0s6 LogMEgdo s 39JBH™MIAL MOl 3Mbygdo
399003 gds 39JGMOMJOL Il b s3b9d0L ol YIBI®.

9mdbdoMgdEol  dmfimbgdgdol/s®mfmbgdol/Bmagdol  godmmgerol FJMMEO  25TMOMZLdS
9mdbdoMgdEol  3Mmzool  39d@Bm®bs  (Ui) ©o ©m3mdgb@olb 39d@Gm®L  dm®ol  31mbols
30LobMLOL sEgdom; 56 B39l Jgdmbgg35d0, 379MbY M3MTg6EOL MM 39dEMML TmGOU.

30bobMLOL  godmygbgdol  Lsdmrmm  doBgbo MOl ob, GmI  JmLobmlol d60dz6gwMds
3°0DMHY0s, MHMOYLSE 39JBHMOIOL TmEOL 3Mmby d30M©Yds, M3 MBOM dg@ boglgdsl
60dbogL (L. 4).
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bm©Ho00 4 3mbobmlol 3mby
3) 3mbobmLgdol AuyogLgdol Fsdmmges

cosine_similarities = linear_kernel (tfidf_matrix, tfidf_matrix)
results = {}
for idx, row in ds.iterrows():

similar_indices = cosine_similarities[idx].argsort()[:-100:-1]

similar_items = [(cosine_similarities[idx][i], ds['id'][i]) for i

in similar_indices]
results|row|'id']] = similar_items[1:]

30LobMLOL Al s3LgdOL godmmzgerol python 3mo

bLoosomo 5

59 B396 go8mgzmzscmgm mommgmo 9wgdgb@ol 3mbobmlmMo Alysglgds dmbozgdms BazMgdol
y39es Bbgs 9e9396@mab, 8990099 003553900 0bobo smo dbigaglgdol dobgwgoom "i" 399bd@msb

Q5 393065bg0 3603369mdgdo "results” (bwy. 5).

4)  9303965300L 253995

50 Boffoardo, B396 LEdME MM 36sbsgm M93mIgbsEMmMms LoliEgdal dmddggdsdo.

def ditem(id):
return ds.loc[ds['id'] == 1id]['description'].tolist()[®].split(' -
")el

# Just reads the results out of the dictionary.def

recommend (item_id, num):
print("Recommending " + str(num) + " products similar to " +
item(item_id) + "...")

ErmE( M= ) recs = results[item_1id][:num]
for rec 1in recs:
print("Recommended: " + item(rec[1]) + " (score:" +

str(rec[®]) + ")}™")
LYYOSDO
293990L python 3mo

66939965300
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59 B396 MdMowme 89309y356m Litem_id“-l 5 09309630 gd0L Mom@Ybmdsl, Mmdgeos h39b
33060s. 53090006 BMbJ305 95MHM3zq0L 5T ,,item_id“-ol JgLodsAoL ,,0909290L[] ©s 30wWgdM
9339653090 930M56%g (bwy®. 6).

5) ®9BIwAGO

59 56G0b 03mMborgs, M¥) B> bEgds Bgdmm Im39dmE 3mbJ300L 2odmdsbgdolsl (Lme. 7 5,d).

recommend (item_1id=11, num=5)

L5000 7 5 LHdME MM gmbJsos

bmGoomo 7 B

65699000 35330L X 0bL-GmMEH B0l AbgogLo M93m3gbsiogd0

3063963y  ©ondbadME  BOWEHMHE0sL  9d3L  OMYMOEF  IIOOMO 0l YIMYMBOO
dbs69q00L. OIOIOMO© Fgodegds Bogm3zotmm, ob MHMI gl FGoEGHEMsE0s BMIbIsMgdEOl
©53M9)3000905© 5MLYdMBL. 3063963 B RAbYdME Fgom©l FbMwME gMHmgMEgdols s
9600 dmdbIomgdol 3OMTBool sbowobo LFoMEIds M93mdgbsgoolm3zol, o3 3MmigLl
Bo3wgds@ MMl BEol s 9d9sb o8mdobstg MBRGM BMLE ©s Lsodgom TggagoL
00935, 5853MOMMWs© 3MbGHI6GHDY ©oRMAbIdME  BHgdbmmwmyosl 543l 63w m35690900.
9O-9OM0 003 gds 9BV Jobss®lol sbserobBo, B ;g 3mbBHIBGO o6 Tgoiegl
15395608 0683MMT>305L BogmMbY, M93T9I6IE0S OO SEPBIIMBOM 5GS DMBEO 0db69ds. SBY39
50bOb0dbsg0s, MM 3mbFIBGHDY ©BMIbgdMWO  FBowEHMIE0s MBOMBlgEgmal  Losbwrol
990 bosmobbl, Moysb ol mbs Tggbodsdgdmeall  8mdbdsmgdeols  3MMmzoEol
9obolosmgdgdl bgerdobsz™d 9egdnb@gdmsb.

3900920: LsdMEWMME, 3MbGHIBGHDBY IRMAbIdMWO BoWGHMSE0s 153T9MO  Fo3M(39XIOO
93009053008 39gbmma0ss, OHMIgEoE IMIbToMmdIEL 53mbEGHMMEdL s dobo dgyzsbogro
9mbs39990006  25dMmIobscg, dbgogl 0bRMMTs30sL  0dgngzs. TogMsd, OMMOE  Bgdmo
5060360, 30639bEGHBY 531936900 BoEEMI305 96 ML 3M5JGH03IWO, MBOM LHmGL,
53 obg  Loodgm,  MmELsg  9wgdgb@gdol  BOm©Ybmds  0BOMYds  939BOM O
©0x9IM9630090w0o 50)gMgdol LsFoMMYdLMD GMMO. 5Tl FoLHY39GI©, Tglodegdgeos
3965bMM 309009l 9OHPMIWO30 BowEGMO300L  G9gdbogzs, ®mIgwog 390mglo, BMLGHO ©d
doldBodME0 50IMBbYds.
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©3133365:8009H905350 G9dbmemyom®o domfig3gd0Ls, OSINT-0l IMog35¢0 3MsdEHozmbolm3zol,
crowdsourcing ®Bgds y39wobg 3dwsgem obLEBHMIGbEHO©. 3065006 MmMYI6obo30900, JgMIm
3003560900 @5 063 YMGLgdMo 3060930 35300600  godm33e9390L  LoxsMMm® 5305,
9O0MmOwoz30  9x9gdBo  9dwogmqdl  OSINT-ob  d90amd  go8m33¢9390L,  MHMIWgdo3
39930399096 9mHOMdE0g  FMFomdol  LHGIRs® 29630056935  B9dbmemaoslbmsb. Al
G9dbmwmyos  33oge3  PoMImMagbms  Lobotygdwrms  OSINT-8o  dmbsigdos
39260m3900Lm30L, EIHBOBFMEOTs300L oz EHIMOLMZ0L, Fodmbol 0w bE0x035300Lm30L
@5 dowosbo  3OMmEglol  golsdsMGH039dWs@.  FIOMESE,  HBMYOIOMO  F9MIMEMBL, GMI
bgwmgbmmo  0bGHygdBHol  BHgdbmemgos  smfggdl  sbogw  aoMogMogl  OSINT
365gd3H03mbgdolom30L, Losg LHMGs© dgmbgmwo  seym®omdo Lsdmermem  dmdbdsmgdgwls
9050300l BMLE 0bBMEOTs300l, GMIGELsE obobo §dgdgb. dombgsgzs 0doby, GmAd dgrogo Al,
O0Igebsg  99vdeos  J9E3owml  5sd0sbols  sboseobo, MBgds  BsbEHIBosw, bgermgbm®o
06@&9g9d@BHob Ggdbmemyosdo gdudmbgbiosw® Fobligwms 60dbsgl, ™A sbigmo seEramMomdgdo,
OIS 99dE0500  BHOOSRI®©  3593039mb s  99moEbmb  ©sb39Mz0L  doMOmOEO
Boffoergdo, Lbgs 905539605, 099 565 m36909d0. 5©0bsB0BZ05 S1939 BgIM® s©0bodbMo bgMbgdo,
L50QsbsE 399MmI0bscY bsmers BBL 50530560l FglsdErgdermdgdo vy ol LfmGs s

983995 259m0Yygbgdl 306309 0bgmMTs30e [y mgdb.
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USAGE OF COLLATZ CONJECTURE IN CRYPTOGRAPHY

Andria Kelekhsaevi, Cervantes Gymnasium-gess
Gega Shavdatuashvili, Cervantes Gymnasium-gess
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ABSTRACT: This article distinguishes Usage of Collatz Conjecture in cryptography. In particular, how
we can hash information using the “3n+1” algorithm. We review a new method of irreversible hash and
its usage in the modern world using,“3x+1” problem.

KEYWORDS: Collatz Conjecture, Cryptography, Collatz problem, irreversible hash, Encryption

Introduction:

Hashing is the process of transforming any given key or a string of characters into another value. This
is usually represented by a shorter, fixed-length value or key that represents and makes it easier to find or
employ the original string.

The most popular use for hashing is the implementation of hash tables. A hash table stores key and value
pairs in a list that is accessible through its index. Because key and value pairs are unlimited, the hash
function will map the keys to the table size. A hash value then becomes the index for a specific element.
A hash function generates new values according to a mathematical hashing algorithm, known as a hash
value or simply a hash. To prevent the conversion of hash back into the original key, a good hash always
uses a one-way hashing algorithm.

Hashing is relevant to -- but not limited to -- data indexing and retrieval, digital signatures, cybersecurity
and cryptography.

Collatz Conjecture:

The Collatz conjecture is one of the most famous unsolved problems in mathematics. The
conjecture asks whether repeating two simple arithmetic operations will eventually transform every
positive integer into 1.

The Collatz conjecture states that the orbit of every number under f eventually reaches 1. And
while no one has proved the conjecture, it has been verified for every number less than 268. So if you’re
looking for a counterexample, you can start at around 300 quintillion [1].

It’s easy to verify that the Collatz conjecture is true for any particular number: Just compute the orbit until
you arrive at 1.
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The importance of Collatz Conjecture in cryptography

By implementing the Collatz conjecture in cryptography we create an irreversible hash. Unlike
encryption, Cryptographic Hash Functions are one-way. Once encrypted, you can never decrypt them
even if you have the exact hashing algorithm that was used for the encryption [2].

Our Encryption works in that way:

1) We divide the alphabet into 13 pairs and mark each letter with ones and zeros.

The default corresponding number of each letter is zero and it becomes one only when the letter appears
in the word [3].

(For example we turn word “hello” in given binary table)
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Pairs of letters: Binary Values:

a b 0 o
c d 0 0
e f 1 0
g h o) 1
i J 0 0
k { 0 1
m n 0 0
o P 1 0
q r 0 0]
s t 0 9]
u v 0 o]
w X o} 0
y z 0 0

2) After the first step of encryption, we add a special number to every sum of ones that correspond
to a letter that was used in a given word. We do not add a special number to pairs where one
doesn't appear. Special numbers are the same every time and are generated by adding the index
of each letter in the same pair [4]. You can view it here:

Final Value:

3 0 3
0
11 +1 12
15 +1 16
19 0 19
23 +1+1 25
27 0 27
31 +1 32
35 0 35
39 0 39
43 @] 43
47 0 47
51 0 51

3) After this step of encryption, we are left with the following result: 00121602503200000

So on step 1 enc(k)("hello™) = 00121602503200000

After turning our string into a number hash we are going to use the 3x+1 problem to hash it even
better and make it irreversible. The 3x+1 problem or so-called Collatz problem allows us to create a hash
that will be impossible to decrypt because of its random pattern.

From the above hash, we ignore zeros and put every other number we got into a Collatz function.
That means we will use the 3x+1 algorithm on 12,16,25 and 32. After finishing the algorithm we take the
highest number in the Collatz tree and correspond it to the number that was used. If two different numbers

59



Scientific and Practical Cyber Security Journal (SPCSJ) 6(4): 57-63 ISSN
2587- 4667 Scientific Cyber Security Association (SCSA)

have the same highest number in the algorithm then we just choose 2-nd highest (except starting number)
and so on [5,6].

Now, let's watch each step:
I vale

16 -->8 -->4 -->2 -->1
The highest number in this algorithm is 16 itself.
So enc(k)(*'h"") = enc(k)(16) = 16

I Velue

0
0 1 2 3 4 5 6 7 8

12 -->6 -->3 -->10 -->5 -->16 -->8 -->4 -->2 -->1

©
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The highest number in this algorithm is also 16 so we choose the 2nd highest number (except
starting number),which is 10.
soenc(k)(*"e') = enc(k)(12) = 10

10

0
0 1 2 6 7 8 9 10 " 12 13 14 15 16

25 -->76 -->38 -->19 -->58 -->29 -->88 -->44 -->22 -->11 -->34 -->17
>10 -->5 -->16 -->8 -->4 -->2 -->1

The highest number in this algorithm is 88 so enc(k)(*'I'") = enc(k)(25) = 88. Since "'I'" is used twice
in hello, we put 88 twice in a final hash.

18 19 20 21 22 23

-->52 -->26 -->13 -->40 -->20 --

0
0 1 2 3 4

32 -->16 -->8 -->4 -->2 -->1
Highest number in this algorithm is 32 so enc(k)(*'0™) = enc(k)(32) = 32.
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After finishing our last step we are left with a hash that looks like this: 1610888832 so enc(k)("hello™) =
enc(k)(00121602503200000) = 1610888832

After the whole hashing process word "hello" turned into a 1610888832. We would like to prove why it's
impossible to decrypt a hash generated by our algorithm. Even if the attacker knows the method that was
used they won't be able to decrypt the hash because of a simple reason. The Collatz problem. They won't
be able to find the exact

number that was used as a starting point in our algorithm. Even If starting number might not change after
the algorithm (like it happened with "h" when 16 was = 16) it is still impossible. Let's say the attacker
knows that 88 was the highest number in our algorithm [7]. They put 88 in the Collatz conjecture
algorithm and are left with the next problem:

88 -->44 -->22 -->11 >34 -->17 =->52 -->26 -->13 -->40 -->20 -->10 -->5 -->16 -->8 -->4 -->2 -->1

The attacker might think that they will be able to find the number we used to hash but in reality, they have
to do the

reverse path search [8]. To make it simple, we used the number 25 to get the number 88, and even if the
attacker uses the back road:

reverse:

88 -->29 -->58 -->19 -->38 -->76 -->25

They will keep on going because of a simple reason. The attacker won't know where to stop. Our hashed
number was

25 but the attacker will keep on searching for the starting number:

88 -->29 -->58 -->19 -->38 -->76 -->25 -->50 --> and so on.

Conclusion:

In the given article, we overviewed hashing and explained why and how Collatz Conjecture
(3x+1 Problem) can be used in cryptography. We discussed an algorithm which sorts the English alphabet
in 13 pairs and creates a binary table where each binary number corresponds to a specific letter. After the
first stage of hashing our algorithm sums all the ones in the same row and adds a special number to each
result. Final step is to put the result into a Collatz conjecture algorithm and pick the highest number in the
path.

Over 80 years Collatz problem remains unsolved, so implementing it in cryptography gives a
new, unique method of hashing which is irreversible and can’t be decrypted.
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