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Abstract

In today’s world, protecting data from tampering and making sure it's reliable are
critical needs, especially in fields like finance, healthcare, and education. Many
organizations rely on centralized databases, which are effective but don’t offer built-in
ways to prevent data changes or verify integrity. Blockchain, on the other hand, is well-
known for providing tamper-proof records but is difficult and costly for many
organizations to adopt fully. Our research aims to fill this gap by introducing a way to
integrate blockchain’s immutability features into existing centralized databases, allowing
companies to improve data security and reliability without major changes to their current
systems.

The core of our approach is a method that adds blockchain hashes to traditional
databases. This method captures data in its current form and protects it from unauthorized
changes. It works by creating unique cryptographic hashes for data stored in centralized
databases, then recording these hashes on a blockchain. These hashes act like secure
"fingerprints" for the data, allowing organizations to track and verify any changes. This
setup enhances data integrity and helps organizations keep an unchangeable history of
data changes while staying within their current systems and workflows.

Alongside our technical approach, we identified a business opportunity to provide
this blockchain integration service to small and medium-sized companies. Many of these
companies would benefit from the added security of blockchain but find full blockchain
adoption too costly or complex. Using the "Business Model Canvas" approach, we created
a business model for a company offering blockchain integration. This model includes two
main services: a one-time integration service for organizations wanting a simple setup,
and an ongoing service that provides continued maintenance and verification. This
business model is specifically tailored for smaller companies that want enhanced data
security without fully moving to blockchain.

Our analysis focuses on customer groups that depend on secure data, such as
financial institutions, healthcare providers, and educational institutions. For example, in
finance, this integration supports secure transaction records and helps prevent fraud. In
healthcare, it creates an unchangeable history of patient records, supporting compliance
and patient trust. Educational institutions could use it to secure student records, making
them harder to tamper with and easier to verify.

In this paper, we explain the technical details of our approach, including how
blockchain hashing works and the adjustments needed to add this to existing databases.
Our model minimizes any extra time for data processing while maximizing security. By
bringing blockchain benefits to centralized databases, we offer a hybrid model that
combines the strengths of both systems and makes blockchain security accessible without
a complete system overhaul.

As keeping data safe and trustworthy becomes more important, this hybrid model
could help set new standards for protecting information. By combining the strengths of
blockchain with current databases, this method could change how industries keep data
secure, especially as laws about data protection get stricter. Beyond finance, healthcare,
and education, this approach could be useful in areas like legal records, supply chains, and
public records, where data needs to be open and protected from tampering.
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This paper presents a practical and scalable solution for improving data integrity in
existing centralized databases. By adding blockchain hashes to traditional systems, we
offer an approach that combines the security of blockchain with the familiarity of
centralized databases. Our business model outlines how this technology can be effectively
marketed, especially in areas where secure data is a top priority.
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